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Abstract— Searching for content in peerto-peer networks is
an interesting and challenging problem. Queriesin Gnutella-lik e
unstructur ed systemsthat use ooding or random walk to seaich
must visit O(n) nodesin a network of size n, thus consuming
signi cant amounts of bandwidth. In this paper, we proposea
query routing protocol that allows low bandwidth consumption
during query forwarding using a low cost mechanismto create
and maintain information about nearby objects. To achieve this,
our protocol maintains a lightweight probabilistic routing table
at each node that suggeststhe location of each object in the
network. Following the corresponding routing table entries, a
query can reach the destination in a small number of hops
with high probability. However, maintaining routing tables in
a large and highly dynamic network requires non-traditional
mechanisms.

We design a novel data structure called an Exponentially
Decaying Bloom Filter (EDBF) that encodessuch probabilistic
routing tables in a highly compressedmanner, and allows for
ef cient aggregation and propagation. The searcch primiti ves
provided by our systemcan be used to search for single keys
or multiple keywords with equal ease.Analytical modeling of
our designpredictssigni cant improvementsin seaich ef ciency,
veri ed through extensve simulations in which we obsewed an
order of magnitude reductionin query path length over previous
proposals.

|. INTRODUCTION

Themechanism$or searcheg peerto-peer(p2p) networks
are severely constraineddue to the distributed nature of
contentindices and highly dynamic membershipof hostsin
thenetwork. In the context of peerto-peemetworks,searching
is equialent to routing a query to a node in the network
that hostscontentmatchingthe query Routingin traditional
networks has endeaored to achieve deterministicand com-
plete routing in the face of (relatively infrequent) network
changesOn the other hand, content-basedouting for peer
to-peernetworks hasto grapplewith the large size of routable
contentandfrequentchangesn the network membershipThis
rulesoutthe corventionalsolutionof building andmaintaining
a perdestination(object)routing tablethroughan exchangeof
routing updatesHowever, relaxing the requirementsof com-
pletenesanddeterminismin routing enablessomeinteresting
solutionsthat we explore in this paper

The existing solutions to achiere content-basedouting
can be divided into two broad families. The rst family of
structued p2p networksconsistsof solutionsthat imposea
particularstructureon the overlay network (e.g.,[1], [2], [3],
[4], [5])- The regularitiesin this structureare then exploited

to ef ciently maintainand query a global data-structuresuch
asa Distributed Hash Table (DHT).

The secondfamily of unstructued p2p networkscomprises
Gnutella-like networksthatdo notimposeary structureon the
overlaynetwork [6]. Thedefaultsearchmechanisnin Gnutella
is to blindly forward queriesto all neighborswithin a certain
numberof hops. Although this mechanismhandlesnetwork
dynamicsvery well, searchthrough blind ooding is quite
inefcient. This has motivated a host of studies proposing
various enhancementdo searchin unstructurednetworks.
Major improvementdncludereplacingthe blind ooding with
a random-valk [7] or an expandingring search tailoring the
network constructionto achieve propertiesof small world
graphs|8], re ecting the capacitiesof heterogeneousodes
in topology-constructiori9], and cachingpointersto content
located one hop away [9]. All of these proposals(except
for caching) retain the “blind” nature of query forwarding
in Gnutella. In other words, the forwarding of queriesis
independentof the query string and does not exploit the
information containedin the query itself. The keywords in
the queryare usedonly for searchinghe local contentindex.

The objectiveof this work is to designan efcient query-
routing medanism for unstructued peerto-peer networks.
We proposeto build probabilistic routing tables at nodes,
constructedand maintainedthrough an exchangeof updates
among immediate neighborsin the overlay. These routing
tablesuse a novel data structure— the ExponentialDecay
Bloom Filter (EDBF) — to efciently store and propagate
probabilisticinformationaboutcontenthostedn the neighbor
hood of a node.The amountof informationin an EDBF (and
the numberof bits usedto store this information) decreases
exponentially with distance. Such exponential decreasein
information with distance restricts the impact of network
dynamicsto the neighborhoodof ary departing or newly
arriving node.The ScalableQueryRouting(SQR)mechanism
we designuseshints obtainedfrom theseprobabilisticrouting
tablesto forward queries.The use of probabilistic hints pro-
videsa signi cant advantageover the completelyblind nature
of existing mechanismstranslatinginto large reductionsin
the averagenumberof hopsover which a queryis forwarded
beforeit is answered.

We evaluate our designthrough both analytical modeling
and simulations.Our analysisprovides good insight into the
complex procesf probabilisticinformationdisseminatiorin



" Medium

Low - Strong
Noise information \ information / information
OH> & )
N\ Noise
oise J Content Host

(Origin of information

Fig. 1. Exponentiallydecayinginformationin the neighborhoodf a node.
Arrow sizesrepresenthe amountof information or awarenessboutcontent
hostedat the nodeon the right extremeof the ®gure. Notice how the noise,
depictedas small arrows, is presenteverywhere but is dominatedby the
informationaswe get closerto the host.

random graphsand its use for efcient routing. Using the

analytical model, we derive expressionsfor query success
probability and the expectedquery path length. Predictions
from this modelclosely matchour obsenationsof the system
in simulation.

Our simulationscover a numberof proposedsystemsand
demonstratethe performanceadvantagesof using a proba-
bilistic routing mechanismlike SQR. SQR achieves one to
threeordersof magnitudereductionin query path-lengthover
the existing and proposedsystems.Theseimprovementsare
obsened to be consistentover a rangeof contentreplication
models.

The restof this paperis organizedasfollows. An overvien
of SQRis presentedn the next section followedby a detailed
descriptionof its designin sectionlll. Our model of SQR
andits analysisis presentedn sectionlV. In sectionV, the
predictionsfrom our analysisareveri ed andthe performance
of SQR is studied through extensive simulations.\Vé also
study the bene ts of coupling SQR with various topology
adaptationmechanismsA brief discussionof our solution
beingan instanceof a moregeneralparadigmfor information
processindgn dynamicnetworksis presentedh sectionVIl. We
review relatedwork in sectionVIl andconcluden sectionVIll
with pointersto future work.

Il. OVERVIEW

In this sectionwe presenta brief overview of our solution,
deferring a detaileddescriptionto the next section.The key
ideaof our ScalableQueryRouting(SQR)schemas captured
in Fig. 1. SQR propagateswarenessaboutcontenthostedat
a nodein the neighborhoodf the node,with the amountof
information decreasingexponentially with the distancefrom
the hostingnode.The nodeon the extremeright of the gure
is hostinga pieceof contentandoriginatinginformationabout
it. As a consequencenodescloseto the origin have strong
information about the content at the origin. The strength
of this information decreasesvith distanceuntil it becomes
indistinguishablefrom noise towardsthe extreme left of the

gure. As we will shaw, this exponential decay not only
reducegheamountof communicatioroverheado aminimum,
but also hasa blind decayfeaturethat allows the aggressie
compressiorof the route update,making the schemehighly
efcient. Surprisingly even such a small amount of route
information cansigni cantly improve the searchoperation.

This conceptof propagatinghighly compresseéhformation
regarding contentsis realizedthroughthe designof a novel
datastructurecalledExponentiaDecayBloom Filter (EDBF).
Intuitively, the EDBF is a datastructurethat allows usto vary
the number of bits usedto store probabilistic information.
As the distancefrom the node hosting the object (source
of information) increases fewer bits are usedto represent
informationaboutthe directionin which the objectis located.
At sufciently largedistanceshe numberof bits usedbecomes
muchsmallerthan1 andis dominatedby randomnoisedueto
collisionsin hashingthuseffectively restrictingthe size of the
“aware” neighborhoodl Sectionlll-A describeghe designof
EDBF in detail and discussedts succinctencodingof routing
information.

Routing in general,has two major componentsthe rst
of which is concernedwith the constructionand maintenance
of routing and forwarding tables.In SQR the routing table
is a set of EDBF's, one correspondingo eachlink. Nodes
sendroute adwertisementsluring the setupof (overlay) links.
Incrementalupdatesare usedto maintainthe consisteng of
adwertisedinformation. The secondcomponendf routingis to
usetheserouting/forwardingtablesto forward queries.While
forwarding a query the EDBF correspondingo eachof the
neighborss examined.The queryis forwardedto the neighbor
adwertising the maximum amountof information about the
gueried object. Within the aware neighborhood this action
propelsthe querytowardsthe nodehostingthe queriedobject.
Since EDBF is a “noisy” data structure,at nodes outside
the aware neighborhoodthe maximuminformationis just a
randomaccumulatiorof noiseandfollowing thisrandomnoise
correspondso a randomwalk. Thusfrom a global view, each
query follows a randomwalk until it hits a nodewithin the
aware neighborhoodand then quickly gravitatestowardsthe
node that is originating information about the target object.
The cost of eachquery decreasess the size of the aware
neighborhoodncreases.

Throughour designof SQRin this paper we make a case
for discardingthe maintenancef preciseroutinginformation,
in favor of approximate,but considerablyefcient, proba-
bilistic routing information maintainedthrough EDBFs. Our
evaluationthroughanalysisandsimulationestablishethe scal-
ability of SQRandpavestheway for wide-areadeploymentof
guery routing with propagationof routing updates.The next
sectiongivesa completedescriptionof thevariouscomponents

1Aside from its usein SQR, EDBF can have a numberof independent
applications.Justasa Bloom Filters canef®ciently represent set,an EDBF
canef®ciently representifuzzy set(i.e., a setwith probabilisticmembership).
Sucha datastructurecanbe usedin situationswhereprobabilisticinformation
needsto be ef®ciently representede.g. stochasticinferencealgorithmsin
network measurementistributed web-cachecoherenceetc.



of our solution and their synthesisto provide scalablequery
routing.

I1l. DESIGN

In this sectionwe describethe detailsof our queryrouting
mechanism.We begin with the design of the Exponential
Decay Bloom Filter (EDBF), a data structure for space-
efcient representatiorof probabilisticinformation. We then
describethe routing protocolthatbuilds and maintainsrouting
tablesusing EDBFsandendthis sectionwith a descriptionof
the use of these probabilistic routing tablesfor forwarding
gueries. An expanded version of the design, including a
detailed descriptionof implementingkeyword searchesand
discussionsof several additional issues,is presentedn our
technicalreport[10].

A. Designof the ExponentialDecayBloom Filter

The EDBF is an extensionof the traditional Bloom lIter
(BF) [11] to encodethe probabilistic forwarding table. In
particular it encodeghe approximatehop-countdistancefrom
the nodeto ary given objectin the network. In the following,
we introduce EDBF after a brief review of the design of
traditional Bloom lter .

A Bloom lter is adatastructurefor approximatelyanswer
ing setmembershipquestionslt employs a x ed number(k)
of hashfunctionsand an array of bits A initialized to all 0
at the beginning. Wheninsertingan elementx in a BF, all k
hashfunctionsh;(:);  ;hg(:) are evaluatedsimultaneously
over x andthebits in A indexedby h;(x), i = 1,;2;::;k, are
setto 1. A queryfor the elementy in a BF looks at the bits in
A indexedby hi(y); ;hk(y) andreturnsa yesif andonly
if all thesebits are1.

An EDBF usesa x ed number(k) of hashfunctionshy,
h,, ..., hg too. As in a normal Bloom lter, all k hash
functionsareusedfor insertion.However, givena queryfor an
objectx, EDBF simply returns (x) = jfijA[hi(x)] = 1;i =
1;2; ::;;kgj, the numberof 1's in the Iter. How to interpret
this number (x) is application-speci c.WhenEDBF is used
to encodethe probabilisticforwarding table in SQR, (x)=k
roughly indicatesthe probability of nding x alonga specic
link in the overlay.

The ED part of the nameEDBF comesfrom the fact that,
whenthereis no noise,the numberof bits (x) decaysexpo-
nentially (at a constantrate 1=d) with its distance(in terms
of hops)from the nodewherethe objectx is stored.In other
words,whenthereis no noise,at a nodeone hop away from
the objectx, (x) is approximatelyk bits, at a nodetwo hops
away, (x) is approximatehk=d, andsoon. While adwertising
routinginformationto downstreammeighborsnodesreseteach
of the bits in the EDBFs received from upstreamneighbors
with a probability (1 d), thusachieving anexponentialdecay
by a factor of d. The forwarding scheme(describedlater)
implementsthe semanticsof following the strongestsignal,
thusimplicitly retracingthetrail of the exponentiallydecaying
bits adwertisedby the nodehostingthe object.Note that noise
doesexist dueto collisionsin hashing,.e., someof thek bits

indexed by h1(x), h2(x), ..., hx(x) canbe setto 1 by other
objectshashedto the sameindex. Therefore,the noise will

impactour accurag of predictingthis distancewhich will be
studiedin sectionlV.

Note that exponential decayis not the only concevable
type of decay Other alternatves exist, e.g., linear decayin
which the (x) valuereducedinearly with distancefrom the
nodethat hostsx. We however chooseexponentialdecayfor
SQRbecausenly it hasan essentiapropertyof “blindness”.
Speci cally, the processby which bits are ipped from 1 to
0 is totally independenbf the associatiorof that bit with any
particular objectx. In otherwords, the decisionon whether
to decaya bit or not is independentof the information as
to which objectscausea bit to be setat what distancesand
thereforesuchinformationneednot be rememberedby EDBF
This blindnesspropertyleadsto extraordinarysuccinctnessf
EDBF andreduceshe communicatiorcostsfor route updates
by ordersof magnitudeas comparedto previous attemptsat
usingBloom Filters for contentbasedrouting [12], [13], [14],
asdiscussedn sectionV. It will be clearthatthe Exponential
Decaypartis a critical innovationto overcomethe scalability
barrier of Bloom Filters without compromisingthe goal of
achieving routing ef ciency.

B. Creationand Maintenanceof Routing Tables

SQR employs bandwidth-efcient (and thereforescalable)
mechanismdor encodingand maintaining the probabilistic
forwarding tables using EDBFs (see gure 2). At a node
with degreel, its forwarding table consistsof | EDBF data
structureof the samearraysize,eachof which correspond$o
oneof its neighborsandcontainshighly-compressedummary
information regarding contentsthat can be reachedthrough
that neighbor As shovn in the next section, information
containedin theseEDBF tableswill allow the query for an
object x to be forwardedto the correct neighbor (on the
shortestpathto x) with high probability. In additionto these
EDBF's, eachnodealso keepsa list of contentsthat it hosts
locally.

We have mentioneeforethatto make theschemescalable,
informationregardingcontentx will decayexponentiallywith
the hop-count distanceto the node that hosts x. This is
achievedby eachnodeonly propagatindl=d of its information
(its EDBF's and EDBF encodingof its local contents)to
its neighbors,through a blind decay process.As discussed
before the blind decayallows the encodingandpropagatiorof
route updatego be very bandwidth-efcient. This bandwidth-
efciency of route updatesis further improved by using two
known techniqueswith adaptations:(1) compressedEDBF
mentioned above (2) delta compression,i.e., a full route
adwertisementat the beginning (when a new link is set up)
and periodic “delta updatesthereafter

1) Route Update Creation: Each node sendsa route ad-
vertisement(in the form of an EDBF) to its neighborsat the
time of connectionsetup,and maintainsits consisteng by
periodicupdatesTheinitial adwertisements createdby taking
the union of all adwertisementseceved from neighborsother



Create Local EDBF (given local content
/I Populatelocal EDBF A.
1. 8x 2 X

2. Setbits A[h1(X)], ..., A[hg(x)] to 1;

Create Update (for neighbor j):
/I Copy all the bits from the local EDBF A into
/I the updateV; .
1.y A;
/I Decaythe informationreceved from all neighbors
I/l otherthanj by a factorof d, andaddthe
/I surviving bits to U; .
. 8i 2 neighborlist; i 6 j
8r2fi1; ;mg
if (Ai[r]== 1)
with probability 1=d, Uj [r]  1;

X):

ooswN

. ReturnU;;

Fig. 2. Algorithms for creatingupdatesn SQR.

thanthetargetneighbor allowing this combinedadwertisement
to decayby the decayfactor d, and nally taking a union
of the result with the local EDBFE. Subsequentipdatesare
createcdby periodicallycreatinga freshrouteadwertisementor
eachneighborand using delta compressiorto communicate
the difference of this fresh adwertisementwith the actual
information previously communicatedo the neighbor

The baselinealgorithm for constructingthe route update
from a nodeto oneof its neighborsb throughlink | is shovn
in Fig 2. ProcedureCreate Local EDBFtakesthelist X
of keywords(or contentlabels)correspondingo locally hosted
contentandinsertsit into an EDBF A. In procedureCreate
Update , information receved in the form of EDBFs from
neighborsotherthanb is rst aggregyatedby meming all such
EDBFsinto a single EDBF througha bitwise-OR operation.
The bits in this “Union EDBF” arerandomlyresetto zeroso
that only 1=d of of the bits survive this decayoperation.In
otherwords, the union of updatesreceved from all neighbors
otherthanj is computedand “attenuated’by a factor of d
before propagation.The local EDBF is propagatedwithout
attenuation.

Note that in our memging operation above, information
(EDBF) received from a neigborj will not be adwertised
backto j. This is analogougo “split horizon with poisoned
reverse” in classical distance vector routing [15]. In fact,
poisonedreverse in SQR is even more important because
while in the distancevector algorithm the poisonedreverse
males a differenceonly whenthereis a node/link failure, in
a P2P network the routable entities are sharedobjects that
exhibit signi cantly higher dynamics.However, split horizon
doesnot protectagainstall forms of loops. Fortunately the
exponentiallydecayingnatureof informationin SQR implies
thatthe countto in nity problemmanifestsitself asa “decay
to in nitely small amountof information”, thus signi cantly
restrictingthe impact of routing loops.

2The local EDBF is createdwhen the node ®rst joins the network and
modi®edsuitably wheneer the setof locally hostedobjectschanges.

2) UpdateCompessionand Transmission:Deltacompres-
sionis the standardapproacho furtherreducethe information
thatneedgo be communicatedetweemeighboringnodesfor
route updates.In SQR, nodeskeep track of the cumulative
information corveyed to their neighbors. Updates can be
composedby taking just the differencebetweenthe EDBF
table up to the last updateand the freshly composedEDBF
usingthe procedureCreate  Update .

Recentwork on CompressedBloom Filter by Mitzen-
macher[16] hasshowvn thatif we reducethe numberof hash
functionsk slightly but make the array muchlarger (resulting
in a much sparserarray) suchthat after compressiorthe size
remainsn, the false positives in sucha compressedloom
Iter canbe muchbetterthanthe optimalin a non-compressed
version.This resultalsoappliesto EDBF asthe sparsenessf
the array causedby a sharpdecayfactor producesan ideal
candidatefor compressionFor example,if the decayfactord
is 8 thenonly about1/8 of the bits in the arrayare 1. Using
Arithmetic Coding [17], an uncompressed&DBF of size m,
with afraction of total bits setto 1, canbe compressedo a
sizeL = mH (), whereH is the entropy function given by
H()= log, (3 )log,(1 ). Thiscanbe seenas
the communicationcostof the rst updatereceved by a new
nodejoining the network.

The procedureo sendupdatesrst inspectsf the neighbor
is a new one, in which caseit sendsthe completeupdate.
For existing neighbors,an incrementalupdaté is sent by
computing the X OR of the current update U; with the
previously sentinformation.All updatesarecompressedsing
arithmeticcoding [17] before being sentreliably using TCRP
The Delta updatesare likely to be much more sparsethan
the initial updates,and hence,will benet even more from
arithmeticcoding before nal transmissiorof the update.At
the other end, the procedureto receive updatesrst inspects
if anEDBF A; correspondingo the neighbori exists. If not,
this must be a new neighborandthe updateis simply stored
asA;. Otherwise the updateis treatedas an incrementalone
and A; is modi ed suitably by computingits bitwise XOR
with the new update.

The above designachieves our primary objective of ef-
ciently maintainingprobabilisticinformationaboutthe content
storedin the neighborhoodDueto therandomresettingof bits
during forwarding of adwertisementsthe impact of a nodes
adwertisementon anothernodes routing table reducesexpo-
nentially with the distancebetweenthe two. An initial update
is sentwhenerer a nodeacquiresa nen neighbor Incremental
updatesfor eachneighborj are createdperiodically but sent
asynchronouslpnly whenthe deltaupdatecontainsat least
bits thatare 1, where is a parameteto be tuned.



Forward Query (given query Y):
/I Forward previously seenqueriesto neighbori, .
/I chosenrandomlyfrom neighbor _list
1.if ( Seen Query( Y))
2. Deliver  Query( Y, i);
3. else
//Forward previously unseemueriesto the neighbor
/I with the maximuminformation aboutthis query

4. Lookup (Y);
5. Picki suchthat ; = max() ;
6 Deliver  Query( Y, i);

Lookup (given query Y):
1. 8i 2 neighbor _list

2. 8g2 f1; kg
3. i+ = Ailhg;
4. Return ; * =1 g%

Fig. 3. Algorithms for forwarding queriesin SQR.

C. QueryForwarding

Thealgorithmfor forwardingqueriesin SQRis summarized
in gure 3. If the queryis satis ed locally, it is answered.
Otherwise|f the TTL of the queryhasnot expired,the current
nodehasto pick a neighborto whom the queryis forwarded.
Our solution can be seenas a simple greedyalgorithm with
enhancementgor loop avoidance and tie-breaking. If the
guery was previously seen,it is forwardedto a randomly
chosemeighbor Otherwise the queryis processedsfollows.
The query string x is looked up in the EDBF associated
with each neighbor of the node. For each neighbori, the
result of this lookup is an “indicator” value ;, which is
the total number of bits setto 1 in locationsindexed by
hj (x);j 2 1::k. The queryis forwardedto the neighborwith
the highestindicator value after decrementingthe TTL by
1. Ties are broken randomly In an ideal situation, with the
aware neighborhoodextending throughoutthe network, and
an exponentially increasingnumberof bits pointing towards
the origin of the information aboutary object, querieswill
follow the shortestpath to their destination.However, due
to limited aware neighborhoodsize (to save on the cost of
creatingandmaintainingtheroutingtables) andfalsepositives
in the EDBF, some additional issuesneedto be addressed
beforeour descriptionof theforwardingalgorithmis complete.

The rst issuewe needto consideris that of “noise” in the
indicator valuesas computedfrom the EDBF data-structure.
Due to collisionsin hashing,someof the bits that contribute
to atotal of ; in adwertisementA;, could be causedoy other
unrelatedkeywords hashingto the samelocationsas hq(y).
When the query is far away from the origin of information
aboutan object,the informationwould have decayedo much
less than one bit, and almost all bits correspondingto the
queryarelikely to be suchfalsepositives. The neighborwith
the largest -valueis likely to be a local maximumfor such

SEven in the absenceof contentdynamics,the randomnes®f the decay
processwill causedifferentbits to be reseteachtime anupdateis constructed.
To avoid this problem,we usepseudo-andomdecaythat ensureconsisteng
in the decayprocess.

randomnoise.Thusforwardingto the neighborwith the high-
estindicatorvalueis equivalentto forwardingto a randomly
chosenneighborwhile outsidethe aware neighborhood.

Even inside the aware neighborhoodwherethe numberof
bits due to the sourceof the information is non-neligible,
the noise due to false positives might sometimesoverwhelm
the correctinformation, thus leadingto a wrong forwarding
decision.We develop an analyticalmodelin sectionlV that
captureshis behaior andderive expressiorfor the probability
of making such mistale at various distancesfrom the node
hostingthe target object.

We assumethat queriescontain unique identi ers (as in
Gnutella[6]) thatarecached atintermediatenodeswvhenseen
for the rst time. Thus,queriesrevisiting a nodecanbe easily
identi ed. As discussedabove, the behaior of SQR outside
the aware neighborhoods equivalentto randomwalk. It is
possiblethatnodesarevisitedmultiple timesin sucharandom
walk. To correctly implementthe behaior of randomwalk,
such*“loop-back” queriesshouldbe forwardedto a randomly
chosenneighbor

Anotherway to understandheintuition behindthis behavior
is to look at it from the perspectie of an intermediatenode
thatseesa loop-backquery The rst time this querywasseen
at this node,it musthave beenforwardedto the neighborwith
the maximumnumberof bits correspondingo the query Now,
sincethe query has somehav propagatedack to this node,
the previous routing decisionwas wrong. In sucha case,the
amountof informationin the routing tablesis too low to make
ary inferenceaboutthe location of the queriedobject,and a
randomly chosenneighboris as good a candidateas ary to
receve this query.

IV. ANALYSIS

In this sectionwe developananalyticalmodelof SQR.The
main purposeof this modelis to answerthroughanalysistwo
guestions(1) Wheredoesthe performancegainin routing la-
tengy comefrom?and(2) At whatcommunicatiorcost?These
will beansweredn sectiondV-B and IV-C respectiely, after
adiscussionn sectionlV-A of theunderlyingtopologythatwe
assumeThe proofsof all theoremdn this sectionare omitted
dueto lack of space.

A. P2P networktopolagy for our study

Both metricsunderstudy the routing lateng andthe com-
municationcost,are functionsof the underlyingP2P network
topology In this section,we describea typical topology(close
to arandomregulargraph),thatwill be assumedn the restof
the paper We emphasizehowever, thatour analyticalmethods
andinsightsfrom the analysisare orthogonalto this topology
and canbe easily adaptedo othertopologies.

4The costof storingid's of recentlyseenqueriesis negligible evenatnodes
with a high query throughput.

5In our experiments,we tried more sophisticatedalternatve mechanisms
like choosingthe neighborwith maximumbits amongthe untried neighbors,
but did not obsere ary performanceimprovementover the much simpler
protocol of randomlyforwarding all loop-backqueries.



We modelthe underlyingnetwork topologyasa graphof n
verticeswith averagedegreec at eachnode We make afurther
simplifying assumptiorthat for smalli, the numberof nodes
exactlyi hopsaway from anarbitrarynodeis n; = ¢(c 1) 1.
Theseassumptionsire not preciselyaccurateunlessthe graph
is a tree rooted at the arbitrarily chosennode, but they are
a gqu approximationin the region wherei is chosenso
that }:1 nj << n. Note that we could modelthe network
as a regular graph, which will malke the abore assumption
exact. However, we feel that the randomtopology mentioned
above is closeto the actualGnutellatopologyin which peers
randomlyattachthemselesto a setof othernodes.Therefore,
our analysisis only an approximationwhen assumingthis
randomtopology For easeof exposition, we make a second
simplifying assumptionin setting the size of contentindex
(i.e., the list of contentlabels) at eachnode be a constant.
This assumptiordoesnot hold in real peerto-peernetworks,
but the distribution of contentindex sizesis orthogonalto our
analysisandabstractingt out simpli es themodelingexercise.

B. EDBF — Impacton routing latency

Since SQR usesan enhancedandomwalk, the lateng of
gueryrouting is proportionalto the numberof hopstraversed
by the query from its sourceto a nodethat hostsmatching
content.Our modelof routinglateng is thusclearlydependent
on the accurag of the forwardingtablesstoredin the form of
EDBFs.Theaccurayg of EDBFsin turnis re ectedin thefalse
positive rate of the EDBF undersystemparametersOncewe
modelthe probability of falsepositives,we useit asa building
block to constructa Markovian model of the overall process
of queryrouting.

1) False positivesin an EDBF: Let the numberof hash
functionsusedin the EDBF be k andandthe decayfactorbe
d, asbefore.Let S be the total numberof bits at all nodes
in the network causedby one pieceof contentat nodel . In
otherwords, S is the total cost of all updatesthat originate
at | and propagatethroughoutthe network. With the above
assumptionsS is given by:

k k k
S= n1k+n26+n3¥+n4@+ ) 3
X Kk K Xi
njw+g4n o (1)
i=1 i=1

Due to the symmetry of the model, the total number of
bits at all other nodescausedby a nodel, is equalto the
total numberof bits causedby all othernodesat nodel . Let
m be total size of the array storing the EDBFE Sincel has
¢ neighbors,eachof the c EDBF's representingorobabilistic
routing tableshave S=c uniformly randombits setto 1. By
Whangstatistics[18], we get the total numberof 1's in each
of the EDBF's to be:

m=m 1 e S¥m

)

Fig. 4. A Markov chainmodelof routing using SQR.

The fraction of bits setto 1 is givenby = m;=m =
1 e S°M _ We will usethis value of to computethe
probabilitiesof falsepositives.

States in the Markov chain. The probabilistic nature
of routing using SQR can be modeledas a Markov chain.
The Markov chainin our model, shavn in gure 4 hassix
states,numbered0 through5. For ary satis able query (i.e.,
one for which the correspondingobject is hostedby some
nodein the network) we classify all n nodesin the network
as beingin exactly one of thesestates.A nodeis in statei
if its shortestdistancefrom the node hostingthe objectis i
hops, with all nodesfartherthan 5 hopsaway also counted
asbeingin stapeS. Let the numberof nodesin statei be nj,
with ns = n i4=0 n;. Our choiceof 6 statesrepresentshe
approximatiorthatat a distanceof 5 hopsfrom a nodehosting
anobject,theamountof informationaboutthis objectin EDBF
basedrouting tablesis negligible. In other words nodes5
or more hops away from the node hosting the object have
approximatelythe same (negligible) amountof information
about the location of this object. This assumptionis valid
aslong ask=d* << 1, i.e.. the averagenumberof bits that
survive 4 successie decayshy a factorof d, out of the k bits
setat the origin node,is muchsmallerthan 1.

Transition probabilities. Forwarding operationsin SQR
correspondo statetransitionsin the Markov chainin gure 4.
Recallthatthe forwardingrule in SQRis to pick the neighbor
with the strongestsignal for a new query and to forward
previously seenqueriesto a randomly chosenneighbor At
anodeX , the informationfrom the upstrearmeighborX ; is
strongerthanthe nois€ from all otherneighborsX »; X3;
then the query is forwardedto X; and the systemmakes a
transitionfrom statei toi 1. The probability for this event
is j. Theoreml derives an expressionfor calculatingthe
value of ;. If the noise from a non-upstrearmeighbor of
X dominatesthe signal from the upstreamneighbor (with
probability ; = 1 i), the query gets forwardedto a
neighborat an equalor higherdistancefrom the nodehosting
the object. Due to the uniform random nature of noise in
EDBF the sourceof this misleadingnoiseis equally likely
to be in any of the statesi and above. Hence,we distribute
the total transitionprobability ; out of statei into j going

6f the informationis exactly the sameasthe noisefromt 1 neighbors
but strongerthan the noisefrom all other neighborsthe queryis forwarded
to X1 with probability 1=t = 1. This caseis also coveredby theoreml.



tostatej (j i)in propqgtionto the nodepopulationof each
of thesestatessuchthat i

Justi®cations for the use of Mark ovian modeling. For
our designto qualify asa Markov processwe needto showv
that the forwarding processis memorylessin the sensethat
the forwardingoperationperformedon a queryis independent
of the path it has traversed.This is mostly true except in
the casewhen a query visits the samenode a secondtime.
Sincequeriesare never returnedto the nodethey arereceved
from, the probability of sucha loop is quite small. Recallthat
such queriesare forwardedto a randomly chosenneighbor
The randomnes®f this choice minimizesthe impact of this
memory allowing us to ignore this situation and make the
assumptiorof memorylessnesis our model.

Computing the transition probabilities. The following
theoremformulatesa way to calculatethe valuesof different
transition probabilitiesin our model.

Theoem1: The transitionprobability from statei to i
i 1, denotedby ; is givenby:

»—XD 1 Prix > Y] !
' ,a b+l

X1 1 ’
+ —PriX=Y]'PriX>Y]" 't (3
oy b1

11

r= |

Where [a;b] is the range of possible node degrees, and
X and Y are binomial random variables, picked from the
binomialdistributionsB (k; 1=d 1+ =d' 1) andB(k; )

respectiely.

Corollary 1: Thetransitionprobabilityfrom statei to states
j iandaboreisgivenby j = n?ah i,where ;=1 |
andngi = Ni + Nji+1 +  + Ns.

C. Computingthe costof forwarding using SQR

Using the model developed above, we can compute the
numberof stepsrequiredto route a queryto its destination.
LetB = (bj ) bea6 6 matrix representinghe transition
probabilities among various states.In this matrix, b; 1 =

i 8i landb; = j;8i 1] i. Since nodesare
associatedvith differentstatescorrespondingo their shortest
distancefrom the origin, therecanbe no transitionfrom state
i tostatei 2 andbelon. Thusb; = 0,8] i 2 Finally
gueriesreachingstate0 areansweredtorrectlyandstayin this
statehereaftef. Thusby = bho = 0, 8 6 0 andhy = 1.
The entriesof matrix B are summarizedn gure 5.

Let Ti.o, i = 1;2;:::; 5, denotethe numberof stepsit takes
for a querythat startsat a nodein statei, to ®rst encounter
thetamget (i.e., state0). Let T denotethe numberof stepsfor
a query that startsat a node chosenuniformly at random,to
rst encountethe destinationSincethe probability of a query
originatingin statei is nj=n, it is easyto verify that

EMT=" TEMd]
i=1

(4)

70Our model considersa query successfullyansweredrom the point where
a queryreacheghe ®rst nodethat hasmatchingcontent.

1 0 0 0 0 0
1 11 12 13 14 15
0 2 22 23 24 25
0 0 3 33 34 35
0 0 0 4 44 45
0 0 0 0 5 55
Fig. 5. The matrix B.
| Parameter | Symbol | Value |
Filter Width m 218 = 256kbits
No. of hashfunctions k 64
DecayFactor d 8
TABLE 11

PARAMETERS OF EDBF USED IN SQR

Now it remainsto computeE[T;,o]. Let C = (c;; ) bea
6x6 matrix suchthatall its entriesareidenticalto thoseof B,
exceptthatcy.o = 0 (notethathy.o = 1). The valuesof E[T;. o]
are characterizedy the following theorem:

Theoem2: Let the matrix D = (di; ) be de ned as
D=C(l C) (1 C) X ThenE[Tio]= dio.

V. EVALUATIONS

In this sectionwe presenta simulation-baseavaluationof
SQR and compareits performancewith other mechanisms
for query routing in unstructuredpeerto peersystems.The
various systemscovered by our simulationsare summarized
in tablel. We broadly classify the systemsas either having a
at topology or a hierarchicaltopology Within thesebroad
classes,different mechanismsfor query forwarding can be
used,giving rise to a large numberof combinations.The set
of systemsawe studyis by no meanscomplete pbut our choices
are representatie of the body of prior work in this areaand
cover both existing systemsas well as recentonesproposed
in the researcHiterature.

The parameterdor the EDBF usedin SQR are listed in
table Il. The simulationsuse a 2,500 node network, unless
noted otherwise. The primary performanceresults can be
summarizedas follows. For the samerouting overheadsthe
gueryresponseateimprovesby upto two ordersof magnitude
for at topologies(sectionV-A), matchingvery well with
the previous analysis . Simulationsover hierarchicatopologies
(in sectionV-B demonstratehe compatibility of SQR with
various topology constructionand maintenancenechanisms.
The drastic reductionsin the overheadsof routing table
constructionand maintenanceachieved through SQR's use
of EDBF are hilighted in sectionV-C). Finally, a study of
the impactof contentreplicationin sectionV-D suggestghat
the bene ts of SQR carry over to variousmodelsof content
replication.

A. Queryresponseate

The original Guntella protocol (version 0.4) constructsa
topologywith relatively similar nodedegreeswith clientsac-
tively seekingneighbordill they have atleastmin _neigh (=3



System Topology Searchmechanism # neighborsper node
[min,max]
Flood at (GnutellaVo0.4) Scoped ooding [3,8]
Random “at (GnutellaVv0.4) RandomWalk [3,8]
OHR “at (GnutellaVv0.4) RandomWalk with one hop [3,8]
replicationof pointers
SQR “at (GnutellaVv0.4) This paper [3,8]
Ultrapeer explicit hierarchy(GnutellaV0.6) Scoped ooding Leaf! Ultrapeer[1,3]
amongUltrapeers | Ultrapeer! Ultrapeer[3,8]
Ultrapeer! Leaf[1,100]
GIA implicit hierarchy(GIA) Randomwalk with [3,128]
biasedforwarding
SQR+GIA implicit hierarchy(GIA) SQRwith [3,128]
heterogeneousodes
TABLE |
SYSTEMS USED IN OUR EVALUATION.
in our simulations)neighborsand acceptneighborstill they N .
have at m(_)stmax_neigh (=8 in our simulations)neighbors. wl R <
We usethis at topology to evaluatea numberof systems. &0 &0
The rst system,Flood, uses ooding to propagatequeries. ¢ ” :
We also simulatethe systemRandomthat replaces ooding g s 5 =
with randomwalk. Randomwalks have been proposedas ¢ «, 3
. . . S 30t SQR (Analytical) —— S 3
a more efcient replacementfor scoped ooding [7], with . SQR (Simulaton) - s
the assumptiorthat the GnutellaVV0.4 topology resemblesa 10 10
0 0

randomgraph. Replicationof pointersto contenthostedone
hop away [9], [13] is anotherenhancementio GnutellaV0.4.
The systemOHR in our simulationsusesrandomwalk with
OneHop Replicationof pointers.

To obtaina commonmetricthatcapturegheresourceusage
of both ooding andrandomwalk basedapproacheswe use
a generalizatiorof TTL called Hop Limit (HL). For random
walk basedsystemsthat do not createmultiple copiesof a
messagetiL is thesameasTTL. However, if scopedooding
is used,anda querywith hoplimit h is recevedat a nodewith
f neighborsijt is forwardedto the remainingf 1 neighbors
with a hoplimit of (h  1)=(f 1) appropriatelyroundedup
or down® so that the hop limit of all the ooded messages
addsupto h 1. Theuseof Hop Limit allows usto capture
the costof bothrandom-valk and ooding basedmechanisms
on a commonscale.

The setof objectlabelsand queriesare picked at random
from a uniform distribution. We only simulate queries for
contentactuallyhostedin the network, with the understanding
that queriesfor non-available contentwill fail after using up
the maximumallowablehops,irrespectve of the searchmech-
anismin use.While all query routing mechanismsachieve
a 100% succesgate with sufciently high hop limits, only
the superiorqueryrouting mechanismganachieve successful
delivery of querieswith low hop limits. Varying the hop limit
allows us to study the pro le of resourceusageby various
systemgrequiredto achieve differentquery successates.

Figure 6 shavs the plot of numberof queriesanswered
vs. the initial hop limit. Figure 6(a) and 6(b) are for at

8More precisely the hop limit of each of the messagedorwarded to
neighbori, wherei 2 f1; ;f 1g,issettobh  1=f 1lc+ 1lifi
(h 1) mod (f 1) andtobh 1=f 1c+ 1 otherwise.

100 1000
Hop Limit

1000 1500 2000 1 10 10000

Hop Limit

0 500

(a) Normal scale. (b) Log scaleon x-axis.

Fig. 7. Comparisorof analyticalpredictionswith simulations.

Metric | Analysis | Simulation
Mean 232 221
Median 161 130
TABLE I

COMPARISON OF ANALYTICAL PREDICTIONS & SIMULATION RESULTS.

topologiesand gure 6(c) shows the resultsfor hierarchical
topologies (discussedfurther in sectionV-B). Log scaleis
usedonthex-axisin gures 6(b) and6(c)to bettercapturethe
differencein the amountof resourcesonsumedoy different
mechanismsAmong the systemswith at topology ooding

is the mostinefcient, followed by plain randomwalks. One
hopreplicationof pointersimprovesthe ef ciency by anorder
of magnitudeand using SQR improves the efciency by an
additionalorder of magnitude.

Comparing analytical predictions with simulation re-
sults. Figure 7 comparesthe predicted behaior of SQR
from our model in the previous sectionwith the obsened
performanceof systemin simulation. The analytical curve
correspondso numericalcomputationsbasedon theoremsl
and 2. The simulation curve is the sameas in gure 6(b),
describedn sectionV-A. Recallthatthe analysisin sectionlV
modelsthe performanceof SQR in randomgraphs.This is
an approximationof the topology constructedby Gnutella
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Fig. 6. Numberof queriesansweredss. hop limit, with one query per node.

Capacity || 10000x | 1000x | 100x | 10x 1x
Fraction 0.1% | 4.9% | 30% | 45% | 20%
TABLE IV

CAPACITY DISTRIBUTION OF CLIENTSIN HIERARCHICAL TOPOLOGIES.

V0.4, usedin our simulations.In spite of this approximation,
andothersimplifying assumptionsnadeduring the modeling,
the two curves have a close t. Similarly, in table lll, the
valuesof the meanandmedianof the querylengthdistribution
obtainedfrom our simulationsare quite close(within 20%)to
the analyticalpredictions.

B. Queryresponseate for hierarchical topologies

The secondclassof systemswe simulateincludesGIA [9]
andGnutellawith Ultrapeerq19], [20], thathave the explicitly
stated design goal of exploiting the heterogeneityin node
capacitiesjn termsof processingcapabilitiesand/ornetwork
bandwidth. They try to build a topology that re ects the
capacityof a nodein the degreeof connectvity of the node,
with higher capacity nodes correspondingto high degree
verticesin the overlay graph.The topology of GnutellaVV0.6
canbe seenasatwo layerhierarchywith a stronglyconnected
layer of Ultrapeers(high capacity) that provide a ooding
basedsearchserviceto a large numberof directly attached
leaf nodes(low capacity).The topology adaptatioralgorithm
of GIA [9] alsoachieresa similar situationof a smallnumber
of well connectedhigh capacity nodesto which a large
numberof low capacitynodesattachthemseles.TablelV lists
the capacitydistribution of nodesin hierarchicaltopologies.
This distribution is derived from a measuremenstudy of
node capacitied21], and hasbeenusedin previous work on
hierarchicaltopologies[9]. For GnutellaV0.6, the nodeswith
capacities 1000x are chosenas Ultrapeers.

Figure 6(c) shavs the query responserate of various
systemsthat use advancedtopology adaptationmechanisms
to constructhierarchicaltopologies.SQR+GIA is SQR with
GIA'stopologyadaptatiormechanismThe simulationsin [9],
veri ed independentlyby our own simulations,demonstrate

Mechanism SQR | OHR | Rheaetal. [14]
Overhead(Bytes) || 187 | 262 | 30,000to 90,000
TABLE V

ROUTING OVERHEADS PER OBJECT

the superiority of GIA's topology constructiod over that
of Gnutella V0.6. The superior performanceof SQR+GIA
supportsour claim that the ef ciencies of SQR carry over
to ary network irrespectve of the topology

C. Routingoverheads

TableV summarizeghe overheadf variousmechanisms.
The routing overheadof SQR is the cost of building and
maintainingthe EDBF basedrouting tables.An upperbound
on S — the numberof bits propagatedcrossall links in the
network by one object— wasderivedin equationl. Assume
that the fraction of bits that are one in the EDBF's, de ned
as , is 0.1. If the averagedegreeof nodes(c)is 5, the total
numberof hashfunctions (k) is 32 and the decayfactor (d)
is 8, the value of S from equationl is 320 bits. Since , the
fraction of bits in the EDBF's, is 0.1, for every bit thatis 1,
nine othershave to be zero,bringing the costup by a factorof
10 to 3200bits. However, sinceupdatesare compressedising
arithmetic coding, the actual cost is about 3200H ( ) bits,
whereH is theentropy function.For = 0.1,H( ) = 0:469,
and this cost evaluatesto 1500 bits or 187 bytesper object.
We emphasizethat this is the total cost of routing updates
causedby oneobjectover the entire network andnot the cost
of a single update.

The cost of one hop replication of pointersto content
hostedat eachnodeis highet An empirical analysisof 1.3
million le namestracedfrom queryresponsesn a Gnutella
network shaws thatthe average le nameis 52.4 byteslong.

9The gap betweenthe curves for GIA and Ultrapeerincreasesor larger
sizesof the simulatednetwork. However, routing tablesin SQR malke the
simulationsvery memoryintensve and do not scaleto large sizeseasily For
the sale of uniformity, we simulatea network of 2,500nodesfor all systems.

10This is closely linked to the fact that searchesn Gnutellaare keyword
searche®ver content®lenames
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Replicatingtheselenamesat eachneighborin a network with
averagedegreeof 5 will cost5 524 = 262 bytes.

Rheaetal. [14] proposaheuseof Bloom Filtersto enhance
the searchperformanceassuminghat the basicsearchfunc-
tionality is provided by a deterministiclocation and routing
mechanismsuchas an idealizeddirectory serviceor a DHT-
basedsearch.The proposedprotocol createsan attenuated
Bloom Iter — which is just a collection of d Bloom lters,
with the ith Bloom Iter at a node being associatedwith
contentpublishedby nodesi hopsaway from the node.While
forwardinga query, theith Iter associatedvith eachlink is
examined.If a matchis found in an attenuatedloom lter,
the queryis forwardedon the correspondingink. Otherwise,
the (i + 1)th Bloom lters at eachlink are examined.On
nding no matchin ary of the d Bloom lters, the default
searchalgorithmis used.Routingupdatesare ooded to nodes
up to d hopsaway from eachsourceof content. The costs
of propagatingthis information is 30 to 90 kilobytes per
object[14]. We emphasize¢hatalthoughthiswasanacceptable
costfor the target applicationin [14], suchhigh costrenders
infeasiblethe optionof usingor extendingthis work to provide
an underlyingglobal query routing servicé™.

D. Impactof Replication

Having multiple instancesof the sameobject at different
locationsin the network improvesthe ef ciency of all query
routing mechanismdy cutting shortthe averagequery path.
In this sectionwe demonstrat¢hat SQRbene tsequallyfrom
the effectsof replication.The rst modelof contentreplication
we useassumes uniform (constantyate of replicationfor all

11The updatemechanismdesignedby Rheaet al. [14] hasto remember
several bytesof informationfor ead individual bit in the Bloom ®lter, such
asthe ID of the sourcenodeandits distancefrom the currentnode.Object-
deletionsin their mechanismare quite complex and potentially even more
expensve thaninsertions EDBF was speci®callydesignedwith propertiesof
aplindness®and exponentialdecay which in turn enablesa simple update
protocol that can handleboth insertionsand deletionsof objectswith equal
easeandyet is cheapetby more thantwo ordersof magnitude.
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Fig. 9. Succesgate of queriesvs. hop limit in a network with replication
accordingto the Zipf distribution. Notice the contrastwith ®gure 6(b).

contentin the system.While this is quite unlikely to occurin
areal systemchoosinga uniform replicationrateallows usto
isolatethe effect of speci c ratesof replicationover different
systemsFor simplicity, the contentpopularity modelin these
simulationsis the sameas the contentreplicationmodel.

Figure 8 demonstrateghe effect of replicationon different
guery routing systems.The x-axis representghe number of
copiesof eachobject(the uniform replicationrate)in a 2500
node network. The y-axis representghe resourceusageto
attain a 90% query succesgate in sucha network. Curves
for all systemshave an almost constantnegative slope in
this log-log plot. Therelative advantagedor differentsystems
are roughly maintainedacrossdifferent replication rates? ,
supporting our claim that SQR bene ts equally from the
effects of replication.

The secondmodelwe usefor replicationof contentis based
on the Zipf distribution, frequentlyusedto modelthe replica-
tion of objectson thewebandin peerto-peersystemd22]. In
a setof objectsreplicatedaccordingto the Zipf distribution,
the ith mostreplicatedobjecthas1=i timesasmary replicas
as the most replicatedobject. In our experiments,we use a
replication rate of 10% for the most replicatedobject. The
succesgate of queriesis plotted againstthe initial hop limit
in gure 9. Notice how the lower half of the curves differ
from thosein gure 6. The fasterinitial growth in success
rate can be attributed to the large numberof replicasof the
mostreplicateditem. However, the top end of the curveslook
thesameasin gure 6. This portioncorrespond$o the queries
that take a lot of stepsto get answeredmostof them being
gueriesthat target rare or unreplicatedobjectswith low rank

12In ®gure8, the systemUltrapeershavs a fastemperformancémprovement
with increasingreplication rate. This is an artifact of the relatvely small
numberof Ultrapeersin the simulatedtopology (5% of 2500 nodes),where
the explicitly hierarchicaltopology of Gnutella V0.6 startslooking like a
client-serer systemat high replication rates. Theseadwantagesare absent
at network sizesabove 10,000nodesand we obsered Ultrapeerto perform
worsethan GIA in simulatednetworks of suchsizes.



in the Zipf distribution.

VI. DISCUSSION

In this section, we briey discussa new paradigm of
Distributed Coordinated Data Streaming Our design of
SQR is an application of this paradigmto the problem of
query routing. Data streaming® has beentouted as a viable
solutionfor measuringand monitoring of high-speedinks in
large networks [24]. We believe that the scopeof networking
problemsto which Data-Streamingcan be applied, can be
expandedto include highly dynamic environmentssuch as
peerto-peerandsensometworks. A commonscenarian such
networksis thateachnodeproducesa large numberof events,
not all of which can be efciently adwertisedto all nodes
of the network!®. Frequentchangesin the membershipof
individual peersor contenthostedby them in peerto-peer
networks, and consecutie obsenations at a sensornode in
a sensornetwork are examplesof suchlarge event streams.
The information associatedwith this event stream can be
seenas a data-stream.in coordinateddata streaming,the
streamof data from eachnodeis Itered and compressed
by its neighbors,the neighbors'neighbors,and so on. Each
nodeperformssuchstreaminglocally, over the dataprovided
by its neighbors,and maintainsa synopsisdata structure
to store the streamingresults. Querying this synopsisdata-
structureprovideslocal solutionswhich canthenbe composed
to perform complex operationsin the overall network. Local
forwarding decisionsusing the EDBF tablesin SQR can be
seemasinstance®f suchlocal querieswhichwhencomposed,
implicitly throughthe handof of the query to the neighbor
with the strongestnformation,performthe comple< operation
of query routing in a distributed fashion. Coordinateddata
streaminchasapplicationsn largeanddynamicernvironments,
andwe planto work on someof themin our future research.

VIl. RELATED WORK

Structuredp2p networks (e.g., [1], [2], [3], [4], [5]) have
beenproposedo solve the problemof ef cient searchingoy
imposing a particular structureon the overlay network and
exploiting this structureto efciently maintain and query a
global data-structuresuch a Distributed Hash Table (DHT)
storing a unique key associatedvith eachdataitem through
hashing.Proposaldike pSearch[25] associateesachpiece of
contentandquerywith avectorin a Cartesiarspaceembedded
in the structurednetwork.

The use of Bloom lters to store and propagateinforma-
tion aboutdistributed contentin overlay networks has been
proposedearlier in various contects [12], [13], [14], [26].
The work in the Gnutelladevelopmentcommunity[12], [13]
has focusedon specifying and implementinga protocol for
constructingand maintaining a Bloom Filter basedrouting

13As anoteof clari®cation,the term data streamingherehasno connection
with the transmissiorof multimediadataknown as media(audio andvideo)
streaming [23].

14F|ooding all the data to all the nodesis clearly not scalable and
bandwidth-e®cient.

table for keyword queries.This body of existing work, al-
thoughpioneeringthe ideaof usingBloom Filtersto represent
routing information, suffers from a limited understandingpf
theeffectsof propagatinguchroutinginformation.Indeedthe
authorsof [13], while specifyingthe Query Routing protocol
for Gnutella,concludeby highlighting the needfor a careful
study before propagationof query routing tablesis switched
on. We argue that the Gnutella Query Routing protocol in
its currentform is not amenableto propagationof routing
information,asthe overheadwill exceedthe costof ooding
basedsearchin even moderatelydynamicnetworks.

GIA is a comprehensie framavork for increasingthe
scalability of Gnutella-like systemshy exploiting the hetero-
geneity in node capacitiesto build an implicit hierarchyin
the system[9]. GIA has componentdor dynamictopolagy
adaptation,active ow contmol, biasedrandomwalk for search
andone hop replication of pointers to content.High capacity
nodeshave a higher degree and have pointersto a lot of
contentdueto onehop replicationof pointersand are visited
preferentiallydue to the biasedrandomwalk. The dangerof
congestiorat suchhigh capacitynodesis mitigatedby the ac-
tive ow control mechanismOur efforts, have beenfocussed
on disseminatinginformation about contentas ef ciently as
possible,and then exploiting this partial informationto route
gueriesefciently. The mechanismdor topology adaptation
and o w controlin GIA areorthogonalto our designandcan
be easily assimilatednto an SQR basedsystem.The routing
tablesin SQR have signi cantly largeramountof information
thanonehopreplicationof queriesin GIA, andarecheapeto
constructand maintain. Our evaluation shavs that replacing
the replication of pointersand biasedrandomwalk in GIA
with SQR producesa systemthat retainsall the bene ts of
GIA while improving the ef ciency of queryrouting.

The use of routing indices in peerto-peer networks was
proposedby Crespoet al. [27]. Their schemeassumedghat
the contentis classi ed under “topics” and nodesindex the
numberof documentaindereachtopic reachablehrougheach
of theirimmediateneighbors History basedsystemgypically
cache some information from previous queriesto “route”
future queriesmore intelligently. For example, the adaptve
probabilistic searchmechanismproposedby Tsoumalos et
al. [28] usesan adaptve “learning” algorithm to associate
successprobabilities for various queriesalong each of the
immediate neighborsof the node. The use of probabilistic
query forwarding, instead of deterministic ooding to all
neighborsjs anotherway of reducingduplicatequeriesin the
network and hasbeenproposedby Kalogerakiet al. [29].

VIIl. CONCLUSIONS

Routing in networks is a complex problem. But for the
succes®f hierarchicalrouting, it would be impossiblefor the
Internetto reachits presentscale.Unfortunatelythe prerequi-
sitesfor hierarchicalrouting suchaspre x aggregationanda
hierarchyin the network topology, areabsenfrom the domain
of query routing in peerto-peernetworks. In this work, we



have exploredthe approactof spreadingprobabilisticinforma-
tion aboutthe location of hostedcontentin its neighborhood,
and then using this information for forwarding queries.The
simpledesignof SQRmalesit possibleto analyticallymodel
the mechanismdor propagatiorof informationandits usein
forwarding, thus enablingbetterunderstandingf the design
ideas and also allowing us to predict the performanceof
SQR.Simulationbasedcomparisorwith variousqueryrouting
mechanismsundera wide variety of scenariosgstablishthe
performancadwantage®f SQRanddemonstrat¢he easewith
which SQR can inter work with other systemcomponents
such as topology construction.We expect a similar easeof
integrationwith othersystemcomponentsuchas o w control.
While providing a setof mechanismgor queryrouting, SQR
imposeslittle restriction on the possible policies that can
be implemented.A casein point is the easewith which
the semanticsof keyword searchescan be composedusing
SQR. The framawvork provided by SQR presentsinteresting
possibilities of implementing high level semanticsof trust,
reliability, etc. using routing and forwarding policies. These
areinterestingissuesthat merit further exploration.
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