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Abstract— Searching for content in peer-to-peer networks is
an interesting and challenging problem. Queries in Gnutella-lik e
unstructur ed systemsthat use�ooding or random walk to search
must visit ������� nodes in a network of size � , thus consuming
signi�cant amounts of bandwidth. In this paper, we proposea
query routing protocol that allows low bandwidth consumption
during query forwarding using a low cost mechanismto create
and maintain information about nearby objects. To achieve this,
our protocol maintains a lightweight probabilistic routing table
at each node that suggeststhe location of each object in the
network. Following the corresponding routing table entries, a
query can reach the destination in a small number of hops
with high probability. However, maintaining routing tables in
a large and highly dynamic network requires non-traditional
mechanisms.

We design a novel data structur e called an Exponentially
Decaying Bloom Filter (EDBF) that encodessuch probabilistic
routing tables in a highly compressedmanner, and allows for
ef�cient aggregation and propagation. The search primiti ves
provided by our system can be used to search for single keys
or multiple keywords with equal ease.Analytical modeling of
our designpredictssigni�cant impr ovementsin search ef�ciency,
veri�ed thr ough extensive simulations in which we observed an
order of magnitude reduction in query path length over previous
proposals.

I . INTRODUCTION

Themechanismsfor searchesin peer-to-peer(p2p)networks
are severely constraineddue to the distributed nature of
contentindices and highly dynamicmembershipof hostsin
thenetwork. In thecontext of peer-to-peernetworks,searching
is equivalent to routing a query to a node in the network
that hostscontentmatchingthe query. Routing in traditional
networks has endeavored to achieve deterministicand com-
plete routing in the face of (relatively infrequent) network
changes.On the other hand,content-basedrouting for peer-
to-peernetworkshasto grapplewith the largesizeof routable
contentandfrequentchangesin thenetwork membership.This
rulesout theconventionalsolutionof building andmaintaining
a per-destination(object)routingtablethroughanexchangeof
routing updates.However, relaxing the requirementsof com-
pletenessanddeterminismin routingenablessomeinteresting
solutionsthat we explore in this paper.

The existing solutions to achieve content-basedrouting
can be divided into two broad families. The �rst family of
structured p2p networksconsistsof solutionsthat imposea
particularstructureon the overlay network (e.g., [1], [2], [3],
[4], [5]). The regularities in this structureare then exploited

to ef�ciently maintainandquerya global data-structuresuch
a DistributedHashTable (DHT).

The secondfamily of unstructuredp2pnetworkscomprises
Gnutella-like networksthatdo not imposeany structureon the
overlaynetwork [6]. Thedefaultsearchmechanismin Gnutella
is to blindly forward queriesto all neighborswithin a certain
numberof hops.Although this mechanismhandlesnetwork
dynamicsvery well, searchthrough blind �ooding is quite
inef�cient. This has motivated a host of studiesproposing
various enhancementsto search in unstructurednetworks.
Major improvementsincludereplacingtheblind �ooding with
a random-walk [7] or an expandingring search,tailoring the
network constructionto achieve propertiesof small world
graphs[8], re�ecting the capacitiesof heterogeneousnodes
in topology-construction[9], and cachingpointersto content
located one hop away [9]. All of these proposals(except
for caching) retain the “blind” nature of query forwarding
in Gnutella. In other words, the forwarding of queries is
independentof the query string and does not exploit the
information containedin the query itself. The keywords in
the queryareusedonly for searchingthe local contentindex.

The objectiveof this work is to designan ef�cient query-
routing mechanism for unstructured peer-to-peer networks.
We proposeto build probabilistic routing tables at nodes,
constructedand maintainedthrough an exchangeof updates
among immediate neighbors in the overlay. These routing
tablesuse a novel data structure— the ExponentialDecay
Bloom Filter (EDBF) — to ef�ciently store and propagate
probabilisticinformationaboutcontenthostedin theneighbor-
hoodof a node.The amountof informationin an EDBF (and
the numberof bits usedto store this information) decreases
exponentially with distance.Such exponential decreasein
information with distance restricts the impact of network
dynamics to the neighborhoodof any departing or newly
arriving node.TheScalableQueryRouting(SQR)mechanism
we designuseshintsobtainedfrom theseprobabilisticrouting
tablesto forward queries.The useof probabilistichints pro-
videsa signi�cant advantageover thecompletelyblind nature
of existing mechanisms,translatinginto large reductionsin
the averagenumberof hopsover which a query is forwarded
beforeit is answered.

We evaluateour designthrough both analytical modeling
and simulations.Our analysisprovides good insight into the
complex processof probabilisticinformationdisseminationin
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Fig. 1. Exponentiallydecayinginformation in the neighborhoodof a node.
Arrow sizesrepresentthe amountof informationor awarenessaboutcontent
hostedat the nodeon the right extremeof the �gure. Notice how the noise,
depictedas small arrows, is presenteverywherebut is dominatedby the
informationaswe get closerto the host.

random graphsand its use for ef�cient routing. Using the
analytical model, we derive expressionsfor query success
probability and the expectedquery path length. Predictions
from this modelcloselymatchour observationsof the system
in simulation.

Our simulationscover a numberof proposedsystemsand
demonstratethe performanceadvantagesof using a proba-
bilistic routing mechanismlike SQR. SQR achieves one to
threeordersof magnitudereductionin querypath-lengthover
the existing and proposedsystems.Theseimprovementsare
observed to be consistentover a rangeof contentreplication
models.

The restof this paperis organizedasfollows. An overview
of SQRis presentedin thenext section,followedby a detailed
descriptionof its design in section III. Our model of SQR
and its analysisis presentedin sectionIV. In sectionV, the
predictionsfrom our analysisareveri�ed andtheperformance
of SQR is studied through extensive simulations.We also
study the bene�ts of coupling SQR with various topology
adaptationmechanisms.A brief discussionof our solution
beingan instanceof a moregeneralparadigmfor information
processingin dynamicnetworksis presentedin sectionVI. We
review relatedwork in sectionVII andconcludein sectionVIII
with pointersto future work.

I I . OVERVIEW

In this sectionwe presenta brief overview of our solution,
deferringa detaileddescriptionto the next section.The key
ideaof our ScalableQueryRouting(SQR)schemeis captured
in Fig. 1. SQRpropagatesawarenessaboutcontenthostedat
a nodein the neighborhoodof the node,with the amountof
information decreasingexponentiallywith the distancefrom
the hostingnode.The nodeon the extremeright of the �gure
is hostinga pieceof contentandoriginatinginformationabout
it. As a consequence,nodesclose to the origin have strong
information about the content at the origin. The strength
of this information decreaseswith distanceuntil it becomes
indistinguishablefrom noise towards the extreme left of the

�gure. As we will show, this exponential decay not only
reducestheamountof communicationoverheadto aminimum,
but also hasa blind decayfeaturethat allows the aggressive
compressionof the route update,making the schemehighly
ef�cient. Surprisingly, even such a small amount of route
informationcansigni�cantly improve the searchoperation.

This conceptof propagatinghighly compressedinformation
regardingcontentsis realizedthrough the designof a novel
datastructurecalledExponentialDecayBloom Filter (EDBF).
Intuitively, theEDBF is a datastructurethatallows us to vary
the number of bits used to store probabilistic information.
As the distancefrom the node hosting the object (source
of information) increases,fewer bits are used to represent
informationaboutthedirectionin which theobjectis located.
At suf�ciently largedistancesthenumberof bitsusedbecomes
muchsmallerthan1 andis dominatedby randomnoisedueto
collisionsin hashing,thuseffectively restrictingthesizeof the
“aware” neighborhood1. SectionIII-A describesthe designof
EDBF in detail anddiscussesits succinctencodingof routing
information.

Routing in general,has two major components,the �rst
of which is concernedwith the constructionandmaintenance
of routing and forwarding tables.In SQR the routing table
is a set of EDBF's, one correspondingto each link. Nodes
sendrouteadvertisementsduring the setupof (overlay) links.
Incrementalupdatesare usedto maintain the consistency of
advertisedinformation.Thesecondcomponentof routingis to
usetheserouting/forwardingtablesto forward queries.While
forwarding a query, the EDBF correspondingto eachof the
neighborsis examined.Thequeryis forwardedto theneighbor
advertising the maximum amount of information about the
queried object. Within the aware neighborhood,this action
propelsthequerytowardsthenodehostingthequeriedobject.
Since EDBF is a “noisy” data structure,at nodes outside
the aware neighborhood,the maximuminformation is just a
randomaccumulationof noiseandfollowing this randomnoise
correspondsto a randomwalk. Thusfrom a global view, each
query follows a randomwalk until it hits a nodewithin the
aware neighborhood,and then quickly gravitatestowardsthe
node that is originating information about the target object.
The cost of each query decreasesas the size of the aware
neighborhoodincreases.

Throughour designof SQRin this paper, we make a case
for discardingthemaintenanceof preciserouting information,
in favor of approximate,but considerablyef�cient, proba-
bilistic routing information maintainedthrough EDBFs. Our
evaluationthroughanalysisandsimulationestablishesthescal-
ability of SQRandpavestheway for wide-areadeploymentof
query routing with propagationof routing updates.The next
sectiongivesacompletedescriptionof thevariouscomponents

1Aside from its use in SQR, EDBF can have a numberof independent
applications.Justasa Bloom Filters canef�ciently representa set,an EDBF
canef�ciently representa fuzzy set(i.e.,a setwith probabilisticmembership).
Sucha datastructurecanbeusedin situationswhereprobabilisticinformation
needsto be ef�ciently represented,e.g. stochasticinferencealgorithms in
network measurement,distributed web-cachecoherence,etc.



of our solution and their synthesisto provide scalablequery
routing.

I I I . DESIGN

In this sectionwe describethe detailsof our queryrouting
mechanism.We begin with the design of the Exponential
Decay Bloom Filter (EDBF), a data structure for space-
ef�cient representationof probabilistic information. We then
describetheroutingprotocolthatbuilds andmaintainsrouting
tablesusingEDBFsandendthis sectionwith a descriptionof
the use of theseprobabilistic routing tables for forwarding
queries. An expanded version of the design, including a
detailed descriptionof implementingkeyword searchesand
discussionsof several additional issues,is presentedin our
technicalreport [10].

A. Designof the ExponentialDecayBloomFilter

The EDBF is an extensionof the traditional Bloom �lter
(BF) [11] to encodethe probabilistic forwarding table. In
particular, it encodestheapproximatehop-countdistancefrom
the nodeto any given objectin the network. In the following,
we introduce EDBF after a brief review of the design of
traditionalBloom �lter .

A Bloom �lter is a datastructurefor approximatelyanswer-
ing setmembershipquestions.It employs a �x ed number( 	 )
of hashfunctionsand an array of bits 
 initialized to all 0
at the beginning. When insertingan element� in a BF, all 	

hashfunctions ��
�������������������������� are evaluatedsimultaneously
over � andthe bits in 
 indexed by � �!�"��� , #%$'&(��)*���+�,�,��	 , are
setto 1. A queryfor theelement- in a BF looksat thebits in


 indexed by �



�.-/�0�����������
�

�.-/� andreturnsa yesif andonly
if all thesebits are1.

An EDBF usesa �x ed number �1	/� of hashfunctions �

 ,

�32 , ..., �
� too. As in a normal Bloom �lter , all 	 hash

functionsareusedfor insertion.However, givena queryfor an
object � , EDBF simply returns 43�"���5$7698�#06 
;: �

�
�.� �=<>$?&(�@#A$

&B��)/���,�+�,��	 C�6 , the numberof 1's in the �lter . How to interpret
this number 43�.� � is application-speci�c.WhenEDBF is used
to encodethe probabilistic forwarding table in SQR, 43�.� �!DE	

roughly indicatesthe probability of �nding � alonga speci�c
link in the overlay.

The ED part of the nameEDBF comesfrom the fact that,
whenthereis no noise,the numberof bits 43�.� � decaysexpo-
nentially (at a constantrate &�D�F ) with its distance(in terms
of hops)from the nodewherethe object � is stored.In other
words,whenthereis no noise,at a nodeonehop away from
theobject � , 43�.� � is approximately	 bits, at a nodetwo hops
away, 43�"��� is approximately	3DEF , andsoon.While advertising
routinginformationto downstreamneighbors,nodesreseteach
of the bits in the EDBFs received from upstreamneighbors
with a probability ��&�G;F�� , thusachieving anexponentialdecay
by a factor of F . The forwarding scheme(describedlater)
implementsthe semanticsof following the strongestsignal,
thusimplicitly retracingthetrail of theexponentiallydecaying
bits advertisedby thenodehostingtheobject.Note thatnoise
doesexist dueto collisionsin hashing,i.e., someof the 	 bits

indexed by � 
��"��� , � 2 �"��� , ..., �����.� � can be set to 1 by other
objectshashedto the sameindex. Therefore,the noise will
impactour accuracy of predictingthis distance,which will be
studiedin sectionIV.

Note that exponential decay is not the only conceivable
type of decay. Other alternatives exist, e.g., linear decayin
which the 43�"��� value reduceslinearly with distancefrom the
nodethat hosts � . We however chooseexponentialdecayfor
SQRbecauseonly it hasan essentialpropertyof “blindness”.
Speci�cally, the processby which bits are �ipped from 1 to
0 is totally independentof the associationof that bit with any
particularobject � . In other words, the decisionon whether
to decay a bit or not is independentof the information as
to which objectscausea bit to be set at what distances,and
thereforesuchinformationneednot berememberedby EDBF.
This blindnesspropertyleadsto extraordinarysuccinctnessof
EDBF andreducesthecommunicationcostsfor routeupdates
by ordersof magnitudeas comparedto previous attemptsat
usingBloom Filters for contentbasedrouting [12], [13], [14],
asdiscussedin sectionV. It will be clearthat theExponential
Decaypart is a critical innovation to overcomethe scalability
barrier of Bloom Filters without compromisingthe goal of
achieving routing ef�ciency.

B. Creationand Maintenanceof RoutingTables

SQR employs bandwidth-ef�cient (and thereforescalable)
mechanismsfor encodingand maintaining the probabilistic
forwarding tables using EDBFs (see �gure 2). At a node
with degree H , its forwarding table consistsof H EDBF data
structuresof thesamearraysize,eachof whichcorrespondsto
oneof its neighborsandcontainshighly-compressedsummary
information regarding contentsthat can be reachedthrough
that neighbor. As shown in the next section, information
containedin theseEDBF tableswill allow the query for an
object � to be forwarded to the correct neighbor (on the
shortestpath to � ) with high probability. In addition to these
EDBF's, eachnodealso keepsa list of contentsthat it hosts
locally.

Wehavementionedbeforethatto maketheschemescalable,
informationregardingcontent� will decayexponentiallywith
the hop-count distance to the node that hosts � . This is
achievedby eachnodeonly propagating&IDEF of its information
(its EDBF's and EDBF encoding of its local contents)to
its neighbors,through a blind decay process.As discussed
before,theblind decayallows theencodingandpropagationof
routeupdatesto be very bandwidth-ef�cient. This bandwidth-
ef�ciency of route updatesis further improved by using two
known techniqueswith adaptations:(1) compressedEDBF
mentioned above (2) delta compression,i.e., a full route
advertisementat the beginning (when a new link is set up)
andperiodic “delta updates”thereafter.

1) RouteUpdate Creation: Each node sendsa route ad-
vertisement(in the form of an EDBF) to its neighborsat the
time of connectionsetup,and maintainsits consistency by
periodicupdates.Theinitial advertisementis createdby taking
the union of all advertisementsreceived from neighborsother



Create Local EDBF (given local content J ):
// Populatelocal EDBF K .

1. LBMONPJ

2. Set bits KAQ R�SUT,MBVXW , ..., KAQ R(YIT+MBV�W to 1;

Create Update (for neighbor Z ):
// Copy all the bits from the local EDBF K into
// the update [(\ .

1. [(\^]'K ;
// Decaythe informationreceived from all neighbors
// other than Z by a factorof _ , andaddthe
// surviving bits to [(\ .

2. LB`3NOacb!`Xd�REegf�h ij`.k�l=m1`�n

o

Z

3. LBh^Nqp�r�m@s�s@scmut�v

4. `.wcT,K>x�Q h�W

oyo

r!V

5. with probability r!zU_ , [(\BQ h�W�]{r ;
6. Return [(\ ;

Fig. 2. Algorithms for creatingupdatesin SQR.

thanthetargetneighbor, allowing this combinedadvertisement
to decayby the decay factor F , and �nally taking a union
of the result with the local EDBF. Subsequentupdatesare
createdby periodicallycreatinga freshrouteadvertisementfor
eachneighborand using delta compressionto communicate
the difference of this fresh advertisementwith the actual
informationpreviously communicatedto the neighbor.

The baselinealgorithm for constructingthe route update
from a nodeto oneof its neighbors| throughlink H is shown
in Fig 2. ProcedureCreate Local EDBFtakesthe list }

of keywords(or contentlabels)correspondingto locally hosted
contentandinsertsit into anEDBF2


 . In procedureCreate
Update , information received in the form of EDBFs from
neighborsotherthan | is �rst aggregatedby merging all such
EDBFs into a single EDBF througha bitwise-ORoperation.
The bits in this “Union EDBF” arerandomlyresetto zeroso
that only &�D�F of of the bits survive this decayoperation.In
otherwords,theunion of updatesreceived from all neighbors
other than ~ is computedand “attenuated”by a factor of F

before propagation.The local EDBF is propagatedwithout
attenuation.

Note that in our merging operation above, information
(EDBF) received from a neigbor ~ will not be advertised
back to ~ . This is analogousto “split horizon with poisoned
reverse” in classical distancevector routing [15]. In fact,
poisonedreverse in SQR is even more important because
while in the distancevector algorithm the poisonedreverse
makesa differenceonly when thereis a node/link failure, in
a P2P network the routable entities are sharedobjects that
exhibit signi�cantly higher dynamics.However, split horizon
doesnot protect againstall forms of loops. Fortunately, the
exponentiallydecayingnatureof information in SQRimplies
that the count to in�nity problemmanifestsitself asa “decay
to in�nitely small amountof information”, thus signi�cantly
restrictingthe impactof routing loops.

2The local EDBF is createdwhen the node �rst joins the network and
modi�ed suitablywhenever the setof locally hostedobjectschanges.

2) UpdateCompressionandTransmission:Deltacompres-
sionis thestandardapproachto furtherreducetheinformation
thatneedsto becommunicatedbetweenneighboringnodesfor
route updates.In SQR, nodeskeep track of the cumulative
information conveyed to their neighbors.Updates can be
composedby taking just the differencebetweenthe EDBF
table up to the last updateand the freshly composedEDBF
using the procedureCreate Update .

Recent work on CompressedBloom Filter by Mitzen-
macher[16] hasshown that if we reducethe numberof hash
functions 	 slightly but make the arraymuchlarger (resulting
in a muchsparserarray)suchthat after compressionthe size
remains • , the false positives in such a compressedBloom
�lter canbemuchbetterthantheoptimal in a non-compressed
version.This resultalsoappliesto EDBF asthesparsenessof
the array, causedby a sharpdecayfactor, producesan ideal
candidatefor compression.For example,if the decayfactor F

is 8 then only about1/8 of the bits in the array are 1. Using
Arithmetic Coding [17], an uncompressedEDBF of size € ,
with a fraction • of total bits setto 1, canbe compressedto a
size ‚ƒ$„€†…‡�1•�� , where … is the entropy function given by

…‡�1•��^$'Gˆ•Š‰,‹BŒ

2

•qG•�@&ŽG••���‰,‹BŒ

2

�@&ŽG••�� . This canbe seenas
the communicationcostof the �rst updatereceived by a new
nodejoining the network.

The procedureto sendupdates�rst inspectsif the neighbor
is a new one, in which caseit sendsthe completeupdate.
For existing neighbors,an incrementalupdate3 is sent by
computing the }‘•�’ of the current update “%” with the
previously sentinformation.All updatesarecompressedusing
arithmeticcoding [17] beforebeing sent reliably using TCP.
The Delta updatesare likely to be much more sparsethan
the initial updates,and hence,will bene�t even more from
arithmeticcoding before�nal transmissionof the update.At
the other end, the procedureto receive updates�rst inspects
if an EDBF 


� correspondingto the neighbor # exists. If not,
this must be a new neighborand the updateis simply stored
as 


� . Otherwise,the updateis treatedasan incrementalone
and 


� is modi�ed suitably by computingits bitwise XOR
with the new update.

The above designachieves our primary objective of ef�-
ciently maintainingprobabilisticinformationaboutthecontent
storedin theneighborhood.Dueto therandomresettingof bits
during forwarding of advertisements,the impact of a node's
advertisementson anothernode's routing tablereducesexpo-
nentially with the distancebetweenthe two. An initial update
is sentwhenever a nodeacquiresa new neighbor. Incremental
updatesfor eachneighbor ~ are createdperiodically but sent
asynchronouslyonly whenthedeltaupdatecontainsat least •

bits that are1, where • is a parameterto be tuned.



Forward Query (given query – ):
// Forward previously seenqueriesto neighbor ` , .
// chosenrandomlyfrom neighbor list .

1. `.w ( Seen Query( – ))
2. Deliver Query( – , ` ) ;
3. else

//Forward previously unseenqueriesto the neighbor
// with the maximuminformationaboutthis query.

4. —˜] Lookup ( – ) ;
5. Pick ` suchthat ™�x

o

tPš�M�TX—yV ;
6. Deliver Query( – , ` ) ;

Lookup (given query – ):
1. LB`3N neighbor list
2. L(›ŽNqp�r�m@s�s@scm1œ�v

3. ™�xu•

o

Kžx�Q R�Ÿ T+¡ V�W ;
4. Return — ; /* —

o

p�™�x=v */

Fig. 3. Algorithms for forwardingqueriesin SQR.

C. QueryForwarding

Thealgorithmfor forwardingqueriesin SQRis summarized
in �gure 3. If the query is satis�ed locally, it is answered.
Otherwise,if theTTL of thequeryhasnot expired,thecurrent
nodehasto pick a neighborto whom the queryis forwarded.
Our solution can be seenas a simple greedyalgorithm with
enhancementsfor loop avoidance and tie-breaking. If the
query was previously seen, it is forwarded to a randomly
chosenneighbor. Otherwise,thequeryis processedasfollows.
The query string � is looked up in the EDBF associated
with each neighbor of the node. For each neighbor # , the
result of this lookup is an “indicator” value 4B� , which is
the total number of bits set to 1 in locations indexed by

��”(�"�����=~£¢¤&B�,�,� 	 . The queryis forwardedto the neighborwith
the highest indicator value after decrementingthe TTL by
1. Ties are broken randomly. In an ideal situation,with the
aware neighborhoodextending throughoutthe network, and
an exponentially increasingnumberof bits pointing towards
the origin of the information about any object, querieswill
follow the shortestpath to their destination.However, due
to limited aware neighborhoodsize (to save on the cost of
creatingandmaintainingtheroutingtables),andfalsepositives
in the EDBF, some additional issuesneed to be addressed
beforeourdescriptionof theforwardingalgorithmis complete.

The �rst issuewe needto consideris that of “noise” in the
indicator valuesas computedfrom the EDBF data-structure.
Due to collisions in hashing,someof the bits that contribute
to a total of 4�� in advertisement
P� , could be causedby other
unrelatedkeywords hashingto the samelocationsas ��¥��"-*� .
When the query is far away from the origin of information
aboutan object,the informationwould have decayedto much
less than one bit, and almost all bits correspondingto the
queryare likely to be suchfalsepositives.The neighborwith
the largest 4 -value is likely to be a local maximumfor such

3Even in the absenceof contentdynamics,the randomnessof the decay
processwill causedifferentbits to bereseteachtime anupdateis constructed.
To avoid this problem,we usepseudo-randomdecaythatensuresconsistency
in the decayprocess.

randomnoise.Thusforwardingto theneighborwith thehigh-
est indicator value is equivalent to forwarding to a randomly
chosenneighborwhile outsidethe awareneighborhood.

Even inside the awareneighborhood,wherethe numberof
bits due to the sourceof the information is non-negligible,
the noisedue to falsepositives might sometimesoverwhelm
the correct information, thus leading to a wrong forwarding
decision.We develop an analyticalmodel in sectionIV that
capturesthis behavior andderiveexpressionfor theprobability
of making such mistake at various distancesfrom the node
hostingthe target object.

We assumethat queriescontain unique identi�ers (as in
Gnutella[6]) thatarecached4 at intermediatenodeswhenseen
for the �rst time. Thus,queriesrevisiting a nodecanbeeasily
identi�ed. As discussedabove, the behavior of SQR outside
the aware neighborhoodis equivalent to randomwalk. It is
possiblethatnodesarevisitedmultiple timesin sucha random
walk. To correctly implementthe behavior of randomwalk,
such“loop-back” queriesshouldbe forwardedto a randomly
chosenneighbor.

Anotherway to understandtheintuition behindthisbehavior
is to look at it from the perspective of an intermediatenode
thatseesa loop-backquery. The�rst time this querywasseen
at this node,it musthave beenforwardedto theneighborwith
themaximumnumberof bits correspondingto thequery. Now,
since the query hassomehow propagatedback to this node,
the previous routing decisionwas wrong. In sucha case,the
amountof informationin theroutingtablesis too low to make
any inferenceaboutthe location of the queriedobject,and a
randomlychosenneighboris as good a candidateas any to
receive this query5.

IV. ANALYSIS

In this sectionwe developananalyticalmodelof SQR.The
main purposeof this modelis to answerthroughanalysistwo
questions:(1) Wheredoestheperformancegain in routing la-
tency comefrom?and(2) At whatcommunicationcost?These
will beansweredin sectionsIV-B and IV-C respectively, after
adiscussionin sectionIV-A of theunderlyingtopologythatwe
assume.The proofsof all theoremsin this sectionareomitted
due to lack of space.

A. P2P networktopology for our study

Both metricsunderstudy, the routing latency andthe com-
municationcost,arefunctionsof the underlyingP2Pnetwork
topology. In this section,we describea typical topology(close
to a randomregulargraph),thatwill beassumedin therestof
thepaper. We emphasize,however, thatour analyticalmethods
andinsightsfrom the analysisareorthogonalto this topology
andcanbe easilyadaptedto other topologies.

4Thecostof storingid's of recentlyseenqueriesis negligible evenat nodes
with a high query throughput.

5In our experiments,we tried more sophisticatedalternative mechanisms
like choosingthe neighborwith maximumbits amongthe untriedneighbors,
but did not observe any performanceimprovementover the much simpler
protocolof randomlyforwardingall loop-backqueries.



We modeltheunderlyingnetwork topologyasa graphof •

vertices,with averagedegree¦ ateachnode.Wemakeafurther
simplifying assumptionthat for small # , the numberof nodes
exactly # hopsaway from anarbitrarynodeis •ž�ž$§¦E�"¦(G;&I�

�"¨�
 .
Theseassumptionsarenot preciselyaccurateunlessthegraph
is a tree rooted at the arbitrarily chosennode,but they are
a good approximationin the region where # is chosenso
that ©

�

”!ª>


• ”£«¬« • . Note that we could model the network
as a regular graph, which will make the above assumption
exact. However, we feel that the randomtopologymentioned
above is closeto the actualGnutellatopologyin which peers
randomlyattachthemselvesto a setof othernodes.Therefore,
our analysis is only an approximationwhen assumingthis
randomtopology. For easeof exposition,we make a second
simplifying assumptionin setting the size of content index
(i.e., the list of content labels) at eachnode be a constant.
This assumptiondoesnot hold in real peer-to-peernetworks,
but thedistribution of contentindex sizesis orthogonalto our
analysisandabstractingit outsimpli�es themodelingexercise.

B. EDBF – Impacton routing latency

SinceSQR usesan enhancedrandomwalk, the latency of
queryrouting is proportionalto the numberof hopstraversed
by the query from its sourceto a node that hostsmatching
content.Ourmodelof routinglatency is thusclearlydependent
on theaccuracy of the forwardingtablesstoredin the form of
EDBFs.Theaccuracy of EDBFsin turn is re�ectedin thefalse
positive rateof the EDBF undersystemparameters.Oncewe
modeltheprobabilityof falsepositives,we useit asa building
block to constructa Markovian model of the overall process
of query routing.

1) False positivesin an EDBF: Let the numberof hash
functionsusedin the EDBF be 	 andandthe decayfactorbe

F , as before.Let ­ be the total numberof bits at all nodes
in the network causedby one pieceof contentat node ® . In
other words, ­ is the total cost of all updatesthat originate
at ® and propagatethroughoutthe network. With the above
assumptions,­ is given by:
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Due to the symmetry of the model, the total number of
bits at all other nodescausedby a node ® , is equal to the
total numberof bits causedby all othernodesat node ® . Let

€ be total size of the array storing the EDBF. Since ® has
¦ neighbors,eachof the ¦ EDBF's representingprobabilistic
routing tableshave ­žD�¦ uniformly randombits set to 1. By
Whangstatistics[18], we get the total numberof 1's in each
of the EDBF's to be:

€•
5$ƒ€º¹(&»G•¼

¨ ½B¾�¿=ÀˆÁ (2)
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Fig. 4. A Markov chainmodelof routing usingSQR.

The fraction of bits set to 1 is given by •Â$Ã€Ä
�D�€Å$

Æ

&ŠG¤¼

¨ ½B¾�¿=ÀPÇ . We will use this value of • to computethe
probabilitiesof falsepositives.

States in the Mark ov chain. The probabilistic nature
of routing using SQR can be modeledas a Markov chain.
The Markov chain in our model, shown in �gure 4 has six
states,numbered0 through5. For any satis�able query (i.e.,
one for which the correspondingobject is hostedby some
nodein the network) we classify all • nodesin the network
as being in exactly one of thesestates.A node is in state #

if its shortestdistancefrom the nodehosting the object is #

hops,with all nodesfarther than 5 hops away also counted
asbeing in state5. Let the numberof nodesin state # be •>� ,
with •±Èˆ$É•ÊGÄ©

²

�,ª�Ë

•
� . Our choiceof 6 statesrepresentsthe

approximationthatat a distanceof 5 hopsfrom a nodehosting
anobject,theamountof informationaboutthisobjectin EDBF
basedrouting tables is negligible. In other words nodes5
or more hops away from the node hosting the object have
approximatelythe same(negligible) amount of information
about the location of this object. This assumptionis valid
as long as 	3DEF

²

«¬«
& , i.e.. the averagenumberof bits that

survive 4 successive decaysby a factorof F , out of the 	 bits
setat the origin node,is muchsmallerthan1.

Transition probabilities. Forwarding operationsin SQR
correspondto statetransitionsin theMarkov chainin �gure 4.
Recallthat the forwardingrule in SQRis to pick theneighbor
with the strongestsignal for a new query, and to forward
previously seenqueriesto a randomly chosenneighbor. At
a node } , the informationfrom the upstreamneighbor }


 is
strongerthanthenoise6 from all otherneighbors}

2
�!}Ê°B������� ,

then the query is forwardedto }Ì
 and the systemmakes a
transitionfrom state # to #>GÍ& . The probability for this event
is Î>� . Theorem1 derives an expressionfor calculating the
value of Î>� . If the noise from a non-upstreamneighborof

} dominatesthe signal from the upstreamneighbor (with
probability Ï��Ð$Ñ&ÌGÂÎž� ), the query gets forwarded to a
neighborat an equalor higherdistancefrom thenodehosting
the object. Due to the uniform random nature of noise in
EDBF, the sourceof this misleadingnoise is equally likely
to be in any of the states# and above. Hence,we distribute
the total transitionprobability Ï

� out of state # into Ï
�9” going

6If the information is exactly the sameas the noisefrom l Ò˜r neighbors
but strongerthan the noisefrom all other neighbors,the query is forwarded
to J

S
with probability r!z�l

o

r . This caseis alsocoveredby theorem1.



to state~†�+~ÔÓÐ#�� in proportionto thenodepopulationof each
of thesestates,suchthat © Ï���”O$§Ï�� .

Justi�cations for the use of Mark ovian modeling. For
our designto qualify as a Markov process,we needto show
that the forwarding processis memorylessin the sensethat
the forwardingoperationperformedon a queryis independent
of the path it has traversed.This is mostly true except in
the casewhen a query visits the samenode a secondtime.
Sincequeriesarenever returnedto the nodethey arereceived
from, theprobabilityof sucha loop is quitesmall.Recallthat
such queriesare forwardedto a randomly chosenneighbor.
The randomnessof this choiceminimizesthe impact of this
memory, allowing us to ignore this situation and make the
assumptionof memorylessnessin our model.

Computing the transition probabilities. The following
theoremformulatesa way to calculatethe valuesof different
transitionprobabilitiesin our model.

Theorem1: The transitionprobability from state # to #3G¤& ,
#^ÓÕ& , denotedby Î>� is given by:
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Where :

Ù

��|U< is the range of possible node degrees,and
} and à are binomial random variables,picked from the
binomialdistributions åæ�u	���&IDEF
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respectively.
Corollary 1: Thetransitionprobabilityfrom state# to states

~ÔÓÐ# andabove is givenby Ï��9”O$ èEé

èEêXë�ì,í

Ï�� , where Ï���$Â&%GÌÎ>�

and •

á

Ø0�jî�$§•±�3¯••±�,ïž
Ž¯§�����I¯‡•
È .

C. Computingthe costof forwarding usingSQR

Using the model developed above, we can compute the
numberof stepsrequiredto route a query to its destination.
Let åð$ñ�u|��"ò ” � be a óÌôÄó matrix representingthe transition
probabilities among various states.In this matrix, |

�"ò �"¨�

$

Î
�

�gõ #ÌÓö& and |
�9”

$ÃÏ
��”

��õ�#÷Óö&(�1~øÓù# . Since nodesare
associatedwith differentstatescorrespondingto their shortest
distancefrom the origin, therecanbe no transitionfrom state

# to state #žG•) andbelow. Thus |
�9”

$ûú , õ/~

³

#>GÚ) . Finally
queriesreachingstate0 areansweredcorrectlyandstayin this
statehereafter7. Thus |UË@”†$ü|�”@Ë†$üú , õ*~Éý $üú and |�Ë�Ë†$ã& .
The entriesof matrix å aresummarizedin �gure 5.

Let þ
�.ò Ë , #%$Â&B��)/���,�+�,��ÿ , denotethe numberof stepsit takes

for a query that startsat a nodein state # , to �rst encounter
the target (i.e., state0). Let þ denotethe numberof stepsfor
a query that startsat a nodechosenuniformly at random,to
�rst encounterthedestination.Sincetheprobabilityof a query
originating in state # is •��=D�• , it is easyto verify that
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7Our modelconsidersa querysuccessfullyansweredfrom the point where
a queryreachesthe �rst nodethat hasmatchingcontent.
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Fig. 5. The matrix B.

Parameter Symbol Value

Filter Width t �

S��

o

������œIe=`,l"k

No. of hashfunctions œ 64
DecayFactor _ 8

TABLE II

PARAMETERS OF EDBF USED IN SQR

Now it remainsto compute
�

: þ �.ò Ë < . Let �ã$Ã�"¦ �.ò ” � be a
6x6 matrix suchthatall its entriesareidenticalto thoseof å ,
exceptthat ¦ Ë�ò Ë = 0 (notethat | Ë�ò Ë = 1). The valuesof

�

: þ �.ò Ë <

arecharacterizedby the following theorem:
Theorem2: Let the matrix � $'�uF

�"ò ”
� be de�ned as

� $��Ê�u®qG��¬�

¨±


�"®;G��¬�

¨�
 . Then
�

: þ
�"ò Ë

< $ÕF
�.ò Ë .

V. EVALUATIONS

In this sectionwe presenta simulation-basedevaluationof
SQR and compareits performancewith other mechanisms
for query routing in unstructuredpeer to peer systems.The
varioussystemscoveredby our simulationsare summarized
in table I. We broadlyclassify the systemsaseitherhaving a
�at topology or a hierarchicaltopology. Within thesebroad
classes,different mechanismsfor query forwarding can be
used,giving rise to a large numberof combinations.The set
of systemswe studyis by no meanscomplete,but our choices
are representative of the body of prior work in this areaand
cover both existing systemsas well as recentonesproposed
in the researchliterature.

The parametersfor the EDBF used in SQR are listed in
table II. The simulationsuse a 2,500 node network, unless
noted otherwise. The primary performanceresults can be
summarizedas follows. For the samerouting overheads,the
queryresponserateimprovesby up to two ordersof magnitude
for �at topologies (section V-A), matching very well with
thepreviousanalysis.Simulationsover hierarchicaltopologies
(in sectionV-B demonstratethe compatibility of SQR with
various topology constructionand maintenancemechanisms.
The drastic reductions in the overheadsof routing table
constructionand maintenanceachieved through SQR's use
of EDBF are hilighted in sectionV-C). Finally, a study of
the impactof contentreplicationin sectionV-D suggeststhat
the bene�ts of SQR carry over to variousmodelsof content
replication.

A. Queryresponserate

The original Guntella protocol (version 0.4) constructsa
topologywith relatively similar nodedegrees,with clientsac-
tively seekingneighborstill they have at least €†#=• •±¼�#��/� (=3



System Topology Searchmechanism # neighborsper node
[min,max]

Flood �at (GnutellaV0.4) Scoped�ooding [3,8]
Random �at (GnutellaV0.4) RandomWalk [3,8]
OHR �at (GnutellaV0.4) RandomWalk with onehop [3,8]

replicationof pointers
SQR �at (GnutellaV0.4) This paper [3,8]
Ultrapeer explicit hierarchy(GnutellaV0.6) Scoped�ooding Leaf � Ultrapeer[1,3]

amongUltrapeers Ultrapeer � Ultrapeer[3,8]
Ultrapeer � Leaf [1,100]

GIA implicit hierarchy(GIA) Randomwalk with [3,128]
biasedforwarding

SQR+GIA implicit hierarchy(GIA) SQRwith [3,128]
heterogeneousnodes

TABLE I

SYSTEMS USED IN OUR EVALUATION.

in our simulations)neighborsand acceptneighborstill they
have at most €

Ù

� •±¼ #��/� (=8 in our simulations)neighbors.
We use this �at topology to evaluatea numberof systems.
The �rst system,Flood, uses�ooding to propagatequeries.
We also simulatethe systemRandomthat replaces�ooding
with random walk. Random walks have been proposedas
a more ef�cient replacementfor scoped�ooding [7], with
the assumptionthat the GnutellaV0.4 topology resemblesa
randomgraph.Replicationof pointersto contenthostedone
hop away [9], [13] is anotherenhancementto GnutellaV0.4.
The systemOHR in our simulationsusesrandomwalk with
OneHop Replicationof pointers.

To obtaina commonmetric thatcapturestheresourceusage
of both �ooding and randomwalk basedapproaches,we use
a generalizationof TTL called Hop Limit (HL). For random
walk basedsystems,that do not createmultiple copiesof a
message,HL is thesameasTTL. However, if scoped�ooding
is used,anda querywith hoplimit � is receivedat a nodewith

�

neighbors,it is forwardedto the remaining
�

GÚ& neighbors
with a hop limit of �1�qG•&I�!D*�

�

G•& � appropriatelyroundedup
or down8 so that the hop limit of all the �ooded messages
addsup to �ÔGÍ& . The useof Hop Limit allows us to capture
thecostof both random-walk and�ooding basedmechanisms
on a commonscale.

The set of object labelsand queriesare picked at random
from a uniform distribution. We only simulate queries for
contentactuallyhostedin thenetwork, with theunderstanding
that queriesfor non-availablecontentwill fail after using up
themaximumallowablehops,irrespective of thesearchmech-
anism in use. While all query routing mechanismsachieve
a 100% successrate with suf�ciently high hop limits, only
thesuperiorqueryroutingmechanismscanachieve successful
delivery of querieswith low hop limits. Varying the hop limit
allows us to study the pro�le of resourceusageby various
systemsrequiredto achieve differentquerysuccessrates.

Figure 6 shows the plot of number of queriesanswered
vs. the initial hop limit. Figure 6(a) and 6(b) are for �at

8More precisely, the hop limit of each of the messagesforwarded to
neighbor ` , where `AN•p�r�m@s!s�s(mgw��÷r�v , is set to �jR��˜r!z�w��˜r	 y•Är if `

!

TXR"�Ôr!V tOf�_¬TXw#�Ôr!V and to �+R#�£r!z�w#�ær	  •†r otherwise.
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Fig. 7. Comparisonof analyticalpredictionswith simulations.

Metric Analysis Simulation
Mean 232 221

Median 161 130

TABLE III

COMPARISON OF ANALYTICAL PREDICTIONS & SIMULATION RESULTS.

topologiesand �gure 6(c) shows the resultsfor hierarchical
topologies(discussedfurther in section V-B). Log scale is
usedon the � -axis in �gures 6(b) and6(c) to bettercapturethe
differencein the amountof resourcesconsumedby different
mechanisms.Among the systemswith �at topology, �ooding
is the most inef�cient, followed by plain randomwalks. One
hopreplicationof pointersimprovestheef�ciency by anorder
of magnitudeand using SQR improves the ef�ciency by an
additionalorderof magnitude.

Comparing analytical predictions with simulation re-
sults. Figure 7 comparesthe predicted behavior of SQR
from our model in the previous section with the observed
performanceof systemin simulation. The analytical curve
correspondsto numericalcomputationsbasedon theorems1
and 2. The simulation curve is the sameas in �gure 6(b),
describedin sectionV-A. Recallthat theanalysisin sectionIV
models the performanceof SQR in randomgraphs.This is
an approximationof the topology constructedby Gnutella
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Fig. 6. Numberof queriesansweredvs. hop limit, with onequeryper node.

Capacity 10000x 1000x 100x 10x 1x
Fraction 0.1% 4.9% 30% 45% 20%

TABLE IV

CAPACITY DISTRIBUTION OF CLIENTS IN HIERARCHICAL TOPOLOGIES.

V0.4, usedin our simulations.In spiteof this approximation,
andothersimplifying assumptionsmadeduring themodeling,
the two curves have a close �t. Similarly, in table III, the
valuesof themeanandmedianof thequerylengthdistribution
obtainedfrom our simulationsarequite close(within 20%) to
the analyticalpredictions.

B. Query responserate for hierarchical topologies

The secondclassof systemswe simulateincludesGIA [9]
andGnutellawith Ultrapeers[19], [20], thathavetheexplicitly
stated design goal of exploiting the heterogeneityin node
capacities,in termsof processingcapabilitiesand/ornetwork
bandwidth. They try to build a topology that re�ects the
capacityof a nodein the degreeof connectivity of the node,
with higher capacity nodes correspondingto high degree
verticesin the overlay graph.The topologyof GnutellaV0.6
canbeseenasa two layerhierarchywith a stronglyconnected
layer of Ultrapeers(high capacity) that provide a �ooding
basedsearchservice to a large numberof directly attached
leaf nodes(low capacity).The topologyadaptationalgorithm
of GIA [9] alsoachievesa similar situationof a small number
of well connectedhigh capacity nodes to which a large
numberof low capacitynodesattachthemselves.TableIV lists
the capacitydistribution of nodesin hierarchicaltopologies.
This distribution is derived from a measurementstudy of
nodecapacities[21], andhasbeenusedin previous work on
hierarchicaltopologies[9]. For GnutellaV0.6, the nodeswith
capacitiesÓ 1000xarechosenasUltrapeers.

Figure 6(c) shows the query responserate of various
systemsthat use advancedtopology adaptationmechanisms
to constructhierarchicaltopologies.SQR+GIA is SQR with
GIA's topologyadaptationmechanism.Thesimulationsin [9],
veri�ed independentlyby our own simulations,demonstrate

Mechanism SQR OHR Rheaet al. [14]
Overhead(Bytes) 187 262 30,000to 90,000

TABLE V

ROUTING OVERHEADS PER OBJECT

the superiority of GIA's topology construction9 over that
of Gnutella V0.6. The superior performanceof SQR+GIA
supportsour claim that the ef�ciencies of SQR carry over
to any network irrespective of the topology.

C. Routingoverheads

TableV summarizesthe overheadsof variousmechanisms.
The routing overheadof SQR is the cost of building and
maintainingthe EDBF basedrouting tables.An upperbound
on ­ — the numberof bits propagatedacrossall links in the
network by oneobject— wasderived in equation1. Assume
that the fraction of bits that are one in the EDBF's, de�ned
as • , is 0.1. If the averagedegreeof nodes( ¦ )is 5, the total
numberof hashfunctions( 	 ) is 32 and the decayfactor ( F )
is 8, the valueof ­ from equation1 is 320 bits. Since • , the
fraction of bits in the EDBF's, is 0.1, for every bit that is 1,
nineothershave to bezero,bringingthecostup by a factorof
10 to 3200bits. However, sinceupdatesarecompressedusing
arithmetic coding, the actual cost is about $()BúBúB… �u•�� bits,
where … is theentropy function.For •æ$ 0.1, …‡�u•��Ž$§ú3� %có'& ,
and this cost evaluatesto 1500 bits or 187 bytesper object.
We emphasizethat this is the total cost of routing updates
causedby oneobjectover the entirenetwork andnot the cost
of a singleupdate.

The cost of one hop replication of pointers to content
hostedat eachnode is higher. An empirical analysisof 1.3
million �le namestracedfrom queryresponseson a Gnutella
network shows that theaverage�le nameis 52.4byteslong10.

9The gap betweenthe curves for GIA and Ultrapeerincreasesfor larger
sizesof the simulatednetwork. However, routing tables in SQR make the
simulationsvery memoryintensive anddo not scaleto large sizeseasily. For
thesake of uniformity, we simulatea network of 2,500nodesfor all systems.

10This is closely linked to the fact that searchesin Gnutellaare keyword
searchesover content�lenames
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Replicatingthese�lenamesat eachneighborin a network with
averagedegreeof 5 will cost ÿ ô÷ÿ()*� %;$§)Eóc) bytes.

Rheaet al. [14] proposetheuseof Bloom Filtersto enhance
the searchperformance,assumingthat the basicsearchfunc-
tionality is provided by a deterministiclocation and routing
mechanism,suchasan idealizeddirectoryserviceor a DHT-
basedsearch.The proposedprotocol createsan attenuated
Bloom �lter – which is just a collection of F Bloom �lters,
with the # th Bloom �lter at a node being associatedwith
contentpublishedby nodes# hopsaway from thenode.While
forwardinga query, the # th �lter associatedwith eachlink is
examined.If a matchis found in an attenuatedBloom �lter ,
the query is forwardedon the correspondinglink. Otherwise,
the �.#ç¯ & � th Bloom �lters at each link are examined.On
�nding no match in any of the F Bloom �lters, the default
searchalgorithmis used.Routingupdatesare�ooded to nodes
up to F hops away from eachsourceof content.The costs
of propagatingthis information is 30 to 90 kilobytes per
object[14]. Weemphasizethatalthoughthiswasanacceptable
cost for the target applicationin [14], suchhigh cost renders
infeasibletheoptionof usingor extendingthiswork to provide
an underlyingglobal query routing service11.

D. Impactof Replication

Having multiple instancesof the sameobject at different
locationsin the network improves the ef�ciency of all query
routing mechanismsby cutting short the averagequery path.
In this section,we demonstratethatSQRbene�tsequallyfrom
theeffectsof replication.The�rst modelof contentreplication
we useassumesa uniform (constant)rateof replicationfor all

11The updatemechanismdesignedby Rheaet al. [14] has to remember
several bytesof information for each individual bit in the Bloom �lter , such
as the ID of the sourcenodeand its distancefrom the currentnode.Object-
deletionsin their mechanismare quite complex and potentially even more
expensive thaninsertions.EDBF wasspeci�cally designedwith propertiesof
“blindness” and exponential decay, which in turn enablesa simple update
protocol that can handleboth insertionsand deletionsof objectswith equal
easeandyet is cheaperby more thantwo ordersof magnitude.
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Fig. 9. Successrate of queriesvs. hop limit in a network with replication
accordingto the Zipf distribution. Notice the contrastwith �gure 6(b).

contentin the system.While this is quite unlikely to occurin
a realsystem,choosinga uniform replicationrateallows us to
isolatethe effect of speci�c ratesof replicationover different
systems.For simplicity, the contentpopularitymodel in these
simulationsis the sameas the contentreplicationmodel.

Figure8 demonstratesthe effect of replicationon different
query routing systems.The � -axis representsthe numberof
copiesof eachobject (the uniform replicationrate) in a 2500
node network. The - -axis representsthe resourceusageto
attain a 90% query successrate in such a network. Curves
for all systemshave an almost constantnegative slope in
this log-log plot. Therelative advantagesfor differentsystems
are roughly maintainedacrossdifferent replication rates12 ,
supporting our claim that SQR bene�ts equally from the
effectsof replication.

Thesecondmodelwe usefor replicationof contentis based
on the Zipf distribution, frequentlyusedto modelthe replica-
tion of objectson thewebandin peer-to-peersystems[22]. In
a set of objectsreplicatedaccordingto the Zipf distribution,
the # th most replicatedobjecthas &�DI# timesasmany replicas
as the most replicatedobject. In our experiments,we use a
replication rate of 10% for the most replicatedobject. The
successrate of queriesis plotted againstthe initial hop limit
in �gure 9. Notice how the lower half of the curves differ
from those in �gure 6. The faster initial growth in success
rate can be attributed to the large numberof replicasof the
mostreplicateditem. However, the top endof thecurveslook
thesameasin �gure 6. This portioncorrespondsto thequeries
that take a lot of stepsto get answered,most of them being
queriesthat target rare or unreplicatedobjectswith low rank

12In �gure 8, thesystemUltrapeershows a fasterperformanceimprovement
with increasingreplication rate. This is an artifact of the relatively small
numberof Ultrapeersin the simulatedtopology (5% of 2500 nodes),where
the explicitly hierarchicaltopology of Gnutella V0.6 starts looking like a
client-server systemat high replication rates.Theseadvantagesare absent
at network sizesabove 10,000nodesand we observed Ultrapeerto perform
worsethanGIA in simulatednetworks of suchsizes.



in the Zipf distribution.

VI . DISCUSSION

In this section, we brie�y discuss a new paradigm of
Distrib uted Coordinated Data Streaming. Our design of
SQR is an application of this paradigmto the problem of
query routing. Data streaming13 hasbeentoutedas a viable
solution for measuringandmonitoringof high-speedlinks in
large networks [24]. We believe that the scopeof networking
problemsto which Data-Streamingcan be applied, can be
expandedto include highly dynamic environmentssuch as
peer-to-peerandsensornetworks.A commonscenarioin such
networks is thateachnodeproducesa largenumberof events,
not all of which can be ef�ciently advertised to all nodes
of the network14. Frequentchangesin the membershipof
individual peersor content hostedby them in peer-to-peer
networks, and consecutive observations at a sensornode in
a sensornetwork are examplesof such large event streams.
The information associatedwith this event stream can be
seen as a data-stream.In coordinateddata streaming,the
streamof data from each node is �ltered and compressed
by its neighbors,the neighbors'neighbors,and so on. Each
nodeperformssuchstreaminglocally, over the dataprovided
by its neighbors,and maintains a synopsis data structure
to store the streamingresults.Querying this synopsisdata-
structureprovideslocal solutionswhich canthenbecomposed
to perform complex operationsin the overall network. Local
forwarding decisionsusing the EDBF tablesin SQR can be
seenasinstancesof suchlocalqueries,whichwhencomposed,
implicitly through the handoff of the query to the neighbor
with thestrongestinformation,performthecomplex operation
of query routing in a distributed fashion.Coordinateddata
streaminghasapplicationsin largeanddynamicenvironments,
andwe plan to work on someof themin our future research.

VI I . RELATED WORK

Structuredp2p networks (e.g., [1], [2], [3], [4], [5]) have
beenproposedto solve the problemof ef�cient searchingby
imposing a particular structureon the overlay network and
exploiting this structureto ef�ciently maintain and query a
global data-structuresuch a Distributed Hash Table (DHT)
storing a uniquekey associatedwith eachdata item through
hashing.Proposalslike pSearch[25] associateeachpieceof
contentandquerywith a vectorin aCartesianspaceembedded
in the structurednetwork.

The use of Bloom �lters to store and propagateinforma-
tion about distributed content in overlay networks has been
proposedearlier in various contexts [12], [13], [14], [26].
The work in the Gnutelladevelopmentcommunity[12], [13]
has focusedon specifying and implementinga protocol for
constructingand maintaining a Bloom Filter basedrouting

13As a noteof clari�cation, thetermdatastreamingherehasno connection
with the transmissionof multimediadataknown asmedia(audioandvideo)
streaming [23].

14Flooding all the data to all the nodes is clearly not scalable and
bandwidth-ef�cient.

table for keyword queries.This body of existing work, al-
thoughpioneeringthe ideaof usingBloom Filters to represent
routing information, suffers from a limited understandingof
theeffectsof propagatingsuchroutinginformation.Indeed,the
authorsof [13], while specifyingthe QueryRoutingprotocol
for Gnutella,concludeby highlighting the needfor a careful
study beforepropagationof query routing tablesis switched
on. We argue that the Gnutella Query Routing protocol in
its current form is not amenableto propagationof routing
information,asthe overheadswill exceedthe costof �ooding
basedsearchin even moderatelydynamicnetworks.

GIA is a comprehensive framework for increasing the
scalability of Gnutella-like systemsby exploiting the hetero-
geneity in node capacitiesto build an implicit hierarchy in
the system[9]. GIA has componentsfor dynamic topology
adaptation,active�ow control, biasedrandomwalk for search
andonehop replicationof pointers to content.High capacity
nodeshave a higher degree and have pointers to a lot of
contentdueto onehop replicationof pointersandarevisited
preferentiallydue to the biasedrandomwalk. The dangerof
congestionat suchhigh capacitynodesis mitigatedby theac-
tive �o w control mechanism.Our efforts, have beenfocussed
on disseminatinginformation about contentas ef�ciently as
possible,and thenexploiting this partial information to route
queriesef�ciently . The mechanismsfor topology adaptation
and�o w control in GIA areorthogonalto our designandcan
be easilyassimilatedinto an SQRbasedsystem.The routing
tablesin SQRhave signi�cantly largeramountof information
thanonehopreplicationof queriesin GIA, andarecheaperto
constructand maintain.Our evaluationshows that replacing
the replication of pointersand biasedrandomwalk in GIA
with SQR producesa systemthat retainsall the bene�ts of
GIA while improving the ef�ciency of query routing.

The use of routing indices in peer-to-peer networks was
proposedby Crespoet al. [27]. Their schemeassumesthat
the contentis classi�ed under “topics” and nodesindex the
numberof documentsundereachtopic reachablethrougheach
of their immediateneighbors.History basedsystemstypically
cache some information from previous queries to “route”
future queriesmore intelligently. For example, the adaptive
probabilistic searchmechanismproposedby Tsoumakos et
al. [28] usesan adaptive “learning” algorithm to associate
successprobabilities for various queriesalong each of the
immediateneighborsof the node. The use of probabilistic
query forwarding, instead of deterministic �ooding to all
neighbors,is anotherway of reducingduplicatequeriesin the
network andhasbeenproposedby Kalogerakiet al. [29].

VI I I . CONCLUSIONS

Routing in networks is a complex problem. But for the
successof hierarchicalrouting, it would be impossiblefor the
Internetto reachits presentscale.Unfortunatelythe prerequi-
sitesfor hierarchicalrouting suchaspre�x aggregationanda
hierarchyin thenetwork topology, areabsentfrom thedomain
of query routing in peer-to-peernetworks. In this work, we



haveexploredtheapproachof spreadingprobabilisticinforma-
tion aboutthe locationof hostedcontentin its neighborhood,
and then using this information for forwarding queries.The
simpledesignof SQRmakesit possibleto analyticallymodel
the mechanismsfor propagationof informationandits usein
forwarding, thus enablingbetterunderstandingof the design
ideas and also allowing us to predict the performanceof
SQR.Simulationbasedcomparisonwith variousqueryrouting
mechanisms,undera wide variety of scenarios,establishthe
performanceadvantagesof SQRanddemonstratetheeasewith
which SQR can inter work with other systemcomponents
such as topology construction.We expect a similar easeof
integrationwith othersystemcomponentssuchas�o w control.
While providing a setof mechanismsfor queryrouting, SQR
imposes little restriction on the possible policies that can
be implemented.A case in point is the easewith which
the semanticsof keyword searchescan be composedusing
SQR. The framework provided by SQR presentsinteresting
possibilities of implementinghigh level semanticsof trust,
reliability, etc. using routing and forwarding policies. These
are interestingissuesthat merit further exploration.
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