Symmetric Network Computation

David Pritchard
Department of Combinatorics and Optimization
University of Waterloo
Waterloo, ON, Canada

dagpritc@math.uwaterloo.ca

ABSTRACT

We introduce a simple new model of distributed compu-
tation | nite-state symmetric graph automata (FSSGA)
| which captures the qualitativ e properties common to
fault-toleran t distributed algorithms. Roughly speaking, the
computation evolves homogeneouslyin the entire network,
with ead node acting symmetrically and with limited re-
sources. As a building block, we demonstrate the equiv-
alence of two automaton models for computing symmetric
multi-input  functions. We give FSSGA algorithms for sev-
eral well-known problems.

Categoriesand Subject Descriptors

F.1.1 [Computation by Abstract Devices ]: Models of
Computation| automata, relations between models; D.1.3
[Programming  Techniques ]: Concurrent Programming|
distributed programming

General Terms
Algorithms, Reliabilit y, Theory

Keywords

Symmetry, fault-tolerance, agerts, election

1. INTRODUCTION

Distributed algorithms play a fundamental role in com-
puter science. In recert years, practical developmerts such
as sensor networks further motivate such algorithms, while
intro ducing restrictions on the resourcesof eac node. For
example, Angluin et al. [1] have modeled a sensor network
by an interacting collection of identical nite-state agerts.
In this paper, we presert a model of distributed computation
whose goal is to foster fault-tolerant computation.

We consider decreasing benign faults: a node or edgemay
permanertly be deleted from the graph becauseit malfunc-
tions, but nodesand edgesnever join the network, and there
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is no malicious behaviour. Many simple distributed algo-
rithms cannot tolerate even a single fault. For example, a
spanning tree-based algorithm (lik e the  synchronizer [2])
fails if one of the tree edgesdies, since then not all nodes
can communicate along the remainder of the tree.

Our starting point is the obsenation that the following
properties are common to many fault-toleran t algorithms:

(P1) Global Symmetry: the computation proceedsvia a sin-
gle operation that is performed repeatedly by every
node.

(P2) Local Symmetry: every node acts symmetrically on its
neighbours.

(P3) Steady State Convergene: the network is brought to
a steady state when all nodes perform their operation
repeatedly.

We might call an algorithm that follows these three prin-
ciples a balancing algorithm. Each node ensuresthat a lo-
cal balancing rule is satised when it activates, and when
the whole graph is in equilibrium the algorithm is complete.
Faults may cause a temporary loss of balance, but as the
nodesiterate their operation, balanceis restored in the net-
work.

Flajolet and Martin's censusalgorithm [6] provides a good
illustration of theseprinciples. The algorithm approximately
computesthe number of nodesin a network of unknown size.
Hereafter let n = jVj; the number of nodesin the network.
Each node v has a k-bit vector v:m of memory; denote the
ith bit by vim;; where1 i  k: The algorithm requires
k log, n: Initially all memory is setto 0. Next, ead node
v probabilistically performs one action: for 1 i  k with
probability 2 ' it setsv:m; to 1, and with probability 2 * it
doesnothing. In the remainder of the algorithm, eadt node
repeatedly sendsits memory contents to all of its neighbours.
Whenever v receives messagew:m from its neighbour w; it
setsv:m = vim ORv:m. After stabilizing, each node esti-
matesn = 1:3 2 where " is the minimum index of a O bit
in its memory. It can be shown that when no failures occur,
with high probabilit y, the estimate is correct within a factor
of 2. The correctnessis clearly una ected by edge faults
that do not disconnect the network; this is essetially opti-
mal, considering the fundamental impossibility of complete
communication in any disconnected network. Furthermore,
even if some small parts of the original network G become
disconnected, for any connected componernt G° of the nal
network, with high probabilit y, the nodes in G obtain an
estimate between 1jV (G%j and 2}V (G)j:



In Section 2, we de ne the notion of a k-sensitive algo-
rithm, which generalizesthe fault-tolerance of the above al-
gorithm. Roughly speaking, for a k-sensitive algorithm, at
any point in the computation there are at most k critical
nodes, and failures at noncritical nodes are harmless. Usu-
ally, decentralized algorithms (e.g., [8] [10]) have sensitivity
0, agent-tased algorithms (see Section 2.1) have sensitivity
1, and tree-based algorithms have sensitivity ( n). Thus,
ranking algorithms by their sensitivity, the decertralized
paradigm provides the most fault tolerance. This motiv ated
our choices (P1{P3) of key properties. In Sections 2.1 and
2.2 we show two more fault-tolerant algorithms from our
study: random walk-based biconnectivity and distributed
shortest paths.

In Section 3, we presert our main contribution, a precise
model of symmetric computation with limited resources.In
brief, we imagine that eact node of a graph has a copy of
the same nite-state automaton. Indeed, from (P1) above,
onewould lik e the transition function at each node to bethe
same and further, from (P2) it should be symmetric. Such
symmetric models have beenconsideredbefore, e.g., cellular
automata (Conway's \Life" [7]) but usually assumethat the
graph is regular or has bounded degree. In our model, we
retain the symmetry but allow unbounded degrees. Our
model was thus designedto have the following properties:

(SO0) An automaton with nite memory inhabits eac node,
using its neighbours' states as inputs.

(S1) All nodes,eventhose with dieren t degrees,are inhab-
ited by identical automata.

(S2) Each automaton acts symmetrically on its neighbours.

We thought of two models whereby eact node would it-
self use a constant amount of working spaceno matter how
many neighbours are to be processed. In the sejuential
model, when a node activates, it treats its neighbours as
a sequenceof inputs, and one by one they are fed into
the automaton's transition function. In the parallel model,
the neighbours are processedvia a divide-and-conquer ap-
proach. Each neighbour contributes a single unit of data,
and then the data are reduced pairwise. After all the data
have been combined, a state transition occurs. Of the au-
tomata in these two classes,we are interested in those that
also satisfy (S2). The main technical contribution of our pa-
peris a proof that the sequernial and parallel versionsare in
fact equivalent and can be characterized explicitly in terms
of mod and threshold operations.

In Section 4 we give a number of algorithms for our model.
As nodes have nite state but unbounded degree, a node
cannot even count its neighbours, and yet in Section 4.7 we
show that randomized leader election can be e cien tly im-
plemented. This leads us to believe that our simple model
is both practical (there are limited resourcesper node and
nontrivial problems can be solved) and interesting (it has
multiple formulations). Despite these features, we are not
completely satis ed. One of our initial hopeswas that the
model's local symmetry would imply decertralization and
fault-tolerance for all algorithms meeting the model. Unfor-
tunately, this is not the case,and indeed the leader election
algorithm shows that global symmetry-breaking is still pos-
sible.

In Section 5 we discussother issuesrelated to our model.
We showv how the isotonic web automaton model [19][14]

can simulate our model (with a ( m) factor slowdown) and
vice-versa. We note three other relevant models here. First,
the class of semi-lattice [16] (or in mum [23, x6.1.5]) func-
tions essetially provide the automatic fault-tolerance we
desire, but these functions are limited in their scope. One
example of a semi-lattice function is the iterated ORof the
Flajolet-Martin algorithm. Second,the parallel webautoma-
ton model [18] is closein spirit to our model. In that model
every node and directed edgeis an automaton; eac node
reads its incident edgessymmetrically and ead edgereads
its two endpoints asymmetrically. However, that model is
not completely formalized and so no direct comparison is
possible. Third, we mentioned the \passive mobilit y* model
of Angluin et al. [1]; in that model all interactions occur in
asymmetric pairs, while in our model, nodes communicate
symmetrically, and with all neighbours at once.

2. k-SENSITIVE ALGORITHMS

For a distributed algorithm, let be a deterministic func-
tion whose input is the instantaneous description  of the
state of a connected network, and whose output is a subset

() of its nodes, called the critical nodes In an execu-
tion of the algorithm, when the network is in state ; a
critic al failur e is either the failure of a nodein ( ), or a
node/edge failure that causestwo nodesof ( ) to lie in dif-
ferent connected componerts of the network. If we always
havej ( )j k; and if the algorithm is always \reasonably
correct" provided that no critical failures occur, then we
call the algorithm k-sensitive. Since a k-sensitive algorithm
is automatically (k+ 1)-sensitive, de ne the sensitivity of an
algorithm to be the least k for which it is k-sensitive.

Hereafter, we write G for a graph that models our dis-
tributed network, V (G) for its nodes, and E (G) for its edges;
we simply write V and E when the meaning of G is clear.
Our de nition of \reasonably correct” is as follows. Con-
sider a run of the algorithm where f failures occur, none of
them critical. Let G bethe initial network topology. When
the ith failure occurs, let ; bethe current state of G 1; and
let G be a connectedcomponent of G i that contains all of

( i): Let the nal answer computed in the nodes of G be
A: We say that the algorithm was reasonably correct in this
execution if there is somegraph G’ with G G G such
that executing the algorithm on G’ in a fault-free environ-
ment givesthe sameanswer A.

The algorithms from the intro duction exhibit two typical
sensitivity values. The tree-based synchronizer has sensi-
tivit y ( n); asaspanning tree may have n=2 internal nodes,
and the failure of any one disconnectsthe tree. In contrast,
the Flajolet-Martin algorithm is 0-sensitive, asit will work
on whatever portion of the network remains connected. We
describe two more low-sensitivity algorithms in the remain-
der of this section.

2.1 Biconnectvity via a Random Walk

An agent is an entity that inhabits one node of the net-
work at a time. An agert at v can move to w in one step
if and only if v and w are adjacert in G; Agent algorithms
often have small sensitivity; in this section and in Section
4.6 we give agert algorithms with sensitivity (1) :

A bridge of a connected graph is an edge whose deletion
separatesthe graph. We will describe a simple agert-based
algorithm for determining the bridges of a graph. First, x
an arbitrary orientation on ead edge. Each edge stores an



integral counter, initialized to zero. Whenever the agernt
traversesan edgein agreemen with that edge'sorientation,

increment its counter by 1; whenewer the agert traverses
that edgethe other way, decremert its counter by one.

It is easyto show that the counter for a bridge will al-
ways remain in f 1;0;1g: On the other hand, the counter
of any non-bridge may exceed 1if the agert takesa suitable
walk. In fact, if the agern takesa random walk | at each
step, it picks its next position uniformly at random from the
neighbours of its current position | then we can show that
all non-bridges will be quickly identied. Let n = jVj and
m = JEj: The following complexity analysis ignores failures.

Claim 2.1. If an edgeis not a bridge, then the expected
number of stepsbefore its counter exaeds 1 in absolutevalue
is O(mn).

Pr oof. Write V = fvyi;:::;vng and let the edgebe e =
(v1;Vv2), oriented towards v,: Write ¢ for the value of e's
counter. We construct a new graph. It has 3n + 1 nodes:
three labeled v; *;v?; v for each vi 2 V, plus the special
node Exceeded. The ideais that v{ correspondsto a state
where ¢ = r and the agert is at node vi, while the node
Ex ceeded correspondsto astate wherec=  2: Speci cally,
this new graph has 3m + 1 undirected edgesin total:

(vi ;vio) foreadhr 2 f 1;0;1g and (vi;vio) 2 E  f(v1;Vv2)g

as well as
(vy 1v3); (vi;v3): (vi; Exceeded ); (Exceeded ;v, 1):

It is straightforw ard to show that a random walk on the new
graph corresponds to the original processon the old graph.

Since (v1;V2) is not a bridge, we can reach any v{ from
vi: rst, if r 8 O; then traversea cycle containing (vi;Vv2)
to set ¢ correctly; second,walk to v; without using (vi;Vv2):
Thus, the new graph is connected. By applying the hitting
time bound for an undirected graph [15, p. 137], we expect
to reach Exceeded in at most 2(3m + 1)(3n) = O(mn)
steps. [

To make a bridge- nding algorithm, we make eadh edge
remember if its counter has ever hit 2: If the agert walks
for O(cmn logn) steps, then with probability 1 n® ¢, all
non-bridges of the graph will have beenidenti ed. In terms
of sensitivity, failures at non-agert nodes are unimp ortant,
sowe may dene ( ) to output just the agert's position in

. Hence this algorithm is 1-sensitive.

2.2 ShortestPaths and Clustering

Fix a set of nodes T in the network. There is a decen-
tralized algorithm by which ead node can determine its
distance to T: Each node v stores a single integer variable
*(v) which will, at termination, hold the distance from that
node to the nearestnode in T: Each nodein T xes its label
at 0. When any other node v activates, it setsits label to 1
more than the minimum of its neighbours' labels:

(V) =1+ (v;ur{IZIrlg(G) (U)
It is straightforward to show that a node v at distance d
from T will have its label stabilize at d; within d rounds.
Practically, we should also cap eac label at n in caseit
happensthat some connected component contains no node
of T: This algorithm can be shown to be 0-sensitive.

These labels implicitly de ne shortest paths to T: As an
application, consider a sensor network where most nodes
have no permanert storage and T represerts \data sinks."
If each node routes packets to a minimume-label neighbour,
then every packet traversesa shortest path to the nearest
sink.

3. AFORMAL MODEL BASEDONFINITE-
STATE AUTOMATA

The starting point for our model is what Tel [23, p. 524]
calls read-all state communication. Each node activates at
certain times. When a node activates, it atomically readsits
own state and the states of its neighbours, and its new state
is determined by those inputs. We note that this model can
simulate the ubiquitous message-passingmodel, by using
messagebu ers.

3.1 Symmetric Multi-Input Finite-State Au-
tomata

In this section, we de ne a class of symmetric functions
that takein any number of arguments. These functions have
three equivalent descriptions, two of which are automaton-
based. Our new model of distributed computing will be
introduced in Section 3.4 but is essetially asfollows. Given
an undirected, connected graph, we replace each node with
a copy of the same automaton, and the inputs for a given
node are the neighbours of that node.

To keep it simple, for each algorithm in our model, all
nodes' states will be drawn from a nite set Q: A network
state (or instantaneous description [14]) is a function from
V to Q. We denote by the current network state, so (v)
represerts the current state of node v: Let Q* denote the
set of sequencespf any positive length, with elemerts drawn
from Q: We use jg to denote the number of elemerts in

elemert of Q*:

Motiv ated by (P1), we would like every node to use the
same transition function. Now, if our graph is regular of
degree , then the transition function could be described as
a function of the form f : Q Q ! Q: Namely, when a
operates, set

(V) = F( (v);( (Ui (u)): )

From (P2), the transition function should be symmetric.
Thus we would require f (qo; &) = f (0; (&)) for all permu-
tations 2 S :

When the graph is not regular, we need to modify the
transition function to take in a variable number of neigh-
bours. If we only wish to use network top ologieswhere each
node has degreeat most ; then we can generalize the au-
tomaton described by Equation (1) as follows. Introduce a
special \n ull" symbol : In Equation (1), when a node v of
degreed <  activates, wetake (Ug+1) = = (u)=_:
Thusf : Q (Q[ f g ! Q: See[l7][12][21]for similar
bounded-degreemodels.

For our new model, we did not want to restrict our at-
tention to bounded-degreegraphs. Note that, if there are a
nite number of states, and unbounded degrees,then gener-
ally a node cannot even count its neighbours. Some\w eb
automaton" models [19] [14] [18] similarly allow unbounded
degreesbut enforce symmetry restrictions.

The transition function for the graph automata which we



are describing operatesas Q Q* ! Q; that is, the rst
argument is the current state of the activating node, the
second argument is the collection of its neighbours' states,
and the output is the new state of that node. The essetial
feature of our model (recall S0-S2)is that the nodes act
symmetrically, and are all the same, but take in diering
numbers of arguments. To narrow our discussion, we ignore
the rst input for the time being.

Definition  3.1. SuppsejQj;jRj < 1 :Letf :Q* ! R
be such that for all & where jg = k; and for all 2 Sy;

Then f is a SM function.

Here SM stands for \symmetric, multi-input." In our appli-
cation to graph automata we will have R = Q; and Q will
be the set of node states.

3.2 Sequentialand Parallel Automata for SM
Functions

A sequertiial SM function from Q to R is dened by a
tuple (W;wo;p; ): Here W is a nite set of working states,
Wo 2 W is adistinguished starting state, p: W Q! Wisa
processing function, and :W ! R mapsthe nal working
state back to a result in R. Using this tuple we dene a
function from Q* to R as follows. Initialize a \w orking
state" variable w to wp: Then, for eac input g; compute
w = p(w;q): Finally, output (w) after all inputs have
been processed.Keeping in mind (S2) and the de nition of
an SM function, if the nal value (w) isindependert of the
ordering of the inputs, then this processde nes a sequerial
SM function. A formal de nition follows.

Definition  3.2. Suppose that we have (Wj < 1 ;wg 2
W;p:W Q! W;and :W ! R: Suppse further that
for all §2 Q" ; where jg = k; for all 2 Sy; the expression

(PP pP(P(Wo;d 1) );d @) 10 ))) )

is independent of : Then the function f : Q* ! R which
maps ¢ to Equation (2) is de ned to be a sequerial SM
function.

We call (W;wo;p; ) a sejuential program for f:

The secondform of nite-state symmetric processingwe
consider usesthe divide-and-conquer paradigm. Take a -
nite set of working states W and : W ! R as before
but instead of the distinguished state wo we have a function

:Q ! W: On input g of length k, we turn eac input
g into its own working state (g ): This de nes a multiset
W of working states. Then, aslong as W contains at least
two states, we remove two states wi;w, from W and add
p(wi;w2) to W: Thus, we now havep : W W ! W: Fi-
nally, when W contains only one state w; we return  (w):
One might visualize the combination processas a tree, as
shown in Figure 1. In order that the function be well-de ned
and symmetric, we insist that the nal result is independert
of the order in which elemerts are combined.

As the tree formulation is somewhat more concise, we
make the following de nitions. For a rooted binary tree
T on more than one node, we write T:" for the left subtree
of T; we write T:r for the right subtree of T; and we write
T:root for the root node of T:

result = p(;)

(%) (%) (%) () (u)
Figure 1: Visualizing a parallel SM automaton as a
tree pro cess.

Definition ~ 3.3. Suppose that T is a rooted binary tree
with k leaves. Lakel the leavesfrom leftmost to rightmost as
ty;:it. Letp: W W I W: For each non-empty subtree
S of T; recursively de ne the function ¢ : WK1 W by

if Siroot = t;;
otherwise:

s/l _ Wi
S pe (wyie (),

Then we de ne the tree-combination of p on T; denotad
TCPT): to bec':

Definition  3.4. Supposethat wehavejWj< 1; :Q!
W;p:W WI! W;and :W ! R: Suppose further that
for all g 2 Q" ; where jgf = k; for all 2 Sg; and for all
rooted binary trees T with k leaves, the expression

(TCPD( (@) @) @ w) ®3)

is independent of and T: Then the function f : Q* ! R
which maps g to Equation (3) is de ned to be a parallel SM
function.

We call (W; ; p; ) a parallel program for f; similarly to
before.

The following lemma essetiially says that, if we know how
to solve a problem by divide-and-conquer, we can simply
conquer one input at a time and solve it sequerially .

Lemma 3.5. Every parallel SM function can be written as
a sequential SM function.

Pr oof. Consider a parallel SM function with parallel
program (W; ; p; ): Then there is a sequerial program
(W%wo; p% ) that computes the samefunction, de ned by

W= W[ fNILg;
wo = NIL;

(a); if w= NIL;

0. .
p:(w;q) 7! p( (6);w); otherwise.

O
3.3 Mod-Thr eshFunctions

Surprisingly, the converseof Lemma 3.5 is true: every se-
quential SM function can be written as a parallel SM func-
tion. Thus, regarded as computing devices,both models are
equally powerful. Our proof proceedsby shawing that both
classesare equivalent to the set of mod-thresh functions,
which we de ne below. The mod-thresh model is more in
the style of a programming language, giving a more intuitiv e
description of sequertial/parallel SM functions.



Write s = jQj; and without loss of generality let Q =
f1;2;:::;sg: Denote by () the multiplicit y of i in & We
needto de ne two kinds of boolean atoms. Each atom is a
logical statement in the unquali ed variable . A mod atom
is of the form \ i(g) r (mod m);" where0 k < m are
integersand i 2 Q: A threshatom is of the form \ ;(¢) < t;"
wheret is a positiveintegerand i 2 Q: The set of mod-thresh
propositions is the closure, under ( nite) logical conjunction,
disjunction, and negation, of the union of all mod atoms and
all thresh atoms.

tinct. The function f : Q" ! R descrited procedurally by
procedure f (§)
if Py is true then return rq
else if P, is true then return r;

else return r¢
end if
end procedur e
is a mod-thresh SM function.

Note that a mod-thresh function is automatically symmetric
since it depends on ¢ only via the symmetric functions :
Also note that there is another, quite di erent, proposition-
based model of distributed computing in [4].

Theorem 3.7. The classesof mod-thresh, parallel, and
sequential SM functions are all the same.

Pr oof. Let Sequerial denote the classof sequerial SM
functions, Parallel denote the classof parallel SM functions,
and Mod-Thresh denote the class of mod-thresh SM func-
tions. We will demonstrate that Mod-Thresh Parallel

Sequeriial Mod-Thresh. The secondinclusion follows
from Lemma 3.5.

Lemma 3.8. Mod-Thresh

Pr oof. Let f beany mod-thresh SM function, with pro-
gram MT = (Pg;:::;Pc 1;r1;:::;rc): We demonstrate a
parallel program for f: Essertially, the multiplicit y counts
neededto determine the outcome of M T are evaluated in a
divide-and-conquer fashion.

For eath state i 2 Q de ne the integers M; and T; by

1

Parallel

Mi = lcm fig[ fm:P; 3\ ()

j=1r 0

r (modm)'g ;

1
and T; := max flg[ i ft:P; 3\ i(g <t'g:
j=1
In order to evaluate f (g) for a given g; it suces to know
the value of eah i(g) (mod M;); and whether i(g) < n
for each O n Ti; since from this information ead of
the atoms can be evaluated. Thus, our working state will
consist of two nite-state counters for each i 2 Q:
with tge Dirac delta, de ne

fo;1;:::;M; 19
i2Q

a7t (o o)

o "% o o)
p (a;h); (@B 7 (a+alb + bB);
i2Q i2Q i2Q

W = f0;1,::5; i 1,19 ;

where the addition a; + a° is performed modulo M;; and the
addition b + b produces1 if the result is greater than or
equalto T;: N
Finally, we needto dene : Foreachw = i2Q(ai h) 2
W; replaceeach atom \ i(¢) r (mod m)" in M T with the
boolean value of (ai r (mod m)), and replace each atom
\ i(¢) < t"in MT with the boolean value of (b < t): Then
the result of M T on w can be determined and sothis de nes
(w): O

The nal containment is the most involved. Here g®
denotesthe ath iterate of g:

Lemma 3.9. Sqjuential  Mod-Thresh

Pr oof. Fix a sequerial function f and denote its pro-
gram by (W;wo;p; ): We will show that for eact state j 2
Q; the value of f (¢) depends on (&) in a \mo d-thresh
way."

In the computation of f (g) by the sequerial program,
supposethat we processthose items of ¢ which are equal to
j rst. This partial processingbrings the working state w
to

w=p(p(p(  p(P(Wosj);i)  5i)ii)ii);
where p is applied (&) times. We could also write this as

w = gj( i () (wo); where g; : x 7! p(x;j): However, the fact
that the spaceW of working setsis nite meansthat the
iterated image of wo under g; is \eventually periodic." To be
precise, there are integerst; and m; such that for all z;;2z»
such that z:  tj;z2 tj;andzy  z> (mod mj); we have
g (wo) = g*2) (wo):

Forj 2 Q; dene ; to be the equivalence relation on
fn22Z:n 0gwith the (tj + m;) equivalence classes

fig;0 i<t andfn tj:n i(modm;)g0 i< m;:
Note that mod-thresh propositions can determine the equiv-
alenceclassof ; that contains ;(€): Specically we have

i@ 2fig, \( j(&<@+1)"r:(i@<i) @
and
i@2fn t:n
@<t Cile)

For any j; considergand g °such that i(g) = (g9 for
alligjand j(6) ; ;(8%: Wearguethat f(g) = f(g9:
Compute f (&) and f (& % using Equation (2), choosing eac

to put all occurrences of state j rst and then the re-
maining elemerts of ¢ and & ° in the sameorder. Then the
working states for the two computations are the same after
processingall occurrencesof j; by the de nition of t; and
m;; following that, the same states are processedin both
computations, so they give the sameresult. Consequerily
f(e) =f(a:

Using the above argument and stepping through all states
j 2 Q; we canshow that if j(¢) ; (g9 forallj 2 Q;
then f (&) = f (& 9: It follows that we can write a mod-thresh
program for f with {-; (ti + m;) clauses. Each clauseis a
conjunction of s terms, where each term is like the right-
hand side of either Equation (4) or Equation (5). For each
proposition P;j; to determine its corresponding result ri; we
pick arepresertativ e value of ; (&) for eadch j; thereby deter-
mining ¢ up to order; then we setr; equal to the sequenial
program's output on (any permutation of) ¢ [

i (mod mj)g
r (mod mj)):"

()



By Lemmas 3.5, 3.8, and 3.9, the proof of Theorem 3.7 is
complete.

Henceforth let us call these three classesthe FSM func-
tions (where F stands for \ nite.") We note briey that the
constructions of Lemmas 3.8 and 3.9 can entail an exponen-
tial increasein program complexity.

3.4 Finite-State Symmetric Graph Automata

Having found an automaton model (in fact, two) that sat-
isfy (S0{S2), we now formally describe the assciated model
of distributed computing. When a node activates, it com-
putes an FSM function of its neighbours' states, and changes
its state to the output of that function. However, we also
allow the node to read in its own state a priori, and this de-
termines exactly which FSM function is used. So any node
acts symmetrically on its neighbours but asymmetrically on
itself.

Definition ~ 3.10. Suppsethat jQj is a nite setof states.
For each g 2 Q; let f[q] be any FSM function from Q* to
Q: Then (Q;f) describesa nite-state symmetric graph au-
tomaton (FSSGA).

An FSSGA system can ewvolve either synchronously or
asynchronously. Let (T v)) denote a list of the states of
V's neighbours. In the asynchronous model, nodes activate
one at atime, and when v, activates, the network state is
succeededby the network state

(
0.y 7| (v);
f[ (va)l( (T va)));

In the synchronous model, the network state
by the network state °de ned by

ST (IC ()

In either model, by \running" an algorithm, we mean to

iterativ ely replace the current network state with its succes-
sor. We assumethe network is connectedand has more than

one node.

if v6 va;
if v=va:

is succeeded

3.4.1 Randomness

Sofar, the model which we have described is deterministic.
However, sometasks are well-known to be imp ossibleunless
some randomness is allowed, such as leader election [11].
Thus, we now state a probabilistic variant of the FSSGA
model. In keeping with the minimalism of our nite-state
model, eath activating node is allowed a nite amount of
randomness.

Definition ~ 3.11. Suppsethat jQj is a nite setof states
and r is a nite positive integer. For each q 2 Q and
0 i< r;letf[gr] beany FSM function from Q* to Q:
Then (Q;r;f) descrites a probabilistic FSSGA.

When a node v, activates asynchronously, we uniformly se-
1g at random, and the new state of v,
is

fL (va);il( (T va))):

A synchronous step likewise incurs n independernt random
choicesof i:

4. ALGORITHMS FOR THE MODEL

We now describe sewral algorithms that can be imple-
mented in the FSSGA model. A Java applet demonstrat-
ing the algorithms of this section is currently available at
http://www.math.uwaterloo.ca/~d  agpritc/f ssga.html .
These algorithms culminate in a randomized leader election
proto col that works in O(n logn) time with high probabilit y.

4.1 2-colouring

Here is a very simple FSSGA algorithm that determines
if a graph is bipartite, by attempting to 2-colour it. We take
Q = fBLAN K;RED;BLUE;FAI LEDg: Initially , one node
isin the state RED; and all others are in the state BLAN K:
Each f [q] is as follows:

if :( Fa Lep(§) < 1) then return FAI LED

elseif : ( rep(e) < )" :( swe(e) < 1) then return

FAI LED

else if : ( rep(€6) < 1) then return BLUE

else if : ( sLue(§) < 1) then return RED

else return BLAN K

end if

4.2 Synchronizer

A synchronizer allows an asyndhronous network to simu-
late a synchronous one. In the caseof the FSSGA model we
can adapt the  synchronizer of Awerbuch [2]. The basic
idea behind the  synchronizer is that eat node keepsa
clock recording the number of rounds it has performed, and
ead pair of adjacent nodes keepstheir clocks within 1 of
ead other. Each node remembersits \previous" state in or-
der that its slower neighbours can catch up. As noted in [9]
[3] [21] and elsewhere,adjacent nodes' clock values always
dier by oneof f 1;0;1g; soit suces for nodesto keep
track of their clocks modulo 3, i.e., using nite memory.

In the message-passingnodel the synchronizer increases
the communication complexity asa messages sert along ev-
ery edgeead round. However, in the FSSGA model, neigh-
bour information is always available, and sothe  synchro-
nizer entails no increasein complexity. Precisely, assumefor
an asynchronous network that ead node activates at least
onceper unit time; then we can show that in k units of time
ead node has advancedthe clock of its synchronizer at least
k times.

Given a FSSGA (Q;f) designed for a synchronous net-
work, the synchronizer produces(Q Q f0;1;2g;fs); with
fs as follows. For eath g 2 Q; where the sequerial pro-
gram for f[qg] is (W;wo;p; ); for eath ¢p 2 Q and i 2
f0; 1; 2g; de ne the sequertial program for fs[oc; gp;i] to be
(W[ fWAI Tg;wo;p% 9 where

P i (i) 7!
2WAIT;, ifw=WAITori%= (i
. p(w;e0); ifwé WAITandi’=i;
: p(w(;og); if wé WAIT andi®= (i + 1) mod 3.

(Ge; Gp; )5

( (W);0; (i + 1) mod 3);

1) mod 3;

if w= WAIT;
otherwise.

o w7

Here o is the current state and g, is the previous state.
This is the last algorithm which we describe using formal
FSM programs; hereafter we use informal descriptions in
mod-thresh terms.



4.3 Breadth-First Search

In a synchronous setting, a breadth- rst searh (BFS) is
like a broadcast in that both expand outwards in all direc-
tions as fast as possible. For this reason, we describe a BFS
algorithm for the synchronous FSSGA model, and by using
the result of Section 4.2 this can be transformed into an
asynchronous algorithm.

In our implementation, eac node labels itself according
to its mod-3 distance from the (unique) originator of the
seard. If x is adjacert to y and the label of y is (modulo 3)
one more than the label of x; then we call y a suaessor of x
and x a predecessor of y: In this terminology, an algorithmic
description of our BFS protocol is showvn in Algorithm 4.1.
In a formal mod-thresh de nition, ead of the clausesshowvn
would be copied three times, once for each numeric value of
label:

Algorithm 4.1 Breadth- rst seard in the FSSGA model.

let originator ;tar get be xed booleans
let label be a variable in f0; 1;2; ?g
let status be a variable in fwaiting ;f ound; f ail edg
initialize label:= ? and status := waiting
if originator = true and label= ? then
label:= 0
else if (label= ?) and (a neighbour haslabel x 6 ?) then
label:= (x + 1) mod 3
if tar get = tr ue then
status := f ound

end if

else if status = waiting and any predecessorhas status
f ound then
do nothing . avoid reporting non-shortest paths

else if status = waiting and any successorhas status
f ound then
status := f ound

else if status = waiting and all successorshave status

f ail ed then
status = failed
end if

Note, to implement seweral \v ariables" as shown in the
pseudocode, we make the set of states equal to a cartesian
product of the variables' ranges. Specically the set Q of
node states is

ftr ue;falseg2 f0;1;2;NILg fwaiting ;f ound;f ail edg:
We will use this trick again implicitly in the algorithm de-

scriptions to come.

4.4 RandomWalk

The naive distributed description of a random walk, \if
you contain the walker, then send the walker to a random
neighbour," doesnot work for FSSGAs since a node cannot
randomly pick from an arbitrarily large set of neighbours,
nor can it directly modify any neighbour's state. Nonethe-
lessthere is a relativ ely simple randomized program which
givesrise to a random walk.

We assumethe existence of a single distinguished node
in the network, which is the walker's initial position. We
distinguish a subset Q, of Q as walker states. In every
time step, there will be exactly one node with state in Qw;
represerting the walker's position.

The basicidea is that the node containing the walker asks
its neighboursto ip coins,in order to determine who \wins"
the walker next. On ead round, those neighbours which
ip heads are eliminated, until only one neighbour remains.
One catch is that, if everybody ips heads on a given round,
then the round must be re-run or else nobody would win.
Finally, when all neighbours but exactly one are eliminated,
the walker movesto that neighbour. It can be shown that,
when the walker is at a node of degreed; the expected num-
ber of rounds before it movesis (log d):

We show pseudacode for a synchronous FSSGA random
walk in Algorithm 4.2. The walker states are

Qw := fflip!; waiting -f or-f lips; notail s; onetail sg:
The whole state spaceis

Q := Qw [ fblank;heads;tail s;eliminated g: (6)

Algorithm
model.
if any neighbour is in a walker state gy 2 Qw then
if gy = flip! and | am heads then
set my state to eliminated
else if gy = flip! and | am not eliminated then
pick my state randomly from f heads;tail sg
else if gy = notail s and | am heads then
pick my state randomly from f heads;tail sg
else if gy = onetail s and | am tail s then
set my state to f lip! . receive the walker
else if gy = onetail s then
set my state to blank
end if
else if | am waiting -f or-f lips then
if no neighbours are in state tail s then
set my state to notail s
else if exactly one neighbour is in state tail s then
set my state to onetail s . sendthe walker
else
set my state to f lip!
end if
else if | am notail s or f lip!; then
set my state to waiting -f or-f lips
else if | am onetail s then
set my state to blank
end if

4.2 Random walk in the synchronous FSSGA

. neighbours ip

. clear the walker's remains

4.5 Graph Traversal

The graph traversal problem is to make a single agert visit
every node of the network at least once. In [14], Milgram
givesan algorithm for graph traversalin the IWA model. We
can adapt this algorithm to the FSSGA model as follows.

Each node has a status drawn from the set

f blank; ar m; hand; by-ar m; visited g:

The set of nodes whose status lie in farm; handg always

3. vj isadjacent to v; if andonly if i =] 1



To paraphrase Milgram, the last property implies that the
arm never touches or crossesitself. An unvisited non-arm
node is supposedto have status by-arm or blank according
to whether one of its neighbours has status arm or not, and
this allows usto maintain property 3. In the implementation
shown in Algorithm 4.3 we use the synchronizer's counter
like a \clock" in order to alternate running the agert with
updating the by-arm information.

The hand moves from node to adjacert node, like an
agert. When possible, the hand movesonto a blank neigh-
bour of its current position, thereby extending the arm. In
order for the hand to choosea unique neighbour for exten-
sion, local symmetry breaking must be performed, and for
this we \call" the random walk automaton as a subroutine.
When the arm cannot extend, it instead retracts, and marks
its previous endpoint (the hand) asvisited. We refer to [14]
for a full proof of correctness.

It can be shown that, in a given execution of Milgram's
protocol, the arm traces out a tree. Speci cally, the union

and sothe hand moves2n 2 times in total. Each step of
symmetry breaking requires O(log n) time, sothe total time
complexity of this algorithm is O(nlogn):

Algorithm 4.3 A synchronous traversal automaton.

if originator = true then
initialize status := hand
else
initialize status := blank
end if
if the current time is even then
if status 2 fblank;by-armg then
if any neighbour is arm then
status := by-arm

else
status := blank
end if
end if
else . the current time is odd

if status = arm then
if (originator = f alse and at most one neighbour
is arm or hand) or (originator = true and no
neighbour is arm or hand) then
status := hand
end if
else if status = hand then
if no neighbour is blank then
status := visited
else
update G andom -wak tO elect a blank neighbour
if the election is complete then
status := arm
end if
end if
else if status = blank and I've beenelected then
status := hand . extend arm
end if
end if

. retract arm

. retract arm

. extend arm

4.6 GreedyTraversal

Here we describe another graph traversal algorithm which
we call the greedy tourist. It is slightly slower than Milgram's

algorithm, but has better sensitivity. Let T denote a sub-
set of V(GQ); initially T = V(G): Whenever a node in T is
visited by the agert, remove it from T: Finally, make the
agert always follow a shortest path to T: It is clear that the
agent will eventually visit eac node of the graph. It can be
shown by [20]that the ertire graph is traversedin O(nlogn)
steps. We may determine the shortest path to T by using
the BFS of Section 4.3, obtaining (with slowdown due to
local-symmetry breaking) a traversal in O(nlog?n) time.
But, whereasMilgram's algorithm has sensitivity ( n); the
greedy tourist has sensitivity 1. Note, when adapting the
greedy tourist to an asynchronous FSSGA network, the sen-
sitivit y becomes2, as there are times where the tourist is
\in transit" betweentwo nodes. The same may be said of
the biconnectivit y algorithm from Section 2.1.

4.7 Leader Election

An election algorithm is an algorithmic form of global
symmetry breaking; initially , all nodesare in the samestate,
but at the end, exactly one node must bein the state leader:
We can implement an FSSGA leader election algorithm by
combining some existing algorithmic ideas.

The basic idea can be found in [3]. Each node keepsa
boolean ag remain; according to which we say that the
node is either \remaining" or \eliminated." Each node is ini-
tially remaining, and once a node is eliminated, it never be-
comesremaining again. The algorithm proceedsin phases.
In eadh phase, each remaining node picks a label uniformly
at random from fO0; 1g: Node v is eliminated in phase p if
and only if v haslabel 0 in phasep and v detects that some
other remaining node has label 1 in phasep: It follows that
there is always at least one remaining node. We keepnodes
synchronized in phasesusing a similar abstraction to that
given in Section 4.2; in the psuedocode to follow, the phase
counter p is a mod-3 variable. Our phasescorrespond to the
\RESET" of [3].

At the start of phase p; eacd remaining node v builds a
BFS cluster outwards from itself in all directions, hoping
either to verify that it is the only remaining node or to
discover other remaining nodes. We say that v is the root of
this cluster. Each cluster consists of a root plus eliminated
nodes, and ead eliminated node joins the rst cluster that
grows to meet it. We make each BFS cluster propagate
the label of its root. There are a few ways that a node w
can discover that there are multiple clusters. For example,
w may notice two neighbours propagating dierent labels
(both 0 and 1), or it may be that two growing BFS clusters
meet in the neighbourhood of w in such a way that the
clusters' distance labels preclude the existenceof just 1 root.

When a node determines that there are two or more re-
maining nodes (roots), it enters the state N P;; which de-
notes that a new phase must occur, and that the largest
label that it \kno ws about" is i: These N P; messagegrop-
agate through the graph like a broadcast. Every node in-
cremerts its phase counter immediately after being in state
N P;: Consistert with our description above, a remaining
node in N P; becomeseliminated if its label was 0 in that
phase.

The idea by which nodes verify their uniqueness comes
from a self-stabilizing leader election algorithm of Dolev [5].
Recall that eact remaining node is the root of a BFS cluster.
When it appearsthat the BFS is complete, the root starts
colouring itself randomly (say, red or blue) at ead time



step. These colours propagate, using the successorrelation,
away from the root of each cluster. If there are more than
2 clusters, then somenode v is in multiple clusters, and v is
likely to eventually notice that two of its predecessorshave
dierent colours; this causesan NP message,hence a new
phase and more chancesfor elimination.

Otherwise, after about n rounds, if no inconsistency is
found, then the root elects itself as leader. A clever usage
of Milgram's agert (Section 4.5) allows us to wait for about
n rounds even though we can't explicitly count to n in our
model. This decreasesthe probability of failure to 2 ¢ ™:
We give the pseudacode for this algorithm in Algorithm 4.4.

Algorithm 4.4 A synchronous election automaton.
initialize p:= 0 and remain := true
at start of algorithm, pick a label and begin BFS
if any neighbor has phasep 1 then
do nothing
else if (any neighbor has phasep+ 1) or (state = N Py)
then
if (state = NP;) and (remain) and (label= 0) then
remain := f alse
end if
p:= p+l
if (remain) then pick alabel and begin BFS end if
else if (I detect a BFS or tree-recolouring inconsistency)
or (any neighbour is N Px) then
if (any neighbour is N P;) or (label= 1) or (any neigh-
bours' label is 1) then
enter state N P,
else enter state N Py
end if
else if my BFS cluster is not complete then
participate in BFS cluster construction
propagate the label and colour of my cluster's root
else if (remain) then
if 'my BFS cluster construction just nished then
releasea Milgram agert
else if | have already releasedan agert then
choosea new colour to propagate down cluster
else if my agert just returned then
enter state leader
end if
end if

4.7.1 Correctnesand Compleity

Claim 4.1. In agivenphase,if u remains and someother
nodes remain, then u is eliminated with probability at least
1/4 in that phase.

Pr oof. For eat nodev let t(v) denote the (synchronous)
time that v entered this phase. Pick a remaining nodev 6 u
sothat t(v)+ dists(v; u) is minimal. Then by considering the
growth of v's BFS, and of the propagation of NP messages,
u will be eliminated in this phaseif its label is 0 and v's
label is 1, which happenswith probability 1/4. [

In the next claim, \steps" refer to synchronoustime steps.

Claim 4.2. If there is more than one remaining node
in a given phase, then an inconsistency is detected during
random recolouring, within O(n) steps, with probability at
least 1 2 "2

Pr oof. First, note that at least n recolourings have to
occur in total, even if there are multiple clusters, since each
step of an agert correspondsto a recolouring of its root, and
the agerts visit every vertex. It follows easily that there are
at least n recolourings in the rst n steps.

If there is more than onecluster, then ead cluster is adja-
cert to at least one other cluster. So ead randomly chosen
colour is compared to at least one other randomly chosen
colour. We now can show that at least n=2 colour pairs are
compared whose consistenciesare independert, sothe prob-
abilit y that no inconsistencyis detectedisat most2 "“2: [J

It can be shown from Claim 4.1 that, with high probabil-
ity, there will be (log n) phases,and from Claim 4.2 we can
arguethat with high probabilit y every phasebut the last will
take O(n) time. The last phase usesMilgram's agert and
sotakesO(nlogn) time. Thus the total time complexity of
our algorithm is

(log n) O(n) + O(nlogn) = O(nlogn):

We note that in along enoughpath graph, multiple nodes
will likely enter the leader state prematurely. However, at
termination, there is exactly one leader with high proba-
bilit y, and termination occurs in O(nlogn) time with high
probabilit y.

5. DISCUSSION

A possible generalization of our model is to allow ead
node a binary tape of a certain size, instead of a nite choice

of state. Let N be a positive integer parameter, q;w :
N! N;and dene Qy := f0;1g°™);wy := f0;1g"(N):
Supposethat woy 2 Wn; N : Wn ! On;pn @ Wi

Qn ! Wy are uniformly Turing-computable in N (so for
example, n (w;q) is computed by a three-input Turing ma-
chine whose inputs are N;w;q): Finally suppose that for
eah N; (Wn;Won;pPn; N) IS a sequerial program for a
SM function fy : Then extending the techniques of this pa-
per, we can get a uniformly Turing-computable parallel pro-
gram for fn with working states in f0; 1g""™) for wy(N) =
OR%MN)w(N)): However, we do not know of an example
where we cannot take wI(N) = O(w(N)): Is it possiblethat
the class of SM functions is so restrictiv e that sequerial
processingis never much more e cien t than parallel pro-
cessing?

We also note that it seemsthat the state of the activating
node should befed to  as a secondinput if tapesare used
instead of nite state. For example, v can sequerially de-
termine if any neighbour hasthe sametape-state asv; and
so this should also be possiblein parallel processing.

5.1 Equivalencewith Isotonic Web Automata

The isotonic webautomaton (IW A) distributed model [14]
usesa nite-state agert and a nite set of node labels. It
resenbles our model in that the computation is symmet-
ric and uses nitely many states. The main dierence is
that the IWA model has a single locus of action whereas
our model has inherent parallelism. The agert has a -
nite set of transition rules. Each rule is conditional on the
presence/absenceof a particular label in the neighbourhood
of the agent's position; the e ect of ead rule is to relabel
the current position, for the agert to take a step to any
neighbour having some speci ed label, and for the agert to
enter a new state. A property that can be computed in the



IWA model can also be computed in the FSSGA model, and
vice-versa,; this is easily showvn by simulating ead model in
the other, although we omit the details. An IWA can com-
pute a single synchronous FSSGA round in O(m) time, by
using Milgram's traversal algorithm [14] and the neighbour-
counting technique from Lemma 3.8. An FSSGA network
can simulate an IWA with O(log ) time delay; this delay
is neededto break local symmetry and pick the agert's next
destination, asin Sections 4.4{4.6.

5.2 OpenFSSGAProblems

The ring squadproblem for synchronous networks is, es-
sertially , to make every node in the network enter a distin-
guished state r e at the sametime. On path graphs there is
a long history of solutions, some symmetric [22]. The usual
solution to the ring squad problem in non-path graphs [21]
isto nd a spanning \virtual path graph" embeddedin the
graph, and then to run an algorithm like [22] on that path.
The impossibility of permanert neighbour identi cation in
our model makes this strategy inapplicable, and nding a
non-path-based solution seemschallenging.

An algorithm which is eventually correct despite any nite
number of arbitrary faults is called self-stabilizing [5]. A self-
stabilizing leader election algorithm for the FSSGA model
would allow many other FSSGA algorithms to be made self-
stabilizing. Of self-stabilizing election algorithms, there is
a nite-state one for cycle graphs [13] and there are low-
memory ones for general graphs [3][9], but none that we
know of can be adapted to the FSSGA model for general
graphs.

We have not yet found any practical use for mod atoms.
Perhaps they can be cleverly applied to one of these prob-
lems, or elseremoved to yield a simpler model.
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