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Abstract—Defending againstdistrib uted denial-of-sewice attacksis one
of the hardest security problemson the Internet today. One dif culty to
thwart theseattacksis to trace the source of the attacks becausethey often
useincorrect, or spoofedIP sourceaddressedo disguisethe true origin. In
this paper, we presenttwo new schemesthe Advanced Marking Scheme
and the Authenticated Marking Scheme,which allow the victim to trace-
back the approximate origin of spoofedIP packets. Our techniguesfeature
low network and router overhead, and support incremental deployment.
In contrast to previous work, our techniqueshave signi cantly higher pre-
cision (lower false positive rate) and lower computation overhead for the
victim to reconstructthe attack paths under large scaledistrib uted denial-
of-sewice attacks. Furthermor e the Authenticated Marking Schemepro-
videsef cient authentication of routers' markings suchthat evena compro-
misedrouter cannotforgeor tamper markings from other uncompromised
routers.

Keywords— IP traceback, distributed denial-of-sewvice attacks, DDoS,
DoS,packet-marking traceback.

|. INTRODUCTION

ENIAL-OF-SERVICE (DoS) attackspose an increasing

threatto today's Internet[1]. Even moreconcerningau-
tomatic attackingtools (suchas Tribal Flood Network (TFN),
TFN2K, Trinoo, and stacheldrahtallow teenagerdo launch
widely distributeddenial-of-servicDDoS) attackswith justa
few keystrokes[2]. Somenice analysisof DDoS andthe tools
canbefoundin [3], [4]. Justto nameoneof the mary casesin
February2000,severalhigh-pro le sitesincludingYahooeBay
andAmazonwerebroughtdown for hoursby DDoSattackq2].
And real DDoS attacksare often mountedfrom hundredsor
eventhousand®f hosts. A seriousproblemto ght theseDoS
attackss thatattaclersuseincorrect,or spoofedP addressem
the attackpacketsand hencedisguisethe real origin of the at-
tacks. Dueto the statelessatureof the Internet,it is a dif cult
problemto determinethe sourceof thesespoofedIP paclets,
whichis calledthelP traceba& problem.

While mary IP tracebacktechniqueshave beenproposed,
they all have shortcomingghatlimit their usability in practice
(we discussmore detailson relatedwork in sectionV). One
promisingsolution,recentlyproposedy Savageetal., is to let
routersprobabilisticallymarkpacletswith partialpathinforma-
tion during paclet forwarding[5]. The victim thenreconstruct
the completepathsafter receving a modestnumberof paclets
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that containthe marking. We refer to this type of approachas
thelP markingapproad. Thisapproacthasalow overheador

routersandthe network and supportsncrementaldeployment.
Savageet al. proposethe FragmentMarking Scheme which

we referto as FMS, for their IP marking approach. Unfortu-

nately aswe will shaw in ourtheoreticabnalysisn appendixA

andsimulationresultsin sectionlll-C, this approacthasavery

high computatioroverheador the victim to reconstructhe at-

tack paths,andgivesalarge numberof falsepositveswhenthe

denial-of-serviceattackoriginatesfrom multiple attaclers. For

example, this approachcanrequiredaysof computationto re-

constructthe attackpathsandgive thousand®f falsepositives
evenwhenthereareonly 25distributedattaclers. Thisapproach
is alsovulnerableco compromisedouters.If arouteris compro-
mised,it canforgemarkingsfrom otheruncompromisedouters
andhencedeadthereconstructiono wrongresults.Evenworse,
the victim will not be ableto tell a routeris compromisedust

from theinformationin the pacletsit receves.

In this paperwe presenttwo new IP marking techniques
to solve the IP tracebackproblem: The AdvancedMarking
Schemeandthe Authenticatedvlarking Scheme Our approach
hasthesamdow network androuteroverheachsFMS proposed
by Savageet al. [5], yet our approachis much more ef cient
andaccuratdor theattacler pathreconstructiounderDDoS.In
particular our approackcanreconstructheattacler pathwithin
secondsaindhasa low falsepositive rate. Furthermorepur Au-
thenticatedMarking Schemesupportsef cient authenticatiorof
routers' markings. This preventsa compromisedouter from
forging otheruncompromisedaoutersmarkings. Our schemes
alsosupportincrementatleploymentandallow thevictim to re-
constructheattackpathsevenafterthe attackhascompleted.

This paperis organizedasfollows. We review backgroundn-
formationandhighlight the main challenge®f the IP marking
approachn sectionll. Sectionlll introducesour new Advanced
Marking Schemesand shaws theoreticalanalysisand experi-
ment resultswhich indicate our AdvancedMarking Schemes
are efcient and accurateeven in the presenceof large scale
DDoS attacks. In sectionlV, we describeour nen Authenti-
catedMarking Schemethat providesef cient authenticatiorof
routers'markings.Finally we discusssomepracticalissuesand
therelatedwork in sectionV, andconcluden sectionVI.

I1. BACKGROUND AND CHALLENGE
A. De nitions

Thedirectedacgyclic graph(DAG) rootedat
resentshe network asseenfrom a victim

in gure lrep-
anda distributed
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Fig. 1. Upstreanroutermapfrom victim

denial-of-serviceattackfrom and could be eithera
single hostunderattackor a network borderdevice suchasa
re wall representingnary suchhosts.Nodes representhe
routers,which we referto asupsteamroutersfrom , andwe

call the graphthe map of upsteamrouters from For ev-

ery router , we referto the setof routersthatimmediately
before in thegraphasthe childrenof | e.g. and

are 'schildren. Theleaves representhe potential
attadk origins, or attadkers. The attackk pathfrom  istheor-
deredlist of routershetween and thatthe attackpaclet

hastraversedg.g.thetwo dottedlinesin thegraphindicatetwo

attackpaths: and . Thedis-
tanceof from onapathisthenumberof routersbetween
and onthepath,e.g.thedistanceof to in thepath

is 3. Theattack graphis the graphcomposed
of the attackpaths,e.g.,theattackgraphin the examplewill be
the graphcontainingthetwo attackpaths and

. And we refer to the pacletsusedin DDoS
attacksasattadk padets We call arouterfalse positiveif it is
in thereconstructeadttackgraphbut notin therealattackgraph.
Similarly we call arouterfalsenegativeif it is in thetrue attack
graphbut notin thereconstructedttackgraph. We call a solu-
tion to the P tracebackproblemrobustif it hasverylow rateof
falsenegativesandfalsepositives.

B. IP Marking with Edge Sampling

Thebasicideaof thelP markingapproachs thatroutergprob-
abilisticallywrite someencodingof partialpathinformationinto
thepacletsduringforwarding.A basictechniquetheedge sam-
pling algorithm, is to write edge informationinto thepaclets[5].
This schemeesenestwo static elds of thesizeof IP address,
start andend anda staticdistance eld in eachpaclet. Each
routerupdateghese elds asfollows.

Eachroutermarksthe packet with a probability . Whenthe
routerdecidesto mark the paclet, it writesits own IP address
into the start eld andwrites zerointo the distanceeld. Oth-
erwise, if thedistanceeld is alreadyzerowhich indicatesits
previous routermarked the paclet, it writesits own IP address
into theend eld, thusrepresenttheedgebetweeritself andthe
previousrouters.Finally, if the routerdoesnt markthe paclet,
thenit alwaysincrementghe distanceeld. Thusthe distance
eld in the paclet indicatesthe numberof routersthe paclet
hastraversedfrom the router which marked the paclet to the
victim. Thedistanceeld shouldbe updatedusinga saturating
addition,meaningthatthe distanceeld is notallowedto wrap.
The mandatoryincrementof the distanceeld is usedto avoid

spoo ng by anattacler. Usingsucha schemeary paclet writ-
tenby theattaclerwill have distanceeld greaterthanor equal
to thelengthof therealattackpath.

Thevictim canusethe edgesmarkedin the attackpacletsto
reconstructhe attackgraph.For eachattackpathwith distance
, theexpectechumberof pacletsneededo reconstructhepath

is boundedoy ——

C. OverloadingtheIP Identi cation Field

Theedgesamplingalgorithmrequires64 bitsfor the startand
end eld andanotherfew bits for the distanceeld in every IP
paclet. We could storethesebits in an IP option, but this is
impracticalbecauseappendingadditionaldatato a paclet on
the y is expensve and may leadto fragmentation.We could
also sendit in a separatgpaclket, but this addsmore network
and router overhead. A more ef cient solutionis to overload
the 16-bitIP Identi cation eld usedfor fragmentationn thelP
header Recentmeasurementsuggesthat lessthan of
pacletsarefragmented6]. We referto [5] for discussion®n
practicalissuesaboutoverloadingthe IP Identi cation eld.

D. Limitation of FMSandChallenge

In orderto usethe 16-bit IP Identi cation eld to storethe
IP markings we needanencodingschemedo reducethe storage
requirementsn eachpaclet.

TheFMS encodingschemesplitseachroutersIP addressnd
redundang informationinto eight fragmentsand probabilisti-
cally marksthe IP paclet with one of the eight fragmentg5].
This encodingschemeworks well with just a single attacler.
But in caseof a distributed denial-of-serviceattack,FMS suf-
fersfrom two mainproblems:

High computatioroverheadbecausé needgo checkalarge
numberof combinationof thefragments,

Large number of false positves, becausethe redundanyg
checkis insufcient andthe falsepositivesat a closerdistance
to the victim cancauseeven morefalsepositivesfurther awvay
from thevictim.

For example,as shovn in our simulationresults(sectionlll-

C), evenin caseof a DDoS from 25 distributed attacler sites,
FMS takes daysto reconstructhe attackgraphand resultsin

thousandof falsepositives. We alsoinclude a more detailed
theoreticalnalysisn appendixA andsimulationresultsin sec-
tion 111-C.

FMS alsosuffersfrom the factthatit is not robustagainsta
compromisedouter Evenworse,a victim cannoteventell that
arouterhasbeencompromisednerelyfrom theinformationin
thepacletsreceved.

The main challengeis to designan ef cient, accurateand
authenticatecencodingschemefor IP marking that only uses
the bitsavailablefrom thelP identi cation eld.

I1l. ADVANCED MARKING SCHEMES

In this section,we describeour AdvancedMarking schemes,
in whichwe usenew encodingschemeshatareef cient andac-
curateevenfor DDoSattacksoriginatingfrom over 1000simul-
taneousattaclers. We obsene thatif the victim knows the map
of its upstreanrouters,t doesnotneedthefull IP addressn the
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Fig. 2. Encodingin AdvancedMarking Schemd

pacletmarkingto reconstructheattackinggraph,andhencehe
markingschemecanbe more communicatiorand computation
efcient. For our markingschemeswe assumehe victim has
a map of its upstreanrouters,denotedas is a DAG
with the victim asthe root. We show in sectionV-A that this
assumptions practical.

A. AdvancedViarking Stheme

In the basicapproachwe usea similar marking schemeas
FMS, but insteadof encodingthe IP addres®of arouter  into
eightfragmentsye simply encoddts hashvalue, ,as g-
ure 2 shows. In this schemewe divide the 16-bit IP Identi ca-
tion eld into a5-bitdistanceeld andall-bitedge eld. Note
that5 bits canrepresenB2 hopswhich is sufcient for almost
all Internetpaths[7], [8], [9].

Marking.. Figure 4 describesthe marking procedureof Ad-

vancedMarking Schemd. Note thatwe actuallyusetwo inde-
pendenhashfunctions, and ,intheencodingof therouters'
IP addresses. and bothhave -bit outputs. Every router
marksa pacletwith a probability whenforwardingthe paclet.
If arouter decidedo markthepacket , it writes into

theedgeeld and into thedistanceeld in paclet . Other

wise, if thedistanceeld is whichimpliesits previousrouter
hasmarkedthepaclet,it XORs with theedge eld value
and overwritesthe edge eld with the resultof the XOR. The
router alwaysincrementghe distance eld if it decidesnot to

mark the paclet. The XOR of two neighboringroutersencode
the edgebetweenthe two routersof the upstreanroutermap.
The edge eld of the markingwill containthe XOR result of

two neighboringrouters,exceptfor samplesfrom routersone
hop away from the victim. Because we could
startfrom markingsfrom theroutersonehopaway from thevic-

tim, andthenhop-by-hopdecodéehepreviousroutersasshavn

in gure 3. Thereasorto usetwo independenhashfunctionsis

to distinguishthe orderof thetwo routersin the XOR result?

Reconstruction.Figure 4 describesthe reconstructionproce-
dure. Intuitively, to reconstructhe attackpaths thevictim uses
the upstreamrouter map as a road-mapand performsa
breadth- rstsearchfrom the root. Let's denotethe setof edge
elds marked with a distance as (do not include dupli-
cates).At distance , thevictim enumerateall the routersone
hop away from itself in andcheckswhich routershave the
hashvalueof their IP addresses, , matchedwith the edge
elds in , anddenoteghesetof matchedP addresseas
Therefore s the setof routersonehopaway from thevictim

Given a collision-resistanhashfunction , we cansimply implementthe
two independenhashfunctionsin a standardvay:
where _ _ meansconcatenation.

Marking Reconstruction

Fig. 3. XOR Encoding

in thereconstructedttackgraph. denoteshesetof routersat
distance to thevictim in thereconstructeattackgraph.Then
for eachedge in , andfor eachelement in , thevictim
computes The victim thencheckswhetherary
child of in hasthe hashvalueof its IP address, ,
equalto . If thevictim nds amatchedP address , thenit
adds totheset (initially is empty). The victim
repeatghestepauntil it reacheshemaximaldistanceanarkedin
thepaclets,denotedas . Thus,thevictim reconstructshe
attackgraph.

Analysis.. AssumeaDDoSattack,andlet denotehenum-
ber of routersin the attackgraphat distance from thevictim.
Let denotethein-degreeof element in (the number
of 'schildren)in , andrecall that is the numberof
uniqueedgesegmentsreceved by the victim with the distance
eld markedas . Becausehe hashvalueis 11 bits, the ex-

pectednumberof falsepositvesamong 's childrenin is
. If we assumehat the hashfunctionsare good
randomfunctions, For

example,when the expectednumberof
falsepositivesamong 's childrenin is lessthanl. Theto-
tal expectednumberof falsepositivesis approximatelythe sum
of theexpectechumberof falsepositivesin ‘s childrenin
for all in thesets In subsectionll-C, we see
thatthis schemecanalreadysustainDDoS attackfrom 50 dis-
tributedattacler sites,whichis twice ashighasFMS.

The computationakcomplexity of this schemeis alsomuch
lowerthanthe FragmentMarking scheme,
insteadof . Also, giventhe samemark-
ing probability , this schemeneeddessthanoneeighthof the
pacletsasthe FMS to reconstructhe attackgraph.

B. AdvancedVarking Schemell

Although the AdvancedMarking Schemd is moreef cient
andaccuratehanFMS in caseof DDoS, it still givesfalsepos-
itives when there are more than about 60 distributed attacler
sites. Thereasoris thatthe 11-bit hashvalueis not sufcient
to avoid collision whenthereare mary routersat the samedis-
tanceto the victim in the attackgraph. In orderto be more
robustagainsiargerscaleDDoS,we furtherextendthescheme.
In particular insteadof usingjust two hashfunctions,we use
two setsof independenhashfunctions.Theintuition is thatthe
probabilityof any falsepositive to havethesamehashvalueas
arouter for onehashfunction s , andthe probability
of tohavethesamehashvaluesas for independenhash
functionsis
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Marking procedue at router
for eachpaclet

let bearandomnumberfrom

if then
Pdistance 0
Pedge

else
if (Pdistance==0) then

Pedge Pedge

Pdistance Pdistancetr 1

Reconstructioprocedue at victim :
let  beemptyfor maxd
for eachchild of in

if then
insert into
for :=0tomaxd
foreach in
foreach in

for eachchild  of
if then
insert into
maxd

in

output  for

Fig. 4. AdvancedMarking Schemd

Notethata standardvay to generatea setof  independent

hashfunctions isto useonehashfunction,i.e. ,andlet

,Where isan -bitindex,and _ _ represents
concatenationSupposeve use  independenhashfunctions
in this scheme.Every time whena routerdecidesto mark the
paclet, it would chooseone of the  hashfunctionsfor the
encoding. And whenthe victim reconstructghe attackgraph,
it would needto know which hashfunction the routerusedto
mark eachindividual paclet.

One approachis to use somepaclet-speci c datato deter
minewhich hashfunctionthe routershouldchooseandto indi-
cateto thevictim which hashfunctionthe routerhasused. For
example for apaclet containingsourcelP address ,
theencodingof therouterlP  couldbe ,
where is a function mappingfrom  bitsto  bits.
could be simply the rst  bits of , or a bettersolution, be
anothelindependenhashfunction. Thus,with packetscontain-
ing differentsourcelP addresseghe victim canhopefully get
markingsof eachrouter with independenhashfunctions.
Unfortunatelythis approachis not robust againstthe counter
measureof attaclers. First, the attaclerscould simply usethe
samespoofedsourcelP addresgthis approachs not very ef-
fective sinceif theattacler usesthe samesourcelP addressthe
victim caneasilyblockit). Secondtheattaclerscouldcarefully
computethe sourcelP addressesuchthatthey all hashinto the
same hits. Since is normally small for ef ciency reason,
the seconccountermeasuris practical.In this casethe paclets
markedby thesamerouterwill only bemarkedwith hashvalues
from onehashfunction,insteadof asetof  independentash
functionsasmentionecdbefore.

Thereforewe useanotherapproachwherewe useanexplicit
ag eld toindicatewhich hashfunctiontherouterhasusedfor
the marking. In particular we divide the overloaded P Iden-
tication eld intoa -bit ag eld, fID, a -bit edge
eld, anda 5-bit distanceeld. Figure5 shovs an exampleof
this approachor . With a givenflD, the encodingof a
router is simply . ThusdifferentflDs indicate

’ R; IP address ‘

lh(.)

hiy,R) | y=fID

<« - - >
8 bits

‘Flag ID [ Distance (d) [

Fig. 5. Encodingfor AdvancedMarking Schemdl

differentindependenhashfunctions.Whenarouter  decides
to mark a paclet, it choosesa randomnumber of  bits and
write it in the ag eld anduse asits IP addres®n-

coding,as gure 5 shavs. Therestof the schemds similar to

the AdvancedMarking schemel. Figure6 shovs a morede-

taileddescriptionof the schemen the caseof

AdvancedVarking Sthemell at router
for eachpaclet
let bearandomnumberfrom
if then
let bearandomintegerfrom
PfID
Pdistance
Pedge
else
if (Pdistance==0) then
Pedge Pedge PfID
Pdistance Pdistancer 1
Reconstructioprocedue at victim :
let  beemptyfor maxd
for eachchild  of
let count=0
for :=0to
if then

in

if then
insert into
for :=0tomaxd
foreach in
for eachchild of
let count=0
for :==0to
foreach in

in

if then
; break
if then
insert into

output  for maxd

Fig. 6. AdvancedMarking Schemsl

The reconstructionalgorithm is similar to the Advanced
Marking Schemel, exceptthatherewe useathresholdscheme.
Recallthat denoteshe map of upstreanroutersfrom the
victim. Let's denotethe setof uniqueedgesegmentsmarked
with a distance and ag ID as For a -threshold
schemeanode in will only be considerecason an at-
tack pathif morethan of its hashvaluesfrom the  hash
functionsmatchtheright markingsin the attackpaclets. More
detailsof thereconstructionprocedurés describedn gure 6.

Assumea DDoS attack where denotesthe number
of routerson the attack pathsat distance from the victim.
Recall denotesthe set of routersat distance to
the victim in the reconstructedattack graph. For every ele-
ment in , let  denotesthe in-degreeof  (the num-
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ber of 's children)in . Thenin a  -thresholdscheme,
the expectednumberof false positvesamong 's childrenis

—— Assumethe hashfunctionsare goodran-

domfunctions, For
example,when theexpectechum-
berof falsepositvesamong 'schildrenis lessthanl. Thetotal
expectednumberof falsepositivesis approximatelythe sumof
theexpectechumberf falsepositivesin 'schildrenin for
all inthesets In subsectionll-C, we seethat
this schemecansustainDDoSattackfrom over 1500distributed
attacler sites.
The computational compleity of this schemeis still
insteadof in FMS.
Although in the caseof , this schemewith threshold
needsaboutthe samenumberof pacletsasFMS given
the samemarkingprobability , this schemehasthe advantage
thatit canalreadystartreconstructinghe attackgraphwhenit
only recevesafractionof thepacletsasneededn the Fragment
Marking schemeandthe morepacletsit recevves,the precision
of thereconstructeattackgraphsimply increases.

C. SimulationResults

To testthe behaiior of theseAdvancedMarking schemes
in real settings,we conductan experimenton simulatedat-
tacksusinga realtraceroutedatasebbtainedfrom LucentBell
Labs [10]. The traceroutedatasetcontains709,310distinct
traceroutepathsfrom a single sourceto 103,402differentdes-
tinationswidely distributed over the entire Internet. In all the
tests,we usethe single sourceof the tracerouteasthe victim,
andthewholetraceroutadatasetsthe mapof upstreanrouters
from thevictim. In eachtest,we randomlyselecta givennum-
berof destinationgn the datasetsattaclers. We thensimulate
the routersto mark the attackpaclets,and simulatethe victim
to reconstructhe attackgraphusingthe markingsin the pack-
ets. As indicatedin thetheoreticalanalysisthe numberof false
positvesand computationtime is relatedto the distribution of
the numberof routers at a distance , ,
in the attackgraph. Even with the samenumberof attaclers,
thedistribution of couldbevery differentde-
pendingon the corvergenceof the attackpaths.For mostof the
datapointsin the gures, we performabout50-100independent
testsandcomputethe averageof theresult.

Figures7 and8 shav the numberof falsepositivesof the Ad-
vancedMarking Schemé andthe AdvancedMarking Schemel
with andthreedifferentthresholds and

. The AdvancedMarking Schemd cansustainDDoS
attacksfrom fewer than 50 distributed attacler sites,while the
AdvancedMarking Schemedl with threshold cansus-
tain 500distributedattacler siteswith very few falsepositives,
andwith threshold cansustain1000attacler sites. Fi-
nally, the AdvancedMarking Schemdl with threshold
canberobustagainstDDoS with even 1500distributedattacler
sitesandonly has20falsepositveswhenthereare2000attacler
sites.

Figure 9 shows the time to reconstructhe attackgraphby
the victim after the victim hasreceved all the pacletsneeded
(measurean a 500 MHz Pentiumlll Linux workstation).The
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AdvancedMarking Schemel took substantiallylonger as the
numberof attaclers increasebecausat has mary more false
positives. For the AdvancedMarking Schemdl, all threedif-
ferentthresholdgook lessthan 100 seconddo reconstructhe
attackgraphevenwhenthereare2000distributedattacler sites.

For comparisorpurposewe preforma similar simulationus-
ing FMS, showvn in gures 10and11. With only 20 attaclers,
the schemealreadyoutputsover 100 false positives and takes
morethanadayto reconstructheattackgraph.With 25 attack-
ers,the schemeoutputsthousand®f falsepositvesandcannot
terminatewithin a week. Note that our timing informationis
basednahighly optimizedimplementatiorof FMS runningon
a 500 MHz Pentiumlll Linux workstation. So for simulations
with morethan 20 attaclers,we computethe expectednumber
of falsepositvesandexpectedcomputatioroverheadusingthe
formulasin ourtheoreticahnalysigfor details seeappendixd).
Themainreasorfor thedramatidncreasef thenumberof false
positivesfor FMS is becaus®f a cumulative explosioneffect—
falsepositive routersat a distance from thevictim causemore
falsepositivesatdistance duringthereconstruction.

We alsotestedthe nubmerof pacletsrequiredto reconstruct
the attackgraph. Figures12 and13 shav the simulationresult
of the numberof pacletsrequiredto reconstrucpathsof vary-
ing lengthwith probabilityin presencef only oneattacler
for the FragmentMarking Schemeand our AdvancedMarking
Schemegwith ). Eachdatapoint is averagedover 100
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independentandomtestswith an attacler at a certaindistance
from the victim. The marking probability is in g-
urel2,and in gure 13. As describedn sectionllI-B,
FMS andthe AdvancedMarking Schemell with and
threshold requirethe samenumberof pacletsto recon-
structthe attackpaths,while the AdvancedMarking Schemd|
with andthreshold and requiresubstan-
tially fewer pacletsfor thereconstructionHencethe Advanced
Marking Schemehasthe advantagethatit canalreadystartre-
constructinghe attackgraphwith only a fractionof the paclets
neededy FMS. The morepacletsit receves,the attackgraph
simply becomesnoreaccurate.

IV. AUTHENTICATED MARKING SCHEME

A fundamental shortcoming of the adwanced marking
schemess thatthe paclet markingsarenot authenticatedCon-
sequentlya compromisedouteron the attackpathcouldforge
the markingsof upstreanrouters.Moreover, the compromised
router could forge the markingsaccordingto the preciseprob-
ability distribution, preventing the victim from detectingand
determiningthe compromisedouterby analyzingthe marking
distribution. To solve this problem,we needa mechanismo
authenticatehe paclet marking. A straightforvardway to au-
thenticatethe markingof pacletsis to have the routerdigitally
signthe marking. However, digital signatureshave two major
disadwantagesFirst, they arevery expensveto compute(a 500
MHz Pentiumcan only computeon the order of 100 1024-bit
RSA signatureger second). Secondly the spaceoverheadis
large (128bytesfor a 1024-bitRSA signature).

We proposea muchmoreef cient techniqueto authenticate
the paclet marking, the AuthenticatedMarking Scheme.This
techniqueonly usesonecryptographidVAC (Messageiuthen-
tication Code) computationper marking, which is orders of
magnitudemoreef cient to compute(i.e., HMAC-MD5 is three
to four ordersof magnitudemore ef cient than 1024-bitRSA
signing)andcanbe adaptedsoit only requiresthe 16-bit over
loadedIP identi cation eld for storage.

A. Stepl: Authenticatiorwith a MAC

MessageAuthenticationCodes(MAC) suchasHMAC [11]
arecommonlyusedfor two-partymessag@uthenticationTwo
partiescansharea secretkey . Whenparty sendsa mes-
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sage toparty , appendshe messagevith the MAC of

usingkey .When recevesthemessagedt cancheckthe
validity of theMAC. A well-designedVAC guaranteethatno-
body canforgea MAC of a messagavithout knowing the key.
MAC computationis very ef cient, e.g.a fastworkstationcan
computearound -byte HMAC-MD5 persecondand
around CBC-MAC with RC5 (measuredn a
MHz Pentiumlll Linux workstation).

Let denotea MAC function and the MAC function
using key If we assumethat eachrouter sharesa
unique secretkey with the victim, then insteadof using
hashfunctionsto generatethe encodingof a router's IP ad-
dress, canapplyaMAC functionto its IP addresandsome
paclet-speci cinformationwith . Becausea compromised
router still doesnot know the secretkeys of otheruncompro-
misedroutersjt cannotforgemarkingsof otheruncompromised
routers. The paclet-speci c informationis necessaryo pre-
venta replayattack,becausetherwise,a compromisedouter
canforge otherroutersmarkingssimply by copying their mark-
ing into other paclets. We could use the entire packet con-
tentin the MAC computationj.e. encode as
But for ef ciency, it might also be sufcient to just use the
sourceanddestinationP addressem thepaclet,i.e.encode
as . In this case,a compro-
misedrouter might still be ableto forge a markingin a paclet
by usingthe samesourcelP addresshut in this case,the vic-
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tim canblock traf c comingfrom this sourcelP address(Also

theextendedschemen step2 canreducethepossiblenumberof

sourcdP addressethatthecompromisedoutercoulduseto re-

play.) Besideghe changeof usinga MAC functionwith secret
keys insteadof publicly available hashfunctions,the marking
andreconstructiorprocedurds similar to the AdvancedMark-

ing schemes.

B. Step2: Using Time-Releaseley Chains

Although Step1 canprovide router authenticationit is ob-
viously impracticalbecauset requireseachrouterto sharea
secretkey with eachpotentialvictim. To solve this problem,we
extendthe schemeby usingthe time-releasedkeys authentica-
tion schemeA similar schemevasproposedy Perrigetal. for
multicastsourceauthenticatiori12].

The basicideais that eachrouter rst generates se-
guenceof secretkeys, where eachkey is an el-
ementof a hashchain. By successiely applying a one-way

function (e.g. a cryptographichashfunction suchas MD5
[13]) to arandomlyselectedseed, , We canobtaina chain
of keys, Because is a one-way func-

tion, anybody can computeforward (backward in time), e.g.
compute given , but nobodycancompute
backward (forward in time), e.g. compute given only

, dueto the one-way generatofunction. This is
similar to the S/Key one-timepassverd system14].

I ISR EESRSI BESR I
| t1 | t | t+1 |
T T

T T

Fig. 14. AuthenticatedMarking Usinga Time-Release#ey Chainata Router

time

Eachrouter commitsto thesecretkey sequencéhrougha
standardcommitmentprotocol, e.g. by signingthe rst key of
thechain with its privatekey, andpublishthe commitment
out of band,e.g. by postingit on a web site. We assumehat
eachrouterhasa certi ed public key.

The time is divided into intervals (as shavn later, the time
interval needsto be sufciently long, e.g.on the order of ten
seconds)Eachrouter  thenassociatests key sequencevith
thesequencef thetimeinterval, with onekey pertime interval.
Intimeintenal ,therouter useshekey of thecurrentinter
val, , to mark pacletsin thatinterval. The markingscheme
isthesameasin Stepl, exceptthatinsteadof usingasharedse-
cretkey between andthevictim to computethe marking,the
routeruses asthe key to computethe MAC.  will then
revealthe key afteradelayof aftertheendof thetime
interval . Thekey disclosuretime delay is on the orderof
afew timeintervals,aslong asit is greaterthanary reasonable
roundtrip time on the Internetplus the maximumsynchroniza-
tion error betweenthe routerandthe victim. The disclosureof
thekeys canbe doneout of band,e.g.publishedon aweb-site.

Figure 14 shavs an exampleof usinga time-releasedecret
key chainfor the authenticatednarkingscheme.Note thatbe-
causeof theuseof thekey chain,thevictim only needgo down-
load the keys of the routersfor the latesttime interval andthen
it is ableto computeall thekeys for previoustime intervals.

Whenthevictim recevesthe marked paclets,it savesthear-
rival time for eachpaclet. Note thatthe victim andthe routers
needan approximateime synchronization.For the purposeof
this approachthe time only needsto be loosely synchronized,
e.g.the synchronizatiorerror may be on the orderof multiple
secondsThislevel of approximatdime synchronizations easy
to achieve in practice.Pleaseeferto [15], [12] for moredetails
ontime synchronization.

Beforereconstructinghe attackgraph,thevictim downloads
thedisclosedkeys of therouters.Note thatthe victim doesnot
needto downloadthekeys of all routersatonce.lt startsfrom its
nearestouterto routersfurtheraway asnecessaryn therecon-
structionprocessFor eachmarkedpaclet,it rst determineshe
sendingtime interval of the paclet usingits arrival time. Sup-
posethe arrival time of the pacletis , thetime synchroniza-
tion betweerthevictim andtherouteris , andthemaximum
transmissiordelayof thepacletis . Thus,theactualsending
timeofthepaclket isboundedas .
Therefore,if the length of the time interval is substantiall
longerthan , thevictim candeterminghe sendingtime
interval of the marked paclet with high probability. After de-
terminingthe sendingtime interval of the marked paclets, the
victim canassociateheright keys usedto computethe MACs
with the paclets. It canthenusea similar reconstructioral-
gorithm asthe AdvancedMarking Schemeso reconstructhe
attackgraph.

Note that becausewne usethe sourcelP addressand differ-
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entkeys over differenttime intervalsin the computationof the
encodingof routerIP addressest hasthe sameeffect asusing
a setof independenhashfunctionsasdescribedbefore. Soit

is not necessaryo useanexplicit ag eld asin the Advanced
Marking Scheme? if we mainly consideDDoSattackshatlast
multiple time intervals.

V. DISCUSSION
A. MappingUpstreamRoutes

In previous sections,we shav that the AdvancedMarking
Schemesand the AuthenticatedViarking Schemeare very ef-
cient andaccuratesvenin presencef largedistributeddenial-
of-serviceattacks. But thesemarking schemesely on the as-
sumptionthatthe victim hasa mapof upstreanrouters.In this
subsectionwe shav thatthisassumptioris reasonablandprac-
tical.

First, it is easyto obtain sucha map of upstreamrouters
for avictim. Standardools exist for mapping,suchasa tool
basedntraceroutdrom LucentBell Labs[10] andSkitterfrom
CAIDA [9]. Theseoolscanobtainthemapof upstreanrouters
from thevictim to over 100,000destinationgperday.

Secondsucha mapdoesnot needto have high accurag and
doesnot needto be very recent,aslong asthe attackgraphis
containedn this map. Furthermoregvenif thevictim doesnot
have suchamapbeforeit is attacledby DDoS, it canobtainthe
mapaftertheattack.

Another approachto get the upstreamrouter mapis to use
ourapproachn conjunctionwith itrace[16]. During peaceime
thevictim collectsitracepaclets(seereview in therelatedwork
section)and constructsthe upstreamrouter map. During the
attack, the victim usesour packet marking schemeto quickly
tracebacktheattacler.

Finally, in the real deploymentof this protocol,we canalso
build an explorationprotocolinto the routersto supportincre-
mentaldeployment. Thus the victim can get the map of up-
streanrouterswhichimplementthe advancedmarkingprotocol
andthe authenticatednarkingprotocol.

B. RelatedWork

Researchersave proposedrariousschemeso addresshe P
tracebaclkproblem.Unfortunatelythey aremostlyinef cient or
ineffective and not robust againstDDoS. Felgusonand Senie
proposedngressltering whereeachrouterblockspacletsthat
arrive with illegitimatesourceaddressefl 7]. Thisapproache-
quirestherouterto have sufcient powerto verify thelP address
of eachpaclet andto have sufcient knowledgeto distinguish
betweenlegitimate andillegitimate addressesAlso the effec-
tivenessof the approachdependsof widespreaddeployment.
Burchand Cheswickproposedtontrolled ooding [18]. In this
approachthevictim oods somenetwork selectvely duringthe
attackto checkthe correlationof the ooding with the attack
andgatherinformationaboutthe sourcef theattacksrom the
correlation. This approachs only applicableduring on-going
attacks,ntroducedarge overheadand cannotdealwith DDoS.
Sager[19] andStone[20] proposdoggingon routers. This ap-
proachhashigh overheadof storageand processing All these
previouswork do notconsideitheissueof routerauthentication.

Bellovin [16] proposedo uselCMP messagefor authenti-
catedIP markingandis leadingthe IETF working groupitrace
which exploresthis approach.In this schemean itracerouter
probabilistically generatesan authenticatedcopy of a paclet,
addsits own IP addressaswell asthe IP of the previous and
next hoprouters,andforwardsthe paclet eitherto the sourceor
destinatioraddressTheapproachof usingICMP messageand
our approachcanbe complimentaryto eachother Itracedoes
notneedanupstreanroutermapbecausé¢helP addressesf the
routersareencodedn theitracepaclets. In fact,thevictim can
usetheinformationin itracepacletsto build anupstreanrouter
map. A disadwantageof itraceis thatit requiresmoreattacler
pacletsdueto the lower probability of generatingtrace pack-
ets. Henceby usingour techniquesn conjunctionwith itrace
yields the bestout of both worlds: allows the victim to build
the upstreanroutermapin peacetime, anduseour schemeso
quickly nd theattaclerduringtimesof attack.Theapproaclof
usinglCMP messagealsohasthe advantagethatit cancapture
re ector attacksif the routersalso probabilisticallysenditrace
pacletsto thesourcdP addressOurapproactcouldpotentially
capturere ector attacksif there ectors probabilisticallycopies
themarkingsinto repliedpaclets.

Dean, Franklin and Stubble eld [21] proposea nice alter
native markingschemausingnoisy polynomialreconstruction.
Their schemedoesnot requirean upstreamrouter map. Un-
fortunatelytheir schemas lessef cient in presencef multiple
attaclersasthe numberof paclketsneededo reconstructhe at-
tackinggraphis quadraticto the numberof attaclersinsteadof
linearin our scheme Also becauseheir markingschemedoes
nothave thedistanceeld asin FMS andour schemeit is more
vulnerableto fake markingsputin the pacletsby the attaclers.
Becauséhemarkingprobabilityhasto below enoughto ensure
theattackgraphcanbereconstructefom areasonableaumber
of paclets,the attacler canactually put in fake markingsthat
remainunchangedind consistof the majority of the markings
recevedby thevictim. Thesmartattaclerscanevenputin fake
markingsaccordingto theright probability distribution thusthe
victim will reconstrucawrongattackgraph.

V1. CONCLUSION

In this paper we presenttwo nev schemesthe Advanced
Marking Schemeand the Authenticated Marking Scheme,
which allow the victim to tracebackhe approximateorigin of
spoofedIP paclets. Our techniqueshave very low network
and router overheadand supportincrementaldeployment. In
contrastto previouswork, our markingtechniquesave signif-
icantly higher precision (lower false positive rate) and lower
computationoverheadfor the victim to reconstructhe attack
paths under large scale distributed denial-of-serviceattacks.
Furthermorethe Authenticatedvarking Schemeprovidesef -
cientauthenticatiorof routers'markingssuchthatevena com-
promisedoutercannotforgeor tampemarkingsfrom otherun-
compromisedouters.
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APPENDIX

I. ANALYZING THE LIMITATION FOR DDOSIN THE
FRAGMENT MARKING SCHEME

Thepapel5] mainly considersienial-of-servicevith asingle
attacler site. In this section,we analyzeandillustratethatthe
FragmentMarking schemgFMS) is inef cient andinaccurate
underevenasmallscaleof DDoS.

In FMS eachattackpaclet containghe 16-bit markingblock
including a 5-bit distance eld, a 3-bit fragmentlD eld, anda
8-bit edge fragment eld. Eachrouter's IP addresss encoded
usingeight 11-bit fragmentsand eachpaclet will probabilisti-
cally containone of the eight fragmentsfrom the router who
markedthe paclet. We denotethe setof uniqueedgefragments
markedwith a distance andfragmentiD as . Because
for eachdistance , in theeightsets , thevictim
cannotdistinguishwhich eightfragmentsarefrom the encoding
of the samerouter, in orderto reconstructhe attackgraph,the
victim needdgo considemll possibleorderedcombinatiorof the
eight sets and checkwhich combinationshave
theright format (by checkingthatthe hashvalueof the oddbits
matchthe evenbits). We denoteghe setof thesecombinations
as . Clearly In caseof DDoS,
could be quite high. Thus,with presenceof multiple attacler
sites, the FragmentMarking schemeseverely suffer from the
following two main problems:

High computatioroverhead
Assumein thereconstructeattackgraph thenumberof distinct
routersat distance is . Thento reconstructhe routersat
distance , thevictim XORs eachelement in with
eachelement in , computes , andcheckswhether
hastheright format. Denotethe setof the XOR resultsas ,
thenumberof combinationdo bechecledis

So the total numberof combinationso be checled for all the
distancess

usingcorvention . It requiresatleastonehashcompu-
tationto checkonecombination As we shav in theexperiments
in subsectionll-C, thecomputatioroverheads considerable.

Largenumberof falsepositives
For eachsuch in theset , theprobabilitythatit is avalid IP
encodings when is notontheattackpaths pbecausehe
hashvalueis  bits. Sothe expectednumberof elementsn
thatarevalid IP encodings denotedas Becausan
IP addresss 32 bits, sothe expectednumberof falsepositives
is

falsepositives

When falsepositives As we shav
in the experimentsin subsectiorll-C, evenfor a DDoS with
25 attaclers,thereconstructiorcanresultin thousand®f false
positives.



