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An implementation of the Hamlyn
sender-managed interface architecture

Greg Buzzard, David Jacobson, Milon Mackey,
Scott Marovich, and John Wilkes

Computer Systems Laboratory,
Hewlett-Packard Laboratories, Palo Alto, CA

As the latency and bandwidth of multicomputer interconnection fabrics improve, there is a growing need for an
interface between them and host processors that does not hide these gains behind software overhead. The Hamlyn
interface architecture does this. It uses sender-based memory management to eliminate receiver buffer overruns,
provides applications with direct hardware access to minimize latency, supports adaptive routing networks to allow
higher throughput, and offers full protection between applications so that it can be used in a general-purpose
computing environment. To test these claims we built a prototype Hamlyn interface for a Myrinet network connected
to a standard HP workstation and report here on its design and performance. Our interface delivers an application-to-
application round trip time of 28us for short messages and a one way time of 17.4ps + 32.6ns/byte (30.7MB/s) for
longer ones, while requiring fewer CPU cycles than an aggressive implementation of Active Messages on the CM-5.

1 Introduction « Data mawvement and mesgaarrival notification ae
sepaate Data can be med without interrupting the
remote host if desired, which pides greater
application control and \eer overheads

Processors are rapidly gettiragter and message-passing
multicomputer interconnections are doing the same,
thanks to recent gdelopments in Gb/s links andwe
lateng paclet switches. But the cost of passing messages [Thekkath94].

between applications also includes therbead of The original Hamlyn design [lkes92, Wk es95], which
crossing interdices between the operating systexs),(a incorporated most of these featureasvintended to
device drier, and the hardare, which can be orders of support a paak-based,dult tolerant, adapté routing
magnitude more than the cost ofvimg a messags’bits network for a lage-scalemiMD multicomputer derived
across the wires. from the Mayfly project [D@is92]. This papendends the

Hamlyn is an architecture for procesamterconnection  ©riginal Hamlyn verk by describing:

interfaces that addresses thidfidiflty. It achieres both * performance data from aorking prototype;

low lateny and high bandwidth, isolates applications « improved methods of message aatinotification;

from each othes mistales, and supplies a rich set of « a more pwerful paclet counting scheme that

message-delery semantics. It does so bypiiting supports generalized group-re@semantics;

several techniques: « layered protocols that prigle in-order message
* Sendetbased memory magementSenders, not streams and applicationtier management.

recevers, choose the destination memory address
which messages are deposited. This means that
messages are sent only when the sendevkitioat
there is memory space for them, eliminatindfdr
overrun and retransmission under Webbads.

Direct application access to interface beamare. .
Send and recee operations require rus 2 The Hamlyn architecture

intervention, yielding ery low latencies. Hamlyn was intended to support scalable, concurrent,

« Zerw-copy potocols.Data are transferred directly ~ fault-tolerant applications, running omap

between application memory and the retawith ~ Multicomputer or a closely-coupled computer cluster

no memory-to-memory Cgmg or page remapping' Such applications often require high-bandwid]lkhﬂata
Automatic mesge reassemblyThe interice allovs ~ ransfers, lor-lateny control messages (aWe
out-of-order packt delivery in order to support mlcrosgconds per roupd-trlp), and multiple, independent
adaptve routing netwrks, which hae greater protection domains pwided concurrently on each

throughput anddult tolerance [Déis92). processar

\R}e describe the Hamlyn architecture and our application
interface library presents performance measurements of
our prototype, discusses relatedriy and then
summarizes what we e learned.



For low lateng, Hamlyn gves applications direct access

to the interéice hardwre for sending messages witho® ~Hamlyn

intervention. It pravides a &st, lav-cost, message-avil interface Interface
notification mechanism that does not require interrupts or fg&g{’e'rs
system calls in order to regeimessages. (Interrupts may

be used as an optional altermatiin which case Hamlyn  Message —+=] Slots

tries to coalesce them instead of deling one for each areai/ / 3

paclet.) 4

For high bandwidth, Hamlyn includes a scatiather N

direct memory accesbNA) capability that frees the host Eerotection
processor for other operations during long transfers. y
Applications can use it directly: it does not requise @< Message
intervention for each use. This alls Hamlyn to goid all 3rggut?%sse

memory-to-memory copng in the host.

For security in a multiple-user @nonment, Hamlyn Figure 1: message areas and slots.

prevents mutually suspicious applications from sendingan explicit goal was that Hamlyn should be simple
reading, or werwriting each othes'data een though the enough to be implementable using haadsvstate

use the inteefice hardwre directly This aoids the need machines, since programmable controllers are often slo

to statically partition a multicomputesr having to use
gang-scheduling and interconnectiabfic draining for
inter-application protection, as on tkhe-5.

The neat subsections describe the features of the Hamlyn
design that allw these goals to be met.

Hamlyn deliberately>xploits seeral features of the short-2.1 Sender-based memory management
distance inter_connection natvks commonly used in  The first—and perhaps most important—feature is
modern, multicomputer systems: sendefbased memory magementwhich is a technique

\ery low transient eror rates.Dedicated, enclosed, to avoid software-induced paek loss. Rcket loss is a
multicomputer interconnectiomlprics are better serious problem in lg-lateng data communication
thought of asxdended backplanes than as unreliablgystems because coping with it usually means retaining
networks—the rarely lose or corrupt paets. Hard transmission bffers, acknwledging packt reception in
failures can occubut transient errors are so order to releaseuffers when thg are no longer needed,
infrequent (perhaps oneeary fev months) that itis  and using a le-level time-out mechanism to trigger
reasonable to handle them using higele retransmission. Moreer, the problem usually occurs
application-program mechanism, such as abortingunder heay loads, when retransmission will only naaik
and restarting a transaction [Saltzer84]. worse, soeen a lav rate of packt loss can produce a
This means that automatic retransmission byvato much higher rate of message loss.

level of a protocol stack is unnecessamyproving  There are tw main causes of paekloss: interconnection
performance; that paekreception need notbe  network problems, such as damaged or lost ptland
acknavledged, eliminating a potential cause of  yecejser tuffer overrun. Our design assumptiongiksate

released as soon as their content@tien sent,  panagement to prent the latter

simplifying buffer management.

. . . . The basic idea is to determine a messafjeal
Hardware flow contol in the inteconnection fabric.

. . _ destination in a receing hosts memory before sending
This avoids packt loss by ?pp'y'”g back pressure t(?t, so that recefer kuffer overrun is impossible. The
senders when. resources fill “P- ) receving network interface places incoming pasis
Small paket sizesThese permit simplefaster directly into their final resting place instead ofvie
switches and better throughput guarantees, at the Gpglm on an intedce card or temporarily cping them

of requiring messagegmentation and reassembly ing|savhere in the receing hosts memory
the interfce.

A physically secsr network In such netwrks, 2.2 Slots: naming and protecting message areas
messages need not be encrypted to protect them Data are sent to and fromessge aras which are
against esesdropping. contiguous rgions of an applicatios’virtual-memory

Hamlyn vas designed with Risc-like philosoply: to address space, protectedd®/mechanisms in the usual

make common caseast and less common ones possibl&vay (Figure 1). Message areas afeed down(pinned



into memory) while thg remain allocated. This is a

deliberate design decision that trades greatgsipal e - Hamlvn interf
memory use for lver lateng and greatly simplified ‘\ / amlyn interface

interface design. Incoming
packets
Message areas are referred teslots which are in turn
indexed by small intgerslot numbes. A slot contains |
:

base and boundggsters for the message area to which it ﬁ'géx in
refers (seeral slots may refer to the same message area), /
and a protectiondy that must also be held by applications . ... .
wishing to send messages to it. A slot is implemented by area |‘\
a data structure that can only be modified byahethis Y
data structureVies in the netark interface hardwre in %
/4

Message
our prototype. area

Offset in
packet

Slots

Incoming
packet is
put here

Memory addresses in Hamlyn messages are represented _ _ _
by <slot-number, offset> tuples; this indirection alles Figure 2: processing an incoming packet.

SendeI’S to be isolated from the details Of Virtual and may be used to used to mt unauthorized\@rwrites of
physical memory addressing at ra@ss. Since pa@ts  metadata at the reer (see section 2.7).
can potentially arvie out of ordereach one needs to be

self-describing. This is accomplished byimg the 2.3 Sending termini

Hamlyn interbice add a header to each m¢hat it sends Hamlyn gies each sending application avpte

out, as shan in Table 1. hardwaresend terminusimplemented as a set of control
registers and &Fo work queue in the inteate card.

Table 1: packet header format (slightly ) .
simplified). Each line represents 32 bits. These are mapped into the applicasovirtual-memory

address space and protectedgymechanisms in the
usual vay. In our prototype, eachark queue holds up to
63 entries, so that applications can quickly pogéisd
messages without blocking. When the irded sends a
message, it writes a sequence number in a prearranged,
perterminus, host memoryavd; this numbemodulo

the work queues size, identifies the corresponding entry
thereby telling the application that the entry ang an

Destination host ID
Slot number ‘ Metadata index
Protection key
(64 bits)

Packet offset

Packet length

Delta (used in packet counting)

Metadata length ‘ Flags
(user data follows here ...)

When a paockt arrives at a receing interface (Figure 2), terminus queue using ordinasyoRe instructions. V&

the interfice locates the named slot, adds the base add@ﬁthisdirecu/o_ To send a message, the app"caﬁon
of the taget message area to théset specified inthe  \yrites a transmission-request bleehasically a paak
headerand then mees the paadt’'s data to that address header—into the send terminusdsk queue, folloved by
usingbmA, after checking that the paetlwill fit into the  any metadata, then the data. It then notifies the hamrelw
message area. When the last pack a message aréis  of the nev entry and proceeds to otheork; no system

the interbice will also notify the receing application if  call or interrupt occurs when sending a message.

desired (see section 2.6). Long messages are pulled from host memory by the

To ensure that data cannot be written intaféeb without  interface using asynchronoosia. Our prototype

permission, the reodng interace compares the prevents applications from accessing data belonging to
protection ley in the packt header to the one in the slotother applications in the follting way. Each send

Only if the keys match is writing allwed. Hamlyn terminus has 8 base and boundgsters, settable only by
protection leys are lage (64 bits) and sparsely allocatetthe os, that are used to identify speci@ind biffer areas

to provide good intesapplication protection. that are named by small igiersend liffer tags. A single
Application softvare can often be simplified if a messaggessage can contain parts from one or more of these
carries a small amount of out-of-bametadatao be areas; the HamlynmA engine interdice gthers them up

deposited in a separatefter, so our prototype Hamlyn on the fly as the message is sent'ol.send a long
interface allovs up to 60 bytes of it in the first patlsent.

Secondary base and boungimrs and a protectiore)k 1-0ur original proposal [Vikes92] used slots instead of special send
message areas for this purpose.

buffer memory associated with its message can be reused.
Short messages are pushed from a host processor to the



message, the application writes a transmission-request
block to the terminus’ ek queue that consists of the
header follaved by a sequence e$end_buffer_tag,

offset, length> tuples describing the location of metadata
and data. It then notifies the intacé of the n@ entry

The send terminus automaticallygsgents messages
larger than a single paek replicating the header in each
paclet—except for the dket field, which is adjusted
automatically to reflect the address of the paclet at
the receier. All metadata are put into the first patk

The Hamlyn interdice interleaes packts from all the
send termini with non-emptyavk queues, prading

Table 2: a metadata entry.

User metadata
(60 bytes)
Packet accumulator
Paranoid-mode protection key
Paranoid-mode message area low limit
Paranoid-mode message area high limit
Hamlyn library receive class pointer

paclets of a messageV®marrived and the receéing
application can be notified. Hamlyn does this by
maintaining a 32-bipacket accumulator in the metadata
entry for eachxpected message. Thalue of the

approximately equal bandwidth to competing processegccumulator starts out at zero and returns to this when all
sending lage amounts of data and, in the absence of the packts hae arrived [Jacobson95].

network delays, bounding the timeyamessage aits in

Each send terminus has a 32gaitket counter, which is

a work queue. This scheme could be embellished withinitialized to a alue {Y) specified by the sender in the

priorities, although our prototype didrihclude them.

delta field of a transmission-request bloctr Each

paclet except the last in a message, the send terminus sets

2.4 The metadata area
Message areas are intended to rexeiost incoming

a 32-bitdelta field in the packt header to 1 and
decrements its paekcounter using 8 complement

data, it we needed three other storage structures for eaghhmetic. Fr the last padit it sets the delta field to the

arriving message:
« a place in which to deposit metadata;
* paclet counters for the message-aatinotification
mechanism (see section 2.5);
« information for a finelgrained, pemessage
protection scheme (see section 2.7);

final value of the paait counterlt is easily seen that the
sum of all delta fields in a transmitted messageclet
headers equalé modulo 32

In receving interfaces, the delta field in a patks added
to its associated paekaccumulator as the patlarrives.
When the accumulator reaches zeraiagthe entire

There might be hundreds of application processes, witf'€SSage has aréd and a receing application can be

hundreds of interlegd, concurrently awing messages

notified (see section 2.6). If a patldelta field is zero,

per process, so we might need tens of thousands of thBgfification occurs without consulting the patk

structures—too manto store on the inteate card We

accumulatarThis is used as an optimization for single-

chose one mechanism to sell of these problems: a Packet messages.

128-bytemetadata entry is provided for each>xgected
message @ble 2) These entries are arranged ireator
called ametadata area, whose base and bouark stored
in a slot data structure. Ivis in a receing applications
virtual-memory address space. Each patieader
specifies the indeof a metadata entry associated with its

destination slot, which may be thought of as a message
identifier A metadata entry may be reused as soon as all

paclets of a message referring to ivbdeen assembled
by the interhce and processed by the recey
application. A slot must thereforevegenough metadata
entries associated with it to accommodate thgelstr
number of messages that might\arconcurrently

2.5 Packet counting

In some interconnectiomlbrics, packts of a sgmented

message may ave at a receing interface out of order

so a mechanism is needed to determine when all the

2.The Myricom LANai 2.3 netark controller IC that we first planned
to use only supported 128K bytes of memory for all of the control
program, slot and terminus data structures, andgpduiers.

This deceptiely simple mechanism prles two
important capabilities:

 Single message receive. Out-of-order pacét arrval
is handled as described akoTo summarize: if a
message has only one patkhen its sender sets the
paclet heades delta field to 0 and notification occurs
immediately upon awal. If a message hasvesal
paclets, then the sum of the patheaders’ delta
fields is 22 Since the receing paclet accumulator
is also counting modulc?, its value will return to O
exactly when all paokts hae arrived.

< Group receive. A single notification can be
generated when a set of messages from aikno
group of senders has aei (e.g., for a distrilted
barrier operation). In this case, ftiesender is gen
an initial \alueY; such that the sunmver all
participating senders of = 2°2. This sum reaches
232 and wraps around to zergagtly when all
paclets in the message sevharrived. Scatter



gatheri/o is a special case of this in which all
messages come from the same sender

Moreover, a process recgng a packt counter glue
Y; can delgate work to (say) tw other processep,
andk, as long as their initial paekcounter alues)Y;
andYy, sum toY,. The identity of a group’senders
need neer be knan by a receier. The Hamlyn
library (section 3) prades a means forwding
buffer space and countealues among the dejates
of the group.

Individual, multiple-packt messages could be handled
using a simpler mechanism in which each pableades
delta field carries the total paatikcount, and a paek
accumulator is reset by the first patto arrve; havever
this would require the sending intade to calculate the
total number of paeks before sending gnOur scheme
allows group reception and scattgatheri/o while a
recever remains obliious to the number of paets sent,
and requires noxéra memory

2.6 Message arriv al notification

A Hamlyn interfice indicates that all paets of a message
have arrved by appending an entry to a circular
notification queuén main memoryThere is one such
gueue for each reaadng application. The inteace then
generates an interrupt if requested, the végiprocess
is asleep, and the processor has no pending interrupt
requests from the intexte for other processes. All this
reduces interruptverheads to minimum.

Notification queues are identified hytification queue
contmol blocks (NQCBS) in the interfice card SRAM,
which are in turn referred to by slot data structures
(Figures 3 and 4). EaaiQce has a cursor that points to
the tail of its notification queue; when all of a message
paclets hae arrived, an entry (@ble 3) is written at the
location indicated by the cursor and the cursor is
adwanced. When it adinces bgond the queue’storage
area, the cursor is reset and a wrap flag inges is
toggled—that is, the notification queue is treated as a
circular list.

Table 3: notification queue entry.

‘ ‘ Notification index
Metadata entry pointer
(padding for alignment)

Wrap flag Slot index

A recewer application wishing tousy-wait for a message
maintains its wn cursor and wrap flag and polls thete
available notification queue entry until the wrap flags
match. (The cache-cohereft of our prototypes
workstation ensures that thiady-waiting causes ndo
bus actvity until the entry is reritten.) Because the
notification queue is read-only by the application and

Hamlyn interface

Packet
[—slot #

NQCB entries
(one per
/appl|cat|on)
Notification
queue
2

|
y

Message Slots—

area

Metadata
area

%
A\

Last packet of
message

Write cursor
in NQCB

Figure 3 : notification queues and message notification.

Slot data structure

Slot mode (see section 2.7)
Protection key

Message area base + bounds
Metadata area base + bounds
NQCB pointer [

Notification queue contr ol block

Notification queue base + limit
Write cursor
Wrap-around flag
Process handle
Notification queue virtual address

Wake-up flag

Figure 4 : slot and notification queue control block
contents. Several slots may point to the same NQCB.

write-only by the intedce, no other locking or
synchronization is necessary

This is the only part of the Hamlyn design in whiciffér
overrun might occur: aalulty or malicious sender could
transmit messageadter than a recgir can consume
them, owerwriting an older notification queue enthis
can be preented by ensuring that the quelsize gceeds
the number of messages wimg in the vorst case.

Section 2.7 describes a mechanism that can enforce an
upper bound on this count; section 2.8 describes a
discipline-based solution to bounding it.

2.7 Special modes of operation

The mechanism described so iccommodates
cooperating processes in a single applicatiabn
wanted Hamlyn to prade increased ralstness, pvacy,



and security for client-seev systems of mutually with minimal overhead. In retrospect, it mayvesbeen a
suspicious processes: specificatlveral senders sharing premature optimization.

a common receer slot. D this end, slots can be put into

two special modes of operation caljgdtanoid and 2.8 Flow control and deadlock prevention
paranoid_one_shot. Both modes usextra fields in a An important consideration in Hamlyndesign s to
messags metadata entry: a secondary base and bounéssure that, in the absence oagirig senderrecever, or
register and a protectiondy that supersedes the slot daténterconnectiondbric, data is neer lost and

structures key. When a paabt arrives in a slot operating communication neer deadlocks. Deadlock is a

in one of these special modes, the patleades base treacherous issue. If Hamlyn emyéal lov-level

and bound fields are compared first to the sloiessage acknavledgment of each paeks transmission, and
area (primary) base and bounds, then to the metadatacommunications werever blocled because thalbric
(secondary) base and bounds, while the pialckades  cannot accept more pagtk, then ackneledgments could
key field is compared to the secondary protectien kIl be blocled as well, potentially causing deadlock.

tests must pass before the petdk accepted. Additionally \ye a/0id deadlock by not depending upon haadsv

in paranoid_one_shot mode, no further use of the paclet acknaledgments and by arranging that the only

metadata entry is alleed without application sof@e 5 4yare moderating the floof incoming packts is the
intervention after the first message for the entry has beﬁB‘sts 1/0 bus. Incoming transfers arevgh priority aver

receved, preenting subsequent messages from being 440ing transfers for access to thebus, so that the

receved before the first one is processed. maximum time an incoming paekstalls at the inteaite
These modes pyirle seeral adantages: is the time for one paekto trarerse the/o bus plus a

« Senders’ data can be confined to a small part of asmall amount of eerhead in the inteste.
message area, limiting the damage thatidty or  When paver is first applied to a Hamlyn intexfe card, it

malicious client can cause. enters a state in which it simply accepts and discards
* The paranoid_one_shot mode prgents a &ulty or arriving paclets. It does the same if the haaitd to reset
malicious client from werrunning a notification a periodic handshakiimer The Myricom switch used in

gueue as long as the quesisize gceeds the number our prototype detects pered-devn interfaces and

of metadata entries used. This mode also ensures ttigtards paakts destined for them. It uses a round-robin
a paclet's data cannot beverwritten after message service discipline for incoming ports tead stanation
arrival, so the data need not be copiedvefere for of incoming packts. If arrving paclets are delayed while

safe-leeping. waiting for the Hamlyn intedice to process them, or if

« Every sender can ha its avn protection ky, there is conflicting trdit at a switch port, the switch and
allowing revocation of one sendaraccess rights  interface hardwre generate link-el back-pressure,
without afecting others. &r example, if a node halting the sendeEventually the sending application will

appears to he failed, all of its senders’dys can be block when its terminus’ ark queue fills up.

revoked, potentially allwing message and metadatarg streamline highelevel protocols, wesloit the fct
areas to be immediately reassigned. that the interconnectiorbric neer loses padts in the
Since metadata areas are allocated in main memoasence ofdilures, which is a reasonable design decision
applications can change the secondary base, bourfdsa small-area, multicomputer interconnection, although
and ley registers for their wn metadata areas less so for a wide-area netil. Sender management of
without osintervention. memory automatically imposes a highereleof flov

control for uffer space and metadata management, so a
sending application blocks when no resources are
available to service a request at the reeei

These modes entail more complicated irtegflogic and
extra tests during paek arrval which introduce a small
amount of &tra lateng. (There need not be more host
memory accesses, since a metadata asnpaclet A final concern is to prent notification queueverrun.
accumulator must be updated/amy.) This can be accomplished by ensuring that #ye g

A third special mode of operation, calfedt mode, between the number of messages proces_sed at theerecei
represents a special-case optimization for singlegiack @"d the number that canvesbeen transmitted by the
messages: if an aving paclet headeg metadata indds sen<_jers is alays srrllalller_than the number o_f metadata
all 1's, then the paek header is used to carmeetly one entries gailable. This limit can be enforced in

word of metadata, which is written in a notification queugranoid_one_shot mode.

entry in place of a metadata entry pointéris lets a

single-packt message carry a small amount of metadata



Application program

Application interface library:
simple datagrams, record-
streams, tagged remote write

Lower-level interface library

HP-UX OS
Hamlyn device driver
Hamlyn
Workstation hardware interface
card

/

Myrinet switch fabric

/J\\

Figure 5: schematic view of Hamlyn hardware and
software. The shaded portions were added to support

Hamlyn.

2.9 Architectural costs

Hamlyn consciously mas some design choices that
impose additional costs compared to more traditional

approaches:

support Hamlyn irJNix system§ are lagely confined to
this driver, which pravides all interhce management
services requiringsmediation, such as creating slots and
termini, installing slot protectioneys, wiring and

unwiring memoryand arranging to suspend or resume an
application pending a messagjatrial.

All other interace management services reside in
unprivileged library code, lind in with application
programs.

3.2 Low-level library procedures

The Hamlyn library includes a procedural ingeé to the
network interface hardwre and hardare-manipulated
data structures. It uses a data structure caltiztted,

which contains a messagealestination, slot number
metadata inde protection ky, data biffer base and
bound, and some flagsicKets are location-independent
in that thgg may be gported in a message and used later
to reply from a remote Hamlyn intede.

The librarys lower layer has t@ main functions:
h_send_msg andh_recv. The former accepts a tiek a
data luffer's address and length, and a metadaffets
address and length. Baf addresses are carted to

1. Message, metadata, and notification queue storageffsets in sender message areas. A small message is
areas must be wired do.

2. Applications are responsible fouffer management,

including reclamation after sends and reesi

In return for these costs—which we think are reédyi
small, and not unli& those imposed by other high-

performance netark designs—Hamlyn pxades fully-

protected, direct application access to a netw
automatic messagegiaentation and assempgroup

reception notification, rejection of messages fraitinfy

or malicious processors, and both dindotandDmA

sends.

3 The Hamlyn interface library

In order to mak the Hamlyn architecture easier to use, wi
built a two-level application intedce library The upper

layer pravides a set of carenient programming
abstractions and hides the details affédr memory

management. Thewer layer proides a simple, &tient
procedural intedce to our communication hareve. The

library was designed to pvale a comenient
infrastructure for popular middieare, such asipi
[Corbett95], Actve Messages pnEicken92], and
Oracles distrituted lock manage¥\e describe these
layers from the bottom up (Figure 5).

3.1 OS interface

The Hamlyn interdice card is managed by avie driver
module in the host operating systews.modifications to

written to the inteice using direafo, while abmA

request is bilt for a lage message. The function returns

a handle that can later be used to decide when to release a
buffer.

Theh_recv function checks whether a message has
arrived and, if so, it returns the address of the
corresponding notification queue entyvariant,
h_recv_block, accepts a time-outgument and &its until
either a message aress or the specified intaalexpires.

3.3 Higher-level protocols

The Hamlyn librarys upper layer supports a set of
protocols with @arying semantics to send and reeaiata.
JEhree protocols, embodying most of ieykdeas, are
described belw.

This layer vas written in C++ because the language lets
communication end points be represented as objects,
keeping an applicatios’name space clean and letting
each protocol use the same operation namgs<€end,
receive). We were inspired by theawk of Stepane and
Lee on the C++ Standar@mplate Library [Stepan85]

in which aggresse inlining and optimization are
combined to achie highly eficient object code.

The library creates a Hamlyn manager (an instance of the
hamlyn_manager class) for each send terminus. This class
is responsible for managing theviaee driver interfice

and notification queues, and for allocatindfér memory

S:UNIX is a registered trademark of X/Open Compahimited.



Applications create an end point for message reception b
instantiating aeceiver class, which contains one or more b
metadata areas andffers, and a queue of reced

ost1/o
us 512KB static RAM

messages. It also prides a C++ virtual procedure
(process_arrival) that is called by the Hamlyn manager to -

- Outgoing
record a n& message arrival. link DMA
Whenreceive is applied to an end point, a message is Host engine M>'
returned from the awal queue in the recesr class 1< DVA - : i >l/<r|net
. . ; : : . engine Incoming INKS
instance if possible. Otherwise—if the queue is empty— <@ link DMA
thereceiver instance calls poll_nowait routine in the engine
hamlyn_manager. Thelattergets the net notification
gueue entry if there is one, folls its pointers to the LANai microprocessor
metadata area ameceiver end point, and then calls

process_arrival there, passing it the address of the
metadata. Control then returns to tbeeiver end point  Figure 6: schematic view of the Myricom network
originally called by the application, which looksaamfor interface.

a nev message. (It may notVvereceved one if the Senders block if theever get sodr ahead of the recir

notification queue as empty or the queue entry just  that the run out of ticlets (which preide permission to
processed represented a message fofexelitreceiver  rite to a metadata entry).

instance.) This process continues until the original requ
is satisfied, a time inteaV expires, or theeceiver end
point chooses to block instead afdy-wait.

q’%tgged Remote Write. In this protocol, &end call
specifies a tiot, a sourceudfer's address and length, the
destination bffer offset, and an ingger tag. &gs are
Although the Hamlyn architecture and the librafgver  enqueued in theeceiver and can be retried by calling
level are thread-safe, the upperdgis not. Making it SO get_tag orget_specific_tag. This protocol usefast mode,
remains a research topic. S0 messages must fit in a single pickn-order deliery

All of the connection-orientedkceiver classes support a IS not guaranteed.

make_seed call, which returns aeed object, containing

_tlckets fqr preallocateduffers, metadata, and other_ 4 Performance evaluation
information. A seed can be sent to a remote node in order

. . . n order to galuate the Hamlyn architecture, we
to create an instance of the corresponding end point . o e
; . collaborated with the Uwersity of California at Berdey
sender class. (It5 so named by analogy with the similar

urpose seeds serin plants.) and Myricom, Inc., to bild a prototype integfce card for
purp P ' a Myrinet netvork [Boden95, Buzzard95].

t}%e Myrinet switch we used is a non-blocking, 8x8
crossbarwhich uses wrmhole routing. It praeides

Simple datagram protocol. This provides access towa  8owvs/s of bandwidth per port in each direction with about
Hamlyn hardvare semantics. Theend call is a wrapper (.5us of lateng. We used Myricons LANai Version 4.0
for theh_send_msg routine. It creates a small amount ohetwork controller chip with 5128 of on-card statigAm,
metadata that tells the regef the ofset and length of the microcoded to implement the Hamlyn design. The LANai
transmitted data and can include a replydickhere is a has a 32-bitPuand thre®mA units (Figure 6): incoming
separateeceiver instance for each metadata enyd  from the switch, outgoing to the switch, and to/from host
each instance is either “ready” or “not ready”: there is rmemory The hosbmMmA engine is the on|y mechanism

The Hamlyn library uses these techniques to support t
following protocols:

queue. available to the LANai controller to access the hostain
Stream protocol. This provides a one-ay, one-to-one, Memory
in-order connection from a sender to a reeeiThe Our host computers were early-producsr®000 Series

sender class supportsend andflush. Large huffers are 770 (J200pa-Risc workstations with 10@Hz cPus,

sent as-is, and small ones may be coalesced PP running \ersion 10.00 of ther-ux operating system. The
Callingflush forces transmission of all pieusly-posted jnterface cards plugged into thexkstations’ graphicgo
data. Theeceiver class Supportﬁeceive andrelease; the bus, which operates at the same freqymthe LANai
former returns &start-pointer, length> pair describing its cpy (40 MHz). The bis and its processor intade can

result; no coping occurs. It automatically allocates moresypport incomingma at106vs/s, hut outgoing transfers
buffers if needed. Theelease procedure frees all records

up to and including that identified by itgament.
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Figure 7: latency vs. message size for 256-byte packets. Figure 8: latency vs. message size for 4kB packets.

are limited to 3®B/s because of reduced opportunities fat.4us of overhead, yielding 14fs in all (28.21s round-
pipelining requests through thasinterfce chip. trip). Table 4 shars where the time goes.

The workstations hee a cache-cohererb architecture,

- > Table 4: one-way short-message transfer time (us).
which olviates the need for sofewe to flush or pge data

cache lines imMA buffers. It also lets applicationsigy- ~ raw tagged-remote-
wait for HamlynomMA completion without consumingo interface  write protocol
bus bandwidthoma buffers’ 1/0 bus addresses are DMA 33 33
mapped to pysical memory addresses by the LANai 6.7 6.7
workstations’ memory-tefo bus interice hardwre, so Switch 0.5 0.5
that our card can access a multiple-pagféebin a Host I/O writes 14 1.4
contiguous/o bus address range—a considerable Host protocol software 0.8 2.2
simplification. Total 12.7 14.1

Unless otherwise stated, our performance measuremeNtsice that the 14s due to the hosto writes represents
were talen by sending a message from one applicationenly 8 STORE instructions: these are sldoecause of the

level process to a second remote one, which returned ttest of traersing the/o bus. By contrast the host protocol
message to the send&he round-trip times we measuredsoftware costs represent tens or hundreds of instructions.
were dvided by tvwo to get one-ay data. Where we report

single measurement numbers, we generated them by 4.2 Latency for normal messages

timing at least 1000 messages. Therasvless than 1% Figure 7 shwss the one-ay lateng as a function of

variation between independent runs of our test suite. message size with 0, 4, and 60 bytes of metadata and 256-

The performance data reported here apply only to our t8¥{€ Packts. Seeral efects are visible:

systems and do not necessarily represent products * A baseline cost of about 171¢ due to host softave

currently in production. overhead, LANai control progranverhead, and the
cost of writing a notification queue entry

4.1 Short single-packet messages « Increases in lategat message sizes that are

The lavest lateng is obtained using our intexdes fast multiples of 256 bytes. Our LANai code &kabout

mode of operation (see section 2.7k Weasured tov 12.51s more to recge a packt of this size than to

cases using 16-byte payloads. In one, application code send one, so theverall time increases at each peck

wrote data to the inteate using direafo without the boundary The first step is lger than the others

Hamlyn library while the other case used the library’ because the code changes frowenaipdating the

Tagged Remote Write protocol. The first case took 2.7 paclet accumulator to updating it twice, while
one vay (25.4us round-trip), and the second case added subsequent paeks cause one update each.



Bandwidth (MB/s)
Bandwidth (MB/s)

o+ o+
0] 10000 20000 30000 40000 0] 10000 20000 30000 40000
Message size (bytes) Message size (bytes)

Figure 9: bandwidth vs. message size for packet sizes of ~ Figure 10: loopback bandwidth vs. packet size for packet
256, 512, 1024, 2048, and 4096 bytes and no metadata. sizes of 256, 512, 1024, 2048, and 4096 bytes.

« A maginal transmission cost of 55.5ns/byte Keeton95, enEiken95]. (On the same machine, a cahte
(18.0vB/s). This results because the three steps switch pravoked by a semaphore &&k31s.)
involved are handled serially for each paiclabout
31.3ns/byte to me outgoing data to the intafe 4.3 Bandwidth and packet size
usingdbMA, 12.5ns/byte to me it across the netwk  Using 4B paclets, the bottleneck is thé® bus interfce.
at 80v/s, and 11.7ns/byte famA into the The obsergd slope of the lategdunction in Figure 7 is
destination host. 30.7vB/s, from which we infer that the LANai control

« Repeating fine structure with a 32-byte period due f@yogram achiees a 96% payload utilization of theng2's
pkoer.of-Z 1/0 bus transaction sizesoFe(amme, a OUthingDMA channel. The actual utilization is sonfeat
28-byte transfer requires three transactions (for 16,/8gher since counteralues are fetched and stored for

and 4 bytes) while a 32-byte transfer is done in jusgach pacét. (A potential optimization that we did not
one. explore would be to cache some counters in the iatasf

« An extra 7.7s to sending metadata, includingdo  €ad-)
level library overhead to translateuffer addresses, Our paclet size can be altered by recompiling the LANai
then start incoming and outgoipgA. Metadata control program, so it is instrueé to &kamine the latenc
bytes incur the same transfer cost as other déireé achieved \ersus message size farious packt sizes.
not counted in the x-axis of Figure 7, so sending moRégure 9 shws the @erall one-vay bandwidth as a
metadata sent shifts the lines to the left. function of message length forveeal packt sizes. The

Figure 8 sha's the one-way lateny for 4B paclets. receving interface takes 12.91s per pacékt. For 256-byte

Here, the bottleneck is mimg data from the sending hostPactets, this limits bandwidth to 2(®/s, which agrees
to the Hamlyn intedce card across the bus controller with our obserations. Asymptotic performance increases

The lateny exhibits alternating costs of 55.5ns/byte andVith paclet size, bit XB paclets outperformws paclets
11.6ns/byte: if the last, partial patiof a message is for smaller messages because there is more concyrrenc

almost full, each additional byteaits for outgoingoma, ~PEtWeen outgoingMA, transmission, and inCOMIIDYA.
transmission, and incomirmma, totalling 55.5ns/byte. The adantage of #B paclets is slight and inconsistent up

But small, final packts arive early enough that theeed [0 message sizes of k), the lagest we measured.

only wait for the pregious paclkt’s bMA into the host Even though the intesite does not pad pak to their
memory to finish, which sets the rgaral cost of maximum size, there are conflicting pressures on the
11.6ns/byte. choice of packt size:

If a receving process is asleep, latgris dominated by ¢ Choosing a paek size lage enough that netwk
interrupt service and process-cotitswitching time. V& transit time #ceeds LANai paait-processing time

obsered* 78us for paclets with no payload, which 75 ovoe had a defect. whicled ical to fix. that g
. -Our prototype had a detect, wniciasvimpractical o 1ix, that cause
comparesdvorably with other recent reports [JoNes96, e actual times toary widely This vas the minimum lateyewhich

we are confident suld be the latencin a corrected system.



keeps the LANai from being a bottleneck. Thgéar 5.1 Load/store interfaces

the packt size, the more LANai time remains for - A storeinstruction can be thought of as aydeerate,
other tasks, including processing petskmeing in  senderirected message—indeed, there is gdamnd
the opposite direction. active literature that vies lage-scale shared memory
* Long delays should bevaided. Tansferring a¥B  machines in this ay, of which the Cray T3D, Cwex
paclet occupies a link andmava channel for about Exemplar ksr AllCache architecture, Akeife
50 us, a long time to block another patkeeding [Kranz93], lyphoon [Reinhardt94], andwelevel sci
the same resources. Thigaes in &vor of shorter  protocols [EEEQ2Z] are representat examples. All
paclets. require dedicated hardwne support that is tightly

Taking these into account, we recommend agisike of INtegrated with the host processors.
1kB for the particular combination of bandwidths and Several groups hae used theoAD/STORE paradigm in
overheads measured for our prototype. less tightly coupled systems to pie an interfice to

The efect of competing for LANatPUcycles and/o bus cross-netwrk communication. & example, the Alto
bandwidth can be seen when a messag@irce and remote memory reference protocol [Spector81] used
destination are the same process on the same host, a§i€ork messages in thisay; [Thekkath94] discusses
shawn in Figure 10. Wh only 4 bytes of data, the latgnc the idea of separating data vement from notification in
in this loopback test rises to 194 because sending ano‘re,m‘_)teLOAD/STOREOper_"’mOnS (Hamlyn also alis
recei/ing compete for the same LANai controller chip. tiS); andsHRivMP [Blumrich94] pravides lav-latengy

The bandwidth figures tell a similar story: the asymptotf€MOte-memory access using haagevsupport for
bandwidth of28vie/s from Figure 9 drops ®2vs/s in automatic data replication, coupled to a virtual-memory

Figure 10 because db bus contention. protection scheme. Mgrof these schemes ptide
excellent performance for the particular operations that
4.4 Projections for alternative hardware they support—specialization is awerful tool for

The LANai performance is relagly low because itis a 0Wering lateng—but sometimes at thexpense of
programmable controllelf we were to implement a relatively high processor ut|I|za}t|on. Most implicitly
Hamlyn interfice using hardare state machines, we ~ d€Pend upon in-order pagtkdeliery.

estimate that the oneay application-to-application The hybrid deposit model [Osborne94] combines sender
short-message transfer timewld decrease to aboyt§ based addressing with theegution of small programs on
but the lage-message bandwidth, which is limited by tha remote node, using both local and remote data—a

I/0 bus, would not change appreciably considerable generalization of treenote fetch-and-op
proposed in [Wkes92]. Implemented in sofase on top
5 Related work of a 155Mb/sxT™ system, it achieed a round-trip time of

49us without a switch and §8 with one. Osborne credits
[Subhlok93] with introducing the term “deposit model”
for what we call senddryased memory management.

There has been a great deal ofkvin the field of
interface design for high-speed interconnections,
especially since the original Hamlyn desigasmvritten
up. The history of these ideas is not entirely cleaers¢ 52 Copy avoidance
teams were wenting similarsounding approaches at
around the same time. Itis neithairfto say that Hamlyn jerace miffer allocation to accelerate procestmr
copied from them, nor that theopied from Hamlyn.  jarface communication, including tieufs work at the
(For the record, the earliesttant reference to Hamlyn is University of Arizona [Druschel93], the Medusapi

dated July 1992.) Although we think that Hamymain .o face [Lumlg92, Banks93] and the folleon
contritution lies in its coupling of sendérased memory asarburner project [Dalton93].

management to its protection scheme, we present a

somavhat broader summary of what we consider to be t]&€ Nectar system [Cooper90] alled applications
work most releant to our finished design. direct access to its communication inéed memory in

, _ _ _ order to eliminate copies at the cost of all accesses being
I1BM’s 05/360provided \ariants ofput andget file-system to memory in the/o space. It achied round-trigrPC

calls that soided data coying by haing theosspecify  |5tencies of 5005 across a 18h/s netvork.
the location of thediffer to use, rather than the application ] i o .
[Clark66, Belady81]. Hamlyn uses ariant of this ATM network interfaces can use virtual circuit identifiers

mechanism in its inteate library (vcis) to pravide early demultipleing of inco.ming datg j[o
user data bffers. One such use occurred in the Osiris
project [Druschel94], which combined stream

Several projects hae used page-remapping and smart



demultipliing usingaT™ vcis into flufs, some support controlled by the sendenather than the recar; and all
for out-of-order deliery, and direct access to the netw protocol processing happens in a well-defined application
interface for a limited number of application®gkther  contet. “Although the restrictions and limitations of

these achmed a round-trip laterycof 1541s and a previous interfices [to Actte Message systems] made

maximum throughput of about ¥it/son a 62&1b/saTM  their implementations simple andiefent, the same

network. restrictions and limitations prent them from supporting
the broader spectrum of applicationswequired”

CMU’sHardwareAssisteckemoterut (HARP) interface to
the CreditNenTM adapter card alles applications to
send directly from theirwn buffers (akin to Hamlyn [Karamcheti94] reported instruction countsibo
message areas), and toypde a set of bffers into which timings) for Actve Messages on@u-5 (CMAM), which
data for a virtual circuit is placed,tit does not appear to are roughly comparable to ours althoughytivere
allow direct addressing of remote memory on a per measured on S8PARC processor and ours are farRISC.
message basis [Mummert96]eWere unable to locate ThecmaM finite-sequence, multiple-pagkdelivery

[Mainwaring95a].

ary published latencfigures for this intedce. protocol seems to pvae functionality that approaches
' our simple datagram protocol: it does not support our
5.3 Cranium group-receie operations, Ut, like ours, it does handle

Cranium [McKenzie94], lile Hamlyn, vas designed to  out-of-order pacét delivery. [Karamcheti94] quotes 397
provide a host intedce to a pa@k-switching &bric that instructions to do a 16-evd (64-byte) unidirectional
performed adapte routing. Like Hamlyn, it has messagesend. A send using Hamlyntagged remote write

areas that are used to send and vecgta, although it consumes 260 processgckes (faver instructions), most
appears that these are restricte@k® pages, and the  of which are consumed when the processor stalls while
expectation is that there is a single message per area, singéing to thel/o bus, and a recee consumes 12@/cles.

there seems to be no pision for a messagestt field.  \wajlachgs] reports the lifting of one of the restrictions on

Multiple paclets use a sequence number tovallo Active Messages: that the handlers must not block.
reassemblyrather than déets; this simplifies the . ) . .
hardvare, hit it requires that all paeks in a message be Ve think that the idea of Aste Messages is good, and we

of the same size. (This means that Cranium could not are gratified that some Hamlyn features are making their
handle wriable-length metadata.) Regsis specify the WY Into a reised proposal [Mainaring95a], which
identity of sendersxpected to write to a message area, SUPPOS protection, caching end point descnpt?qm,

and this is used for protection checks. (There isno  Well as multiple send and reveiareas per end point.

discussion of he spoofing is preented.) Cranium also On the other hand, we think that a scheme requiring host
provides queueing channels, which allmessages to be processor inteention on gery paclet wouldnot be such
appended to the end of a message areah@lght about a good idea because the process-ctist@itches wuld
providing these for Hamlynut eventually decided not to: prove too &pensve. Indeed, the current trend in

(1) to force us to wrk through all of the details of pure, processor design seems to bedal eer-larger amounts

sendetbased memory management; (2) ¥oid of machine state, which will makthis more costly still.
introducing gprima facie source of receger huffer Hamlyn addresses this concern by automating message
overruns; and (3) because such messagestbhabe reassembly in the intex€e card.

restricted to single p_aeks. Qranium supports anf Fhe U-Net [vonEicken95] embodies some of the same
goals of Hamlyn, bt its designers madewaal decisions  ,inciples as Hamlyn, including direct usevel access to
to reduce functionality in order to simplify the in®re. e intertice in order to eliminates involvement

It thus represents a tefent point in the design space. |\ heneer possible, and end points that can route

. incoming messages directly to application membilye
5.4.Act|ve Message§ ) ) Hamlyn, the prototype U-Net implementation iglbby
Active Messages [vonEicken92, wnEicken94, Martin94]  y¢_microcoding anssting interfice card—a ére

provide a set of aval semantics for single-paek Systems:T™ interface. (By their definition, Hamlyn is
messages by |nclud_|ng _the agldres_s of a funcuon. to C""”LJQing a “standard netwk interface™!) Since it is bilt on
each one. The function is typicallwoked in arestrictie sty “which is inherently unreliable, U-Net has to deal
environment on the interrupt stack, with no protection \yiih |ost packts. Its performance is slightlyorse than
barriers around it. As a result, aggressmplementations Hamlyn's: [vonEicken95] reports Actie Message round-
of Active Messages are the standard performangettar trip times on top of U-Net of 7% for 32 bytes of data or
for this kind of work. The main dierence is that Hamlyn

provides security between applications; data placemen®ipwilkes92] suggested the same idea asytw conser interfice-
card memory




less (411s of which is due to thetm switch; the theosinstances can use to establish higbeel
equialent Myrinet time is fis) and 13fs + 0.2us/byte  communication paths.)

for bulk data transfers. (The egalent Hamlyn numbers
are probably the 2& for a round-trip tagged remote
write, and the one-ay tulk data transfer cost of 1ud +
32.6ns/byte with U8 paclets.)

A similar obseration applies to detecting pegmocess
failures. V¥ once thought that aife you there?”

message should be sent periodically between processes in
a highly aailable system, Ut if such a polling intera

expires without a replyan application does not ko

6 Conclusions whether the system iverloaded, or the polled host has

What did we learn from thiscercise? First, the basic failed, or a peer process is dead, or the process is stuck in

Hamlyn approach seems tovezbeen alidated: we can & 10ng computation. On the other hand, diséas
provide lov-lateng, high bandwidth, protected definitive knavledge of process’ states and so cangme
communication directly from multiple application much of this confusion. The moral is to let tedo what

programs, with little or nosintervention. Ve also pickd It iS good at.

up a fev other obserations and lessons along thayw 6.4 Closing connections

6.1 Network demands Traditional netwarks hae difficulty providing reliable

[Karamcheti94] agues that the underlying neivk connection close because of potential message loss. In the
should preide in-order detiery, deadlock freedom, and @°Sence of such loss, yhean do a good job because the
fault-tolerant packt transmission. Wconclude instead ©OSknows about the connection setup and can teamindo
that Hamlyn can synthesize in-order detiy cheaply even after the application dies. (This iga true in most
assuming a deadlock- and erfage netvork, giving application-leel protocol suites, which woke theos for
interconnection designers freedom to optimize for ~ CONNection setup/teard.) In Hamlyn, theds cannot
performance, rather than higha protocol support.  fulfill this role because it has no kmtedge of the

[Davis92] agues that an adapéi-routing netwrk can connections, so weverted to a model where our

achieve roughly twice the throughput of a non-adeti Prototype only allws gracefuklose operations by a
sender
one.

6.2 Buffer management 6.5 Stronger security

Hamlyn does not cgpoutgoing messages, So Hamlyn uses 64-bit protectiomys. W\e estimate that our

applications must be coded teoid reusing bffers until  Prototype can detect and discard a gatkving an ,

transmission is completeohelp with this, the Hamlyn mvahd key within 3us. At this rate, a brute-force attack is
library provides a function that determines whether a lIk€ly to tale about 877,000 yearseys can be generated

message Uffer can be reclaimed. using cryptographic-quality pseudo-random number
generators, or generators embodying true random

processes, so we think that attack by guessimg ik

futile. But Hamlyn leys reside in applications’ memory
address spaces, so our defenseéresg foged messages
depends upon memory yaicy. For this reason, and
because some users find probabilistic protection
unsatishctory we thought briefly about other techniques:

6.3 Opening and monitoring connections It would be easy to makprotection kys accessible only
There is a “bootstrapping” problem when contacting a indirectly, and hae applications spgzcify indices into a
long-lived serer: a potential client cannot transmit to th&€CUre, Peprocess table ofdys, maintained by thes. A
sener because it has no resources allocated there, and¥pgHreos would then mak keys unfogeable. But this
sener cannot send a tiekor seed because it does not Scheme wuld fundamentally alter the Hamlyn paradigm,
know of the clients existence. Vi considered adding an since almost all communication channel management

unreliableriFo message queueytwe decided that since WOUld then requires intenention.

these operations are not time-critical yticeuld be done In practice, this is lgely irrelevant because the main
with standardbs services, which might themselwuse  security problem is user passws, which are much
Hamlyn inside the operating system. (Thedst-leel simpler to attack than 64-bit binargys.
bootstrapping problem here can be sdiby allocating

well-known slots, one for each remote procesadrich

Metadata often originate in adesmall \ariables on an
application prograns' run-time stack,u if transmission
is done usingmA, they must be copied to a special,
wired-dovn metadata area. This pexd lurdensome; if
we were to redesign Hamlyn, we mighwval/s send
metadata using diredD.



6.6 Interface memory cost

[Blumrich94] Matthias A. Blumrich, Kai Li, Richard

The original Hamlyn design proposed that slots be cached\Pert, Cezary Dubnicki, Edard W Felton, and

by interface hardwre in order to makthem abndant and
cheap. Our prototype allocates slot data structures in
expensve interice cardsRAM, and metadata areas in
main memoryWe never satishctorily established the
right trade-of between function and compiéy here.

6.7 Summary

Jonathan SandlgerVirtual memory mapped nebsk
interface for thesHRIMP multicomputerProceedings of
21st International Symposium on Computer
Architecture (Chicago, IL). Published @&omputer
Architecture Nevs 22(2):142-53 ACM/IEEE, April
1994,

[Boden95] Nannette J. Boden, Dgn@ohen, Robert E.
Felderman, Alan E. flawik, Charles E. Seitz, Jak N.

The Hamlyn architecture prles users with a message  geizqiic, and n-King Su. Myrinet: a Gigpit-per

passing intedice haing a combined hardave and
software lateng of just a fev microseconds, while

second local area netwk. IEEE Micro, pages 29-36,
February 1995.

providing full protection between mutually suspicious [Buzzard95] Grg Buzzard, Deid Jacobson, Scott
applications. W described the most important techniques Marovich, and John Vikes. Hamlyn: A high-
Underlying our implementation, inCIUding deSign trade- performance netork interface with sendebbased
offs that we can mak(and hae made), and we presented memory management. Presentedatinterconnectsii

performance measurements.
Our design is optimized for closely-coupled,

multicomputer systems. It yields better performance than

(Stanford, CA), August 1995 vAilable from
http://www.hpl.hp.com/personal/John_Wilkes
[ftp-index.html#Hamlyn.

loosely-coupled clusters of autonomous computers antf-1ark66] W A. Clark. The functional structure of
due to the inherent isolation of message-passing system&5360: partil, data managemenm Systemsalirnal

provides much betteaiilt tolerance than shared-memory

systems, as well as intapplication protection at Vo
cost. All of these needs must be addressedgétacale,
parallel machines are tovea significant impact upon

general-purpose computing. The Hamlyn architecture is

an important step in that direction.
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