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Abstract

The internet and its underlying network technology are responsible for increasing the
communication capabilities of the entire world. Although this has brought about considerable
improvements to productivity as well as commerce, it has also brought about new methods of
criminal activity. This report focuses on the methods and implications regarding one such
criminal activity, internet fraud. This report will summarize the two main issues relating to
internet fraud, identity theft and fraudulent activities. This will be accomplished by presenting
information regarding indications, case studies, prosecution, and possible protection for each of
the mentioned methods of both identity theft and fraudulent activities which directly relate to

internet technologies.
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Introduction

In the past 10 years, the world’s communication capabilities have exploded due to the
invention of the internet. The internet has provided a means of convenience for businesses and
individuals alike, fostering everything from online commerce and sales to information sharing.
Unfortunately, the internet has also become a major benefit for criminals as well, opening
avenues for new types of crime as well as new methods of executing old crimes. ldentity theft is
an old crime that has been revitalized by the invention of the internet. Internet identity theft is
America’s fastest growing crime today, outnumbering all other crimes and has an arrest rate of
only five percent. Identify theft has become so rampant in recent years that nearly thirteen
Americans will have their identity stolen every minute and will spend an average of six hundred
hours recovering from this crime (Russell 2005).

Clearly identity theft poses a large problem to American Citizens today. In order to
properly protect oneself it is important to understand exactly what identity theft is and how it
may occur. This report will assist in the informing process by giving a detailed overview of
several key aspects relating to internet identity theft. It will start by defining what internet
identity theft is. With a basic understanding of the concept of internet identity theft the report
will then proceed to explain several ways in which it may manifest itself. This will include a
discussion of phishing and pharming, two extremely common forms of identity theft which takes
place online today. The report will then identify several fraudulent schemes. For each scheme the
description will include an explanation of the fraudulent scheme and key circumstances which
act as indicators of the occurrence if the fraud. It will also present court cases which involved the
specific scheme as well as discuss ways of prosecution as well as ways of protection against the

fraudulent activity.
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Identity Theft

In order to comprehend the issues involved with internet identity theft it is pertinent to
understand exactly what an identity is. An identity is defined as the collective aspect of the set of
characteristics by which a person is definitively recognizable or known (Berghel, 2000).
Characteristics of an identity can be categorized into one of three major categories: what one
has, what one knows, and what one is. This contains everything from a person’s birth date to
social security number to finger prints. Everything about a person today contains links to a
person’s identity. Credit cards, tax returns, and addresses can provide essential information
about one’s identity. With all of this information being used online over the internet today, it is
readily apparent that one must know how to safeguard their information in order to protect their
identity from hackers and thieves. Identity theft is defined as the deliberate assumption of
another person's identity, usually in order to gain access to one’s personal information (Philpott,
2006). Facilitated by the internet, identity theft can manifest itself in a number of ways including
phishing, pharming, and other fraudulent schemes. This report will start with a description of

phishing.

Phishing
Explanation of Fraudulent Method

E-mail spam has been a steadily increasing problem for the past several years due to the
widely accepted use of e-mail. Recently, another form of spam has reached computer inboxes all
over the world. These malicious e-mails, known more affectionately as phishing e-mails are a
new tool used by thieves in a twenty first century attempt to steal individual’s identities.

Phishing is formally defined as the process of sending an email to a user falsely claiming to be a
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This collaborative approach to the resolution of URLS creates a need for a mechanism by
which DNS servers can communicate. There needs to exist a way by which a DNS server can
inform other servers how to locate URLs. There is an extremely rigid protocol by which DNS
servers can talk to each other. This protocol includes ways in which servers can query URL
resolutions, update name records which resolve URLS to IP addresses, and invalidate entries
such that they are re-queried when needed. A simple spoofed DNS protocol message can be used
to misinform a DNS server. A spoofed domain record update message would instruct a DNS
server to resolve a specific site to a new IP address which is completely inaccurate. The original,
and correct, URL will now resolve to whatever site the hijacker wishes (Russell, 2005).

There are other ways to poison DNS entries. A common method involves social
engineering to get an authorized administrator to unknowingly change the entries. The end result
is the same however. A valid URL resolves to an invalid site. All that is left for a pharmer to do
is to mimic the content of the site he or she wishes to falsify. This is actually easier than one
might think. All information necessary to recreate a website is available in the HTTP responses
from the original website, after all a browser needs to have all the information to properly render
the website in the first place. Mock databases and form entry can be forged creating the illusion
of a completely functioning, valid website (Ollmann, 2004).

Once the illusion is complete an unsuspecting victim will be directed to the fake website
under the impression that it is legitimate. After all, he or she didn’t simply respond to an email,
but rather navigated to the home website just as he or she had done several times in the past. The
pharmer may have even gone through the trouble of securing the fake website giving the victim
an even more substantial feeling of security. Any information entered into any forms will now

illegally be the property of the pharmer.
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Means of Protection

The lesson to be learned is that simply looking for a valid address is not enough to ensure
security. Nor can one assume everything is in order if visited websites appear as they have in the
past. In fact, there is rarely an indication of a pharming attack. There must be some other layer of
authentication. There must be a way for a company to prove to users that it is who it says it is.
One promising solution is the use of certificates to provide authentication of the hosts being
visited. Web browsers already have the capability to verify certificates. It is just a matter of
making use of these capabilities which will limit pharming activities.

Although experts may agree that the design of the DNS resolution system is flawed, it is
mainly an issue of informing site administrators about the threat of DNS poisoning.
Configuration settings allow DNS servers to use stricter policies for obtaining resolution
information. DNS server providers such as Microsoft offer information on how to prevent DNS
poisoning. This isn’t the only defense one has against phishing attacks, however.

A lot of action can take place at the DNS level. Change management can be employed to
limit the effects of DNS poisoning. It is recommended that all changes to a DNS server be
logged and audited regularly. When monitoring is in place it is possible for anomaly detection to
be put in place (Ollmann, 2004).

There are a handful of software solutions on the market today. Just as popup blockers
appeared on the market shortly after browser popup pages became big, there exist toolbars which
plug into the web browser and present information to user about the lookup information found in
the DNS resolution process. Although the toolbars cannot detect phishing by themselves, they
can present the user information which the user can use to make informed decisions. The main

information which the toolbar can present is the IP address which is associated with the lookup
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(Russell, 2005). Although the user may or may not be able to identify incorrect IP addresses, the
IP address also gives more information. Because of the standard dispersal of IP address
throughout the world, an IP address dictates where in the world the server is connected to. If a
user knows a company is based in Texas and the IP address resolves to somewhere in Germany,
there is a general cause for alarm (“Help Prevent Identity Theft from Phishing Scams” 2005).
The legal issues regarding pharming are very similar to those concerning phishing. In
most cases the criminal committing pharming can only be prosecuted if he or she uses the
information received in the action to defraud someone. Under this case, the criminal can be
prosecuted under wire fraud or identity theft statues. There is a motion to make the actual
methods of phishing and pharming illegal in themselves, not necessarily only if fraud has
occurred. This motion was established by the Leahy bill introduced on February 28, 2005.
Although the bill is very aggressive towards illegalizing phishing and pharming activities, it
takes special care not to undermine first amendment rights. Charges against a pharmer only hold
if it can be proved that he or she had criminal intent with the information which could have been

obtained (Loibl, 2000).

Fraudulent Schemes
Auction Schemes
Explanation of Fraudulent Method

With some of the more technical forms of internet identity theft in hindsight, this report
turns to a discussion of fraudulent schemes which are also extremely prevalent online today. The
first fraudulent scheme discussed is the extremely popular auction scheme. Online auctions are
very popular in the United States and most of them are not fraudulent. However, “four in ten

buyers and half of sellers claim they have encountered problems with Internet auctions” (qtd. in
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Online Auction Fraud FraudWatch 2005). Auction schemes are fraudulent schemes which
appear on auctions websites. The biggest concern regarding the auction schemes is payment.
Most buyers pay with checks, money orders, or cashier’s check directly to the seller. If buyers
get their item and sellers get the payment, then everything is ok. However, if payment is lost the

money is gone (Online Auction Fraud FraudWatch2005).

Chart 5
Top 10 IC3 Complaint Categories
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Chart5 shows the top ten Internet Complaint Center, IC3’s complaint categories.
According to the National White Collar Crime Center and the Federal Bureau of
Investigation (National White Collar Crime Center and the Federal Bureau of

Investigation 2005):

"Internet auction fraud was by far the most reported offense,
comprising 62.7% of referred complaints. Non-delivered
merchandise and/or payment accounted for 15.7% of complaints.

Credit/debit card fraud made up 6.8% of complaints. Check fraud,
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investment fraud, computer fraud and confidence fraud round out
the top seven categories of complaints referred to law enforcement

during the year."

Chart 1

Yearly Comparison of Complaints Received Via the 1C3 Website
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Chart 1 shows a yearly comparison of complaints regarding fraudulent and non-fraudulent
Internet crimes received via the Internet Complaint Center. By looking at chartl one can see that

Internet crime has grown rapidly in the last couple years.

Key Indicators of Fraud

There are several key indicators of fraudulent auction schemes according to the Online
Auction Fraud FraudWatch. Buyers have problems such as late delivery, getting different items
than promised, damaged items, and never receiving items. Sellers have problems such as late
payment, not receiving payment at all, buyer’s changing their minds, bouncing checks, and

buyers paying with stolen credit cards.
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Cases Involving Fraud

An example of a court case involving auction fraud is described in Brian Morrissey’s
article entitled “FTC Settles Online Auction Fraud Case”, which appeared in the May 2002 issue
of InternetNews, talks about online auction fraud case involving Auctionsaver. The Federal
Trade Commission (FTC) alleged that the Auctionsaver advertised computers for sale on
different websites including eBay, Amazon, and Yahoo (Morrissey 2002). Auctionsaver started
in 1999. At first they operated as expected properly delivering computers which had been sold at
auction. As times passed they simply stopped delivering the purchased products. According to
the FTC, Auctionsaver stole from their customers a total of $90,000. Auctionsaver was fined
$10,000, a sum based on their financial records. FTC explained that the fine “could go up to the
$90,000 customers lost if the records are inaccurate” (Morrisey 2002). Kevin Pursglove, the
spokesman for eBay encouraged the customers to buy on eBay pointing that the fraudulent

activity is very small comparing it with the volume of the online activity (Morrisey 2002).

Ways of Prosecution

U.S. Department of Justice Criminal Division Fraud Section lists on its website several
cases dealing with online auction schemes. On November 1, 1999 in Santa Ana, California a man
was sentenced to fourteen months in prison and $36,000 restitution, for falsely offering digital
cameras and laptop computers to consumers on an Internet auction website (U.S. Department of
Justice Criminal Division Fraud Section 2000). On March 6, 2000 in San Diego, California a

man pleaded guilty of an Internet fraud scheme involving Internet sales of Beanie Babies® that

he never delivered (U.S. Department of Justice Criminal Division Fraud Section 2000). On
February 12, 1999 in West Palm Beach, Florida a man was charged with six months home

detention and $22,000 restitution, for conducting a fraudulent scheme in which he falsely
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advertised on auction websites computer components for sale when he did not actually have
them (U.S. Department of Justice Criminal Division Fraud Section 2000).

When dealing with prosecution the Federal Trade Commission has two
recommendations. The first recommendation is to try to solve any problems with the involved
buyer, seller, or auction site. If that does not work it is recommended to file a complaint with the
attorney general’s office in the state of residence as well as the county or state consumer
protection agency. One should also contact the Better Business Bureau as well as the Federal

Trade Commission online at www.ftc.gov.

Means of Protection

Fortunately, there are many ways of protection according to the (Federal Bureau of
Investigation 2006). It is recommended that buyers use credit cards as payment for two reasons.
Firstly, it allows buyers to argue upon receiving an incorrect item. They can also argue if nothing
was received. Secondly, sellers get their money immediately. It is also recommended that one
researches how the auction works before bidding in order to find out what one’s obligations are
as a buyer and as a seller, find out what the auction site will do if a problem occurs, and also
consider insuring the transaction and shipment. Another recommendation is that one should
attempt to find out as much information about a seller before purchasing from him or her. Most
auction sites provide feedback mechanisms. This can help with the research process. It is also
noted that it is far easier to deal with problems when the buyer and seller are operating within the

United States. This alleviates the differences in laws of multiple countries.

Business Schemes

Explanation of Fraudulent Method
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According to the Washington State Department of Financial Institutions business
opportunities “involve the sale or lease of any product, equipment, supply, or service which will
enable the purchaser to start a business” (Washington State Department of Financial Institution
2006). The internet is often used to falsely advertise business opportunities which promise to
potential customers that they will earn thousands of dollars a month working from home.
Business opportunity schemes usually require the victims to pay from thirty five dollars to
several hundred dollars or more for the material that they promise but fail to deliver (U.S.
Department of Justice Criminal Division Fraud Section 2000). They usually use “high-pressure
techniques to persuade the consumer to buy into their business opportunity” (Business

Opportunities Scams FraudWatch 2005).

Key Indicators of Fraud

It is not always easy to recognize a business scheme because the promoters will use
various techniques to persuade consumers. There are four major hallmarks to recognize a
business scheme, according to the Washington State Department of Financial Institution. They
include ads in the newspapers and magazines that contain very big promises and “800” numbers.
Customers should be careful because these ads might appear in a reputable newspaper or
magazine. Indicators also include phrases such as “earnings that sound too good to be true”,
“working part time”, “no experience necessary”, and “claims about ‘proven’ concepts, newest
technology, etc.” Customers should be careful with companies that promise “exclusive
territories, guarantees of good locations, or the assistance of a professional locator.” Customers
should be very cautious when signing up with a firm that will identify prime sites for one’s

vending machines or other items.
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Cases Involving Method

In November, 1999 in Los Angeles, California four people were charged for their role in
conducting a fraudulent scheme. “They sent out approximately 50 million e-mails that falsely
advertised work-at-home opportunities for people but provided few actual opportunities for
people who paid the $35 advance fee” (U.S. Department of Justice Criminal Division Fraud

Section 2000).

Ways of Prosecution

In the case someone has been defrauded the first step is to contact the company and ask
for a monetary refund. Documenting every step taken when one is contacting the company is
critical to successful recovery (Washington State Department of Financial Institution 2006). One
should keep all copies and give them time frames for actions. According to the State Attorney
General it is important to inform the companies in question that authorities are going to be
notified concerning this incident. These authorities include the Security Division in the state of

residence and the State Attorney General in the state the company is headquartered.

The final step is to notify the authorities, however; there are a few more important things
to notice. Never send any original documents back to the company, only photocopies. “Always
send correspondence by certified mail, return receipt requested” (Washington State Department
of Financial Institution 2006). According to the Federal Trade Commission, if it appears that a

business opportunity is fraudulent one should report it to “the state attorney general's office in

the state of residence and in the state where the business opportunity promoter is based”, “one’s

county or state consumer protection agency”, “the Better Business Bureau in the area and the

area where the promoter is based”, “the FTC. File a complaint online at www.ftc.gov or call toll-

Page 19 of 42



Team Internet Security 1 4/13/2006

free 1-877-FTC-HELP (1-877-382-4357)” (Federal Trade Commission Thinking of Buying

Business).

Means of Protection

The Federal Bureau of Investigation has compiled a list of ways in which people can
protect themselves from business schemes (Federal Bureau of Investigation 2006).The first
recommendation is that one be sure of the reputability of any dealers or businesses purchased
from. It is also imperative to obtain a physical addresses of any businesses dealt with. Post office
boxes aren’t sufficient. The FBI recommends calling businesses for this information before
dealing with them. It is always recommended that one purchases directly from those companies
that hold the trademark, copyright, or patent instead of companies which may or may not
actually be associated with the desired items. On should also be careful when responding to

emails that they are not sent by a reputable company.

It is also important to consider other factors about companies when contemplating doing
business with the (Washington State Department of Financial Institution 2006). One must read
carefully the Disclosure Document paying special attention to the sections that explain the
business experience of the company, any lawsuits against the company, “fees to be paid and the
conditions under which any fees or deposits will be returned”, “the total number of business
opportunities the names and addresses of any in your area, and the number terminated or not
renewed during the previous year”, “the company’s balance sheet for the most recent fiscal
year”, as well as verification for any claims about your potential earnings. It is also
recommended that one check how long has the company been in business and visit existing

locations.
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Investment Schemes

Explanation of Fraudulent Method

Internet has many advantages, one of which is that it allows individuals and companies to
reach wide audiences very cheaply and effectively. Fraudsters use this advantage to commit
investment fraud on the Internet. Although there are plenty of legitimate investment
opportunities on the Internet, the abundance of Internet investment scams is a challenging
problem for law enforcement officials. Since prosecution of investment scams is usually difficult
due to varying tactics employed by the scammers, as well as their often remote physical location,
one of the best ways to protect oneself from Internet investment fraud is through education

(Baker 1999).

Many of the fraudulent investment sites look as authentic and professional as the websites of
some of the prominent investment firms. The fraudulent communications that the fraudsters send
also look remarkably credible and authoritative. Therefore it’s not always easy for an investor to
know the difference between a legitimate and a fraudulent opportunity. Fraudsters utilize several
Internet tools to commit their crimes: including: newsletters, spam, bulletin boards, sophisticated
websites, and chartrooms (“How to Avoid Investment Scams 2005). Although auction fraud is
the most prevalent problem on the Internet, the average damage from investment fraud is about
$1000, which is almost three times the average damage from the action fraud (Smith 2002).
Below are some of the typical fraudulent investment schemes employed by the scammers as

identified in (“How to Avoid Investment Scams” 2005):

The ""Pump and Dump*™ Scam
This type of scam was also featured in a popular movie titled, “The Boiler Room”. The

idea behind this scam is really simple. The fraudsters use a variety of tactics to hype up the
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victims’ interest in some relatively unknown, thinly traded stock. The fraudsters make the
victims purchase the stock, which artificially “pumps up” its price. When the price has risen
sufficiently, the fraudsters “dump”, or sell their stock and make a handsome profit. The stock
price plummets, causing great financial loses to all the people whom the fraudsters convinced
into buying the stock in the first place. The fraudsters can use a variety of online tools to urge
investors to buy a stock, such as: posting on newsgroups, utilizing websites, and mass spam
campaigns. Launching a fraud campaign through the Internet is cheaper than using phone calls,
which was a method featured in “The Boiler Room”. The senders of the message usually state
that they have inside information about the stock and know when it is going to increase in price

(Baker 1999).

The Pyramid

The slogans used by this scheme are probably very familiar to most consumers who use
email. The slogans often read “Make $10,000 a Week from Home, No Supervision!” The idea
behind this scam is that the proceeds from new recruits into the program pay existing members.
So, the only way for participants to make money is by recruiting others to join the program.
According to the non-profit consumer education site, Financial and Tax Fraud Education
associates, these programs often trick their participants into buying sales materials, paying for
training workshops, and purchasing grossly overpriced products. The sad reality is that only the
people at the top of the pyramid will receive any substantial profits, and they do so at the
expense of all the fraud victims. The extent of the reach of the pyramid scammers has been
greatly amplified with the invention of the Internet, which made it very easy for them to reach

mass audiences (“Introduction to MLM” 2005).
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The "Risk-Free" Fraud

These types of frauds include a variety of exotic sounding investment projects that all
have one thing in common: they all claim to be “low-risk”, or better yet “completely risk free.”
The types of projects often range from investing in exotic animal farms to investing into complex
trading instruments. One common example of these “risk free” investment projects offered over
the Internet is the “high yield trading program.” The victims of this program typically receive an
email which claims that there exists a secret trading market among the world’s largest banks,
where risk free securities are traded in large volumes. The victims are then told that the sender of
the message can buy these securities at a discount and make a large profit for the victim. In

reality, the securities are never purchased, because they don’t exist (Leising 2002).

Off-shore Frauds

Prior to the Internet age, off-shore scams aimed at U.S. investors were difficult to carry out due
to time zone conflicts, high cost of international phone calls, and overnight mail costs. Now, U.S.
is a huge target for international fraudsters. A variety of schemes exist to lure U.S. investors into
making “lucrative” investments abroad. Some of these schemes offer off-shore tax heavens,
others encourages the investors to make foreign currency trades. Investors should be particularly
careful about taking up these opportunities since, it’s very difficult for the U.S. law enforcement
agencies to prosecute individuals abroad due to country variations in fraud related legislation

(“How to Avoid Investment Scams” 2005):
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Key indicators of Fraud

There are a variety of ways that fraudsters try to lure the investors into their scams, but,
typically, many of the online investment scams share the following characteristics. These
investment scams typically offer a “ground floor opportunity” to realize a better return on
investment than any other that the investor is currently involved in. Such scams, typically, also
guarantee of big profits in a short time and offer claims to minimize or mask the risk involved.
Some scammers put great pressures on the victims to act now because “the market is moving”

(Federal Trade Commission 1998).

Securities and Exchange Commission (SEC) identifies some additional indicators of typical
investment scams and offers the following warnings to consumers. Consumers should beware of
promises of fast profits, offers to share "insider" information, and pressures to invest before
giving an opportunity to investigate. Consumers should beware of promoters who use "aliases."

Pseudonyms are common on-line, and some salespeople will to try to hide their true identity.

Words like "guarantee,” "high return,” "limited offer,” or "as safe as a C.D." should raise high
suspicion. No financial investment is "risk free" and a high rate of return means greater risk.
Consumers should beware of offshore scams and investment opportunities abroad, because it's
more difficult to research and prosecute foreign scams. If the investment company is not
registered with SEC, or has not filed a "Form D", consumers should visit the website of the
North American Securities Administrators Association to find their state securities regulator and

check whether there have been complaints filed against this investment company (“Be Alert for

Telltale Signs of Online Fraud” 2005).
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Cases Involving Method
The Securities and Exchange Commission investigates cases involving Internet

investment fraud. A few prominent cases involving internet fraud are discussed below:

Charles O. Huttoe with accomplices secretly bought through his friends and family members
close to 42M shares of Systems of Excellence Inc. (Ticker SEXI). Through deceptive marketing
which included false press releases, Huttoe drove up the price of SEXI shares. The press releases
claimed superior company performance, included great sales numbers, revenue projections, and
even an acquisition. Huttoe also paid a bribe to SGA Goldstar, to send fake newsletters to SGA’s
subscribers featuring highlights of SEXI’s performance. The assets of all those involved were
frozen by the Securities and Exchange Commission. Huttoe and the author of the online
newsletter received prison terms, and the SEC has recovered almost $11 million in illegal profits

(“How to Avoid Investment Scams” 2005).

Gene Block and Renate Haag were prosecuted for selling non-existent "prime bank™ securities
to investors. Block and Haag received over $3.5 million by offering 100% returns in four month.

The SEC froze all of fraudsters’ assets (“How to Avoid Investment Scams” 2005).

Daniel Odulo was prosecuted by SEC for offering investors a guaranteed, low risk 20% return
for investing in an eel farm. After being confronted by the SEC, Odulo consented to the court
order stopping him from soliciting further investments. (“How to Avoid Investment Scams”

2005)

Stockgeneration.com website was offering investors an opportunity to put their money into a

fictitious company that was guaranteed to go up 215% annually. Stockgeneration.com was
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registered on the Dominica Island. The site turned out to be a pyramid scheme where the money
of the incoming “new” subscribers was used to make payouts to the existing ones. By the time a

lawsuit was filed the company had collected $5.5M from investors (Smith 2001).

Ways of Prosecution

There are two primary organizations involved in prosecution of the online investment fraud
in the United States; they are U.S. Securities and Exchange Commission and Federal Bureau of
Investigation. Victims of Internet investment fraud should file an online complaint form at
www.sec.gov, or send an email to enforcement@sec.gov. FBI’s Internet Fraud Complaint
Center also accepts complaints from victims. The complaints can be filed online at

http://www.ic3.gov/.

Means of Protection

Forbes magazine offers the following advice for avoiding online investment scams. The
one key aspect of protection that the investors should undertake to avoid being victims of
investment scams is to research the company that offers the investment. Investors should make
certain that the investment company is registered with SEC. To check whether the company is
registered, investors should visit the SEC's EDGAR database
(www.sec.gov/consumer/edgarhow.htm). For smaller companies that don’t require SEC
registration, investors should call the North American Securities Administrators Association
(NASAA) at 202-737-0900, or check its Web site (www.nasaa.org). In addition, investors should
research the investment company’s background by contacting the National Association of
Securities Dealers Regulations public disclosure hot line at 800-289-9999, or its Web site

(www.nasdr.com/2000.htm).
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Using commons sense is also a very important requirement for investors that don’t want
to fall victims to online investment scams. If certain investments sound too good to be true,
they’re likely scams. Finally, investors shouldn’t believe everything they receive or see on the
Internet. They should disregard unsolicited email/newsgroup investment recommendations. If
investors decide to invest in an unknown company, they should verify the company’s claims of
profitability, talk to its suppliers and customers, and check the company’s leadership profiles

(James 2000).

Lottery Scams

Explanation of Fraudulent Method

Many email account holders have received emails with the title reading something like
“Congratulations, you won $1,000,000, click here to claim!”, if so they’ve been targeted with the
email lottery scam. Scammers that target U.S. consumers with lottery scams have a variety of
purposes. Some lottery scams are designed to steal the victim’s identity, while others require the
victim to pay a fee, or purchase a product before claiming his/her lottery prize. Some lottery
scammers sell fake lottery tickets to their victims to later tell them that they won the lottery and
steal their identity. Others just take the money that the victims pay to enter the lottery (Federal
Trade Commission 2006). Some of the popular lottery investment scams described by Fraud

Watch International, a consumer education site, will be discussed below.

Typically, a victim receives an email stating that he/she won a lottery. When the victim
responds to the email, he/she receives another email with the claim form that asks for detailed
personal information including a copy of a passport/driver’s license. When the victim returns the
claim form, the victim is given three options to claim the prize: the victim could provide his/her

bank account for a wire transfer, open a bank account at a fraudulent bank, or claim the money in
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person in a foreign country. If the victim asks for a wire transfer, he/she is asked to pay upfront
taxes, insurance, or legal fees. If the victim decides to open a fake bank account at a bank, the
fake bank will require a $3000 minimum deposit. Finally, if the victim decides to personally
claim the money in a foreign country (often Holland), he/she is asked for a release fee, and later

given the counterfeit currency (“Major Internet Fraud: Lottery-Scams” 2006).

Sometimes the lottery scammer sends a fraudulent check to the victim for part of the
prize money, asking the victim to urgently email him the upfront taxes to claim the rest of the
prize. By, the time the fake check clears the victim’s bank, the victim already has transferred his
money to the fraudster (Fraud Watch International 2006 “Major Internet Fraud-Lottery Scams”).
The invention of the Internet has allowed the lottery scammers to reach wide international

markets of consumers at great speed and very little cost.

Key Indicators of Fraud

Arizona Attorney General’s newsletter, titled “Top 10 Consumer Scams”, provides the
following indicators that a lottery scam may be underway. One of the first indicators of fraud
that should raise consumer’s suspicion is if the consumer is being notified of winning a lottery
without ever purchasing a lottery ticket. Another indicator of lottery fraud is evident when the
consumer is requested to wire money upfront as a payment for administrative fees, taxes, or legal
fees for processing the lottery winnings. Consumers should be cautious if they are asked to
urgently send in the money, because the matter is time sensitive. Offers to assist the consumers
with money withdrawals should also be considered red flags. Consumers should be cautious
about providing any kind of personal information to claim the prize, such as a passport, or a bank

account number. Finally, if the consumers continue receiving calls after declining the prize,
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they’re likely being targeted by fraudsters. Particularly, if the caller offers new terms for

claiming the prize

Cases Involving Method

Nigerian Lottery Scammers Caught

According to the Times newspaper, Spanish police have successfully concluded “Operation
Nile”, in which the police caught 300 Nigerian men who are suspected of running a fake
international lottery. Their scheme allegedly tricked almost 20,000 people to pay them hundreds
of millions of euros. The scam brought in around 100 million Euros per year, and involved

asking the victims to send some money before claiming their prizes (Times 2005).

Ways of Prosecution

There are three primary organizations involved in prosecution of the online lottery fraud
in the United States; they are: Federal Trade Commission, state Attorney General’s Office (may
not be the cast in every state), and the Federal Bureau of Investigation. To file a complaint
against a lottery scam with the Federal Trade Commission, consumers may visit www.ftc.gov or
call 1-877-FTC-HELP (1-877-382-4357). In some states (i.e. Arizona) lottery scam victims can

file complaints with the Attorney General’s Criminal Division at state attorney general’s office.

FBI’s Internet Fraud Complaint Center also accepts complaints from victims at

http://www.ic3.gov/.

Means of Protection
Federal Trade Commission offers the following tips for protecting oneself from online
lottery scams, as well as few words of caution. Consumers should be aware that playing foreign

lottery through email is a violation of federal law. Some consumers that purchase lottery tickets
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through email are going to be targeted with more bogus offers for lottery and other scams.
Additionally, consumer’s information will be placed into special mailing lists that will be sold to
other scammers. Consumers should never provide bank accounts and credit card numbers in

response to unsolicited emails (“International Lottery Scams” 2006).

Arizona Attorney Generals office provides several additional tips for protection.
Consumers should never send money in response to notifications of a lottery winning over the
Internet. If the consumers are threatened, they should discontinue all communications with the
perpetrators, and notify the local authorities. Consumers, who have been the victims of lottery
scam in the past, are likely to be targeted again. Therefore these consumers need to be extra

vigilant and suspicious of investment and other offers (Terry 2005).

Credit Card Schemes

Explanation of Fraudulent Method

Due to the remarkable advances in e-commerce, the number of online retailers has
skyrocketed, in recent years. The rapid development of online retailing helped fuel the increase
in the use of illegally obtained credit cards to purchase merchandise. One of the elaborate credit
card fraud schemes is presented on the Department of Justice’s website and goes as follows: A
seller reaches out to the consumers through mass emails, or through a website, offering the
consumers a variety of products (i.e. electronics) at prices below those of legitimate online
retailers. After a consumer responds to the seller, the seller promises to ship the item to the

consumer, before requesting money.

If the consumer agrees, the seller (fraudster) uses that customers name (secretly) and an

illegally obtained credit card number to order and ship the requested item from the legitimate
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website to the consumer. When the consumer receives the item, he/she completes the transaction
by transferring money to the seller (fraudster). Both the consumer and the retailer fall prey to the
fraudster’s scam (“Internet Fraud” 2000). Prior to the invention of the Internet, such elaborate

schemes might have been more difficult to carry out. Now, however, scammers from around the

world utilize the Internet to conduct a wide variety of credit card schemes everyday.

Key Indicators of Fraud

While the consumer cannot control the merchant’s (fraudster’s) actions in the credit card
scheme described above, the consumer can prevent him/herself from becoming a victim of the
scam described above by simply not responding to the fraudster’s email. If the consumer follows
a simple rule: “If it sounds too good to be true, it probably is.”, the consumer will be able to
protect him/herself from the majority of internet frauds. Majority of the credit card schemes start
with identity theft, the victim’s identity is then used to obtain credit cards and commit fraud.

Therefore, the key indicators for to credit card fraud depend on the indicators of identity theft.

Identifying credit card fraud in automated online transactions also requires some
expertise. IP geo-location systems are used to identify and track key indicators of credit car fraud
on automated e-commerce websites in the United States. The mismatch between the physical
location of the buyer, and the address listed on the credit card is a prime indicator of the online
credit card fraud. Experian’s research arm reports that from all the transactions where a buyer
provided a U.S. address for a credit card while placing the order from overseas, 68% are

fraudulent (Duffy 2004).
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Cases Involving Method

Ft. Lauderdale A former graduate student was arrested on wire fraud charges in
November of 1997. He was sentenced to four months of home detention, for obtaining the names
of multiple university students, and applying for 174 fraudulent credit cards on their behalf via

the Internet. He was apprehended before he was able to do any damage (Internet Fraud 2000).

Ways of Prosecution

There are two primary organizations involved in prosecution of the online credit card
fraud in the United States; they are: Federal Trade Commission, and Federal Bureau of
Investigation. To file a complaint against credit card fraud with the Federal Trade Commission,
consumers may visit www.ftc.gov or call 1-877-FTC-HELP (1-877-382-4357). The Federal
Trade Commission enters Internet, telemarketing, identity theft, and other fraud-related
complaints into Consumer Sentinel, a secure, Internet database available to hundreds of civil and
criminal law enforcement agencies in the U.S. and abroad. FBI’s Internet Fraud Complaint
Center also accepts complaints from victims at http://www.ic3.gov/. In addition to using two

methods above, the victims may also file their complaints with the local police department.

Means of Protection

Federal Bureau of Investigation along with the Internet Crime Complaints Center, offer
the following tips on how not to become a victim of the credit card schemes. When conducting
transactions on the Internet, consumers shouldn’t give out credit card numbers online, except to
secure and reputable sites. Consumers shouldn’t trust a site simply because it claims to be secure.
When making an online purchase, the consumers should be aware that the merchandise is being

purchased from reputable sources. Consumers should also check the site’s security software,
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prior to using the site. When placing a high value order online, consumers should obtain a

physical address of the seller, and try to call the seller to make sure their phone is working.

When conducting business on the Internet, consumers should be particularly wary of
sellers with free emails accounts from the sites like Yahoo and Hotmail. Consumers shouldn’t
purchase from the sellers who withdraw information. Credit card (not cash/money orders) is the
safest way to purchase items on the Internet, because the charges may be disputed. Finally, the
consumers should make sure that the transactions are secure when sending out their credit card

information onto the Internet (“Avoiding Credit Card Fraud” 2006).

Conclusion

This report has presented numerous ways in which identity theft can occur online. It has
also explained some of the most common schemes which take place online today. It has
attempted to present the information in a non biased manner such that the reader may use this
information to protect his or herself from identity fraud when using the internet. It is important to
point out that although in some cases software or other protection mechanisms can be used to
limit the risk of identity theft that there is no substitution for awareness. It is important to be
informed on this topic because attacks and techniques range widely from social engineering to
software attacks to fraudulent schemes. Most importantly is the knowledge of who to contact in
the event that some sort of line fraud has occurred. Although this information is included in the

report it is also condensed in an accompanying index for convenience.

Page 33 of 42



Team Internet Security 1 4/13/2006

Works Cited

“Anti-Phishing Working Group.” Anti-Phishing Website. 5 April 2006.
<http://www.antiphishing.org/>.

“Avoiding Credit Card Fraud.” Internet Fraud: Federal Bureau of Investigation. 10 Apr. 2006.
<http://www.fbi.gov/majcases/fraud/internetschemes.htm>

“Avoiding Business Opportunity Fraud.” Washington State Department of Financial
Institution. 15 Feb. 2006. Washington State Department of Financial Institution. 9 April
2006. <http://www.dfi.wa.gov/sd/businessfraud.htm>,

Baker, Richard. “An analysis of Fraud on the Internet.” Internet Research: Electronic
Networking Applications and Policy 9 (1999) 348-359.

"Be Alert for Telltale Signs of Online Fraud." Securities and Exchange Commission 11.
Jan. 2005. Securities and Exchange Commission. 10 Apr. 2006.
<http://www.sec.gov/investor/pubs/cyberfraud/signs.htm>.

Berghel, Hal. “Digital Village: Identity theft, social security numbers, and the Web.”

Communications of the ACM. Volume 43, Number 2 (2000) pp 17-21.

“Business Opportunities Scams FraudWatch International.” FraudWatch International.
5 Dec 2005. FraudWatch International. 9 April 2006.
<http://www.fraudwatchinternational.com/fraud/business_opportunities.shtml>.

“Could ‘Biz Opp’ Offers Be Out For Your Coffers?” Thinking of Buying a Business
Opportunity? June 2002. Federal Trade Commission. 9 April 2006.
<http://www.ftc.gov/bcp/conline/pubs/invest/vending.htm>.

Duffy, Daintry. “l know where you shopped last night.” CSO Online Sept. 2004. CSO

Magazine. 10 Apr. 2006. <http://www.csoonline.com/read/090104/briefing_fraud.html>.

Page 34 of 42



Team Internet Security 1 4/13/2006

“Federal Bureau of Investigation — Internet Fraud.” Federal Bureau of Investigation.

2006. Federal Bureau of Investigation 9 April 2006.
<http://www.fbi.gov/majcases/fraud/internetschemes.htm>.

“Federal Trade Commission.” Federal Trade Commission Home. 7 Feb. 2006. Federal
Trade Commission 9 April 2006.
<http://www.ftc.gov/bcp/conline/pubs/online/auctions.htm#help>.

Goddard, Terry. “Top 10 Consumer Scams.” Arizona Attorney General’s Newsletter. 14
June 2005. Arizona Attorney General’s Office. 10 Apr. 2006.
<http://www.azag.gov/consumer/top%2010%20consumer%20scams%20web%20version
pdf>.

“Help Prevent Identity Theft from Phishing Scams.” Microsoft. 10 Feb 2005.
Microsoft.com. 5 April 2006.
<http://www.microsoft.com/athome/security/email/phishingdosdonts.mspx>.

“Internet Fraud.” U.S. Department of Justice: Criminal Division. 8 May 2000. U.S.
Department of Justice. 10 Apr. 2006.
<http://www.usdoj.gov/criminal/fraud/text/Internet.htm#What%20Are%20the%20Major
%20Types%200f%20Internet>.

“Internet Fraud: How to Avoid Internet Investment Scams.” Securities and Exchange
Commission. 20 Apr. 2005. U.S. Securities and Exchange Commission. 10 Apr. 2006.
<http://www.sec.gov/investor/pubs/cyberfraud.htm>.

“International Lottery Scams.” Federal Trade Commission. Jan. 2006. Federal Trade
Commission. 10 Apr. 2006. <http://www.ftc.gov/bcp/conline/pubs/alerts/intlalrt.ntm>.

"Introduction to MLM." Financial and Tax Fraud Education Associates 2005.

Page 35 of 42



Team Internet Security 1 4/13/2006

Financial and Tax Fraud Education Associates 9 April 2006.
<http://www.quatloos.com/mlim/mim.htm>.

James, Geoffrey. “How to Avoid Online Scams.” Forbes 21 Feb. 2000: 2-4.

Kay, Russell. “Phishing.” Computerworld. 24 Nov 2005. Computerworld Online. 25
Mar 2006. <http://www.computerworld.com/securitytopics/security/
story/0,10801,89096,00.html>.

“Keylogger Threats Rise 65%.” Red Herring. 15 Nov 2005. Red Herring. 5 April 2006.
<http://www.redherring.com/Article.aspx?a=14494&hed=Keylogger+Threats+Rise+65%
25&sector=Industries&subsector=InternetAndServices>.

Leising, Joel, and Michael McGarry. “Fraud in Corporate Context: Prime Bank/High
Yield Investment Schemes.” United States Attorney’s Bulletin United States Department
of Justice. 50 (2002) 10-19.

Loibl, Timothy. “Identity Theft Spyware and Law.” ACM 2000. p.188-121.

“Major Internet Fraud: Lottery-Scams.” Fraud Watch International. Apr. 2006 Fraud
Watch International.10 Apr. 2006. <http://www.fraudwatchinternational.com/
internet/lottery.shtml>.

Morrissey Brian. “FTC Settles Online Auction Fraud Case.” Internet News: Realtime
News for IT Managers. 2 May 2002. InternetNews.com. 9 April 2006.
<http://www.internetnews.com/bus-news/article.php/1031241>.

National White Collar Crime Center and the Federal Bureau of Investigation. “IC3 2005
Internet Crime Report.” Internet Crime Complaint Center IC3. 2006. Internet Crime
Complaint Center 1C3. 9 April 2006.

< http://lwww.ic3.gov/media/annualreport/2005_1C3Report.pdf >.

Page 36 of 42



Team Internet Security 1 4/13/2006

“Nigerians Held over Lottery Scam.” Times 21 July 2005: 40.
Ollmann, Gunter “Pharming Guide: Understanding and Preventing DNS-Related Attacks by

Phishers.” 2004: 2-37 NGS Software Insight Security Research.

“Online Auction Fraud FraudWatch International.” FraudWatch International. 5 Dec
2005. FraudWatch International. 9 April 2006.
<http://www.fraudwatchinternational.com/internet/auctions.shtml>.

Philpott, Andrew. “Identity theft — dodging the own-goals.” Network Security. Volume 2006,

Issue 1. pp 11-13.

Ross, Phillip. “Loser Microsoft to Spammers go Fish.” IEEE Spectrum Jan 2006: 28-29.

Smith, Geoffrey. “An Open Door for Online Crooks?”” Business Week Online. 26 Feb.
2001. Business Week Magazine. 10 Apr. 2006.
<http://www.businessweek.com/technology/content/feb2001/
tc20010226_324.htm>.

Smith, Geoffrey. “Spotting Online Investment Scams.” Business Week Online. 16 Apr.

2002. Business Week Magazine. 10 Apr. 2006. EBSCOhost database.

Page 37 of 42



Team Internet Security 1 4/13/2006

Appendix

What should you do if you fall victim to Internet Fraud?
Trying to report Internet fraud can be a very frustrating experience if the consumer doesn’t know
the appropriate points of contact. This appendix provides a compilation of appropriate contact

points for victims of different types of Internet fraud.

1) Identity Theft
Federal Trade Commission outlines the following steps to undertake if a consumer believes that

his identity has been stolen:

e Consumers should contact the fraud departments of any one of the three consumer
reporting agencies (Equifax, Experian, and TransUnion), and place a fraud alert on the
consumer’s credit report. The fraud alert will ensure that the consumer is contacted when
attempts are made to open a new line of credit, or a new account.

e After placing fraud alert, consumers should close the accounts which are believed to have
been compromised.

e Consumers should also fill out an id theft report with the police department at the
location where the id theft occurred.

e Finally, consumers should file a complaint with the Federal Trade Commission (FTC).
The FTC maintains a database of identity theft cases used by law enforcement agencies
for investigations. (“Federal Trade Commission: Your national Resource About ID

Theft”)
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2) Auction Fraud
When dealing with prosecution Federal Trade Commission has two recommendations.
The first recommendation is to try to solve any problems with buyer, seller, or auction site. If

that does not work it is recommended to file a complaint with (Federal Trade Commission):

e The attorney general’s office in your state
e County or state consumer protection agency
e The Better Business Bureau

e The Federal Trade Commission online at ftc.gov

3) Business Opportunity Fraud

In the case you haven been defrauded the first step is to contact the company and ask for
your money back. Document every step when making a contact phone call, listing time, date,
with whom you spoke, and what you discussed (Washington State Department of Financial
Institution 2006). Keep all copies and give them time frames for actions. According to the State
Attorney General then you need to tell them that you are going to notify the authorities, the
Security Division in the state you live and the State Attorney General in the state they are

headquartered.

Finally, notify the authorities. However, there are a few more important notices. Never
send the originals back to the company, only the photocopies. “Always send correspondence by
certified mail, return receipt requested” (Washington State Department of Financial Institution

2006).

According to the Federal Trade Commission, if you think that a business opportunity is

fraudulent report it to the (Federal Trade Commission Thinking of Buying Business):

Page 39 of 42



Team Internet Security 1 4/13/2006

e “The state attorney general's office in the state where you live and in the state where the
business opportunity promoter is based”.

e “Your county or state consumer protection agency”.

o “The Better Business Bureau in your area and the area where the promoter is based”.

e “The FTC. File a complaint online at www.ftc.gov or call toll-free 1-877-FTC-HELP (1-

877-382-4357)".

4) Fraudulent Investment Schemes

There are two primary organizations involved in prosecution of the online investment fraud
in the United States; they are U.S. Securities and Exchange Commission and Federal Bureau of
Investigation. Victims of Internet investment fraud should file an online complaint form at
www.sec.gov, or send an email to enforcement@sec.gov. FBI’s Internet Fraud Complaint Center
also accepts complaints from victims. The complaints can be filed online at http://www.ic3.gov/

(“How to Avoid Investment Scams” 2005).
5) Lottery Fraud

There are three primary organizations involved in prosecution of the online lottery fraud
in the United States; they are: Federal Trade Commission, state Attorney General’s Office (may
not be the cast in every state), and the Federal Bureau of Investigation. To file a complaint
against a lottery scam with the Federal Trade Commission, consumers may visit www.ftc.gov or
call 1-877-FTC-HELP (1-877-382-4357). In some states (i.e. Arizona) lottery scam victims can

file complaints with the Attorney General’s Criminal Division at state attorney general’s office.

FBI’s Internet Fraud Complaint Center also accepts complaints from victims at

http://www.ic3.gov/ (“How to Avoid Investment Scams” 2005).
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6) Credit Card Fraud

There are two primary organizations involved in prosecution of the online credit card
fraud in the United States; they are: Federal Trade Commission, and Federal Bureau of
Investigation. To file a complaint against credit card fraud with the Federal Trade Commission,
consumers may visit www.ftc.gov or call 1-877-FTC-HELP (1-877-382-4357). The Federal
Trade Commission enters Internet, telemarketing, identity theft, and other fraud-related
complaints into Consumer Sentinel, a secure, Internet database available to hundreds of civil and
criminal law enforcement agencies in the U.S. and abroad. FBI’s Internet Fraud Complaint
Center also accepts complaints from victims at http://www.ic3.gov/. In addition to using two
methods above, the victims may also file their complaints with the local police department

(“How to Avoid Investment Scams” 2005).

Other Internet Crimes:

Computer intrusion (hacking):

Consumers should contact: FBI and U.S. Secret Service.

National Infrastructure Protection Center (202) 323-3205 or www.nipc.gov.

Piracy (software, movies or music):

Consumers should Contact: FBI, and U.S. Customs Service at (800) BE-ALERT if piracy is

from abroad.
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Child pornography:

Consumers should contact the FBI.

Harassment (online threats, cyber stalking):

Consumers should contact the FBI and the local police department.

Unwanted commercial e-mail (spam):

Consumers may forward their email to the FTC at UCE@ftc.gov. (Farnsworth 2002)
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