Chapterl

Intr oduction

Historically, cryptography aroseasa meansto enableparties to maintain privacy of the information
they sendto ead other, even in the presenceof an adversary with accessto the communication
channel. While providing privacy remains a certral goal, the "eld has expandededto encompass
many others, including not just other goals of communication security, such as guaranteeing in-
tegrity and authenticit y of communications, but many more sophisticated and fascinating goals.

Once largely the domain of the military , cryptography is now in widespreaduse, and you are
likely to have usedit evenif you don't know it. When you shop on the Internet, for exampleto buy
a book at www.amazon.copcryptography is usedto ensureprivacy of your credit card number as
it travels from you to the shop'sserer. Or, in electronic banking, cryptography is usedto ensure
that your cheds cannot be forged.

Cryptography has been used almost since writing was invented. For the larger part of its
history, cryptography remained an art, a game of ad hoc designsand attacks. Although the eld
retains someof this °avor, the last twernty- v e years have brought in something new. The art of
cryptography has now beensupplemeried with a legitimate science. In this coursewe shall focus
on that science,which is modern cryptography.

Modern cryptography is a remarkable discipline. It is a cornerstoneof computer and communi-
cations security, with end products that areimminently practical. Yet its study toucheson branches
of mathematics that may have beenconsideredesoteric,and it brings together elds like number
theory, computational-complexity theory, and probabiltit y theory. This courseis your invitation
to this fascinating eld.

1.1 Goals and settings

Modern cryptography addresses wide range of problems. But the most basic problem remainsthe
classicalone of ensuring security of communication acrossan insecuremedium. To describeit, let's
introduce the rst two members of our cast of characters: our sender,S, and our receiver, R. The
senderand receiver want to communicate with ead other. (Sometimespeoplecall thesecharacters
Alice, A, and Bob, B. Alice and Bob gure in many works on cryptography. But we're going to
want the letter A for someoneelse,anyway.)
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Figure 1.1: Sewral cryptographic goalsaim to imitate someaspect of an ideal channel connecting
a senderS to a receiwer R.

The ideal channel. Imagine our two parties are provided with a dedicated, untappable, im-
penetrable pipe or tube into which the sendercan whisper a messageand the receiver will hear
it. Nobody elsecan look inside the pipe or change what's there. This pipe provides the perfect
medium, available only to the senderand receiver, asthough they were alonein the world. It is an
\ideal" communication channel from the security point of view. SeeFig. 1.1

Unfortunately, in real life, there are no ideal channelsconnectingthe pairs of parties that might
like to communicate with ead other. Usually such parties are communicating over some public
network like the Internet.

The most basic goal of cryptography is to provide such parties with a meansto imbue their
communications with security properties akin to those provided by the ideal channel.

At this point we should introduce the third member of our cast. This is our adversary, de-
noted A. An adversary models the sourceof all possiblethreats. We imagine the adversary as
having accessto the network and wanting to compromisethe security of the parties communica-
tions in someway.

Not all aspectsof an ideal channelcan be emulated. Instead, cryptographersdistill afew certral
security goalsand try to achieve them. The rst sud goal is privacy. Providing privacy means
hiding the content of a transmissionfrom the adversary The secondgoal is authenticity or integrity.
We want the receiver, upon receiving a communication pertaining to be from the sender,to have a
way of assuringitself that it really did originate with the sender,and wasnot sert by the adversary,
or modi ed en route from the senderto the receier.

Pr otocols. In order to achieve security goals such as privacy or authenticity, cryptography
suppliesthe senderand receiver with a protocol. A protocol is just a collection of programs (equiva-
lently, algorithms, software), onefor ead party involved. In our case,there would be someprogram
for the senderto run, and another for the receiver to run. The sender'sprogram tells her how to
padkage,or encapsulate,her data for transmission. The receiver's program tells him how to decap-
sulate the received packageto recover the data together possibly with assaiated information telling
her whether or not to regard it as authentic. Both programs are a function of somecryptographic
keys as we discussnext.

Tr ust models. It is not hard to convince yourself that in order to communicate securely there
must be something that a party knows, or can do, that the adversary does not know, or cannot
do. There hasto be some\asymmetry” betweenthe situation in which the parties nds themselwes
and situation in which the adversary nds itself.

The trust model speci es who, initially , haswhat keys. There are two certral trust models: the
symmetric (or shared-lkey) trust model and the asymmetric (or public-key) trust model. We look
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We will sometimesusewords from the theory of \formal languages." Hereis the
vocabulary you should know.

An alphalet is a nite nonempty set. We usually usethe Greekletter § to denote
an alphabet. The elemeris in an alphabet are called characters. So,for example,
8§ =10;1;2;3;4,5;6; 7, 8;9g is an alphabet having ten characters,and § = f0; 1g
is an alphabet, called the binary alphaket, which has two characters. A string
is nite sequenceof characters. The number of charactersin a string is called
its length, and the length of a string X is denotedjXj. SoX = 1011is a string
of length four over the binary alphabet, and Y = cryptography is a string of
length 12 over the alphabet of English letters. The string of length zerois called
the empty string and is denoted". If X and Y are strings then the concatenation
of X andY, denotedX kY, is the charactersof X followed by the charactersof Y.
So, for example, 1011k 0 = 10110. We can encade almost anything into a string.
We liketo do this becauset is as(binary) strings that objects are represerted in
computers. Usually the details of how onedoesthis areirrelevant, and sowe use
the notation hsomething for any xed, natural way to encade something as a
string. For example,if n is a number and X is a string then' Y = n; Xi is some
string which encadesn and X . It is easyto go from n and X to Y = m; Xi,
and it is alsoeasyto gofrom Y = m; Xi badk to n and X. A languageis a set
of strings, all of the strings being drawn from the samealphabet, §. If § is an
alphabet then 8" denotesthe set of all strings whosecharacters are drawn from
8. For example,f0;1g” = f"; 0;1;00;01;10; 11,000, : : :g.

Figure 1.2: Elemertary notation from formal-languagetheory.

at them, and the cryptographic problemsthey give rise to, in turn.

1.1.1 The symmetric setting

In practice, the simplest and also most common setting is that the senderand receiver share a
key that the adversary does not know. This is called the symmetric setting or symmetric trust
model. The encapsulation and decapsulation proceduresabove would both depend on this same
sharedkey. The sharedkey is usually a uniformly distributed random string having somenumber
of bits, k. Recall that a string is just a sequenceof bits. (For language-theoreticbadkground, see
Fig. 1.2.) The senderand receiver must somehav use the key K to overcomethe presenceof the
adversary:.

One might ask how the symmetric setting is realized. Meaning, how do a senderand receiver
initially comeinto possessiorof a key unknown to the adversary? We will discussthis later. The
symmetric model is not concernedwith how the parties got the key, but with how to useit.

In cryptography we assumethat the secretkey is kept securelyby the party usingit. If it is
kept on a computer, we assumethat the adversary cannot penetrate these machines and recover
the key. Ensuring that this assumptionis true is the domain of computer systemssecurity.

Let us now take a closerlook at somespeci ¢ problemsin the symmetric setting. We'll describe
these problems quite informally, but we'll be returning to them later in our studies, when they'll
get a much more thorough treatment.

Symmetric encr yption schemes. A protocol usedto provide privacy in the symmetric setting
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is called a symmetric encryption scheme When we specify such a scheme|, we must specify three
algorithms, sothat the schemeis atriple of algorithms, | = (K;E; D). The encapsulationalgorithm
we discussedabove is, in this context, called an encryption algorithm, and is the algorithm E. The
messageM that the senderwishesto transmit is usually referrred to as a plaintext. The sender
encrypts the plaintext under the sharedkey K by applying E to K and M to obtain a ciphertext
C. The ciphertext is transmitted to the receiver. The above-mertioned decapsulation procedure,
in this context, is called a decryption algorithm, and is the algorithm D. The receiver applies D
to K and C. The decryption processmight be unsuccessful,indicated by its returning a special
symbol ?, but, if successfuljt ought to return the messagehat wasoriginally encrypted. The rst
algorithm in | is the key geneation algorithm which speci es the manner in which the key is to
be chosen. In most casesthis algorithm simply returns a random string of length the key length.
The encryption algorithm E may be randomized, or it might keep some state around. A picture
for symmetric encryption can be found in Figure 1.3.

The encryption scheme does not tell the adversary what to do. It doesnot say how the key,
oncegenerated,winds its way into the hands of the two parties. And it doesnot say how messages
are transmitted. It only says how keys are generatedand how the data is processed.

What is priv acy? The goal of a symmetric encryption schemeis that an adversary who obtains
the ciphertext be unable to learn anything about the plaintext. What exactly this means,howewer,
is not clear, and obtaining a de nition of privacy will be an important objective in later chapters.

One thing encryption does not do is hide the length of a plaintext string. This is usually
recoverable from the length of the ciphertext string.

As an example of the issuesinvolved in de ning privacy, let us ask ourselveswhether we could
hope to say that it is impossiblefor the adversary to gure out M given C. But this cannot be
true, becausethe adversary could just guessM , by outputting a random sequenceof jM j bits. (As
indicated above, the length of the plaintext is usually computable from the length of the ciphertext.)
Shewould be right with probability 2i ". Not bad, if, say n = 1! Doesthat make the schemebad?
No. But it tells usthat security is a probabilistic thing. The schemeis not secureor insecure,there
is just someprobability of breaking it.

Another issueis a priori knowledge. Before M is transmitted, the adversary might know some-
thing about it. For example,that M is either 0" or 1". Why? Becauseshe knows Alice and Bob
are talking about buying or selling a xed stock, and this is just a buy or sell message.Now, she
can always get the messageight with probability 1=2. How is this factored in?

So far one might imagine that an adversary attacking the privacy of an encryption schemeis
passiwe, merely obtaining and examining ciphertexts. In fact, this might not be the caseat all. We
will consideradversariesthat are much more powerful than that.

Message Authenticity. In the message-authetication problem the receiver gets somemessage
which is claimed to have originated with a particular sender. The channel on which this message
°ows is insecure. Thus the receiver R wants to distinguish the casein which the messagereally
did originate with the claimed senderS from the casein which the messageoriginated with some
imposter, A. In such a casewe considerthe designof an encapsulationmedanismwith the property
that un-authentic transmissionslead to the decapsulationalgorithm outputting the special symbol
?

The most commontool for solving the message-authetication problem in the symmetric setting
is a messageauthentication scheme also called a messageauthentication code (MAC). Such a
scheme is speci ed by a triple of algorithms, | = (K;T;V). When the senderwants to send a
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Figure 1.3: Symmetric encryption. The senderand the receiver sharea secretkey, K. The adversary
lacks this key. The messageM is the plaintext; the messageC is the ciphertext.
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Figure 1.4: A messageauthentication code. The tag ¥aaccompaniesthe messageM . The receiver
R usesit to decideif the messagereally did originate with the senderS with whom he sharesthe
key K.

messageM to the receiver she computes a \tag," % by applying T to the shared key K and
the messageM, and then transmits the pair (M;%). (The encapsulation procedure referred to
above thus consists of taking M and returning this pair. The tag is also called a MAC.) The
computation of the MAC might be probabilistic or use state, just as with encryption. Or it may
well be deterministic. The receiver, on receipt of M and % usesthe key K to ched if the tag
is OK by applying the veri cation algorithm V to K;M and % If this algorithms returns 1, he
acceptsM asauthentic; otherwise, he regardsM asa forgery. An appropriate reaction might range
from ignoring the bogus messageto tearing down the connection to alerting a responsible party
about the possiblemischief. SeeFigure 1.4.

1.1.2 The asymmetric setting

A sharedkey K betweenthe senderand the receiwer is not the only way to create the information
asymmetry that we need betweenthe parties and the adversary In the asymmetric setting, also
called the public-key setting, a party possessesa pair of keys|a public key, pk, and an assciated
secret key, sk. A party's public key is made publicly known and bound to its identity. For example,
a party's public key might be published in a phone book.

The problems that arise are the sameas before, but the di®erencein the setting leadsto the
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Figure 1.5: Asymmetric encryption. The receiver R hasa public key, pkg, which the senderknows
belongsto R. The receiwver also has a corresponding secretkey, skg.

developmert of di®eren kinds of tools.

Asymmetric encr yption. The senderis assumedto be able to obtain an authentic copy pkg of
the receiver's public key. (The adversary is assumedto know pki too.) To senda secretmessage
M to the receiver the sendercomputes a ciphertext C A Epk, (M) and sendsC to the receiver.
When the receiwer receivesa ciphertext C he computesM A Dgy, (C). The asymmetric encryption
scheme;| = (K;E;D) is speci ed by the algorithms for key generation, encryption and decryption.
For a picture of encryption in the public-key setting, seeFig. 1.5.

The idea of public-key cryptography, and the fact that we can actually realize this goal, is
remarkable. You've never met the receiver before. But you can send him a secret messageby
looking up someinformation in a phone book and then using this information to help you garble
up the messageyou want to send. The intended receiver will be able to understand the content of
your messageput nobody elsewill. The idea of public-key cryptography is due to Whit eld Dite
and Martin Hellman and was published in 1976 [DH].

Digit al signatures. The tool for solving the message-authetication problem in the asymmetric
setting is a digital signature. Here the senderhas a public key pkg and a correspnding secretkey
sks. The receiwer is assumedto know the key pkg and that it belongsto party S. (The adversary
is assumedto know pkg too.) When the senderwants to send a messageM she attachesto it
someextra bits, % which is called a signature for the messageand is computed as a function of
M and sks by applying to them a signing algorithm Sign. The receiwer, on receipt of M and %
cheds if it is OK using the public key of the sender, pkg, by applying a veri cation algorithm
V. If this algorithm accepts,the receiver regards M as authentic; otherwise, he regardsM as an
attempted forgery. The digital signature scheme} = (K;Sign;V) is speci ed by the algorithms for
key generation, signing and verifying. A picture is givenin Fig. 1.6.

One di®erencebetweena MA C and a digital signature concernswhat is called non-repudiation.
With a MA C anyonewho canverify ataggedmessagean alsoproduceone,and soataggedmessage
would seemto be of little usein proving authenticity in a court of law. But with a digitally-signed
messagethe only party who should be able to produce a messagethat veri es under public key
pks is the party S herself. Thusif the signature schemeis good, party S cannot just maintain that
the receiwer, or the one preserting the evidence,concccted it. If signature ¥aauthenticates M with



Bellare and Rogaway 7

Mo (™
M sign | > ‘U ; L: Verify 7 e
P T reject
SKg coins PKg
S A R
Public | Secre
S: PKs | SKs

Figure 1.6: A digital signature scheme. The signature ¥%accompanieghe messageM . The receiver
R usesit to decideif the messageeally did originate with the senderS with has public key pks.

‘symmetric trust model ‘asymmetric trust model

message symmetric (a.k.a. private- | asymmetric (a.k.a. public-
priv acy key) encryption key) encryption

message message  authentication | digital signature scheme
authen ticit y | code (MAC)

Figure 1.7: Summary of main goalsand trust models.

respect to public key pkg, then it is only S that should have beenable to devise%: The sender
cannot refute that. Probably the senderS can claim that the key sks was stolen from her. Perhaps
this, if true, might still be construed the sender'sfault.

1.1.3 Summary

To summarize, there are two common aims concernedwith mimicking an ideal channel: achieving
messageprivacy and adchieving messageauthenticity. There are two main trust models in which
we are interested in achieving these goals: the symmetric trust model and the asymmetric trust
model. The tools usedto achieve thesefour goalsare named as shown in Fig. 1.7.

1.2 Other goals

Cryptography has numerousother goals,somerelated to the onesabove, somenot. Let us discuss
a few of them.



8 INTRODUCTION

1.2.1 Pseudorandom Num ber Generation

Lots of applications require \random" numbersor bits. Theseapplications involve simulation, e+-
cient algorithms, and cryptography itself. In particular, randomnessis essefial to key generation,
and, additionally, many cryptographic algorithms, such as encryption algorithms, are randomized.

A pseudorandomnumber generator is a deterministic algorithm that takes as input a short
random string called a seed and stretchesit to output a longer sequenceof bits that is \pseudoran-
dom."

In some applications, people use Linear Congruertial Generators (LCGs) for pseudorandom
number generation. But LCGs do not have good properties with regard to the quality of pseudo-
randomnessof the bits output. With the ideasand techniquesof modern cryptography, one can do
much better. We will say what it meansfor a pseudorandomnumber generatorto be \good" and
then how to designonethat is good in this sense.Our notion of \good" is such that our generators
provably suztce for typical applications.

It should be clari ed that pseudorandomgeneratorsdo not generate pseudorandombits from
scratch. They needasinput a random seed,and their job is to stretch this. Thus, they reducethe
task of random number generation to the task of generating a short random seed. As to how to
do the latter, we must step outside the domain of cryptography. We might wire to our computer
a Geiger courter that generatesa \random" bit every second,and run the computer for, say, 200
seconds,to get a 200 bit random seed,which we can then stretch via the pseudorandomnumber
generator. Sometimes,more ad hoc methods are used; a computer might obtain a \random" seed
by computing somefunction of various variable system parameters such as the time and system
load.

We won't worry about the \philosophical" question asto whether the bits that form the seed
are random in any real sense.We'll simply assumethat thesebits are completely unpredictable to
anything \b eyond" the computer which has gathered this datajmathematically , we'll treat these
bits asrandom. We will then study pseudorandomnumber generation under the assumption that
a random seedis available.

1.2.2 Authen ticated key exchange

It is common for a pair of communicating parties to wish to establish a secure session This is a
communication sessionin which they exchangeinformation with the conviction that ead is indeed
speaking to the other, and the content of the information remains hidden to any third party. One
example is a login sessionin which Alice wishesto remotely logon to her computer. Another
example is a web-browsing sessionin which a client wants to communicate securelywith a serer
for someperiod.

Parties who already either share a secretkey or are in possessiorof authentic copiesof eath
other's public keys could usethesekeysdirectly to provide privacy and integrity of communicated
data, via symmetric or asymmetric cryptography. Howewer, this is not what is commonly done.
Rather, the parties will usetheir existing keys|called long-lived keysin this context| to derive a
sessionkey. This is done via an authenticated key exchangeprotocol. This is a messageexcange
whosegoal is to provide the parties a \fresh" and authentic shared key that will then be usedto
encrypt and authenticate traxc in the sessionusing symmetric cryptography. Once the sessionis
over, the sessionkey is discarded.

Authenticated key exchange is one of the more subtle goalsin cryptography, and will spend
sometime later applying the paradigms of modern cryptography to seehow to de ne this goal and
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Figure 1.8: Envelope solution to the telephone-coin-°ipping 5problem.

provide high-assurancesolutions.

1.2.3 Coin Flipping

Alice and Bob are getting divorced, and want to decidewho getsto keepthe car. Alice calls Bob
on the telephone and o®ersa simple solution. \Bob," shesays, \I'v e got a penny in my pocket.
I'm goingto tossit in the air right now. You call heads or tails. If you get it right, you get the car.
If you get it wrong, | get the car."

Bob is not as bright as Alice, but something troubles him about this arrangemen.

The telephone-oin-°ip problem is to comeup with a protocol so that, to the maximal externt
possible,neither Alice nor Bob can cheat the other and, at the sametime, ead of them learn the
outcome of a fair coin toss.

Hereis a solution|sort of. Alice puts a random bit ® inside an envelope and sendsit to Bob.
Bob announcesa random bit . Now Alice opensthe envelope for Bob to see. The sharedbit is
de ned as®© . SeeFigure 1.8

To do this over the telephone we need some sort of \electronic ervelope" (in cryptography,
this called a commitment schemg. Alice can put a value in the envelope and Bob can't seewhat
the ervelope contains. Later, Alice can open the ernvelope sothat Bob can seewhat the envelope
corntains. Alice can't changeher mind about an envelope's contents|it can only be openedup in
one way.

Hereis a simple technique to implemert an electronic envelope. To put a\0" inside an ernvelope
Alice choosestwo random 500-bit primes p and g subject to the constraints that p< gqandp”™ 1
(mod 4) andg” 3 (mod 4). The product of p and g, say N = pqg, is the commitment to zero;
that is what Alice would sendto commit to 0. To put a\1" inside an envelope Alice choosestoo
random 500-bit primes p and g subject to the constraints that p< gqandp” 3 (mod 4)andq” 1
(mod 4). The product of these,N = pgq, is the commitment to 1. Poor Bob, seeingN, would like
to gure out if the smaller of its two prime factors is congruert to 1 or to 3 modulo 4. We have
no idea how to make that determination short of factoring N |and we don't know how to factor
1000digit numberswhich are the product of random 500-digit primes. Our best algorithms would,
take way too long to run. When Alice wants to decommit (open the envelope) N sheannouncesp
and gq. Bob veri es that they are prime (this is easyto do) and multiply to N, and then he looks
to seeif the smaller factor is congruert to 1 or to 3 modulo 4.
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1.3 What cryptograph vy is about

Let us now move away from the particular exampleswe have given and ask what, in general, is
cryptography about?

1.3.1 Proto cols, parties and adversaries

Brie®y, cryptography is about constructing and analyzing protocols which overcomethe in°uence
of adversaries In the last sectionswe gave examplesof sewral di®erert protocol problems, and a
couple of di®erert protocols.

Supposethat you are trying to solve some cryptographic problem. The problem will usually
involve some number of parties. Us cryptographers often like to anthrop omorphize our parties,
giving them nameslike \Alice" and\Bob" and referring to them asthough they are actual people.
We do this becauséit's conveniert and fun. But you shouldn't think that it meansthat the parties
are really human beings. They might belbut they could be lots of other things, too. Like a cell
phone, a computer, a processesunning on a computer, an institution, or maybe a little gadget
sitting on the top of your television set.

We usually think of the parties asthe \go od guys," and we want to help them accomplishtheir
goal. We do this by making a protocol for the parties to use.

A protocol tells eath party how to behave. A protocol is essetially a program, but it's a
distributed program. Here are somefeatures of protocols for you to understand.

A protocol instructs the parties what to do. It doesn't tell the adversary what to do. That is
up to her.

A protocol can be prolabilistic. This meansthat it can make random choices. To formalize this
we usually assumethat the model of computation that allows a party to specify a numbern , 2

from the indicated set, all valuesbeing equally likely.

A protocol can be stateful. This meansthat when a party nishes what he is doing he can
retain someinformation for the next time that he is active. When that party runs again he will
remenber the state that he was last in. So, for example, you could have a party that knows \this
is the “rst time I've beenrun," \this is the secondtime I've beenrun," and soon.

When we formalize protocols,they are usually tuples of algorithms. But the actual formalization
will vary from problem to problem. For example, a protocol for symmetric encryption isn't the
same\t ype" of thing asa protocol for a telephone coin °ip.

Another word for a protocol is a scheme We'll use the two words interchangeably So an
encryption schemeis a protocol for encryption, and a message-authetication schemeis a protocol
for messageauthentication. For us, a function, computed by a deterministic, sequetial algorithm,
is also a protocol. It's a particularly simple kind of protocol.

How can we deviseand analyze protocols? The rst stepisto try to understand the threats and
the gaals for our particular problem. Once we have a good idea about these,we cantry to nd a
protocol solution.

The adversary is the agert that embodiesthe \source" of the threat. Adversariesaim to defeat
our protocol's goals. Protocols, in turn, are designedto to surmount the behavior of adversaries.
It is a gamela question of who is more clever, protocol designeror adversary.

The adversaryis usually what we focuson. In rigorous formalizations of cryptographic problems,
the parties may actually vanish, being \absorbed" into the formalization. But the adversary will
never vanish. Shewill be at certer stage.
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Cryptography is largely about thinking about the adversary What can shedo, and what can't
shedo? What is shetrying to accomplish? We have to answer these questionsbefore we can get
very far.

Just aswe warned that oneshouldn't literally regard our parties aspeople,sotoo for the adver-
sary. The adversary might represen an actual person, but it might just aswell be an automated
attack program, a competitor's compary, a criminal organization, a governmert institution, one
or more of the protocol's legitimate parties, a group of friendly haders, or merely some unlucky
circumstancesconspiring together, not cortrolled by any intelligence at all.

By imagining a powerful adversary we take a pessimisticview about what might go wrong. We
aim to succeedeven if someoneis out to get us. Maybe nobody is out to get us. In that case,
we should at least be achieving high reliability. After all, if a powerful adversary can't succeedin
disrupting our endeaors, then neither will noisy lines, transmission errors due to software bugs,
unlucky messagealelivery times, carelesgprogrammerssendingimproperly formatted messagesand
so forth.

When we formalize adversariesthey will be random accessmachines (RAMs) with accesgo an
oracle.

1.3.2 Cryptograph y and computer security

Good protocolsare an essetial tool for making securecomputing systems. Badly designedprotocols
are easily exploited to break into computer systems,to eavesdropon phone calls, to steal services,
and so forth. Good protocol designis also hard. It is easyto under-estimate the task and quickly
comeup with ad hoc protocols that later turn out to be wrong. In industry, the necessarytime
and expertise for proper protocol designis typically under-estimated, often at future cost. It takes
knowledge, e®ort and ingenuity to do the job right.

Security hasmany facets. For a systemto be secure,many factors must combine. For example,
it should not be possiblefor hadkersto exploit bugs, break into your system,and useyour accourt.
They shouldn't be able to buy o®your systemadministrator. They shouldn't be able to steal your
badk-up tapes. Thesethings lie in the realm of system security.

The cryptographic protocol is just one pieceof the puzzle. If it is poorly designed,the attacker
will exploit that. For example, supposethe protocol transmits your password in the clear (that
is, in a way that anyone watching can understand what it is). That's a protocol problem, not a
system problem. And it will certainly be exploited.

The security of the systemis only asstrong asits weakestlink. This is a big part of the dixcult y
of building a securesystem. To get security we needto addressall the problems: how do we secure
our madhines against intruders, how do we administer machines to maintain security, how do we
designgood protocols, and soon. All of these problems are important, but we will not addressall
of these problems here. This courseis about the design of secureprotocols. We usually have to
assumethat the rest of the systemis competent at doing its job.

We makethis assumptionbecausdt providesa natural abstraction boundary in dealingwith the
enormoustask of providing security. Computer system security is a domain of a di®erert nature,
requiring di®erert tools and expertise. Security can be best addressedby splitting it into more
manageablecomponerts.



12 INTRODUCTION

1.3.3 The rules of the game

Cryptography hasrules. The rst rule is that we may only try to overcomethe adversary by means
of protocols. We aren't allowed to overcomethe adversary by intimidating her, arresting her, or
putting poisonin her co®ee.These methods might be e®ectiw, but they are not cryptography.

Another rule that most cryptographers insist on is to make the protocols public. That which
must be secretshould be embodied in keys. Keys are data, not algorithms. Why do we insist that
our protocols be public? There are se\eral reasons. A resourceful adversary will likely nd out
what the protocol is anyway, sinceit usually hasto be embodied in many programs or machines;
trying to hide the protocol description is likely to be costly or infeasible. More than that, the
attempt to hide the protocol makes one wonder if you've achieved security or just obfuscation.
Peer review and academicwork cannot progressin the absenceof known medanisms, so keeping
cryptographic methods secretis often seenas anti-in tellectual and a sign that oneswork will not
hold up to seriousscrutiny.

Governmert organizations which deal in cryptography often do not make their medanisms
public. For them, learning the cryptographic mecanism is one more hoop that that the adversary
must jump through. Why give anything away? Someorganizationsmay have other reasonsfor not
wanting mechanismsto be public, like a fear of disseminating cryptographic know-how, or a fear
that the organization's abilities (or inabilities) will becomebetter known.

1.4 Approac hes to the study of cryptograph y

Here we very brie°y discussthe history of cryptography, and then at two dewvelopmert paradigms,
namely cryptanalysis-driven designand proof-driven design.

1.4.1 Phases in cryptograph y's development

The history of cryptography can roughly be divided into three stages. In the rst, early stage,
algorithms had to be implementable with paper and ink. Julius Caesarusedcryptograms. His and
other early symmetric encryption schemesoften took the form of substitution ciphers. In sudc a
stheme, a key is a permutation ¥ § | § (meaning, a one-to-one,onto map from the alphabet to
itself). A symbol %2 § is encrypted as ¥{%j, and a piece of text is encrypted by encrypting eath
symbol in it. Decryption is done using the map ¥4 1. As we will see,however, such schemesare
not very secure. The system can be strengthenedin various ways, but none too e®ectie.

The secondage of cryptography was that of cryptographic engines. This is assaiated to the
period of the World War 11, and the most famouscrypto enginewasthe German Enigma machine.
How its codeswere broken is a fascinating story.

The last stage is modern cryptography. Its certral feature is the reliance on mathematics
and electronic computers. Computers enabled the use of much more sophisticated encryption
algorithms, and mathematics told us how to designthem. It is during this most recen stagethat
cryptography becomesmuch more a science.

1.4.2 Cryptanalysis-driv en design

Traditionally, cryptographic mecanisms have been designedby focusing on concrete attacks and
how to defeatthem. The approad hasworked something lik e this.

(1) A cryptographic goal is recognized.
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Figure 1.9: The classical-cryptograply approacd.

(2) A solution is o®ered.
(3) One seardhesfor an attack on the proposedsolution.

(4) When oneis found, if it is deemeddamagingor indicativ e of a potential weaknessyou go badk
to Step 2 and try to comeup with a better solution. The processthen cortinues.

The third stepis called cryptanalysis. In the classicalapproad to

Sometimesone nds protocol problemsin the form of subtle mathematical relationships which
allow one to subvert the protocol's aims. Sometimes, instead, one \jumps out of the system,"
showing that someessetial cryptographic issuewas overlooked in the design, application, or im-
plementation of the cryptography.

Some people like to resene the word cryptography to refer to the making of cryptographic
medanisms, cryptanalysis to refer to the attacking of cryptographic mecanisms, and cryptology
to refer to union. Under this usage,we've been saying \cryptography" in many contexts where
\cryptology" would be more accurate. Most cryptographers don't obsene this distinction between
the words \cryptograph y" and \cryptology ," so neither will we.

There are someditculties with the approad of cryptanalysis-drive design. The obvious problem
is that one never knows if things are right, nor when one is nished! The processshould iterate
until onefeels\con dent" that the solution is adequate. But one hasto acceptthat designerrors
might cometo light at any time. If oneis making a commercial product one must evertually say
that enoughis enough, ship the product, and hope for the best. With luck, no damaging attacks
will subsequetly emerge.But sometimesthey do, and when this happensthe compary that owns
the product may nd it ditcult or impossibleto e®ectiely x the "elded solution. They might
try to keepsecretthat there is a good attack, but it is not easyto keepsecretsuch a thing. See
Figure 1.9.

Doing cryptanalysis well takesa lot of cleverness,and it is not clearthat insightful cryptanalysis
is a skill that can be e®ectiwely taught. Sure, one can study the most famous attacks|but  will
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they really allow you to produce a new, equally insightful one? Great clevernessand mathematical
prowessseemto be the requisite skills, not any speci ¢ piece of knowledge. Perhaps for these
reasons, good cryptanalysts are very valuable. Maybe you have heard of Adi Shamir or Don
Coppersmith, both renowned cryptanalysts.

Sadly, it is hard to basea scienceon an area where signi cant assuranceis engenderedby
knowing that Don thought seriously about the medanism for sometime, and couldn't nd an
attack. We needto pursue things di®erenly.

1.4.3 Shannon security for symmetric encryption

The \systematic" approacd to cryptography, where proofs and de nitions play a visible role, begins
in the work of Claude Shannon. Shannonwas not only the father of information theory, but he
might also be said to be the father of the modern-era of cryptography.

Let's return to the problem of symmetric encryption. Security, we have said, meansdefeating
an adversary, sowe have to specify what is it the adversary wants to do. As we have mertioned
before, we needsomeformal way of saying what it meansfor the schemeto be secure. The idea of
Shannon, which we considerin more depth later, is to say that a schemeis perfectly secureif, for
any two messagedM 1; M, and any ciphertext C, the latter is just aslikely to shav up whenM 1 is
encrypted as when M is encrypted. Here, likelihood meansthe probability, taken over the choice
of key, and coinstossedby the encryption algorithm if any.

Perfect security is a very powerful guararntee; indeed, in somesense the best one can hope for.
Howewer, it has an important limitation, namely that, to achieve it, the number of messagebits
that one can encrypt cannot exceedthe number of bits in the key. But if we want to do practical
cryptography, we must be able to use a single short key to encrypt lots of bits. This meansthat
we will not be able to achieve Shannon's perfect security. We must seeka di®erert paradigm and
a di®erert notion of security that although \imp erfect” is good enough.

1.4.4 Computational-complexit y theory

Modern cryptography introducesa new dimension: the amount of computing power available to an
adversary. It seeksto have security aslong as adversariesdon't have \to o0 much" computing time.
Schemesare breakable \in principle,” but not in practice. Attacks are infeasible, not impossible.

This is a radical shift from many points of view. It takes cryptography from the realm of
information theory into the realm of computer science,and complexity theory in particular, since
that is wherewe study how hard problemsare to solve asa function of the computational resources
invested. And it changeswhat we can exciently achieve.

We will want to be making statemerts like this:

Assumingthe adversary usesno more than t computing cycles,her probability of break-
ing the schemeis at most t=22,

Notice again the statemert is probabilistic. Almost all of our statemerts will be.

Notice another important thing. Nobody said anything about how the adversary operates.
What algorithm, or technique, doessheuse? We do not know anything about that. The statemert
holds nonetheless.Soit is a very strong statemernt.

It should be clear that, in practice, a statemert like the one above would be good enough. As
the adversary works harder, her chance of breaking the schemeincreases,and if the adversary had
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2200 computing cyclesat her disposal, we'd have no security left at all. But nobody hasthat much
computing power.

Now we must ask ourselves how we can hope to get protocols with such properties. The
legitimate parties must be able to exciently executethe protocol instructions: their e®ort should
be reasonable.But somehav, the task for the adversary must be harder.

1.4.5 Atomic primitiv es

We want to make a distinction between the protocols that that we use and those that we are
designing. At the lowest level are what we call atomic primitives. Higher level protocols are built
on top of these.

Atomic Primitiv es
#

Protocols

What's the distinction? Perhapsthe easiestway to think of it is that the protocols we build
addressa cryptographic problem of interest. They say how to encrypt, how to authenticate, how to
distribute a key. We build our protocols out of atomic primitiv es. Atomic primitiv esare protocols
in their own right, but they are simpler protocols. Atomic primitiv eshave somesort of \hardness"
or \security" properties, but by themselvesthey don't solve any problem of interest. They must
be properly usedto achieve someuseful end.

In the early days nobody bothered to make such a distinction betweenprotocols and the prim-
itiv esthat usedthem. And if you think of the one-time pad encryption method, there is really just
one object, the protocol itself.

Atomic primitiv esare drawn from two sources:engineeredconstructs and mathematical prob-
lems. In the rst classfall standard black ciphers suc as the well-known DES algorithm. In the
secondclassfalls the RSA function. We'll be looking at both typesof primitiv eslater.

The computational nature of modern cryptography meansthat one must nd, and basecryp-
tography on, computationally hard problems. Suitable onesare not so commonplace. Perhapsthe
“rst thought one might have for a sourceof computationally hard problemsis NP -complete prob-
lems. Indeed, early cryptosystemstried to usethese, particularly the Knapsad problem. However,
these e®orts have mostly failed. One reasonis that NP -complete problems, although apparertly
hard to solve in the worst-case,may be easyon the average.

An example of a more suitable primitiv e is a one-way function. This is a function f: D! R
mapping somedomain D to somerange R with two properties:

(1) f is easyto compute: there is an excient algorithm that givenx 2 D outputs y = f (X) 2 R.

(2) f ishard to invert: an adversary| givenarandomy 2 R hasa hard time guring out a point
x sud that f (x) = y, aslong as her computing time is restricted.

The aboveis not aformal de nition. The latter, which we will seelater, will talk about probabilities.

The input x will be chosenat random, and we will then talk of the probability an adversary can

invert the function at y = f (x), asa function of the time for which sheis allowed to compute.

Can we nd objects with this strange asymmetry? It is sometimessaid that one-way functions
are obvious from real life: it is easierto break a glassthan to put it together again. But we want
concrete mathematical functions that we can implement in systems.
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One sourceof examplesis number theory, and this illustrates the important interplay between
number theory and cryptography. A lot of cryptography hasbeendone using number theory. And
there is a very simple one-way function basedon number theory|something you already know quite
well. Multiplication! The function f takesas input two numbers, a and b, and multiplies them
together to get N = ab There is no known algorithm that given a random N = ab, always and
quickly recoversa pair of numbers(not 1 and N, of course!)that arefactors of N. This \backwards
direction” is the factoring problem, and it has remained unsolved for hundreds of years.

Here is another example. Let p be a prime. The set ZS = fl,:::;pi 1gturns out to be a

f (x) = g* mod p. This is called the discrete expnentiation function, and its inverseis called the
discrete logarithm function: log(y) is the value x such that y = g*. It turns out there is no known
fast algorithm that computesdiscrete logarithms, either. This meansthat for large enoughp (say
1000 bits) the task is infeasible, given current computing power, even in thousands of years. So
this is another one-way function.

It should be emphasizedthough that thesefunctions have not beenprovento be hard functions
to invert. Like P versusNP , whether or not there is a good one-way function out there is an open
guestion. We have somecandidate examples,and we work with them. Thus, cryptography is build
on assumptions. If the assumptionsare wrong, a lot of protocols might fail. In the meartime we
live with them.

1.4.6 The provable-securit y approach

While there are seweral di®erert ways in which proofs can be e®ective tools in cryptography, we
will generally follow the proof-using tradition which has cometo be known as\pro vable security."
Provable security emergedin 1982, with the work of Sha Goldwasserand Silvio Micali. At that
time, Goldwasserand Micali were graduate students at UC Berkeley. They, and their advisor
Manuel Blum, wanted to put public-key encryption on a scierti cally rm basis. And they did
that, e®ectiwely creating a new viewpoint on what cryptography is really about.

We have explained above that we like to start from atomic primitiv esand transform them into
protocols. Now good atomic primitiv es are rare, as are the people who are good at making and
attacking them. Certainly, an important e®ortin cryptography is to designnew atomic primitiv es,
and to analyzethe old ones. This, however, is not the part of cryptography that this coursewill
focus on. One reasonis that the weaklink in real-world cryptography seemsto be betweenatomic
primitiv es and protocols. It is in this transformation that the bulk of security “aws arise. And
there is a sciencethat can do something about it, namely, provable security.

We will view a cryptographer as an enginefor turning atomic primitiv esinto protocols. That
is, we focus on protocol design under the assumption that good atomic primitiv es exist. Some
examplesof the kinds of questionswe are interested in are these. What is the bestway to encrypt
a large text e using DES, assumingDES is secure? What is the best way to designa signature
scheme using multiplication, assumingthat multiplication is one-way? How \secure" are known
methods for thesetasks? What do such questionseven mean, and can we nd a good framework
in which to ask and answer them?

A poorly designedprotocol can be insecureeventhoughthe underlying atomic primitive is gaod.
The fault is not of the underlying atomic primitiv e, but that primitiv e was somehav misused.

Indeed, lots of protocols have been broken, yet the good atomic primitiv es, like DES and
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Figure 1.10: The provable-securily paradigm.

multiplication and RSA, have never been corvincingly broken. We would like to build on the
strength of sudh primitiv esin such a way that protocols can \inherit" this strength, not loseit.
The provable-securily paradigm lets us do that.

The provable-securiy paradigm is as follows. Take somegoal, like achieving privacy via sym-
metric encryption. The rst stepis to make a formal adversarial model and de ne what it means
for an encryption schemeto be secure. The de nition explains exactly when|on which runs|the
adversary is successful.

With a de nition in hand, a particular protocol, based on some particular atomic primitiv e,
can be put forward. It is then analyzedfrom the point of view of meeting the de nition. The plan
is now show security via a reduction. A reduction shows that the only way to defeatthe protocol
is to break the underlying atomic primitiv e. Thus we will alsoneeda formal de nition of what the
atomic primitiv e is supposedto do.

A reduction is a proof that if the atomic primitiv e does the job it is supposedto do, then
the protocol we have made doesthe job that it is supposedto do. Believing this, it is no longer
necessanyto directly cryptanalyze the protocol: if you wereto nd aweaknessn it, you would have
unearthed onein the underlying atomic primitiv e. Soif oneis going to do cryptanalysis, one might
aswell focus on the atomic primitiv e. And if we believe the latter is secure,then we know, without
further cryptanalysis of the protocol, that the protocol is secure,too.

A picture for the provable-securily paradigm might look like Fig. 1.10.

In order to do a reduction one must have a formal notion of what is meart by the security of
the underlying atomic primitiv e: what attacks, exactly, doesit withstand? For example, we might
assumethat RSA is a one-way function.

Here is another way of looking at what reductions do. When | give you a reduction from the
onewayness of RSA to the security of my protocol, | am giving you a transformation with the
following property. Supposeyou claim to be able to break my protocol P. Let A be the adversary
that you have that doesthis. My transformation takesA and turns it into another adversary, A°,
that breaks RSA. Conclusion: as long as we believe you can't break RSA, there could be no such
adversary A. In other words, my protocol is secure.

Those familiar with the theory of NP -completenesswill recognizethat the basicidea of reduc-
tions is the same. When we provide a reduction from SAT to somecomputational problem ¥ we are
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We think that computational problem ¥
can't be solved in polynomial time.

We think that cryptographic protocol |
can't be e®ectiwely attacked.

We believe this becauseif ¥ could be
solved in polynomial time, then so could
SAT (say).

We believethis becausdf | couldbee®ec-
tively attacked, then socould RSA (say).

To show this we reduce SAT to ¥: we
show that if somelondy could solve ¥ in
polynomial time, then they could solve
SAT in polynomial time, too.

To show this we reduce RSA to |1 we
show that if somelody could break |
by e®ective means,then they could break
RSA by e®ecti\e means,too.

Figure 1.11: The analogy betweenreductionist-cryptography and NP-Completeness.

saying our ¥ is hard unlessSAT is easy;when we provide a reduction from RSA to our protocol |,
we are saying that | is secureunlessRSA is easyto invert. The analogy is further spelled out in
Fig. 1.11, for the bene't of those of you familiar with the notion of NP-Completeness.

Experiencehastaught us that the particulars of reductions in cryptography are a little harder
to comprehendthan they were in elemenary complexity theory. Part of the ditcult y lies in the
fact that every problem domain will have it's own unique notion of what is an \e®ective attack."
It's rather like having a di®erent \v ersion" of the notion of NP-Completenessas you move from
one problem to another. We will alsobe concernedwith the quality of reductions. One could have
concernedoneselfwith this in complexity theory, but it's not usually done. For doing practical
work in cryptography, however, paying attention to the quality of reductions is important. Given
thesedizxculties, we will proceedrather slowly through the ideas. Don't worry; you will getit (even
if you never heard of NP-Completeness).

The concept of using reductions in cryptography is a beautiful and powerful idea. Someof us
by now are sousedto it that we can forget how innovative it was! And for those not usedto it,
it can be hard to understand (or, perhaps, believe) at rst hearing|p erhapsbecauseit delivers so
much. Protocols designedthis way truly have superior security guarartees.

In some ways the term \provable security" is misleading. As the above indicates, what is
probably the certral step is providing a model and de nition, which does not involve proving
anything. And then, one does not \prove a scheme secure:" one provides a reduction of the
security of the schemeto the security of someunderlying atomic primitiv e. For that reason, we
sometimesusethe term \reductionist security” instead of \pro vable security” to refer to this genre
of work.

1.4.7 Theory for practice

As you have by now inferred, this courseemphasizesgeneral principles, not speci ¢ systems. We
will not be talking about the latest holesin sendmail or Netscape, how to con gure PGP, or the
latest attack against the ISO 9796 signature standard. This kind of stu® is interesting and useful,
but it is also pretty transitory. Our focusis to understand the fundamentals, sothat we know how
to deal with new problems as they arise.

Wewant to make this clear becausecryptography and security are now quite hypedtopic. There
are many buzzwords °oating around. Maybe someonewill ask you if, having taken a course, you
know one of them, and you will not have heard of it. Don't be alarmed. Often these buzzwords
don't mean much.

This is a theory course. Make no mistake about that! Not in the sensethat we don't care about



Bellare and Rogaway 19

practice, but in the sensethat we approad practice by trying to understand the fundamentals and
how to apply them. Thusthe main goalis to understand the theory of protocol design,and how to
apply it. We rmly belieweit is via an understanding of the theory that good designcomes.If you
know the theory you can apply it anywhere; if you only know the latest technology your knowledge
will soon by obsolete. We will seehow the theory and the practice can cortribute to ead other,
re ning our understanding of both.

In assignmers you will be asked to prove theorems. There may be a bit of mathematics for
you to pick up. But more than that, there is \mathematical thinking."

Don't be alarmed if what you nd in these pagescortradicts \convertional wisdom." Conven-
tional wisdom is often wrong! And often the standard texts give an impressionthat the "eld is the
domain of experts, whereto know whether something works or not, you must consult an expert or
the recernt papersto seeif an attack has appeared. The di®erencein our approad is that you will
be given reasoningtools, and you can then think for yourself.

Cryptography is fun. Devising de nitions, designing protocols, and proving them correct is a
highly creative endearor. We hope you cometo enjoy thinking about this stu®, and that you come
to appreciate the elegancein this domain.

1.5 What background do | need?

Now that you have had someintroduction to the material and themes of the class, you needto
decidewhether you should take it. Here are somethings to considerin making this decision.

A student taking this courseis expectedto be comfortable with the following kinds of things,
which are coveredin various other courses.

The rst is probability theory. Probability is everywhere in cryptography. You should be
comfortable with ideas like sample spaces,everts, experiments, conditional probability, random
variables and their expectations. We won't useanything deepfrom probability theory, but we will
draw heavily on the languageand basic conceptsof this "eld.

You shouldknow about alphabets, strings and formal languages,n the style of an undergraduate
coursein the theory of computation.

You should know about algorithms and how to measuretheir complexity. In particular, you
should have taken and understood at least an undergraduate algorithms class.

Most of all you should have general mathematical maturit y, meaning, especially, you needto
be able to understand what is (and what is not) a proper de nition.

1.6 Problems

Problem 1.1 Supposethat you want to encrypt a single messageM 2 fO0;1;2g using a random
sharedkey K 2 f0;1;2g. Supposeyou do this by represening K and M using two bits (00, 01,
or 10), and then XORing the two represenations. Does this seemlike a good protocol to you?
Explain. 1

Problem 1.2 Supposethat you want to encrypt a single messageM 2 f0; 1; 2g using a random
sharedkey K 2 f0; 1;2g. Explain a good way to do this. 1

Problem 1.3 Besidesthe symmetric and the asymmetric trust models, think of a couple more
ways to \create asymmetry” betweenthe receiver and the adversary. Showv how you would encrypt
a bit in your model. 1
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Problem 1.4 In the telephonecoin-°ipping protocol, what should happen if Alice refusesto send
her secondmessages this potentially damaging?l

Problem 1.5 Argue that what we have said about keepingthe algorithm public but the key secret
is fundamentally meaninglessl

Problem 1.6 Symmetric encryption with a deck of cards. Alice shu?es a ded of cards and deals
it all out to herselfand Bob (eadh of them gets half of the 52 cards). Alice now wishesto senda
secretmessageM to Bob by saying something aloud. Eavesdropper Eve is listening in: she hears
everything Alice says (but Eve can't seethe cards).

Part A. SupposeAlice's messageM is a string of 48-bits. Describe how Alice can communicate M
to Bob in such a way that Eve will have no information about what is M .

Part B. Now supposeAlice's messageM is 49 bits. Prove that there exists no protocol which allows
Alice to communicate M to Bob in such a way that Eve will have no information about M .
(What doesit mean that Eve learns nothing about M ? Here what we mean is that for all
strings C, the probability that Alice says C is independert of M : for all messagei o; M1 we have
that
Pr[ Alice ssysCjM = Mg]= Pr[ Alice sysCjM = M4]:

The probability is over the the random shu2e of the cards.) |
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