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ABSTRACT

This paperpresentghe design,implementationanalysis,and ex-
perimentalevaluationof speak-upa defenseagainstapplication-
level distributeddenial-of-servic DDoS),in which attaclerscrip-
ple a sener by sendinglegitimate-lookingrequestghat consume
computationaresourcege.g., CPU cycles, disk). With speak-up,
avictimized sener encourageasll clients,resourcepermitting,to
automaticallysendhigher volumesof traf c . We supposehat at-
tackersarealreadyusingmostof their uploadbandwidthso cannot
reactto the encouragemenGoodclients,however, have spareup-
loadbandwidthandwill reactto theencouragementith drastically
highervolumesof traf c. Theintendedoutcomeof thistrafc in a-
tion is thatthegoodclientscrowd outthebadones therebycaptur
ing amuchlargerfractionof thesener'sresourceshanbefore.We
experimentundervariousconditionsand nd thatspeak-upauses
the sener to spendresourcen a group of clientsin rough pro-
portionto their aggrgateuploadbandwidth.This resultmalesthe
defenseviable andeffective for a classof realattacks.

Categories and Subject Descriptors: C.2.0 [Computef
CommunicatiorNetworks]: Securityandprotection

General Terms: Design,ExperimentationSecurity
Keywords: DoSattack,bandwidth curreny

1 INTRODUCTION

Our goalis to defendsenersagainstapplication-level Distributed
Denial of Service(DDo0S), a particularly noxiousattackin which
computer criminals mimic legitimate client behaior by send-
ing properlooking requestsria compromisecand commandeered
hosts[10, 18,36, 37]. By exploiting the fact that mary Internet
seners have “open clientele” (i.e., they cannottell a good client
from the requestalone), the attacler forcesthe victim sener to
spendmuch of its resourceon spuriousrequestsFor the sarvy
attacler, the appealof this attackover a classiclCMP link ood
is two-fold. First, it requiresfar lessbandwidth:the victim's com-
putationalresources—disk$CPUs,memory applicationsener li-
censesetc.—caroftenbedepletedy properlookingrequestsong
beforeits accesdink is saturatedSecondbecaus¢heattacktraf c
is“in-band”, it is harderto identify andthusmorepotent Examples
of such(oftenextortionist[30,44]) attacksncludeusingbotsto at-
tack Web sitesby: requestindarge les [36,37], making queries
of searchengineq10], andissuingcomputationallyexpensve re-
questqe.g., databasegueriesor transactions)21].
CurrentbDoSdefensesry to slowdownthebadclients Though
we standin solidarity with thesedefensesn the goal of limiting
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the servicethat attaclers get, our approachis different. We rely
on encourgement(a term madeprecisein x3), wherebythe sener
causes client,resourcepermitting,to automaticallysendahigher
volumeof traf c. Ourapproachs to encouragell clientsto speak
up, ratherthansit idly by while attaclersdrowvn themout. For if,
aswe supposebadclientsare alreadyusing mostof their upload
bandwidth,then encouragemenwill not changetheir trafc vol-
ume.However, the goodclientstypically useonly a smallfraction
of their available bandwidthto sendrequestssothey will reactto
encouragemeniy drasticallyincreasingtheir trafc volume. As
good clientssendmoretrafc, thetrafc into the sener in ates,
but thegoodclientswill bemuchbetterrepresenteih the mix and
therebycapturea muchlarger portionof the sener thanbefore.

Of coursethis caricatureof our approachleaves mary mech-
anismsunmentionecand myriadissuesunaddressedlhe purpose
of this paperis to bring the precedinghigh-level descriptiorto life
with a viable and effective system.To that end, we describethe
design,prototypeimplementationand evaluation of speak-upa
defenseagainstapplication-leel DDoSattacksn whichclientsare
encouragedo sendmoretraf c to anattacledsener.

We put our approachn contet with thefollowing taxonomyof
defenses:

Over-provision massively. In theory one could purchase
enough computationalresourcesto sere attaclers and good
clients.However, anecdotabvidencesuggestshatwhile sitespro-
vision additionallink capacityduring attackg33], eventhelargest
Web sitestry to consere computationby detectingand derying
accesgo bots[30,42] usingthe methodsn the next cateory.

Detectand block. Theseapproachesry to distinguishbetween
goodandbadclients.Examplesarepro ling by IP addres$5,9,27]
(aboxin front of the sener or the sener itself admitsrequestsac-
cordingto alearneddemandpro le); rate-limitingalone(a special
caseof pro ling in whichtheacceptableequestateis thesamefor
all clients);CAPTCHA-basedlefense$16,21,29,42,47] thatpref-
erentially admit humans;and capabilities[4, 50,51] (the network
allows only trafc that the recipienthasauthorized) Thesetech-
niquesare powerful becausehey seekto block or explicitly limit
unauthorizedusers,but their discriminationscan err (seex8.1).
Moreover, they cannoteasily handlehetengeneousrequestsi.e.,
thosethat causethe sener to do differentamountsof work). The
next catgyory addressethesdimitations.

Chargeall clientsin acurrency. Here,anattacledsener gives
a client serviceonly afterit paysin somecurrengy. Examplesare
CPU or memorycycles (evidenceof paymentis the solutionto a
computationapuzzle)[1,6,7,11,12,20,25,49] and mone [25].

With thesedefensesthereis no needto discriminatebetweergood
and bad clients, and the sener canrequirea client to pay more
for “hard” requestsHowever, for the legitimate usersto capture
the bulk of the service,they mustin aggrgyate have more of the
curreny thantheattaclers.

In this taxonomy speak-ups a currengy approactwith bandwidth
asthe currency We believe thatthis work is the rst to investigate



this idea(thoughit wasproposedn a workshoppaperby us[48]
and[17,39] sharethe samehigh-level motivation; seex8.1).

The centralmechanismin speak-upis a sener front-end, the
thinner, thatprotectghesenerfrom overloadandperformsencour
agemen{x3). Encouragemertantake several forms (x3.2, x3.3).
Theonethatwe implementandevaluateis avirtual auction when
theseneris overloadedthethinnercausegachnew clientto auto-
matically senda congestion-controlledtreamof dummybyteson
a separatgpaymentchannelandwhenthe sener is readyto pro-
cessa requestthe thinnerselectsthe client that hassentthe most
bytes(x3.3).We shaw thattheability to “game” this schemas lim-
ited (x3.4). We also designan extensionof the thinnerto handle
heterogeneousquestgxs).

As a concreteinstantiationof speak-upwe implementedthe
thinnerasa Web front-end(x6). The thinner performsencourage-
mentby giving JavaScriptto unmodi ed Web clients that males
themsendlarge HTTP POSTs.ThesePOSTsare the “bandwidth
payment”.We nd thatthis implementatiormeetsour goal of al-
locating the protectedsener's resourcesn rough proportion to
clients' uploadbandwidth(x7). Despitebeingunoptimizedtheim-
plementatiorsinks1.5 Gbits/son a high-endPC.

Practical DDoS mitigation requiresmultiple techniques,and
speak-ugs notintendedto standalone.In x8, we comparespeak-
up to otherdefensesnddiscusswvhenit shouldwork with them.

2 APPLICABILITY OF SPEAK-UP

Beforedescribingspeak-ups designwe discussunderwhatcondi-
tionsandto whatextentspeak-ups useful.We startby informally
addressingour commonlyasled questionsand then characterize
our threatmodelandspeak-ugs rangeof applicability.

2.1 Four Questions

How mud aggregate bandwidthdoesthe legitimateclienteleneed
for speak-upo beeffective?Speak-umhelpsgoodclients,nomatter
hov muchbandwidththey have. Speak-upeither ensureghat the
goodclientsgetall the servicethey needor increaseshe service
they get(comparedo an attackwithout speak-up)y the ratio of
theiravailablebandwidthto their currentusagewhichwe expectto
bevery high. Moreover, aswith mary securitymeasuresspeak-up
“raisesthe bar” for attaclers:to inict the samelevel of service-
denialon a speak-uplefendedsite,a muchlargerbotnet—perhaps
severalordersof magnituddarger—uwill berequired Similarly, the
amountof over-provisioningneededata sitedefendedy speak-up
is muchlessthanwhata non-defendeditewould need.

Thanksfor the salespitch, but whatwe meantwas: how mud ag-
gregate bandwidthdoesthe legitimate clienteleneedfor speak-up
to leave themunharmedby an attadk? The answerdependson
the sener's sparecapacity(i.e., 1 utilization) when unattackd.
Speak-ups goalis to allocateresourcesn proportionto the band-
widths of requestingclients. If this goalis met, thenfor a sener
with sparecapacity50%, the legitimateclientscanretainfull ser
vice if they have the sameaggr@ate bandwidthas the attacking
clients(seex3.1). For a sener with sparecapacity90%,the legiti-
mateclienteleneedsonly 1=9th of the aggr@atebandwidthof the
attackingclients.

We now put theseresultsin the contet of today's botnetsby
rst notingthatmostbotnetsodayarelessthan100,000hosts,and
even 10,000hostsis a large botnet[18,19]. (Supportingevidence
for thesesizesis asfollows. Onestudyfoundthatthe averagebot
hasroughly 100 Kbits/s of bandwidth[40]. If eachbot useshalf
its bandwidthduring an attack,thena 10,000-nodébotnetgener
ates500 Mbits/s of traf ¢, anda 100,000-noddotnetgenerate$

Ghits/sof trafc. Thesenumbersareabove, respectiely, the 80th

percentileand99thpercentileof attacksizesobseredin [38].) Sec-
ond, assumehat the averagegood client also has 100 Kbits/s of

bandwidth.Thenfor a servicewhosesparecapacityis 90%, speak-
up canfully defendit (i.e., leave its goodclientsunharmedpgainst
a10,000-hos{resp.,100,000-hostpotnetif the goodclientsnum-

ber 1,000(resp., 10,000).

We believe that theseordersof magnitudeare not larger than
the clienteleof the Web's largestsites:thesenumbersreferto the
goodclientscurrentlyinterestedn theservice mary of which may
be quiescentFor example,considersearclenginesHumanspaus-
ing betweerngueriescountin the “currentclientele”,andthereare
almostcertainlythousand®f suchusersat ary time for the large
searchengines.

Thencouldnt small\Websites evenif defendedby speak-upstill be
harmed?Yes.For botnetsof the sizesjust mentionedandfor the
smallnumberof evenlargerones[18,19,43]), speak-up-defended
sitesneeda large clienteleor vastover-provisioning to fully with-
standattack.However, we think thatfuture botnetswill be smaller
Our rationaleis asfollows. Today sitescanrecognizeprimitive
bots.Suchbotslaunchattackstoo quickly, andsitesblock themby
pro ling IP addressedo evadethesedefensesyotswill eventually
becomemoresophisticatedior exampleby building up anactiity
pro le atagivenWebsiteandthen ying underthepro ling radar
during an attack.At this point, it will be hardfor sitesto identify
andblock the bots.However, ISPs which canobsenre their hosts
over long periodsof time, will still beableto identify bots.Indeed,
we speculatghatoncesitesno longerhave effective defensesso-
ciety (governmentspublic and industry pressuregtc.) will force
ISPsto act, therebyreducingthe numberof bots (but not elim-
inating them—botidenti cation is not a precisescience).When
attaclersadaptto having fewer but smarterbots,application-leel
attacks—whictrequiresmartbotsbut consere resources—wilbe
morecommon,makingspeak-upmorebroadlyapplicable.

Becausebandwidthis in part a communalresouce doesnt the
encourgementto sendmote traf c damaye the network?We rst
obsere that speak-upn ates trafc only to senerscurrentlyun-
derattack—avery smallfractionof all seners—sothe increasen
total trafc will be minimal. Moreover, the “core” appearso be
heaily overprovisioned(see,e.g., [15]), soit could absorbsuch
an increase.Finally, speak-ups additionaltrafc is congestion-
controlledandwill sharefairly with othertrafc. We addresghis
questiormorefully in x4 andotherissuegaisedby speak-upn x9.

2.2 ThreatModel and Applicability Conditions

Theprecedingnformal discussiorgave agenerabictureof speak-
up's applicability We now give a more precisedescription begin-
ning with the threatmodel. Speak-upaimsto protecta server de-
ned asary network-accessiblaervicewith scarcecomputational
resourcegdisks,CPUs RAM, applicationlicenses,le descriptors,
etc.),from anattadker, de ned asanentity (humanor organization)
thatis trying to depletethoseresourcesvith legitimate-lookingre-
quests(databaseueries HTTP requestsetc.). Suchan assaultis
calledanapplication-level attack [18].

Eachattacler sendstrafc from mary compromisechosts,and
thistraf c obeysall protocols,sothesener hasno easyway to tell
from asinglerequesthatit wasissuedwith ill intent.Mostservices
handlerequestof varying dif culty (e.g., databasejuerieswith
very differentcompletiontimes).While senersmaynotbe ableto
determinearequess dif culty a priori, ourthreatmodelpresumes
thattheattacler cansenddif cult requestsntentionally



One reasonthat application-lgel attacksare challengingto
thwart is that the Internet has no robust notion of host iden-
tity. For datagramprotocolswithout three-vay handshaés (e.g.,
DNS-over-UDP), spoo ng is trivial, and even for protocols
with three-vay handsha&s, spoo ng is possible.(Suchspurious
handsha&s—obsered before[41] andcorrelatedwvith spamtrans-
missions[34]—work becausemary ISPs acceptspuriousBGP
routesandpropagatehemto otherISPs[14].) Sincea determined
attacler canrepeatedlyequesservicefrom asitewhile pretending
to have differentlP addressesye assumehatan alusively heary
clientof asitewill notalwaysbeidenti able assuch.

We arenotconsiderindink attacks We assumehatthe sener's
accesdinks (and, more generally the network infrastructure)are
not ooded; seeconditionC1 below.

Therearemary typesof Internetserviceswith varying defen-
sive requirementsspeak-ups not appropriatefor all of them.For
speak-ugo defendagainsthethreatmodeledabore, thefollowing
two conditionsmusthold:

C1 Adequate link bandwidth. The protectedservice needs
enoughink bandwidthto handletheincomingrequesstream
(andthis streamwill bein ated by speak-up)A sener can
satisfythis conditionvia a high-bandwidthaccesdink or co-
locationat a datacenter However, we expectthe morecom-
mon deplgymentto be ISPs—whichof coursehave signi -
cantbandwidth—aoafering speak-upmsa service(just asthey
do with otherDDoS defensesoday),perhapsamortizingthe
expenseover mary defendedites,assuggesteth [2].

C2 Adequate client bandwidth. To be unharmedduring an at-
tack, the good clients must have in total roughly the same
order of magnitude(or more) bandwidththan the attacking
clients.As arguedin x2.1, this propertyholdsfor somesites
today andwe expectit to hold for mary morein thefuture.

Furthermorespeak-upmffersadwantageover alternatedefenses
whenall of thefollowing alsohold:

C3 No pre-de ned clientele. Otherwise,the sener caninstall
Iters or usecapabilitied4,50,51] to permitonly trafc from
known clients.

C4 Non-human clientele. If the clienteleis exclusively human,
onemay be ableto useproof-of-humanitytests(e.g., [16,21,
29,31,42,47]).

C5 Unequal requestsor spoo ng or smart bots. If the sener
has an unequalrequestload (as mentionedbefore), then
our curreng-basedapproachcan chage clients for harder
requests—een if the sener doesnot know the requestdif-
culty a priori (seex5). Also, if attaclers spoof rampantly
(asmentionedabove), traditionaldefensedasedon identify-
ing andblocking clientsareunlikely to keepthe botsat bay
Likewise, thosedefenseould be confoundedy botssmart
enoughto y underthepro ling radar(asdiscussedh x2.1).

The canonicalexample of a servicethat meetsall of the con-
ditions above (provided its clientele has adequatebandwidth)is
a Web sener for which requestsare computationallyintensve,
perhapsbecausethey involve back-enddatabaseransactionsor
searchege.qg., siteswith searctenginestravel sites,andautomatic
updateservicedor desktopsoftware).Often,the clienteleof these
sitesis partially or all non-humanBeyond thesesener applica-
tions, speak-upcould protectthe capability allocatorin network
architecturesuchasTVA [51] and SIFF [50] that seekto handle
DoSattacksby issuingcapabilitiegto clients.

3 DESIGN OF SPEAK-UP

Speak-ups motivatedby a simple obsenation aboutbad clients:
they sendrequestgo victimized senersat muchhigherratesthan
legitimate clients do. (This obsenation has also beenmade by
mary others,includingtheauthorsof pro ling anddetectiormeth-
ods.) At the sametime, somelimiting factor must prevent bad
clients from sendingeven more requestsWe posit that in mary
casesthis limiting factor is bandwidth. The speci ¢ constraint
could be a physicallimit (e.g., accesdink capacity)or a thresh-
old abore which the attacler fearsdetectionby pro ling tools at
thesener or by the humanownerof the“botted” host.For now, we
assumehatbadclientsexhaustall of their availablebandwidthon
spuriousrequestsin contrast,goodclients,which spendsubstan-
tial time quiescentare likely usinga only small portion of their
availablebandwidth.Thekey ideaof speak-ups to exploit this dif-
ferenceaswe now explain with asimpleillustration.

lllustration.  Imaginea request-responsgener, whereeachre-

questis cheapfor clientsto issue,is expensve to sene, and con-
sumesthe samequantity of sener resourcesReal-world exam-
ples include single-packt Web requests DNS front-ends(e.g.,

thoseusedby contentdistribution networks or infrastructuredike

CoDoNS[35]), andAFS seners. Supposehat the sener hasthe
capacityto handlec requestpersecondandthatthe aggrejatede-
mandfrom goodclientsis g requestgersecondg < c. Assume
that when the sener is overloadedit randomly dropsexcessre-

questslf theattaclersconsumaeall of their aggrgateuploadband-
width, B (which for now we expressin requestpersecond)n at-

tackingthesener, andif g+ B > ¢, thenthegoodclientswill receve

only afraction Q%B of thesener'sresourcesAssumingB g (if

B g, thenoverprovisioning by moderatelyincreasingc would

ensureg + B < ¢, therebyhandlingthe attack), the bulk of the
sener goesto the attackingclients. This situationis depictedin

Figurel(a).

In thissituationcurrentdefensesvouldtry to slov down thebad
clients.But whatif, instead we arrangedhings so thatwhenthe
sener is underattackgoodclientssendrequestsat the samerates
as bad clients? Of course the sener doesnot know which clients
aregood,but the badclientshave already‘maxed out” their band-
width (asassumedibore). Soif the sener encourageall clients
to useup their bandwidth,it could speedup the good oneswith-
out telling apartgood and bad. Doing so would certainly in ate
thetrafc into the sener duringanattack.But it would alsocause
thegoodclientsto be muchbetterrepresenteh themix of traf c,
giving themmuchmore of the sener's attentionandthe attaclers
muchless.If the goodclientshave total bandwidthG, they would
now captureafraction % of thesener'sresourcesasdepictedn
Figurel(b).SinceG g, thisfractionis muchlargerthanbefore.

We now focus on speak-ups design,which aimsto male the
precedingunderspeci ed illustration practical.In the restof this
section,we assumehat all requestauseequalsener work. We
begin with requirementgx3.1) andthendevelop two waysto re-
alizetheserequirement¢x3.2, x3.3). We alsoconsidervariousat-
tacks(x3.4). We revisit our assumptionsn x4 and describehow
speak-uphandlesheterogeneousquestsn x5.

3.1 DesignGoal and Required Mechanisms

DesignGoal. In keepingwith our view of bandwidthasa cur
reng, our principal goal is to allocateresourcesto competing
clientsin proportionto their bandwidths®

1This goalmight seemmoremodesthanthe chiefaim of pro ling:
blockingbadclientsaltogetherHowever, asdiscussedn x8.1, givena
smartbot, pro ling canonly limit, notblock, badclients.
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Figure 1: An attacledsener, B+ g > c, (a) without speak-ugb) with speak-upThegoodclients'trafc is gray asis theportionof the sener that
they captureThe gure doesnot specifyspeak-up encouragememhechanisn{aggressie retriesor paymentchannel).

If the goodclientsmake g requestgper secondin aggrgate
andhave anaggregyatebandwidthof G requestpersecondo
thesener, andif the badclientshave anaggreatebandwidth
of B requestpersecondthenthesener shouldprocesgood
requeststarateof min(g; %c) requestpersecond.

If thisgoalis met,thenmodesbver-provisioningof thesener (rel-

ative to thelegitimatedemandyansatisfythegoodclients.For if it

is met,thensatisfyingthemrequiresonly %c g (i.e, thepiece
the goodclients can get mustexceedtheir demand) This expres-
siontranslatego theidealizedserverprovisioningrequirment

¢ g(1+B=G)¥cy;
which saysthat the sener mustbe ableto handlethe “good” de-
mand(g) and diminisheddemandfrom the bad cIients(Bg). For
example,if B = G (aspecialcaseof conditionC2in x2.2),thenthe
requiredover-provisioningis a factorof two (¢ 2g). In practice,
speak-upannotexactly achieve thisidealbecausdimited cheating
is possible We analyzethis effectin x3.4.

Required Mechanisms. Any practical realizationof speak-up
needghreemechanismsThe rst is away to limit requestso the
senerto c persecondHowever, rate-limitingalonewill notchange
thesener'sallocationto goodandbadclients.Sincethedesigngoal
is that this allocationre ect available bandwidth,speak-upalso
needsa mechanisnto reveal that bandwidth:speak-upmust per
form encourgement,which we de ne ascausinga clientto send
more traf c—potentially mud more—for a single requestthan it
would if the serverwere unattac&ed Third, given the incoming
bandwidths speak-umeedsa proportional allocation mechanism
to admitclientsatratesproportionalto their deliveredbandwidth.
To implementthesemechanismsspeak-upusesa front-endto
the sener, calledthethinner, depictedin Figure1(b). Thethinner
implementsencouragemergindcontrolswhich requestshe sener
seesEncouragemertantake several forms;the two variationsof
speak-upbelaw, in x3.2 andx3.3, eachincorporatea differentone

with correspondinghdistinct proportionalallocationmechanisms.

Before presentingthese,we obsere that today when a sener is
overloadedandfailsto respondo arequestaclienttypically times
out andretries—therebyeneratingnoretrafc thanif the sener
were unloaded However, the bandwidthincreaseis small (since
today’s timeoutsare long). In contrast,encouragemengwhich is
initiated by an agentof the serve) will causegoodclientsto send
signi cantly moretraf c—while still obeying congestiorcontrol.

3.2 Random Dropsand Aggressve Retries

In theversionof speak-upghatwe now describethethinnerimple-
mentsproportionalallocationby droppingrequestsat randomto
reducetherateto c. To implementencouragementhethinner for

eachrequesthatit drops,immediatelyaskstheclientto retry. This
synchronouglease-etry signal causeshe good clients—thebad
onesarealready'maxedout”™—to retry atfar higherratesthanthey
would undersilentdropping.(Silentdroppinghappensn mary ap-
plicationsandin effect says,“pleasetry againlater”, whereashe
thinnersays,‘pleasetry againnow'.)

With the schemeaspresentedhusfar, a goodclient sendsonly
onepaclet perround-triptime (RTT) while a badclient cankeep
mary requestoutstandingtherebymanufcturingan adwantage.
To avoid this problem,we modify the schemeasfollows: without
waiting for explicit please-retrysignals,the clients sendrepeated
retriesin a congestion-controlledtream.Here,the feedbackused
by thecongestiortontrolprotocolfunctionsasimplicit please-retry
signals. This modi cation allows all clientsto pipeline their re-
questsandkeeptheir pipeto thethinnerfull.

One might ask, “To solve the sameproblem,why not enforce
oneoutstandingetry per client?” or, “Why not dispensewith re-
tries, queueclients' requestsand sene the oldest?” The answer
is “spoo ng andNAT”. Spoo ng, ashappensn our threatmodel
(x2.2), meansthat one client may claim to be several, and NAT
meansthat several clients (which may individually have plenty
of bandwidth)may appearto be one. Thus, the thinner can en-
forceneitheroneoutstandingetry per“client” norary otherquota
schemethat needsto identify clients. Ironically, taxing clientsis
easierthan identifying them: the continuousstreamof bytesthat
clientsareasledto sendensureshateachis chagedindividually.

Indeed,speak-upis a curreng-basedscheme(as we said ear
lier), andthe price for accesds the numberof retries,r, that a
client mustsend.Obsenre that the thinner doesnot communicate
r to clients:goodclientskeepresendinguntil they getthrough(or
give up). Also, r automaticallychangesvith theattacksize.

This approacHul lls the designgoalin x3.1, aswe now show.
The thinneradmitsincoming requestswith someprobability p to
male the total load reachingthe sener be c. Therearetwo cases.
Eitherthe goodclientscannotafford the price,in which casethey
exhaustall of their bandwidthanddo not getserviceat rateg, or
they canafford the price,in which casethey sendretriesuntil get-
ting through.In both casesthe price,r, is 1=p. In the rst casea
loadof B+ G enterghethinnet sop = BTCG’ r= BLCG, andthegood
clientscanpayfor G=r = %c requestpersecondin the second
casethegoodclientsgetserviceatrateg, asrequired.

3.3 Explicit Payment Channel

We now describeanotherencouragementnechanismwhich we
usein our implementatiorand evaluation.Conceptuallythe thin-
nerasksclientsto padtheir requestsvith dummybytes.However,
insteadof having to know the correctamountof paddingandcom-
municateit to clients, the thinner doesthe following. When the
sener is overloadedthe thinnerasksa requestingclient to open



a separatgpaymentchannel The client then sendsa congestion-
controlled streamof byteson this channel.We call a client that
is sendingbytesa contendingclient; the thinnertrackshow mary
byteseachcontendingclient sends Assumethatthe sener noti es
the thinnerwhenit is readyfor a new requestWhenthe thinner
recevessucha noti cation, it holdsa virtual auction it admitsto
the sener the contendingclient thathassentthe mostbytes,andit
terminateghe correspondinggaymentchannel.

As with the versionin x3.2, the price hereemepgesnaturally
Here,it is expressedn bytesperrequestThe“going rate” for ac-
cessis thewinning bid from the mostrecentauction.We now con-
sider the averageprice. Here,we expressB and G in bytes(not
requestsper secondandassumehatthe goodandbadclientsare
“spendingeverything”,so B+ G bytespersecondenterthethinner
Sinceauctionshappenevery 1=t secondn average the average
priceis BLCG bytesperrequest.

However, we cannotclaim, asin x3.2, that good clients get
% crequestsenedpersecondtheauctionmightallow “gaming”
in which adwersariesconsistentlypay a lower-than-aerageprice,
forcing goodclientsto pay a higherthan-aerageprice. We shav
in x3.4thattheauctioncanbegamedout nottoobadly, soall clients
doin factseepricesthatarecloseto theaverage.

Comparison. There are two main differences between the
schemedn x3.2 andthis one.First, with the otherschemethe thin-
nermustdeterminep andapplyit in awaythatcannotbe“gamed”;
here thethinnersruleis simplyto selecthetop-payingclient. Sec-
ond, with the otherschemeclients pay in-band.Which option is
appropriate—paymeiin-bandor on a separatehannel—depends
ontheapplication.For example,our prototype(x6) needshelatter
optionfor reasongelatedto how JavaScriptdrivesWebbrowsers.

3.4 Robustnesgo Cheating

In consideringherobustnes®f thevirtual auctionmechanismye
begin with a theoremandthendescribehow practicemay be both
worseandbetterthanthistheory Thetheorenis basedn onesim-
plifying assumptionthatrequestsresenedwith perfectregularity
(i.e., every 1=c seconds).

Theorem 3.1 In a systenwith regular serviceintervals,anyclient
that continuoushtransmitsan fractionof theaveage bandwidth
receivedby thethinnergetsat leastan =2 fraction of the service
regardlessof howthebadclientstimeor divideuptheir bandwidth.

Proof: Considera client, X, thattransmitsan fractionof the av-
eragebandwidth.Theintuition is thatto keepX from winning auc-
tions,the otherclientsmustdeliver substantiabayment.
Becauseour claims are purely about proportions,we choose
units to keepthe discussionsimple.We call the amountof band-
width that X deliversbetweerevery pair of auctionsadollar. Sup-
posethat X mustwait t auctionsbeforewinning k auctions.Let t;
be the numberof auctionsthatoccuruntil (andincluding) X's rst
win, t, the numberthatocck;rafterthatuntil andincluding X's sec-
ondwin, andsoon. Thus, ikzlti = t. Since X doesnot win until
auctionnumbert;, X is defeatedn the previous auctions.In the
rst auction,X hasdeliveredl dollar, soatleastl dollaris spentto
defeatit; in thenext auction2 dollarsareneededo defeaiit, andso
onuntil the(t; 1)*auctionwhent; 1 dollarsarespento defeatit.
Sol+2+ +(t; 1)=ty(t; 1)=2dollarsarespento defeatX be-
fore it wins. More generallythetotal dollarsspentby otherclients

. K 2y _ P oo .
overthet auctionsis atleast ., -5~ = {L; 5 3: Thissumis
minimized, subjectto  t; = t, whenall thet; are equal,namely

t; = t=k. We concludethatthe total spentby the otherclientsis at

k 12 t— 2 t.
least 156 3=% 3

Addingthet dollarsspentby X, thetotalnumberof dollarsspent
is at Ieast;—zk + g Thusthefraction of the total spentby X, which
wecalled , is atmost2=(t=k + 1). It followsthatkt — =2,
i.e., X recevesatleastan =2 fractionof theservice [l

Obsere thatthis analysisholdsfor eachgoodclient separately
It follows thatif thegoodclientsdeliverin aggregatean fraction
of thebandwidth,thenin aggregatethey will receve an =2 frac-
tion of the service .Note thatthis claim remainstrue regardlessof
theserviceratec, whichneednotbeknown to carryouttheauction.

Theory versus practice. We now considerways in which the
above theoremis both wealer and strongerthan what we expect
to seein practice.We begin with weaknessesFirst, considerthe
unreasonablassumptiorthatrequestaresenedwith perfectreg-
ularity. The theoremcan be trivially extended:for servicetimes
that uctuate within aboundedrange[(1  )=c;(1 + )=] (asin
ourimplementationseex6), X recevesatleasta(l 2 ) =2 frac-
tion of the service.However, even this looserrestrictionmay be
unrealisticin practice And pathologicakervicetimingsviolatethe
theorem For example,if mary requesful llments arebunchedn
atiny intenal during which X hasnot yet paid much,badclients
can cheaplyoutbid it during this intenal, if they know that the
pathologyis happeningandare ableto time their bids. But doing
sorequiresmplausiblydeepinformation.

Second,the theoremassumeghat a good client “pays bytes”
at a constantrate given by its bandwidth.However, the payment
channeln ourimplementatiorrunsover TCP, andTCP's slow start
meansthata goodclient's rate mustgrown. Moreover, becausave
implementthe paymentchannelasa seriesof large HTTP POSTs
(seex6), thereis a quiescenperiodbetweenPOSTs(equalto two
RTTs betweenclient andthinner)aswell as TCP's slow startfor
eachPOST Neverthelesswe canextendtheanalysido capturethis
behaior andagainderive alower boundfor thefractionof service
thatagivengoodclientreceves.Theresultis thatif thegoodclient
hasa smallfractionof thetotal bandwidth(causingt to spenda lot
of time paying),andif the HTTP POSTis big comparedto the
bandwidth-delayroduct thentheclient's fractionof serviceis not
noticeablyaffected (becausehe quiescentperiodsare negligible
relative to thetime spentpayingatfull rate).

We now considerthe strengthof the theorem:it malkes no as-
sumptionsatall aboutadwersariabehaior. We believe thatin prac-
ticeadwersariesill attacktheauctionby openingmary concurrent
TCP connectiongo avoid quiescenperiods,but the theoremhan-
dleseveryothercaseoo. Theadwersarycanopenfew or mary TCP
connectionsdisregard TCP semanticspr sendcontinuouslyor in
bursts.The only parametein the theoremis the total numberof
bytessent(in a givenintenval) by otherclients.

Thetheoremdoescedethe adwersaryanextra factorof two “ad-
vantage”in bandwidth(the good client seesonly =2 servicefor

bandwidth).This advantagearisesbecausehe proof letsthe ad-
versarycontrolexactly whenits bytesarrive—sendindgewer when
thegoodclient's bid is smallandmoreasthebid grows. This abil-
ity is powerful indeed—mostikely strongerthanreal adwersaries
have. Neverthelessgven with this highly pessimisticassumption
aboutadversarial abilities, speak-upcan still do its job: the re-
quired provisioning hasonly increaseddy a factor of 2 over the
idealfrom x3.1—andthis requiredprovisioningis still farlessthan
would berequiredto absorhthe attackwithout speak-up.

In x7.4, we quantify the adwersarialadwvantagein our experi-
mentsby determininghow the factorsmentionedn this section—
quiescenperiodsfor goodclients,badclientsopeningconcurrent
connectionsetc.—afecttherequiredprovisioningabove theideal.



4 REVISITING ASSUMPTIONS

We have sofar madea numberof assumptionsBelow we address
four of themin turn: thatasidefrom end-hostsaccessinks, theIn-
ternethasin nite capacityithatno bottlenecKink is sharedwhich
is aspecialcaseof the previous assumptionbut we addresst sep-
arately);thatthe thinnerhasin nite capacity;andthatbadclients
consumaall of theiruploadbandwidthwhenthey attack.In thenext
sectionwe relaxtheassumptiorof equalsener requests.

4.1 Speak-up's Effect on the Network

No ow betweena client anda thinnerindividually exhibits anti-
socialbehaior. In ourimplementationeachpaymenthannetom-
prisesa seriesof HTTP POSTs(seex6) andthusinherits TCP's
congestioncontrol. (For UDP applications,the paymentchannel
could usethe congestionrmanagei{3] or DCCP [22].) However,
suchindividual courtesiesdo not automaticallyexcusethe larger
rudenesof increasedrafc levels, andwe mustaskwhetherthe
network canhandlethisincrease.

We give two sketchyargumentssuggestinghatspeak-upvould
not muchincreaseotal traf c andthenconsiderthe effect of such
increasesFirst, speak-upin ates upload bandwidth,and, despite
the popularity of peerto-peer le-sharing, mostbytesstill ow in
the downloaddirection[15]. Thus,in ating uploadtrafc evento
the level of downloadtrafc would causeanin ation factorof at
mosttwo. Secondpnly a very smallfraction of Internetsenersis
attacled at ary onetime. Thus,evenif speak-updid increasethe
traf ¢ to eachattacled site by anorderof magnitudetheincrease
in overall Internettraf c would still besmall.

Whatevertheoveralltraf ¢ increaseit is unlikely to beproblem-
atic for thelnternet‘core”: bothanecdoteérom network operators
andmeasurementd 5] suggesthattheselinks operateat low uti-
lization. And, while thecorecannothandleeveryclienttransmitting
maximally (asarguedin [46]), we expectthatthefractionof clients
doingsoatary timewill besmall—againbecauséew siteswill be
attacled at ary time. Speak-upwill, howvever, createcontentionat
bottlenecKinks, aneffectthatwe explore experimentallyin x7.7.

4.2 SharedLinks

We now considewhathappensvhenclientsthatshareabottleneck
link are simultaneouslyencouragedby the thinner For simplicity,
assumawo clientsbehindbottleneckink I; the discussiorgener
alizesto moreclients.If the clientsarebothgood,their individual
o ws roughly sharel, so they getroughly the samepiece of the
sener. Eachmaybedisadwantagedcomparedo clientsthatarenot
similarly bottleneckd, but neitheris disadwantagedelative to the
other If, however, one of the clientsis bad,thenthe good client
hasa problem:the badclientcanopenn parallelTCP connections
(x3.4),claimroughlyann=n+ 1) fractionof I'sbandwidth andget
amuchlargerpieceof thesener. While thisoutcomeis unfortunate
for the goodclient, obsere, rst, thatthe serveris still protected
(thebadclient can“spend”at mostl). Secondwhile the thinners
encouragememnightinstigatethe badclient, thefactis thatwhen
a good andbad client sharea bottlenecklink—speak-upor no—
thegoodclientloses:ithe badclient canalwaysdery serviceto the
goodclient. We experimentallyinvestigatesuchsharingin x7.6.

4.3 Provisioning the Thinner

For speak-upo work, thethinnermustbeuncongestecacongested
thinnercouldnot“get theword out” to encouragelients.Thus,the
thinnerneedsenoughbandwidthto absorba full DDoS attackand
more(whichis conditionC1lin x2.2).It alsoneedsnougltprocess-
ing capacityto handlethedummybytes.(Meetingthis requirement

is far easierthanprovisioning the serverto handlethe full attack
becausehe thinnerdoesnot do muchperrequesprocessing.WWe
now arguethatmeetingtheserequirementss plausible.
Onestudyof obseredDoSattacksfoundthatthe95thpercentile
of attacksizeis in thelow hundredsf Mbits/s [38], which agrees
with otheranecdotege.g., [45]). Thetrafc from speak-upwould
presumablybe multipleslarger sincethe good clientswould also
sendat high rates.However, evenwith several Gbits/sof trafc in
anattack,thethinners requirementsrenotinsurmountable.
First, providersreadily offer links, eventemporarily(e.g., [33]),
thataccommodat¢hesespeedsSuchbandwidthis expensve, but
co-locatedsenerscould sharea thinner or elsethe ISP could pro-
vide the thinneras a service(seecondition C1 in x2.2). Second,
we considerprocessingcapacity Our unoptimizedsoftware thin-
nerrunningon commodityhardwarecanhandlel.5Gbits/sof traf-
¢ andtensor even hundredsof thousandf concurrentclients;
seex7.1.A productionsolutionwould presumablydo muchbetter

4.4 Attackers' Constraints

The assumptiorthat bad clientsaretoday “maxing out” their up-
load bandwidthwas madefor easeof exposition. The required
assumptioris only that bad clients consistentlymale requestsat
higher ratesthan legitimateclients Speci cally, if badclientsare
limited by their downloadbandwidth,or they arenot maxed out at
all today speak-ugs still useful:it malesuploadbandwidthinto
a constraintby forcing everyoneto spendthis resourceSincebad
clients—een thosethat arent maxed out—aremore active than
goodones,the imposition of this uploadbandwidthconstraintaf-
fectsthebadclientsmore,againchanginghemix of thesenerthat
goesto thegoodclients.Ourgoalsandanalysisin x3 still hold: they
arein termsof the bandwidthavailableto bothpopulationsnotthe
bandwidththatthey actuallyusetoday

5 HETEROGENEOUSREQUESTS

We now generalizethe designto handlethe more realistic case
whenthe requestsare unequal We make the worst-caseassump-
tion thatthe thinnerdoesnot know their dif culty in adwancebut
attaclers do, as given by the threatmodelin x2.2. If the thinner
treatedall requestsequally (chaging, in effect, the averageprice
for ary request)an attacler could get a disproportionateshareof
thesener by sendingonly the hardestequests.

In describingthe generalizatiorto the design,we male two as-
sumptions:

As in the homogeneousase the sener processesnly onere-
questat a time. Thus,the “hardness’of a computations mea-
suredby how long it takesto complete Relaxingthis assump-
tion to accountfor morecomplicatedsenersis not dif cult, as
long asthe senerimplementgprocessosharingamongconcur
rentrequestsbut we don't delve into thosedetailshere.

The sener exportsaninterfacethatallows the thinnerto SUS-
PEND, RESUME, and ABORT requests(Mary transaction
managersindapplicationsenerssupportsuchaninterface.)

At ahighlevel, the solutionis for the thinnerto breaktime into
guanta,o seeeachrequestascomprisingequal-sizecchunksthat
consumea quantumof the sener's attention,andto hold a virtual
auctionfor eachquantum.Thus,if a client's requestis madeof x
chunks,the client mustwin x auctionsfor its requestto be fully
sened.Thethinnerneednotknow x in advancefor ary request.

In moredetail: ratherthanterminatethe paymentchannelonce
the client's requestis admitted (asin x3.3), the thinner extracts



anon-goingpaymentuntil the requesttompletesGiventheseon-
going paymentsthe thinnerimplementsthe following procedure
every secondg isthequantumength):

1. Let v be the currently-actve request.Let u be the contending
requesthathaspaidthe most.

2. If u haspaid morethanv, then SUSPEND v, admit (or RE-
SUME) u, andsetu's paymento zero.

3. If vhaspaidmorethanu, thenletv continueexecutingbutsetv's
paymento zero(sincev hasnotyet paidfor the next quantum).

4. Time-outandABORT ary requesthathasbeenSUSPENDed
for someperiod(e.g., 30 seconds).

This schemeequiressomecooperatiorfrom the sener. First, the
sener shouldnot SUSPEND requestghathold critical locks; do-
ing socouldcausedeadlock Second SUSPEND, RESUME, and
ABORT shouldhave low overhead.

6 IMPLEMENT ATION

Weimplemented prototypethinnerin C++asanOKWS[23] Web

serviceusingthe SFStoolkit [26]. It runson Linux 2.6,exportinga

well-knovn URL. Whena Web client requestghis URL, the thin-

ner decidesif, andwhen,to sendthis requesto the sener, using
the methodin x3.3. The sener is currently emulated,runningin

the sameaddressspaceasthe thinner The sener “processes'te-

questswith a “service time” selecteduniformly at randomfrom

[:9=c; 1:1=c]. Whenthe sener respondgo a requestthe thinner
returnsHTML to the client with that responseAny JavaScript-
capableWeb browser can use our system;we have successfully
testedour implementatiorwith Firefox, InternetExplorer Safari,

anda customclientthatwe usein our experiments.

Wheneer the emulatedsener is not free, the thinner returns
JaraScriptto the Web client that causesdt to automaticallyissue
two HTTP requests(1) the actualrequestto the sener, and (2)
a one-m@abyteHTTP POSTthatis dynamically constructedoy
the browser andthat holds dummy data(one megabytere ecting
somebrowsers'limits on POSTs).The thinnerdelaysresponding
to the rst HTTP requestbecausehe responseo thatrequeshas
to comefrom thesener, whichis busy). ThesecondHTTP request
is the paymentchannel If, while sendingthesedummybytes,the
clientwinstheauctionthethinnerterminateseques{(2) andgives
request(1) to the sener. If, on the other hand,request(2) com-
pletestheclienthasnotyetrecevedservice;in this casethethin-
nerreturnsJavaScriptthatcauseshebrowserto sendanothelarge
POST andtheprocesgontinuesThethinnercorrelatesheclient's
paymentswith its requeswia an“id” eld in bothHTTP requests.

Onecancon gure thethinnerto supporthundredsof thousands
of concurrentonnectiondy settingthe maximumnumberof con-
nectiondescriptorsappropriately(Thethinnerevicts old clientsas
thesedescriptorgleplete.With modernversionsof Linux, thelimit
on concurrenfclientsis not perconnectiondescriptorsbut rather
theRAM consumedy eachopenconnection.

7 EXPERIMENT AL EVALUATION

To investigatethe effectivenessand performanceof speak-upwe
conductedexperimentswith our prototypethinner Our primary
questionis how the thinner allocatesan attacled sener to good
clients. To answerthis question,we bagin in x7.2 by varying the
bandwidthof good(G) andbad(B) clients,andmeasurindhow the
seneris allocatedwvith andwithoutspeak-up\We alsomeasurehis
allocationwith sener capacitiesabove andbelow theidealin x3.1.
In x7.3, we measurespeak-us lateny andbyte cost.In x7.4, we
askhow muchbadclientscan“cheat” speak-ugo getmorethana

Ourthinnerimplementatiorallocatesheemulated
. ¢ - A h X7.2,X7.5
senerin roughproportionto clients' bandwidths.

In our experimentsthe sener needsto provision
only 15%beyondthebandwidth-proportionatieal
to seneall goodrequests.

Our unoptimizedthinnerimplementatiorcansink X7.1
1.5Gbits/sof uploadedpaymenttrafc”. '

On a bottlenecklink, speak-uptrafc can crowd
outotherspeak-ugraf c andnon-speak-uprafc.

X7.3,X7.4

X7.6,X7.7

Table 1: Summaryof mainevaluationresults.

bandwidth-proportionadhareof the sener. x7.5 shavs how speak-
up performswhenclientshave differing bandwidthsandlatencies
to thethinner We alsoexplore scenariosn which speak-uprafc
sharesa bottlenecKink with otherspeak-ugrafc (x7.6)andwith
non-speak-uprafc (x7.7).Table1l summarizesurresults.

7.1 Setupand Method

All of the experiments described here ran on the Emulab
testbed13]. Theclientsrun a customPythonWebclientandcon-
nectto the prototypethinnerin variousemulatedtopologies.The
thinner runs on Emulabs “PC 3000”, which hasa 3 GHz Xeon
processoand2 GBytesof RAM; theclientsareallowedto runon
ary of Emulabs hardwareclasses.

All experimentgun for 600secondsEachclientrunson a sep-
arateEmulabhostand generatesequestsA requestproceedsas
follows. The client rst malesthe actualrequesto the sener. If
theseneris busy, thethinnerrepliesandmalestheclientissuetwo
HTTP requeststhe original requestandthe paymentbytes.Each
client'srequestsredrivenby aPoissomprocesofrate requests/s.
However, a client never allows more thana con gurable number
w (the window) of outstandingequestslf the stochastigprocess
“res” whenmorethanw requestsareoutstandingthe client puts
the new requestin a backlogqueuewhich drainswhenthe client
recevesarespons¢o anearlierrequestlf arequestsin thisqueue
for morethan10 secondsit timesout, andthe clientlogsaservice
denial.All requestsareidentical,andthe sener itself is emulated,
processin@requesbn averageevery 1=t second{seex6).

We usethe behaior just describedo modelbothgoodandbad
clients. A badclient, by de nition, triesto capturemorethanits
fair share We modelthis intentasfollows: in our experimentspad
clientssendrequestgasterthangoodclients,andbadclientssend
requestxoncurrently Speci cally, we choose = 40, w = 20 for
badclientsand = 2, w= 1 for goodclients.(Thew valuefor bad
clientsis pessimisticseex7.4.)

Our choicesof B andG aredeterminedy the numberof clients
thatwe areableto run in the testbedandby a roughmodelof to-
day's client accesdinks. Speci cally, in mostof our experiments,
thereare50 clients,eachwith 2 Mbits/sof accesdandwidth.Thus,
B + G usuallyequals100 Mbits/s. This scaleis smallerthanmost
attacksNeverthelessye believe thattheresultsgeneralizédecause
we focuson how the prototypes behaior differs from the theory
in x3. By understandinghis difference onecancanmale predic-
tionsaboutspeak-us performancen largerattacks.

Becausehe experimentakcaledoesnottax thethinner we sep-
aratelymeasuredts capacityand found that it can handleloads
comparabléo recentattacks At 90% CPU utilization on the hard-
waredescribedabore with multiple gigabitEtherneinterfacesjn a
600-secon@xperimentwith atime seriesof 5-secondntenals,the
thinnersinkspaymentbytesat 1451 Mbits/s (with standarddevia-
tion of 38 Mbits/s)for 1500-bytepacletsandat 379 Mbits/s (with
standarddeviation of 24 Mbits/s) for 120-bytepaclets. Mary re-
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Figure 2: Sener allocationwhenc = 100 requests/sas a function
of %- The measuredesultsfor speak-uparecloseto theidealline.
Without speak-upbadclientssendingat = 40requests/andw = 20

capturemuchmoreof thesener.
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Figure 3: Sener allocationto goodandbadclients,andthe fraction of

goodrequestshataresened,without (“OFF”) andwith (*ON") speak-
up.c varies,andG = B = 50 Mbits/s.For ¢ = 50; 100, the allocationis

roughly proportionalto the aggrgatebandwidthsandfor ¢ = 200, all

goodrequestsaresened.

centattacksareroughly this size;seex2.1 andx4.3. The capacity
alsodepend®n how mary concurrentlientsthethinnersupports;
thelimit hereis only the RAM for eachconnection(seex6).

7.2 Validating the Thinner' s Allocation

Whentherate of incomingrequestexceedsthe sener's capacity
speak-ups goalis to allocatethe sener's resourcego a group of
clientsin proportionto their aggr@atebandwidth.In this section,
we evaluateto whatdegreeourimplementatiormeetshis goal.

In our rst experiment,50 clientsconnectto the thinnerover a
100Mbits/sLAN. Eachclienthas2 Mbits/sof bandwidth Wevary
f, thefraction of “good” clients(therestare“bad”). In this homo-
geneousetting,% (i.e., thefractionof “good clientbandwidth”)
equalsf, andthesener's capacityis ¢ = 100requests/s.

Figure 2 shavs the fraction of the sener allocatedto the good
clientsasafunctionof f. Withoutspeak-upthebadclientscapture
a larger fraction of the sener thanthe good clients becausehey
male more requestsand the sener, when overloaded,randomly
dropsrequestsWith speak-uphawever, thegoodclientscan“pay”
more for eachof their requests—becaughey make fewer—and
canthus capturea fraction of the sener roughly in proportionto
their bandwidth.The small differencebetweenthe measuredand
ideal valuesis a resultof the good clients not using as much of
their bandwidthas the bad clients. We discussedhis adwersarial
adwantagein x3.4 andfurtherquantifyit in x7.3 andx7.4.
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Figure 4: Meantime to uploaddummy bytesfor good requestghat
receve service.c varies,andG = B = 50 Mbits/s. Whenthe sener is
notoverloadedc = 200), speak-upntroducedittle lateng.
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Figure 5: Averagenumberof bytessenton the paymentchannel—the
“price”—for senedrequestsc varies,andG = B = 50 Mbits/s.When

the sener is overloaded(c = 50; 100), the priceis closeto the upper
bound, (G + B)=c; seethe text for why they arenot equal.Whenthe

seneris notoverloadedc = 200, goodclientspayalmostnothing.

In the next experiment,we investigatedifferent “provisioning
regimes”.We x G andB, andmeasurghesener'sallocationwhen
its capacity ¢, is lessthan, equalto, and greaterthancy. Recall
from x3.1 that ¢y is the minimum value of ¢ at which all good
clients get service,if speak-upis deplo/ed and if speak-upallo-
catesthe sener exactly in proportionto client bandwidth.We set
G = B by con guring 50 clients,25 goodand 25 bad,eachwith a
bandwidthof 2 Mbits/sto thethinnerover aLAN. In this scenario,
Cq = 100requests/¢from x3.1,¢cq = g(1 + g) =2g=2 25 =
100, andwe experimentwith ¢ = 50; 100 200requests/s.

Figure 3 shaws the results.The goodclients get a larger frac-
tion of the sener with speak-upthanwithout. Moreover, for ¢ =
50; 100 the allocationunderspeak-ups roughly proportionalto
the aggrgatebandwidths,andfor ¢ = 200, all goodrequestsare
sened.Again, onecanseethatthe allocationunderspeak-uploes
not exactly matchthe ideal: from Figure 3, when speak-ugs en-
abledandc = ¢y = 100, thegooddemands notfully satis ed.

7.3 Latency and Byte Cost

We now explorethebyteandlateng costof speak-udor thesame
set of experiments(c varies, 50 clients,G = B = 50 Mbits/s).
For the lateny cost, we measurethe length of time that clients
spenduploadingdummy bytes, which capturesthe extra latengy

thatspeak-upntroducesFigure4 shavstheaverageand90thper

centilesof thesemeasurement®r the sened goodrequests.
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Figure 6: Heterogeneouslient bandwidthexperimentswith 50 LAN
clients,all good.Thefractionof thesener (c = 10requests/sallocated
to thetenclientsin categyory i, with bandwidth0:5 i Mbits/s,is close
to theideal proportionalallocation.

For the byte cost,we measurghe numberof bytesuploadedor
senedrequests—théprice”—asrecordedy thethinner Figure5
shaws the averageof this measuremenfior good and bad clients
andalsoplotsthe theoreticalaverageprice, (G + B)=c, from x3.3,
whichis labeled‘UpperBound”. Theactualpriceis lowerthanthis
theoreticabnebecauséheclientsdonotconsumaell of theirband-
width, for reasonghatwe now describe We considerthe different
valuesof cin turn.

For ¢ = 50, eachgoodclient spendsan averageof 1.25Mbits/s
(determinedy tallying the total bits spentby goodclientsover the
experiment).This averages lessthanthe 2 Mbits/saccesdink be-
causeof aquiescenperiodbetweenwhenagoodclient rst issues
arequestandwhenthethinnerreplies,askingfor paymentThis pe-
riod is roughly 0.35secondsthelengthowing to along backlogat
thethinnerof requestandpaymentytes.Whennotin aquiescent
period,a goodclient consumesnostof its accesdink, delivering
1.8Mbits/sonaveragejnferredby dividing theaveragegoodclient
payment(Figure5) by the averagetime spentpaying(Figure4).

Badclients,in contrastkeepmultiple request®utstandingodo
not have “down time”. For ¢ = 50, their paymentsare 1.7 Mbits/s
on average.They actually deliver slightly more than this number
but occasionally'waste”bytes.This wastagehappensvhena bad
client establishesa paymentchannelbut—becauseéts outbound
bandwidthis nearly fully utilized—fails to deliver the accompa-
nying requestMeanwhile thethinneracceptpaymentfor 10 sec-
onds,atwhich pointit timesoutthe paymentchannel.

Thec = 100caseis similarto ¢ = 50, exceptbadclientsseea
higherpricethangoodones.The reasoris asfollows. Bad clients
wastebytes,asjust describedIn this case however, someof the
requestsactually arrive beforethe 10 secondshave elapsed—bt
long aftertheclienthaspaidenoughto win theauction.In thosein-
stancesbadclientsoverpayhugely increasingheir averageprice.

For c = 20Q clientsdo not have to paymuchbecausghe sener
is lightly loaded.In fact, good and bad clients often encountera
price of zero,thoughbadclientsagainoverpaysometimes.

7.4 Empirical Adversarial Advantage

As just discussedbadclientsare ableto deliver more bytesthan
good clientsin our experimentsAs a resultof this disparity the
sener doesnotachieve theideal of a bandwidth-proportionallo-
cation.This effectwasvisiblein x7.2.

To betterunderstandhis adersarialadvantagewe ask,Whatis
the minimum value of ¢ at which all of the gooddemands satis-
ed? To answetthis questionwe experimentedvith the samecon-
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Figure 7: Two setsof heterogeneouslient RTT experimentswith 50
LAN clients,all goodor all bad.Thefractionof the sener (c = 10re-
quests/spapturedoy the 10 clientsin categyory i, with RTT 100 i ms,
variesfor goodclients.In contrastbadclients' RTTs don't matterbe-
causehey openmultiple connections.

guration asabove (G = B = 50 Mbits/s; 50 clients)but for more
valuesof c¢. We found that all of the good demandis satis ed at
¢ = 115 whichis only 15% moreprovisioningthanciy, the capac-
ity neededunderexact proportionalallocation.We concludethat
a badclient cancheatthe proportionalallocationmechanismbut
only to alimited extent—atleastunderour modelof badbehaior.

We now revisit thatmodel.We chosew = 20to beconsenrative:
for othervaluesof w betweenl and60 (again,B = G, ¢ = 100,
the badclientscapturelessof the sener. (We hypothesizehatfor
w > 20, the damagefrom wastedbytesexceedsthe bene t from
no quiescence.However, the qualitatve model doeshave weak-
nesseskFor example,our bad clients sometimesverpay (as dis-
cussedn x7.3),andatruly pessimabadclient would not. Never
thelessthe analysisin x3.4 shaws thatbadclientscannotdo much
betterthanthe nave behaior thatwe model.

7.5 HeterogeneousdNetwork Conditions

We now investigatehesener's allocationfor differentclientband-
widthsandRTTs. We begin with bandwidth.We assign50 clients
to 5 catgories.The 10clientsin catggoryi (1 i 5) have band-
width 0:5 i Mbits/sandareconnectedo thethinnerover a LAN.

All clientsaregood.Thesenerhascapacityc = 10requests/g-ig-
ure 6 shavs thattheresultingsener allocationto eachcatgory is
closeto the bandwidth-proportionaleal.

We now considerRTT, hypothesizinghat the RTT betweena
goodclient andthe thinnerwill affect the allocation,for two rea-
sons.First, at low prices, TCP's ramp-upmeansthat clients with
longerRTTswill takelongerto pay Secondandmoreimportantly
eachrequesthasat leastoneassociatedjuiescenperiod (seex7.1
and x7.3), the length of which dependon RTT. In contrast,bad
clients have multiple requestsoutstandingso do not have “down
time” andwill notbemuchaffectedby their RTT to thethinner

To testthis hypothesisye assigns0 clientsto 5 cateyories.The
10clientsin catgoryi (1 i 5) have RTT = 100 i msto the
thinner,giving awide rangeof RTTs. All clientshave bandwidth2
Mbits/s,andc = 10 requests/sWe experimentwith two casesall
clientsgoodandall bad.Figure 7 con rms our hypothesisgood
clientswith longerRTTs geta smallershareof the sener while for
badclients,RTT matterslittle. This resultmay seemunfortunate,
but the effect is limited: for example,in this experiment,no good
clientgetsmorethandoubleor lessthanhalf theideal.
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Figure 8: Sener allocationwhengoodandbadclientssharea bottle-
necklink, |. “Bottleneckservice refersto theportionof thesener cap-
turedby all of theclientsbehindl. Theactualbreakdevn of this portion
(left bar)is worsefor the goodclientsthanthe bandwidth-proportional
allocation(middle bar) becauséoadclients“hog” I. Theright barfur-
therquanti esthis effect.

7.6 Goodand Bad Clients Sharing a Bottleneck

Whengoodclientssharea bottlenecKink with badones,goodre-
questscanbe “crowdedout” by badonesheforereachingthe thin-
ner(seex4.2).We quantifythisobsenationwith anexperimenthat
usesthe following topology: 30 clients,eachwith a bandwidthof
2 Mbits/s, connectto the thinnerthrougha commonlink, |. The
bandwidthof | is 40 Mbits/s. | is a bottleneckbecausehe clients
behindl cangeneraté0 Mbits/s.Also, 10 goodand10 badclients,
eachwith abandwidthof 2 Mbits/s,connecto thethinnerdirectly
througha LAN. Thesener's capacityis ¢ = 50 requests/SiNe vary
thenumberof goodandbadclientsbehindl.

In all cases;the clients behind| togethercapturehalf of the
sener's capacity(as expected,given the topology). We measure
how this “sener half’ is allocatedto the goodandbadclientsbe-
hind|. We alsomeasureof the goodrequestshatoriginatebehind
I, what fraction receve service.Figure 8 depictsthesemeasure-
mentsand compareghemto the bandwidth-proportionaideals?
Theeffectongoodclients,visible in the gure, will likely bemore
pronouncedvhenthe bottlenecks bandwidthis a smallerfraction
of thecombinedbandwidthbehindit.

7.7 Impact of Speak-upon Other Traf c

We now considerhow speak-upaffects othertrafc, speci cally
what happensvhena TCP endpoint,H, sharesa bottlenecklink,
m, with clientsthatarecurrentlyuploadingdummybytes.Thecase
whenH is aTCPsendeis straightforvard:mwill besharedamong
H's transferandthe speak-upiploads WhenH is a TCP recever,
theextratraf ¢ from speak-upaffectsH in two ways.First, ACKs
from H will belost (anddelayed)moreoftenthanwithout speak-
up. Second for request-respongerotocols(e.g., HTTP), H's re-
questcanbe delayed Here,we investigatetheseeffectson HTTP
downloads.

We experimentwith the following setup: 10 good speak-up
clientsshareabottlenecKink, m, with H, ahostthatrunstheHTTP
client wget. m hasa bandwidthof 1 Mbit/s and one-vay delay
100 ms. Eachof the 11 clientshasa bandwidthof 2 Mbits/s. On
the other side of m are the thinner (fronting a sener with ¢ = 2

2For the rst measurementheidealis simply the fraction of good
andbad clients behindl. For the secondmeasurementhe ideal pre-
sumesthat the non-bottleneckd clientseachhave 2 Mbits/s of band-
width andthatthe clientsbehindl have 2(2) Mbits/s.
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Figure 9: Effect on an HTTP client of sharinga bottlenecklink with
speak-upclients. Graphshavs meansandstandarddeviations of end-
to-endHTTP downloadlateny with andwithoutspeak-upunning,for
variousHTTP transfersizes(which areshavn on alog scale).

requests/sand a separatéNeb sener, S. In eachexperiment,H
downloadsa le from S 100times.

Figure9 shawvs the meansandstandardieviationsof the down-
load latengy for various le sizes,with andwithout the speak-up
traf c. Thereis signi cant “collateral damage™to “innocently by-
standing” Web transfershere: dowvnload times in ate by almost
6 for a1 Kbyte (single paclet) transferand by almost4.5 for
64 Kbyte transfers However, this experimentis quite pessimistic:
the RTTs arelarge, the bottleneckbandwidthis highly restrictve
(roughly20 smallerthanthe demand)andthe sener capacityis
low. While speak-ups clearlythe exacerbatingactorin this exper
iment,speak-upwill nothave this effect on every link.

8 RELATED WORK

In this sectionwe rst surey relatedwork in the contet of com-
paringspeak-upto otherdefensesgainstapplication-level DDoS
attacks(For otherattacksanddefensesseethesuney by Mirkovic
andReiher[28] andthebibliographiedn [21,29,51].) We thendis-
cusshow andwhento combinespeak-upvith otherdefenses.

8.1 Comparisonsto RelatedWork

Using the taxonomyin x1 (massve over-provisioning, detectand
block,curreng), speak-ups acurreny schemeThecurreng con-
ceptwaspioneeredy Dwork andNaor[12] in thecontet of spam
defenseOthershave donework in thesamespirit[1,6,7,11,20,25,
49]; theseapproacheareoften calledproof-of-work schemes.

We rst proposedbandwidthas a curreng in a workshoppa-
per [48]. In contrastto [48], this papergives a viable mechanism
andanimplementationgvaluation,andanalysiof thatmechanism;
presentsa solutionto the “unequalrequests’case;and considers
contet andalternateDDoS defensesnuchmorecompletely

We do not know of anothemproposato usebandwidthasa cur
reng. However, the authorsof [17,39] describea solutionto DoS
attackson seners' computationatesourcesn which goodclients
senda x ednumberof copiesof theirmessageandtheseneronly
processea x edfraction of the messagethatit receves,thereby
diminishingadwersariesimpact.Our work sharesan ethosbut has
avery differentrealization.In thatwork, the drop probability and
repeatcount are hard-codedand the approachdoesnot apply to
HTTP. Further theauthorsdo not considercongestiorcontrol,the
implicationsof deploymentin todays Internet,andtheunequate-
questscase Also, Gligor [16] obsenesthatclient retriesandtime-
outsrequirelessoverheadwhile still providing the samequalita-
tive performanceboundsas proof-of-work schemesBecausehe



generalapproactdoesnot meethis moreexactingperformancee-
quirementshedoesnot considerusingbandwidthascurreng.

Althoughwe do not claim thatbandwidthis strictly betterthan
othercurrenciesye do think it is particularly natural.With other
currenciesthe sener musteitherreportan explicit price (e.g., by
sendinga puzzlewith aspeci ¢ hardnessdr have the clientsguess
the price. With speak-upjn contrast,this function happensauto-
matically:thecorrectpriceemeges,andneitherthethinnernorthe
clienthasto know thepricein adwance.

The dravbacksof curreng-basedschemesare, rst, that the
goodclientsmusthave enoughcurreng [24] (e.g., speak-uponly
appliesvhenthegoodclientshave enoughhandwidth)and,second,
that the curreng canbe unequallydistributed (e.g., someclients
have fasteruplinksthanothers) We discusghis latterdisadwantage
in x9. Anothercritiqueof curreny schemess thatthey give attack-
erssomeserviceso might be wealer thanthe schemesve discuss
belav (suchaspro ling) thatseekto block attaclers.However, un-
derthoseschemesa smartbot canimitate a goodclient, succeed
in fooling thedetectiondiscipline,andagaingetsomeservice.

The mostcommonlydeplo/ed defensg30] is a combinationof
link over-provisioning [33] and pro ling, which is a detect-and-
block approachoffered by several vendors[5, 9, 27]. Theselatter
productsbuild a historicalpro le of thedefendedsener's clientele
and,whentheseneris attacled, block traf ¢ violating thepro le.
Mary otherdetect-and-blockchemesiave beenproposedwe nov
mentiona few. Resourceontainerg8] performrate-limitingto al-
locatethe sener's resourcedo clients fairly. Defensesbhasedon
CAPTCHAS[47] (e.g., [29,42]) usereverseTuring teststo block
bots.Killbots [21] combinesCAPTCHAsandrate-limiting, de n-
ing abotasanon-CAPTCHAansweringhostthatsendsoo mary
requestdo an overloadedsener. With capabilities[4, 50,51], the
network blocks traf ¢ not authorizedby the application;to de-
cidewhichtraf c to authorizetheapplicationcanuserate-limiting,
CAPTCHAs,or otherrules.

One critique of detect-and-blocknethodsis that they canerr.
CAPTCHAscanbethwartedby “bad humans”(cheaplabor hired
to attacka site or induced[32] to solve the CAPTCHAS)or “good
bots” (legitimate, non-humarclienteleor humanswho do not an-
swer CAPTCHAS). Schemeshat rate-limit clients by IP address
canerrwith NAT (alargeblock of customerss rate-limitedasone
customer)or spoo ng (a small numberof clients canget a large
pieceof the sener). Pro ling apparentlyaddressesomeof these
shortcominggtoday (e.g., mary legitimate clients behinda NAT
would causeheNAT'sexternallP address$o have ahigherbaseline
ratein the sener's pro le). However, in principle such“behavior-
based"techniquesanalsobe “fooled”: a setof savvy botscould,
over time, “build up” their pro le by appearingto be legitimate
clients,atwhich pointthey couldabusetheir pro le andattack.

8.2 Combining with RelatedWork

PracticalDDoS defensenvolvescomposingvariousmethodsrom
the taxonomyin x1. We do not outline a completeDDoS protec-
tion stratgy herebut only discusshow to protecttwo classe®f re-
sourcesFirst, all sites,whetherusingspeak-umr not, mustdefend
their accesdinks from saturation.Speak-upn particularrequires
that the thinneris not congestedx4.3). The bestcurrentstrateyy
for link defenseseemsto be a combinationof over-provisioning
(e.g.,[33]), blockingobviously spuriougtraf ¢ (e.g., ICMP oods),
andshapingd‘in-band” traf ¢ viahistoricalpro ling (e.g., [5,9,27]).
Secondgsiteswith scarcecomputationalesourcesnustimple-
ment application-leel defense.Given that pro ling is required
to protectthe link anyway, we mustask whenit sufces asan
application-leel defenseOur answelis whenthefollowing condi-

tionsall hold: no pre-de nedclientele(C3 from x2.2); non-human
clientele (C4); and the negation of C5, i.e., whenrequestsause
equalamountsof work, when spoo ng is implausible,and when

botstriggeralarms.We now brie y considerwhatto do whenthe

conditionsfor pro ling arenotmet.WhenC3doesnt hold,onecan

usecapabilitied4,50,51] or explicit Iters. WhenC4doesnt hold,

onemaybeableto useCAPTCHAsto preferentiallyadmithumans.
And of coursewhenC5 doeshold, andwhenC1 and C2 do too,

we adwocatespeak-umsthe application-leel DDoS defense.

9 OBJECTIONS

Evenundertheconditionswvhenspeak-ups mostapplicablejt may
still raiseobjections someof whichwe nowv address.

Bandwidth ervy. Before speak-up.all good clients competed
equallyfor a smallshareof the sener. Underspeak-upmoregood
clientsare“betteroff” (i.e., canclaimalargerportionof thesener).
But sincespeak-upllocateghe sener'sresource$n proportionto
a client's bandwidth,high-bandwidthgood clients are “more bet-
ter off”, andthis inequality might be problematic.However, ob-
sene that unfairnessonly occursunder attack. Thus, while we
think this inequality is unfortunatejt is not fatal. A possibleso-
lution is for ISPswith low-bandwidthcustomergo offer accesso
high-bandwidthproxieswhosepurposeis to “pay bandwidth”to
the thinner Theseproxieswould have to allocatetheir resources
fairly—perhapdy implementingspeak-ugecursvely.

Variable bandwidth costs. In somecountries,customerspay
their ISPs“per-bit”. For thosecustomersaccesgo a sener de-
fendedby speak-ugandunderattack)would costmorethanusual.
Onepossiblesolutionis the proxy mentionedabore. Anotherone
is a“price tag”: thethinnerwould exposethe “going rate”in bytes,
andthe ISP would translatethis gure to mone/ andreportit to
customersletting themchoosewhetherto payfor access.

Incentivesfor ISPs. Onemightaskwhetherspeak-umivesISPs
anincentie to encourageotnetsas a way to increasethe band-
width demandedy good clients. Our responsés that suchmis-
alignmentof incentivescanhappenin mary commercialrelation-
ships(e.g., investmenmmanagersvho needlesslyenerateommis-
sions),but societyrelies on a combinationof regulation, profes-
sionalnorms,andreputatiorto limit harmfulconduct.

Solving the wrong problem. Onemight ask,“If the problemis
bots, then shouldnt researcheraddresghat messinsteadof en-
couragingmoretraf c?” Ouranswetto this philosophicalquestion
is thatcleaningup botsis crucial, but evenif botsarecurtailedby
ordersof magnitudea sener with scarcecomputationatesources
muststill limit bots'in uence. Speak-ups away to do so.

Flash crowds. Speak-uptreatsa ash crowd (overload from
goodclientsalone)justlike anapplication-leel DDoSattack.This
factmightappeaunsettling.Obsere, however, thatit doesnotap-
ply tothecanonicakaseof a ash crowd, in whichahyperlinkfrom
slashdot.org overwhelmsa residentialWeb site's accesdink:
speak-upvould nothave beendeplo/edto defendalow-bandwidth
site (seex2.2). For sitesin our applicability regime, makinggood
clients“bid” for accesswvhenall clientsare goodis certainly not
ideal,but theissuesherearethe sameaswith speak-upn general.

10 CONCLUSION

This study has sought to answer two high-level questions:
(1) Which conditionscall for speak-ups peculiarbrandof protec-
tion? (2) Doesspeak-upadmit a practicaldesign?Notably absent
from this list is a questionabouthow oftenthe conditionsin (1) do



andwill hold, i.e.,, who needsspeak-up?o answerthat question
de nitively will requirenot just a measuremengffort but alsoa
broadermarket suney’—a suney aboutdemandhat,to becredi-
ble, will have to gatherthe opinionsof network operatorssener
operators,and even users.Ratherthan trying to seewho would
buy—which we planto do next—we decidedrst to seewhatwe
couldbuild. Perhapour prioritieswereinverted.Neverthelessye
reportour main nding: basedon the design,analysis,and eval-
uationof a prototypeand subjectto much future work and mary
issueswe cangive a cautiouslyaf rmati ve answetto question(2).
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