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ABSTRACT
This paperpresentsthe design,implementation,analysis,andex-
perimentalevaluationof speak-up, a defenseagainstapplication-
leveldistributeddenial-of-service(DDoS),in whichattackerscrip-
ple a server by sendinglegitimate-lookingrequeststhat consume
computationalresources(e.g., CPU cycles,disk). With speak-up,
a victimizedserver encouragesall clients,resourcespermitting,to
automaticallysendhigher volumesof traf�c . We supposethat at-
tackersarealreadyusingmostof theiruploadbandwidthsocannot
reactto theencouragement.Goodclients,however, have spareup-
loadbandwidthandwill reactto theencouragementwith drastically
highervolumesof traf�c. Theintendedoutcomeof thistraf�c in�a-
tion is thatthegoodclientscrowd out thebadones,therebycaptur-
ing amuchlargerfractionof theserver's resourcesthanbefore.We
experimentundervariousconditionsand�nd thatspeak-upcauses
the server to spendresourceson a groupof clients in roughpro-
portionto their aggregateuploadbandwidth.This resultmakesthe
defenseviableandeffective for a classof realattacks.

Categories and Subject Descriptors: C.2.0 [Computer-
CommunicationNetworks]:Securityandprotection

GeneralTerms: Design,Experimentation,Security

Keywords: DoSattack,bandwidth,currency

1 INTRODUCTION
Our goal is to defendserversagainstapplication-level Distributed
Denial of Service(DDoS),a particularlynoxiousattackin which
computer criminals mimic legitimate client behavior by send-
ing proper-looking requestsvia compromisedandcommandeered
hosts[10, 18,36,37]. By exploiting the fact that many Internet
servers have “open clientele” (i.e., they cannottell a good client
from the requestalone),the attacker forces the victim server to
spendmuchof its resourceson spuriousrequests.For the savvy
attacker, the appealof this attackover a classicICMP link �ood
is two-fold. First, it requiresfar lessbandwidth:thevictim's com-
putationalresources—disks,CPUs,memory, applicationserver li-
censes,etc.—canoftenbedepletedby proper-lookingrequestslong
beforeits accesslink is saturated.Second,becausetheattacktraf�c
is “in-band”, it is harderto identify andthusmorepotent.Examples
of such(oftenextortionist[30,44]) attacksincludeusingbotsto at-
tack Web sitesby: requestinglarge �les [36,37], makingqueries
of searchengines[10], andissuingcomputationallyexpensive re-
quests(e.g., databasequeriesor transactions)[21].

CurrentDDoSdefensestry to slowdownthebadclients. Though
we standin solidarity with thesedefensesin the goal of limiting

Permissionto make digital or hardcopiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor pro�t or commercialadvantageandthatcopies
bearthis noticeandthefull citationon the�rst page.To copy otherwise,to
republish,to postonserversor to redistributeto lists,requiresprior speci�c
permissionand/ora fee.
SIGCOMM'06, September11–15,2006,Pisa,Italy.
Copyright 2006ACM 1-59593-308-5/06/0009. . .$5.00.

the servicethat attackers get, our approachis different. We rely
on encouragement(a termmadeprecisein x3), wherebytheserver
causesaclient,resourcespermitting,to automaticallysendahigher
volumeof traf�c. Ourapproachis to encourageall clientsto speak
up, ratherthansit idly by while attackersdrown themout. For if,
aswe suppose,badclientsarealreadyusingmostof their upload
bandwidth,then encouragementwill not changetheir traf�c vol-
ume.However, thegoodclientstypically useonly a small fraction
of their availablebandwidthto sendrequests,so they will reactto
encouragementby drastically increasingtheir traf�c volume. As
good clientssendmore traf�c, the traf�c into the server in�ates,
but thegoodclientswill bemuchbetterrepresentedin themix and
therebycapturea muchlargerportionof theserver thanbefore.

Of course,this caricatureof our approachleavesmany mech-
anismsunmentionedandmyriad issuesunaddressed.Thepurpose
of this paperis to bring theprecedinghigh-level descriptionto life
with a viable and effective system.To that end,we describethe
design,prototypeimplementation,and evaluationof speak-up, a
defenseagainstapplication-level DDoSattacksin whichclientsare
encouragedto sendmoretraf�c to anattackedserver.

We put our approachin context with thefollowing taxonomyof
defenses:

Over-provision massively. In theory, one could purchase
enough computational resourcesto serve attackers and good
clients.However, anecdotalevidencesuggeststhatwhile sitespro-
vision additionallink capacityduringattacks[33], eventhelargest
Web sitestry to conserve computationby detectingand denying
accessto bots[30,42] usingthemethodsin thenext category.

Detectand block. Theseapproachestry to distinguishbetween
goodandbadclients.Examplesarepro�ling by IP address[5,9,27]
(a box in front of theserver or theserver itself admitsrequestsac-
cordingto a learneddemandpro�le); rate-limitingalone(a special
caseof pro�ling in whichtheacceptablerequestrateis thesamefor
all clients);CAPTCHA-baseddefenses[16,21,29,42,47] thatpref-
erentiallyadmit humans;andcapabilities[4, 50,51] (the network
allows only traf�c that the recipienthasauthorized).Thesetech-
niquesarepowerful becausethey seekto block or explicitly limit
unauthorizedusers,but their discriminationscan err (seex8.1).
Moreover, they cannoteasilyhandleheterogeneousrequests(i.e.,
thosethat causethe server to do differentamountsof work). The
next category addressestheselimitations.

Chargeall clients in a curr ency. Here,anattackedserver gives
a client serviceonly after it paysin somecurrency. Examplesare
CPU or memorycycles(evidenceof paymentis the solutionto a
computationalpuzzle)[1, 6,7,11,12,20,25,49] andmoney [25].
With thesedefenses,thereis noneedto discriminatebetweengood
and bad clients, and the server can requirea client to pay more
for “hard” requests.However, for the legitimateusersto capture
the bulk of the service,they must in aggregatehave moreof the
currency thantheattackers.

In this taxonomy, speak-upis a currency approachwith bandwidth
asthecurrency. We believe thatthis work is the�rst to investigate



this idea(thoughit wasproposedin a workshoppaperby us [48]
and[17,39] sharethesamehigh-level motivation;seex8.1).

The centralmechanismin speak-upis a server front-end,the
thinner, thatprotectstheserverfrom overloadandperformsencour-
agement(x3). Encouragementcantake several forms(x3.2, x3.3).
Theonethatwe implementandevaluateis a virtual auction: when
theserver is overloaded,thethinnercauseseachnew client to auto-
maticallysenda congestion-controlledstreamof dummybyteson
a separatepaymentchannel,andwhenthe server is readyto pro-
cessa request,the thinnerselectstheclient thathassentthemost
bytes(x3.3).Weshow thattheability to “game”thisschemeis lim-
ited (x3.4). We alsodesignan extensionof the thinner to handle
heterogeneousrequests(x5).

As a concreteinstantiationof speak-up,we implementedthe
thinnerasa Webfront-end(x6). The thinnerperformsencourage-
mentby giving JavaScriptto unmodi�ed Web clients that makes
themsendlarge HTTP POSTs.ThesePOSTsarethe “bandwidth
payment”.We �nd that this implementationmeetsour goal of al-
locating the protectedserver's resourcesin rough proportion to
clients' uploadbandwidth(x7).Despitebeingunoptimized,theim-
plementationsinks1.5Gbits/sona high-endPC.

Practical DDoS mitigation requiresmultiple techniques,and
speak-upis not intendedto standalone.In x8, we comparespeak-
up to otherdefensesanddiscusswhenit shouldwork with them.

2 APPLICABILITY OF SPEAK-UP
Beforedescribingspeak-up'sdesign,wediscussunderwhatcondi-
tionsandto whatextentspeak-upis useful.We startby informally
addressingfour commonlyasked questionsand thencharacterize
our threatmodelandspeak-up's rangeof applicability.

2.1 Four Questions
How much aggregatebandwidthdoesthelegitimateclienteleneed
for speak-upto beeffective?Speak-uphelpsgoodclients,nomatter
how muchbandwidththey have. Speak-upeitherensuresthat the
goodclientsget all the servicethey needor increasesthe service
they get (comparedto an attackwithout speak-up)by the ratio of
theiravailablebandwidthto theircurrentusage,whichweexpectto
bevery high.Moreover, aswith many securitymeasures,speak-up
“raisesthe bar” for attackers: to in�ict the samelevel of service-
denialona speak-updefendedsite,a muchlargerbotnet—perhaps
severalordersof magnitudelarger—will berequired.Similarly, the
amountof over-provisioningneededatasitedefendedby speak-up
is muchlessthanwhatanon-defendedsitewould need.

Thanksfor thesalespitch, but whatwemeantwas:howmuch ag-
gregatebandwidthdoesthe legitimateclienteleneedfor speak-up
to leave them unharmedby an attack? The answerdependson
the server's sparecapacity(i.e., 1� utilization) when unattacked.
Speak-up's goal is to allocateresourcesin proportionto theband-
widths of requestingclients. If this goal is met, then for a server
with sparecapacity50%,the legitimateclientscanretainfull ser-
vice if they have the sameaggregatebandwidthas the attacking
clients(seex3.1).For a server with sparecapacity90%,thelegiti-
mateclienteleneedsonly 1=9th of theaggregatebandwidthof the
attackingclients.

We now put theseresultsin the context of today's botnetsby
�rst notingthatmostbotnetstodayarelessthan100,000hosts,and
even 10,000hostsis a largebotnet[18,19]. (Supportingevidence
for thesesizesis asfollows. Onestudyfoundthat theaveragebot
hasroughly 100 Kbits/s of bandwidth[40]. If eachbot useshalf
its bandwidthduring an attack,thena 10,000-nodebotnetgener-
ates500Mbits/sof traf�c, anda 100,000-nodebotnetgenerates5

Gbits/sof traf�c. Thesenumbersareabove, respectively, the80th
percentileand99thpercentileof attacksizesobservedin [38].) Sec-
ond, assumethat the averagegoodclient alsohas100 Kbits/s of
bandwidth.Thenfor aservicewhosesparecapacityis 90%,speak-
upcanfully defendit (i.e., leave its goodclientsunharmed)against
a 10,000-host(resp.,100,000-host)botnetif thegoodclientsnum-
ber� 1,000(resp.,� 10,000).

We believe that theseordersof magnitudeare not larger than
the clienteleof theWeb's largestsites:thesenumbersrefer to the
goodclientscurrentlyinterestedin theservice,many of whichmay
bequiescent.For example,considersearchengines.Humanspaus-
ing betweenqueriescountin the“currentclientele”,andthereare
almostcertainlythousandsof suchusersat any time for the large
searchengines.

Thencouldn't smallWebsites,evenif defendedbyspeak-up,still be
harmed?Yes.For botnetsof thesizesjust mentioned(andfor the
smallnumberof even largerones[18,19,43]), speak-up-defended
sitesneeda largeclienteleor vastover-provisioning to fully with-
standattack.However, we think thatfuturebotnetswill besmaller.

Our rationaleis asfollows.Today, sitescanrecognizeprimitive
bots.Suchbotslaunchattackstooquickly, andsitesblock themby
pro�ling IPaddresses.To evadethesedefenses,botswill eventually
becomemoresophisticated,for exampleby building upanactivity
pro�le at a givenWebsiteandthen�ying underthepro�ling radar
during anattack.At this point, it will be hardfor sitesto identify
andblock the bots.However, ISPs, which canobserve their hosts
over longperiodsof time,will still beableto identify bots.Indeed,
we speculatethatoncesitesno longerhave effective defenses,so-
ciety (governments,public and industrypressure,etc.) will force
ISPsto act, therebyreducingthe numberof bots (but not elim-
inating them—botidenti�cation is not a precisescience).When
attackersadaptto having fewer but smarterbots,application-level
attacks—whichrequiresmartbotsbut conserve resources—willbe
morecommon,makingspeak-upmorebroadlyapplicable.

Becausebandwidthis in part a communalresource, doesn't the
encouragementto sendmore traf�c damage thenetwork?We �rst
observe that speak-upin�ates traf�c only to serverscurrentlyun-
derattack—avery small fractionof all servers—sotheincreasein
total traf�c will be minimal. Moreover, the “core” appearsto be
heavily over-provisioned(see,e.g., [15]), so it could absorbsuch
an increase.Finally, speak-up's additional traf�c is congestion-
controlledandwill sharefairly with othertraf�c. We addressthis
questionmorefully in x4 andotherissuesraisedby speak-upin x9.

2.2 Thr eatModel and Applicability Conditions

Theprecedinginformaldiscussiongaveageneralpictureof speak-
up's applicability. We now give a moreprecisedescription,begin-
ning with the threatmodel.Speak-upaimsto protecta server, de-
�ned asany network-accessibleservicewith scarcecomputational
resources(disks,CPUs,RAM, applicationlicenses,�le descriptors,
etc.),from anattacker, de�nedasanentity(humanor organization)
thatis trying to depletethoseresourceswith legitimate-lookingre-
quests(databasequeries,HTTP requests,etc.).Suchan assaultis
calledanapplication-level attack [18].

Eachattacker sendstraf�c from many compromisedhosts,and
this traf�c obeysall protocols,sotheserver hasnoeasyway to tell
from asinglerequestthatit wasissuedwith ill intent.Mostservices
handlerequestsof varying dif�culty (e.g., databasequerieswith
very differentcompletiontimes).While serversmaynot beableto
determinearequest'sdif�culty a priori , our threatmodelpresumes
thattheattacker cansenddif�cult requestsintentionally.



One reasonthat application-level attacksare challenging to
thwart is that the Internet has no robust notion of host iden-
tity. For datagramprotocolswithout three-way handshakes (e.g.,
DNS-over-UDP), spoo�ng is trivial, and even for protocols
with three-way handshakes, spoo�ng is possible.(Suchspurious
handshakes—observedbefore[41] andcorrelatedwith spamtrans-
missions[34]—work becausemany ISPs acceptspuriousBGP
routesandpropagatethemto otherISPs[14].) Sincea determined
attackercanrepeatedlyrequestservicefrom asitewhile pretending
to have differentIP addresses,we assumethatanabusively heavy
client of a sitewill notalwaysbeidenti�able assuch.

Wearenotconsideringlink attacks.Weassumethattheserver's
accesslinks (and,moregenerally, the network infrastructure)are
not �ooded; seeconditionC1 below.

Therearemany typesof Internetservices,with varying defen-
sive requirements;speak-upis not appropriatefor all of them.For
speak-upto defendagainstthethreatmodeledabove,thefollowing
two conditionsmusthold:

C1 Adequate link bandwidth. The protectedservice needs
enoughlink bandwidthto handletheincomingrequeststream
(andthis streamwill be in�ated by speak-up).A server can
satisfythis conditionvia a high-bandwidthaccesslink or co-
locationat a datacenter. However, we expectthemorecom-
mon deployment to be ISPs—whichof coursehave signi�-
cantbandwidth—offering speak-upasa service(just asthey
do with otherDDoSdefensestoday),perhapsamortizingthe
expenseover many defendedsites,assuggestedin [2].

C2 Adequate client bandwidth. To be unharmedduring an at-
tack, the good clients must have in total roughly the same
order of magnitude(or more)bandwidththan the attacking
clients.As arguedin x2.1, this propertyholdsfor somesites
today, andwe expectit to hold for many morein thefuture.

Furthermore,speak-upoffersadvantagesoveralternatedefenses
whenall of thefollowing alsohold:

C3 No pre-de�ned clientele. Otherwise,the server can install
�lters or usecapabilities[4,50,51] to permitonly traf�c from
known clients.

C4 Non-human clientele. If theclienteleis exclusively human,
onemaybeableto useproof-of-humanitytests(e.g., [16,21,
29,31,42,47]).

C5 Unequal requestsor spoo�ng or smart bots. If the server
has an unequal requestload (as mentionedbefore), then
our currency-basedapproachcan charge clients for harder
requests—even if the server doesnot know the requestdif-
�culty a priori (seex5). Also, if attackers spoof rampantly
(asmentionedabove), traditionaldefensesbasedon identify-
ing andblockingclientsareunlikely to keepthebotsat bay.
Likewise,thosedefensescouldbeconfoundedby botssmart
enoughto �y underthepro�ling radar(asdiscussedin x2.1).

The canonicalexampleof a servicethat meetsall of the con-
ditions above (provided its clientelehasadequatebandwidth)is
a Web server for which requestsare computationallyintensive,
perhapsbecausethey involve back-enddatabasetransactionsor
searches(e.g., siteswith searchengines,travel sites,andautomatic
updateservicesfor desktopsoftware).Often,theclienteleof these
sites is partially or all non-human.Beyond theseserver applica-
tions, speak-upcould protect the capability allocator in network
architecturessuchasTVA [51] andSIFF [50] that seekto handle
DoSattacksby issuingcapabilitiesto clients.

3 DESIGN OF SPEAK-UP
Speak-upis motivatedby a simpleobservation aboutbadclients:
they sendrequeststo victimizedserversat muchhigherratesthan
legitimate clients do. (This observation has also beenmadeby
many others,includingtheauthorsof pro�ling anddetectionmeth-
ods.) At the sametime, somelimiting factor must prevent bad
clients from sendingeven more requests.We posit that in many
casesthis limiting factor is bandwidth.The speci�c constraint
could be a physicallimit (e.g., accesslink capacity)or a thresh-
old above which the attacker fearsdetectionby pro�ling tools at
theserveror by thehumanownerof the“botted” host.For now, we
assumethatbadclientsexhaustall of their availablebandwidthon
spuriousrequests.In contrast,goodclients,which spendsubstan-
tial time quiescent,are likely usinga only small portion of their
availablebandwidth.Thekey ideaof speak-upis to exploit thisdif-
ference,aswe now explain with asimpleillustration.

Illustration. Imaginea request-responseserver, whereeachre-
questis cheapfor clientsto issue,is expensive to serve, andcon-
sumesthe samequantity of server resources.Real-world exam-
ples include single-packet Web requests,DNS front-ends(e.g.,
thoseusedby contentdistribution networks or infrastructureslike
CoDoNS[35]), andAFS servers.Supposethat the server hasthe
capacityto handlec requestspersecondandthattheaggregatede-
mandfrom goodclientsis g requestsper second,g < c. Assume
that when the server is overloadedit randomlydropsexcessre-
quests.If theattackersconsumeall of theiraggregateuploadband-
width, B (which for now we expressin requestspersecond)in at-
tackingtheserver, andif g+B > c, thenthegoodclientswill receive
only a fraction g

g+B of theserver's resources.AssumingB � g (if
B � g, thenover-provisioning by moderatelyincreasingc would
ensureg + B < c, therebyhandlingthe attack),the bulk of the
server goesto the attackingclients.This situationis depictedin
Figure1(a).

In thissituation,currentdefenseswouldtry to slow down thebad
clients.But what if, instead,we arrangedthingsso that whenthe
server is underattackgoodclientssendrequestsat thesamerates
asbadclients? Of course,theserver doesnot know which clients
aregood,but thebadclientshave already“maxedout” their band-
width (asassumedabove). So if the server encouragedall clients
to useup their bandwidth,it could speedup the goodoneswith-
out telling apartgood and bad.Doing so would certainly in�ate
thetraf�c into theserver duringanattack.But it would alsocause
thegoodclientsto bemuchbetterrepresentedin themix of traf�c,
giving themmuchmoreof theserver's attentionandtheattackers
muchless.If thegoodclientshave total bandwidthG, they would
now capturea fraction G

G+B of theserver's resources,asdepictedin
Figure1(b).SinceG � g, this fractionis muchlargerthanbefore.

We now focus on speak-up's design,which aims to make the
precedingunder-speci�ed illustration practical.In the restof this
section,we assumethat all requestscauseequalserver work. We
begin with requirements(x3.1) andthendevelop two waysto re-
alize theserequirements(x3.2,x3.3).We alsoconsidervariousat-
tacks(x3.4). We revisit our assumptionsin x4 and describehow
speak-uphandlesheterogeneousrequestsin x5.

3.1 DesignGoal and RequiredMechanisms
DesignGoal. In keepingwith our view of bandwidthasa cur-
rency, our principal goal is to allocate resourcesto competing
clientsin proportionto theirbandwidths:1

1Thisgoalmightseemmoremodestthanthechiefaimof pro�ling:
blockingbadclientsaltogether. However, asdiscussedin x8.1,givena
smartbot,pro�ling canonly limit, notblock,badclients.



(a) (b)

Figure 1: An attackedserver, B + g > c, (a) without speak-up(b) with speak-up.Thegoodclients' traf�c is gray, asis theportionof theserver that
they capture.The�gure doesnot specifyspeak-up's encouragementmechanism(aggressive retriesor paymentchannel).

If the goodclientsmake g requestsper secondin aggregate
andhaveanaggregatebandwidthof G requestspersecondto
theserver, andif thebadclientshave anaggregatebandwidth
of B requestspersecond,thentheservershouldprocessgood
requestsat a rateof min(g; G

G+Bc) requestspersecond.

If thisgoalis met,thenmodestover-provisioningof theserver (rel-
ativeto thelegitimatedemand)cansatisfythegoodclients.For if it
is met,thensatisfyingthemrequiresonly G

G+Bc � g (i.e., thepiece
the goodclientscan get mustexceedtheir demand).This expres-
siontranslatesto theidealizedserverprovisioningrequirement:

c � g(1 + B=G) def= cid;

which saysthat the server mustbe ableto handlethe “good” de-
mand(g) anddiminisheddemandfrom the badclients(B g

G ). For
example,if B = G (aspecialcaseof conditionC2 in x2.2),thenthe
requiredover-provisioning is a factorof two (c � 2g). In practice,
speak-upcannotexactlyachieve this idealbecauselimited cheating
is possible.We analyzethis effect in x3.4.

Required Mechanisms. Any practical realizationof speak-up
needsthreemechanisms.The�rst is a way to limit requeststo the
serverto c persecond.However, rate-limitingalonewill notchange
theserver'sallocationto goodandbadclients.Sincethedesigngoal
is that this allocation re�ect available bandwidth,speak-upalso
needsa mechanismto reveal that bandwidth:speak-upmustper-
form encouragement,which we de�ne ascausinga client to send
more traf�c—potentially much more—fora singlerequestthan it
would if the serverwere unattacked. Third, given the incoming
bandwidths,speak-upneedsa proportionalallocationmechanism
to admitclientsat ratesproportionalto their deliveredbandwidth.

To implementthesemechanisms,speak-upusesa front-endto
theserver, calledthe thinner, depictedin Figure1(b). The thinner
implementsencouragementandcontrolswhich requeststheserver
sees.Encouragementcantake several forms; the two variationsof
speak-upbelow, in x3.2 andx3.3,eachincorporatea differentone
with correspondinglydistinctproportionalallocationmechanisms.
Before presentingthese,we observe that today when a server is
overloadedandfails to respondto arequest,aclient typically times
out andretries—therebygeneratingmoretraf�c thanif theserver
were unloaded.However, the bandwidthincreaseis small (since
today's timeoutsare long). In contrast,encouragement(which is
initiatedby anagentof theserver) will causegoodclientsto send
signi�cantly moretraf�c—while still obeying congestioncontrol.

3.2 RandomDropsand AggressiveRetries
In theversionof speak-upthatwenow describe,thethinnerimple-
mentsproportionalallocationby droppingrequestsat randomto
reducetherateto c. To implementencouragement,thethinner, for

eachrequestthatit drops,immediatelyaskstheclient to retry. This
synchronousplease-retry signalcausesthe goodclients—thebad
onesarealready“maxedout”—to retryat farhigherratesthanthey
wouldundersilentdropping.(Silentdroppinghappensin many ap-
plicationsandin effect says,“pleasetry againlater”, whereasthe
thinnersays,“pleasetry againnow”.)

With theschemeaspresentedthusfar, a goodclient sendsonly
onepacket per round-triptime (RTT) while a badclient cankeep
many requestsoutstanding,therebymanufacturingan advantage.
To avoid this problem,we modify theschemeasfollows: without
waiting for explicit please-retrysignals,the clientssendrepeated
retriesin a congestion-controlledstream.Here,the feedbackused
by thecongestioncontrolprotocolfunctionsasimplicit please-retry
signals.This modi�cation allows all clients to pipeline their re-
questsandkeeptheir pipeto thethinnerfull.

Onemight ask,“To solve the sameproblem,why not enforce
oneoutstandingretry per client?” or, “Why not dispensewith re-
tries, queueclients' requests,and serve the oldest?”The answer
is “spoo�ng andNAT”. Spoo�ng, ashappensin our threatmodel
(x2.2), meansthat one client may claim to be several, and NAT
meansthat several clients (which may individually have plenty
of bandwidth)may appearto be one. Thus, the thinner can en-
forceneitheroneoutstandingretryper“client” norany otherquota
schemethat needsto identify clients. Ironically, taxing clients is
easierthan identifying them: the continuousstreamof bytesthat
clientsareaskedto sendensuresthateachis chargedindividually.

Indeed,speak-upis a currency-basedscheme(as we said ear-
lier), and the price for accessis the numberof retries,r, that a
client mustsend.Observe that the thinnerdoesnot communicate
r to clients:goodclientskeepresendinguntil they get through(or
give up).Also, r automaticallychangeswith theattacksize.

This approachful�lls thedesigngoal in x3.1,aswe now show.
The thinneradmitsincomingrequestswith someprobability p to
make the total load reachingtheserver be c. Therearetwo cases.
Either thegoodclientscannotafford theprice, in which casethey
exhaustall of their bandwidthanddo not get serviceat rateg, or
they canafford theprice,in which casethey sendretriesuntil get-
ting through.In bothcases,theprice, r, is 1=p. In the �rst case,a
loadof B+ G entersthethinner, sop = c

B+G , r = B+G
c , andthegood

clientscanpayfor G=r = G
G+Bc requestspersecond.In thesecond

case,thegoodclientsgetserviceat rateg, asrequired.

3.3 Explicit PaymentChannel
We now describeanotherencouragementmechanism,which we
usein our implementationandevaluation.Conceptually, the thin-
nerasksclientsto padtheir requestswith dummybytes.However,
insteadof having to know thecorrectamountof paddingandcom-
municateit to clients, the thinner doesthe following. When the
server is overloaded,the thinnerasksa requestingclient to open



a separatepaymentchannel. The client then sendsa congestion-
controlledstreamof byteson this channel.We call a client that
is sendingbytesa contendingclient; the thinnertrackshow many
byteseachcontendingclientsends.Assumethattheserver noti�es
the thinnerwhen it is readyfor a new request.Whenthe thinner
receivessucha noti�cation, it holdsa virtual auction: it admitsto
theserver thecontendingclient thathassentthemostbytes,andit
terminatesthecorrespondingpaymentchannel.

As with the versionin x3.2, the price hereemergesnaturally.
Here,it is expressedin bytesper request.The“going rate” for ac-
cessis thewinning bid from themostrecentauction.Wenow con-
sider the averageprice. Here,we expressB andG in bytes(not
requests)persecondandassumethat thegoodandbadclientsare
“spendingeverything”,soB+ G bytespersecondenterthethinner.
Sinceauctionshappenevery 1=c secondson average,the average
priceis B+G

c bytesperrequest.
However, we cannotclaim, as in x3.2, that good clients get

G
G+Bc requestsservedpersecond:theauctionmightallow “gaming”
in which adversariesconsistentlypay a lower-than-averageprice,
forcing goodclientsto pay a higher-than-averageprice.We show
in x3.4thattheauctioncanbegamedbut nottoobadly, soall clients
do in factseepricesthatarecloseto theaverage.

Comparison. There are two main differences between the
schemein x3.2andthis one.First,with theotherscheme,thethin-
nermustdeterminep andapplyit in awaythatcannotbe“gamed”;
here,thethinner'sruleissimplyto selectthetop-payingclient.Sec-
ond, with the otherscheme,clientspay in-band.Which option is
appropriate—paymentin-bandor on a separatechannel—depends
on theapplication.For example,ourprototype(x6) needsthelatter
optionfor reasonsrelatedto how JavaScriptdrivesWebbrowsers.

3.4 Robustnessto Cheating
In consideringtherobustnessof thevirtual auctionmechanism,we
begin with a theoremandthendescribehow practicemaybeboth
worseandbetterthanthis theory. Thetheoremis basedononesim-
plifying assumption:thatrequestsareservedwith perfectregularity
(i.e., every1=c seconds).

Theorem3.1 In a systemwith regular serviceintervals,anyclient
that continuouslytransmitsan � fractionof theaverage bandwidth
receivedby the thinnergetsat leastan � =2 fractionof theservice,
regardlessof howthebadclientstimeor divideuptheir bandwidth.

Proof: Considera client, X, that transmitsan � fractionof theav-
eragebandwidth.Theintuition is thatto keepX from winningauc-
tions,theotherclientsmustdeliver substantialpayment.

Becauseour claims are purely about proportions,we choose
units to keepthe discussionsimple.We call the amountof band-
width thatX deliversbetweenevery pair of auctionsa dollar. Sup-
posethat X mustwait t auctionsbeforewinning k auctions.Let t1
bethenumberof auctionsthatoccuruntil (andincluding)X's �rst
win, t2 thenumberthatoccurafterthatuntil andincludingX'ssec-
ond win, andso on. Thus,

P k
i=1 ti = t. SinceX doesnot win until

auctionnumbert1, X is defeatedin the previous auctions.In the
�rst auction,X hasdelivered1 dollar, soat least1 dollar is spentto
defeatit; in thenext auction2 dollarsareneededto defeatit, andso
onuntil the(t1� 1)st auctionwhent1� 1 dollarsarespentto defeatit.
So1+ 2+ � � �+ (t1 � 1) = t1(t1 � 1)=2 dollarsarespentto defeatX be-
fore it wins.More generally, thetotal dollarsspentby otherclients

over the t auctionsis at least
P k

i=1
t2i � ti

2 =
P k

i=1
t2i
2 � t

2 : This sumis
minimized,subjectto

P
ti = t, whenall the ti areequal,namely

ti = t=k. We concludethat the total spentby theotherclientsis at
least

P k
i=1

t2

2k2 � t
2 = t2

2k � t
2 :

Addingthet dollarsspentby X, thetotalnumberof dollarsspent
is at least t2

2k + t
2 . Thusthe fractionof the total spentby X, which

we called� , is at most2=(t=k + 1). It follows thatk=t � �
2� � � � =2,

i.e., X receivesat leastan� =2 fractionof theservice.
Observe that this analysisholdsfor eachgoodclient separately.

It follows thatif thegoodclientsdeliver in aggregatean� fraction
of thebandwidth,thenin aggregatethey will receive an�= 2 frac-
tion of theservice.Note that this claim remainstrue regardlessof
theserviceratec, whichneednotbeknown to carryouttheauction.

Theory versus practice. We now considerways in which the
above theoremis both weaker andstrongerthanwhat we expect
to seein practice.We begin with weaknesses.First, considerthe
unreasonableassumptionthatrequestsareservedwith perfectreg-
ularity. The theoremcan be trivially extended:for servicetimes
that �uctuate within a boundedrange[(1 � � )=c; (1 + � )=c] (asin
our implementation;seex6), X receivesat leasta (1 � 2� )� =2 frac-
tion of the service.However, even this looserrestrictionmay be
unrealisticin practice.And pathologicalservicetimingsviolatethe
theorem.For example,if many requestful�llments arebunchedin
a tiny interval during which X hasnot yet paid much,badclients
can cheaplyoutbid it during this interval, if they know that the
pathologyis happeningandareableto time their bids.But doing
sorequiresimplausiblydeepinformation.

Second,the theoremassumesthat a good client “pays bytes”
at a constantrategiven by its bandwidth.However, the payment
channelin our implementationrunsoverTCP, andTCP'sslow start
meansthata goodclient's ratemustgrow. Moreover, becausewe
implementthepaymentchannelasa seriesof largeHTTP POSTs
(seex6), thereis a quiescentperiodbetweenPOSTs(equalto two
RTTs betweenclient andthinner)aswell asTCP's slow start for
eachPOST. Nevertheless,wecanextendtheanalysisto capturethis
behavior andagainderive a lower boundfor thefractionof service
thatagivengoodclientreceives.Theresultis thatif thegoodclient
hasasmallfractionof thetotalbandwidth(causingit to spenda lot
of time paying),and if the HTTP POSTis big comparedto the
bandwidth-delayproduct,thentheclient's fractionof serviceis not
noticeablyaffected(becausethe quiescentperiodsare negligible
relative to thetimespentpayingat full rate).

We now considerthe strengthof the theorem:it makes no as-
sumptionsatall aboutadversarialbehavior. Webelievethatin prac-
ticeadversarieswill attacktheauctionby openingmany concurrent
TCPconnectionsto avoid quiescentperiods,but thetheoremhan-
dleseveryothercasetoo.Theadversarycanopenfew or many TCP
connections,disregardTCP semantics,or sendcontinuouslyor in
bursts.The only parameterin the theoremis the total numberof
bytessent(in a giveninterval) by otherclients.

Thetheoremdoescedetheadversaryanextra factorof two “ad-
vantage”in bandwidth(the goodclient seesonly � =2 servicefor
� bandwidth).This advantagearisesbecausetheproof lets thead-
versarycontrolexactlywhenits bytesarrive—sendingfewer when
thegoodclient's bid is smallandmoreasthebid grows.This abil-
ity is powerful indeed—mostlikely strongerthanreal adversaries
have. Nevertheless,even with this highly pessimisticassumption
about adversarialabilities, speak-upcan still do its job: the re-
quired provisioning hasonly increasedby a factor of 2 over the
idealfrom x3.1—andthis requiredprovisioningis still far lessthan
would berequiredto absorbtheattackwithout speak-up.

In x7.4, we quantify the adversarialadvantagein our experi-
mentsby determininghow the factorsmentionedin this section—
quiescentperiodsfor goodclients,badclientsopeningconcurrent
connections,etc.—affect therequiredprovisioningabove theideal.



4 REVISITING ASSUMPTIONS
We have sofar madea numberof assumptions.Below we address
four of themin turn: thatasidefrom end-hosts'accesslinks, theIn-
ternethasin�nite capacity;thatnobottlenecklink is shared(which
is a specialcaseof thepreviousassumption,but we addressit sep-
arately);that the thinnerhasin�nite capacity;andthatbadclients
consumeall of theiruploadbandwidthwhenthey attack.In thenext
section,we relaxtheassumptionof equalserver requests.

4.1 Speak-up'sEffect on the Network
No �o w betweena client anda thinner individually exhibits anti-
socialbehavior. In ourimplementation,eachpaymentchannelcom-
prisesa seriesof HTTP POSTs(seex6) and thus inheritsTCP's
congestioncontrol. (For UDP applications,the paymentchannel
could usethe congestionmanager[3] or DCCP [22].) However,
suchindividual courtesiesdo not automaticallyexcusethe larger
rudenessof increasedtraf�c levels, andwe mustaskwhetherthe
network canhandlethis increase.

We give two sketchyargumentssuggestingthatspeak-upwould
not muchincreasetotal traf�c andthenconsidertheeffect of such
increases.First, speak-upin�ates uploadbandwidth,and,despite
thepopularityof peer-to-peer�le-sharing, mostbytesstill �o w in
thedownloaddirection[15]. Thus,in�ating uploadtraf�c even to
the level of downloadtraf�c would causean in�ation factorof at
mosttwo. Second,only a very small fractionof Internetserversis
attacked at any onetime. Thus,even if speak-updid increasethe
traf�c to eachattackedsiteby anorderof magnitude,theincrease
in overall Internettraf�c would still besmall.

Whatevertheoverall traf�c increase,it is unlikely to beproblem-
atic for theInternet“core”: bothanecdotesfrom network operators
andmeasurements[15] suggestthat theselinks operateat low uti-
lization.And,while thecorecannothandleeveryclienttransmitting
maximally(asarguedin [46]), weexpectthatthefractionof clients
doingsoatany timewill besmall—again,becausefew siteswill be
attacked at any time. Speak-upwill, however, createcontentionat
bottlenecklinks, aneffect thatwe exploreexperimentallyin x7.7.

4.2 SharedLinks
Wenow considerwhathappenswhenclientsthatshareabottleneck
link aresimultaneouslyencouragedby the thinner. For simplicity,
assumetwo clientsbehindbottlenecklink l; thediscussiongener-
alizesto moreclients.If theclientsarebothgood,their individual
�o ws roughly sharel, so they get roughly the samepieceof the
server. Eachmaybedisadvantagedcomparedto clientsthatarenot
similarly bottlenecked,but neitheris disadvantagedrelative to the
other. If, however, oneof the clients is bad, then the goodclient
hasa problem:thebadclient canopenn parallelTCPconnections
(x3.4),claimroughlyann=(n+ 1) fractionof l'sbandwidth,andget
amuchlargerpieceof theserver. While thisoutcomeis unfortunate
for the goodclient, observe, �rst, that the serveris still protected
(thebadclient can“spend”at mostl). Second,while the thinner's
encouragementmight instigatethebadclient, thefact is thatwhen
a goodandbadclient sharea bottlenecklink—speak-upor no—
thegoodclient loses:thebadclient canalwaysdeny serviceto the
goodclient.Weexperimentallyinvestigatesuchsharingin x7.6.

4.3 Provisioning the Thinner
For speak-uptowork, thethinnermustbeuncongested:acongested
thinnercouldnot “get thewordout” to encourageclients.Thus,the
thinnerneedsenoughbandwidthto absorba full DDoSattackand
more(whichis conditionC1in x2.2).It alsoneedsenoughprocess-
ing capacityto handlethedummybytes.(Meetingthis requirement

is far easierthanprovisioning the serverto handlethe full attack
becausethethinnerdoesnot do muchper-requestprocessing.)We
now arguethatmeetingtheserequirementsis plausible.

Onestudyof observedDoSattacksfoundthatthe95thpercentile
of attacksizeis in thelow hundredsof Mbits/s [38], which agrees
with otheranecdotes(e.g., [45]). The traf�c from speak-upwould
presumablybe multiples larger sincethe goodclientswould also
sendat high rates.However, evenwith severalGbits/sof traf�c in
anattack,thethinner's requirementsarenot insurmountable.

First,providersreadilyoffer links, eventemporarily(e.g., [33]),
thataccommodatethesespeeds.Suchbandwidthis expensive, but
co-locatedserverscouldsharea thinner, or elsetheISPcouldpro-
vide the thinner asa service(seeconditionC1 in x2.2). Second,
we considerprocessingcapacity. Our unoptimizedsoftware thin-
nerrunningoncommodityhardwarecanhandle1.5Gbits/sof traf-
�c and tensor even hundredsof thousandsof concurrentclients;
seex7.1.A productionsolutionwouldpresumablydomuchbetter.

4.4 Attackers' Constraints
The assumptionthat badclientsaretoday“maxing out” their up-
load bandwidthwas madefor easeof exposition. The required
assumptionis only that bad clientsconsistentlymake requestsat
higher ratesthan legitimateclients. Speci�cally, if badclientsare
limited by their downloadbandwidth,or they arenot maxedout at
all today, speak-upis still useful: it makesuploadbandwidthinto
a constraintby forcing everyoneto spendthis resource.Sincebad
clients—even thosethat aren't maxed out—aremore active than
goodones,the impositionof this uploadbandwidthconstraintaf-
fectsthebadclientsmore,againchangingthemix of theserver that
goesto thegoodclients.Ourgoalsandanalysisin x3 still hold:they
arein termsof thebandwidthavailableto bothpopulations,not the
bandwidththatthey actuallyusetoday.

5 HETEROGENEOUSREQUESTS
We now generalizethe designto handlethe more realistic case
whenthe requestsareunequal.We make the worst-caseassump-
tion that the thinnerdoesnot know their dif�culty in advancebut
attackers do, as given by the threatmodel in x2.2. If the thinner
treatedall requestsequally(charging, in effect, the averageprice
for any request),an attacker couldget a disproportionateshareof
theserver by sendingonly thehardestrequests.

In describingthegeneralizationto thedesign,we make two as-
sumptions:

� As in thehomogeneouscase,theserver processesonly onere-
questat a time. Thus,the “hardness”of a computationis mea-
suredby how long it takesto complete.Relaxingthis assump-
tion to accountfor morecomplicatedserversis not dif�cult, as
longastheserver implementsprocessorsharingamongconcur-
rentrequests,but we don't delve into thosedetailshere.

� Theserver exportsaninterfacethatallows thethinnerto SUS-
PEND, RESUME, and ABORT requests.(Many transaction
managersandapplicationserverssupportsuchaninterface.)

At a high level, thesolutionis for thethinnerto breaktime into
quanta,to seeeachrequestascomprisingequal-sizedchunksthat
consumea quantumof theserver's attention,andto hold a virtual
auctionfor eachquantum.Thus,if a client's requestis madeof x
chunks,the client mustwin x auctionsfor its requestto be fully
served.Thethinnerneednot know x in advancefor any request.

In moredetail: ratherthanterminatethepaymentchannelonce
the client's requestis admitted(as in x3.3), the thinner extracts



anon-goingpaymentuntil therequestcompletes.Given theseon-
going payments,the thinner implementsthe following procedure
every � seconds(� is thequantumlength):

1. Let v be the currently-active request.Let u be the contending
requestthathaspaidthemost.

2. If u haspaid more thanv, then SUSPEND v, admit (or RE-
SUME) u, andsetu'spaymentto zero.

3. If v haspaidmorethanu, thenlet v continueexecutingbutsetv's
paymentto zero(sincev hasnotyetpaidfor thenext quantum).

4. Time-outandABORT any requestthathasbeenSUSPENDed
for someperiod(e.g., 30 seconds).

This schemerequiressomecooperationfrom theserver. First, the
server shouldnot SUSPEND requeststhathold critical locks;do-
ing socouldcausedeadlock.Second,SUSPEND, RESUME, and
ABORT shouldhave low overhead.

6 IMPLEMENT ATION
Weimplementedaprototypethinnerin C++asanOKWS[23] Web
serviceusingtheSFStoolkit [26]. It runsonLinux 2.6,exportinga
well-known URL. Whena Webclient requeststhis URL, thethin-
ner decidesif, andwhen,to sendthis requestto the server, using
the methodin x3.3. The server is currentlyemulated,running in
the sameaddressspaceasthe thinner. The server “processes”re-
questswith a “service time” selecteduniformly at randomfrom
[:9=c; 1:1=c]. When the server respondsto a request,the thinner
returnsHTML to the client with that response.Any JavaScript-
capableWeb browser can useour system;we have successfully
testedour implementationwith Firefox, InternetExplorer, Safari,
anda customclient thatwe usein ourexperiments.

Whenever the emulatedserver is not free, the thinner returns
JavaScriptto the Web client that causesit to automaticallyissue
two HTTP requests:(1) the actualrequestto the server, and (2)
a one-megabyteHTTP POSTthat is dynamicallyconstructedby
the browserandthat holdsdummydata(onemegabytere�ecting
somebrowsers' limits on POSTs).The thinnerdelaysresponding
to the�rst HTTP request(becausetheresponseto thatrequesthas
to comefrom theserver, which is busy).ThesecondHTTPrequest
is thepaymentchannel.If, while sendingthesedummybytes,the
clientwins theauction,thethinnerterminatesrequest(2) andgives
request(1) to the server. If, on the other hand,request(2) com-
pletes,theclient hasnot yet receivedservice;in this case,thethin-
nerreturnsJavaScriptthatcausesthebrowserto sendanotherlarge
POST, andtheprocesscontinues.Thethinnercorrelatestheclient's
paymentswith its requestvia an“id” �eld in bothHTTPrequests.

Onecancon�gure thethinnerto supporthundredsof thousands
of concurrentconnectionsby settingthemaximumnumberof con-
nectiondescriptorsappropriately. (Thethinnerevicts old clientsas
thesedescriptorsdeplete.)With modernversionsof Linux, thelimit
on concurrentclients is not per-connectiondescriptorsbut rather
theRAM consumedby eachopenconnection.

7 EXPERIMENT AL EVALUATION
To investigatethe effectivenessandperformanceof speak-up,we
conductedexperimentswith our prototypethinner. Our primary
questionis how the thinner allocatesan attacked server to good
clients.To answerthis question,we begin in x7.2 by varying the
bandwidthof good(G) andbad(B) clients,andmeasuringhow the
server is allocatedwith andwithoutspeak-up.Wealsomeasurethis
allocationwith servercapacitiesabove andbelow theidealin x3.1.
In x7.3,we measurespeak-up's latency andbytecost.In x7.4,we
askhow muchbadclientscan“cheat” speak-upto getmorethana

Ourthinnerimplementationallocatestheemulated
server in roughproportionto clients' bandwidths.

x7.2,x7.5

In our experiments,the server needsto provision
only15%beyondthebandwidth-proportionalideal
to serve all goodrequests.

x7.3,x7.4

Our unoptimizedthinnerimplementationcansink
1.5Gbits/sof uploaded“paymenttraf�c”.

x7.1

On a bottlenecklink, speak-uptraf�c can crowd
outotherspeak-uptraf�c andnon-speak-uptraf�c.

x7.6,x7.7

Table1: Summaryof mainevaluationresults.

bandwidth-proportionalshareof theserver. x7.5showshow speak-
up performswhenclientshave differing bandwidthsandlatencies
to the thinner. We alsoexplorescenariosin which speak-uptraf�c
sharesa bottlenecklink with otherspeak-uptraf�c (x7.6)andwith
non-speak-uptraf�c (x7.7).Table1 summarizesour results.

7.1 Setupand Method
All of the experiments described here ran on the Emulab
testbed[13]. Theclientsrun a customPythonWebclient andcon-
nect to the prototypethinner in variousemulatedtopologies.The
thinner runs on Emulab's “PC 3000”, which hasa 3 GHz Xeon
processorand2 GBytesof RAM; theclientsareallowedto run on
any of Emulab's hardwareclasses.

All experimentsrun for 600seconds.Eachclient runson a sep-
arateEmulabhostandgeneratesrequests. A requestproceedsas
follows. The client �rst makes the actualrequestto the server. If
theserver is busy, thethinnerrepliesandmakestheclient issuetwo
HTTP requests:the original requestandthe paymentbytes.Each
client'srequestsaredrivenby aPoissonprocessof rate� requests/s.
However, a client never allows more thana con�gurable number
w (the window) of outstandingrequests.If the stochasticprocess
“�res” whenmorethanw requestsareoutstanding,theclient puts
thenew requestin a backlogqueue,which drainswhenthe client
receivesaresponseto anearlierrequest.If arequestis in thisqueue
for morethan10seconds,it timesout,andtheclient logsa service
denial.All requestsareidentical,andtheserver itself is emulated,
processinga requestonaverageevery 1=c seconds(seex6).

We usethebehavior just describedto modelbothgoodandbad
clients.A badclient, by de�nition, tries to capturemore than its
fair share.Wemodelthis intentasfollows: in ourexperiments,bad
clientssendrequestsfasterthangoodclients,andbadclientssend
requestsconcurrently. Speci�cally, we choose� = 40, w = 20 for
badclientsand� = 2, w = 1 for goodclients.(Thew valuefor bad
clientsis pessimistic;seex7.4.)

Ourchoicesof B andG aredeterminedby thenumberof clients
thatwe areableto run in the testbedandby a roughmodelof to-
day's client accesslinks. Speci�cally, in mostof our experiments,
thereare50clients,eachwith 2 Mbits/sof accessbandwidth.Thus,
B + G usuallyequals100Mbits/s.This scaleis smallerthanmost
attacks.Nevertheless,webelievethattheresultsgeneralizebecause
we focuson how the prototype's behavior differs from the theory
in x3. By understandingthis difference,onecancanmake predic-
tionsaboutspeak-up's performancein largerattacks.

Becausetheexperimentalscaledoesnot tax thethinner, wesep-
aratelymeasuredits capacityand found that it can handleloads
comparableto recentattacks.At 90%CPUutilization on thehard-
waredescribedabovewith multiplegigabitEthernetinterfaces,in a
600-secondexperimentwith atimeseriesof 5-secondintervals,the
thinnersinkspaymentbytesat 1451Mbits/s(with standarddevia-
tion of 38 Mbits/s) for 1500-bytepacketsandat 379Mbits/s(with
standarddeviation of 24 Mbits/s) for 120-bytepackets.Many re-
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Figure 2: Server allocationwhen c = 100 requests/sas a function
of G

G+B . The measuredresultsfor speak-uparecloseto the ideal line.
Without speak-up,badclientssendingat � = 40 requests/sandw = 20
capturemuchmoreof theserver.
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up.c varies,andG = B = 50Mbits/s.For c = 50; 100, theallocationis
roughlyproportionalto theaggregatebandwidths,andfor c = 200, all
goodrequestsareserved.

centattacksareroughly this size;seex2.1 andx4.3.Thecapacity
alsodependson how many concurrentclientsthethinnersupports;
thelimit hereis only theRAM for eachconnection(seex6).

7.2 Validating the Thinner' sAllocation
Whenthe rateof incomingrequestsexceedstheserver's capacity,
speak-up's goal is to allocatethe server's resourcesto a groupof
clientsin proportionto their aggregatebandwidth.In this section,
we evaluateto whatdegreeour implementationmeetsthisgoal.

In our �rst experiment,50 clientsconnectto the thinnerover a
100Mbits/sLAN. Eachclienthas2 Mbits/sof bandwidth.Wevary
f , thefractionof “good” clients(therestare“bad”). In this homo-
geneoussetting, G

G+B (i.e., thefractionof “good clientbandwidth”)
equalsf , andtheserver's capacityis c = 100requests/s.

Figure2 shows the fraction of the server allocatedto the good
clientsasafunctionof f . Withoutspeak-up,thebadclientscapture
a larger fraction of the server than the goodclientsbecausethey
make more requestsand the server, when overloaded,randomly
dropsrequests.With speak-up,however, thegoodclientscan“pay”
more for eachof their requests—becausethey make fewer—and
canthuscapturea fraction of the server roughly in proportionto
their bandwidth.The small differencebetweenthe measuredand
ideal valuesis a result of the good clients not usingas much of
their bandwidthas the badclients.We discussedthis adversarial
advantagein x3.4andfurtherquantifyit in x7.3andx7.4.
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In the next experiment,we investigatedifferent “provisioning
regimes”.We�x G andB, andmeasuretheserver'sallocationwhen
its capacity, c, is lessthan,equalto, andgreaterthan cid . Recall
from x3.1 that cid is the minimum value of c at which all good
clients get service,if speak-upis deployed and if speak-upallo-
catesthe server exactly in proportionto client bandwidth.We set
G = B by con�guring 50 clients,25 goodand25 bad,eachwith a
bandwidthof 2 Mbits/sto thethinnerover aLAN. In thisscenario,
cid = 100requests/s(from x3.1,cid = g(1 + B

G) = 2g = 2 � 25 � � =
100), andwe experimentwith c = 50; 100; 200requests/s.

Figure3 shows the results.The goodclientsget a larger frac-
tion of the server with speak-upthanwithout. Moreover, for c =
50; 100, the allocationunderspeak-upis roughly proportionalto
the aggregatebandwidths,andfor c = 200, all goodrequestsare
served.Again,onecanseethattheallocationunderspeak-updoes
not exactly matchthe ideal: from Figure3, whenspeak-upis en-
abledandc = cid = 100, thegooddemandis not fully satis�ed.

7.3 Latency and Byte Cost
Wenow explorethebyteandlatency costof speak-upfor thesame
set of experiments(c varies,50 clients,G = B = 50 Mbits/s).
For the latency cost, we measurethe length of time that clients
spenduploadingdummy bytes,which capturesthe extra latency
thatspeak-upintroduces.Figure4 showstheaveragesand90thper-
centilesof thesemeasurementsfor theservedgoodrequests.
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For thebytecost,we measurethenumberof bytesuploadedfor
servedrequests—the“price”—asrecordedby thethinner. Figure5
shows the averageof this measurementfor good andbadclients
andalsoplots the theoreticalaverageprice, (G + B)=c, from x3.3,
whichis labeled“UpperBound”.Theactualpriceis lowerthanthis
theoreticalonebecausetheclientsdonotconsumeall of theirband-
width, for reasonsthatwe now describe.We considerthedifferent
valuesof c in turn.

For c = 50, eachgoodclient spendsanaverageof 1.25Mbits/s
(determinedby tallying thetotalbitsspentby goodclientsover the
experiment).Thisaverageis lessthanthe2 Mbits/saccesslink be-
causeof aquiescentperiodbetweenwhena goodclient �rst issues
arequestandwhenthethinnerreplies,askingfor payment.Thispe-
riod is roughly0.35seconds,thelengthowing to a longbacklogat
thethinnerof requestsandpaymentbytes.Whennot in aquiescent
period,a goodclient consumesmostof its accesslink, delivering
1.8Mbits/sonaverage,inferredby dividing theaveragegoodclient
payment(Figure5) by theaveragetimespentpaying(Figure4).

Badclients,in contrast,keepmultiplerequestsoutstandingsodo
not have “down time”. For c = 50, their paymentsare1.7 Mbits/s
on average.They actuallydeliver slightly morethan this number
but occasionally“waste”bytes.This wastagehappenswhena bad
client establishesa paymentchannelbut—becauseits outbound
bandwidthis nearly fully utilized—fails to deliver the accompa-
nying request.Meanwhile,thethinneracceptspaymentfor 10 sec-
onds,atwhich point it timesout thepaymentchannel.

Thec = 100caseis similar to c = 50, exceptbadclientsseea
higherprice thangoodones.Thereasonis asfollows. Badclients
wastebytes,as just described.In this case,however, someof the
requestsactually arrive beforethe 10 secondshave elapsed—but
longaftertheclienthaspaidenoughto win theauction.In thosein-
stances,badclientsoverpayhugely, increasingtheiraverageprice.

For c = 200, clientsdonot have to paymuchbecausetheserver
is lightly loaded.In fact, goodandbadclientsoften encountera
priceof zero,thoughbadclientsagainoverpaysometimes.

7.4 Empirical Adversarial Advantage
As just discussed,badclientsareableto deliver morebytesthan
goodclients in our experiments.As a resultof this disparity, the
server doesnotachieve theidealof a bandwidth-proportionalallo-
cation.This effect wasvisible in x7.2.

To betterunderstandthisadversarialadvantage,we ask,Whatis
theminimum valueof c at which all of thegooddemandis satis-
�ed? To answerthisquestion,weexperimentedwith thesamecon-
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Figure 7: Two setsof heterogeneousclient RTT experimentswith 50
LAN clients,all goodor all bad.Thefractionof theserver (c = 10 re-
quests/s)capturedby the10 clientsin category i, with RTT 100� i ms,
variesfor goodclients.In contrast,badclients' RTTs don't matterbe-
causethey openmultipleconnections.

�guration asabove (G = B = 50 Mbits/s;50 clients)but for more
valuesof c. We found that all of the gooddemandis satis�ed at
c = 115, which is only 15%moreprovisioningthancid, thecapac-
ity neededunderexact proportionalallocation.We concludethat
a badclient cancheatthe proportionalallocationmechanismbut
only to a limited extent—atleastunderourmodelof badbehavior.

Wenow revisit thatmodel.Wechosew = 20 to beconservative:
for othervaluesof w between1 and60 (again,B = G, c = 100),
thebadclientscapturelessof theserver. (We hypothesizethat for
w > 20, the damagefrom wastedbytesexceedsthe bene�t from
no quiescence.)However, the qualitative modeldoeshave weak-
nesses.For example,our badclients sometimesoverpay(as dis-
cussedin x7.3),anda truly pessimalbadclient would not. Never-
theless,theanalysisin x3.4shows thatbadclientscannotdo much
betterthanthenä�ve behavior thatwe model.

7.5 HeterogeneousNetwork Conditions

Wenow investigatetheserver'sallocationfor differentclientband-
widthsandRTTs. We begin with bandwidth.We assign50 clients
to 5 categories.The10 clientsin category i (1 � i � 5) have band-
width 0:5 � i Mbits/sandareconnectedto thethinnerover a LAN.
All clientsaregood.Theserverhascapacityc = 10requests/s.Fig-
ure6 shows that theresultingserver allocationto eachcategory is
closeto thebandwidth-proportionalideal.

We now considerRTT, hypothesizingthat the RTT betweena
goodclient andthe thinnerwill affect the allocation,for two rea-
sons.First, at low prices,TCP's ramp-upmeansthat clientswith
longerRTTswill take longerto pay. Second,andmoreimportantly,
eachrequesthasat leastoneassociatedquiescentperiod(seex7.1
andx7.3), the lengthof which dependson RTT. In contrast,bad
clientshave multiple requestsoutstandingso do not have “down
time” andwill notbemuchaffectedby their RTT to thethinner.

To testthishypothesis,we assign50clientsto 5 categories.The
10 clientsin category i (1 � i � 5) have RTT = 100� i ms to the
thinner,giving awide rangeof RTTs.All clientshave bandwidth2
Mbits/s,andc = 10 requests/s.We experimentwith two cases:all
clientsgoodandall bad.Figure7 con�rms our hypothesis:good
clientswith longerRTTsgetasmallershareof theserverwhile for
badclients,RTT matterslittle. This resultmay seemunfortunate,
but the effect is limited: for example,in this experiment,no good
client getsmorethandoubleor lessthanhalf theideal.
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7.6 Goodand Bad Clients Sharing a Bottleneck

Whengoodclientssharea bottlenecklink with badones,goodre-
questscanbe“crowdedout” by badonesbeforereachingthethin-
ner(seex4.2).Wequantifythisobservationwith anexperimentthat
usesthe following topology:30 clients,eachwith a bandwidthof
2 Mbits/s, connectto the thinner througha commonlink, l. The
bandwidthof l is 40 Mbits/s. l is a bottleneckbecausethe clients
behindl cangenerate60Mbits/s.Also, 10goodand10badclients,
eachwith a bandwidthof 2 Mbits/s,connectto thethinnerdirectly
throughaLAN. Theserver'scapacityis c = 50requests/s.Wevary
thenumberof goodandbadclientsbehindl.

In all cases,the clients behind l togethercapturehalf of the
server's capacity(as expected,given the topology).We measure
how this “server half” is allocatedto thegoodandbadclientsbe-
hind l. Wealsomeasure,of thegoodrequeststhatoriginatebehind
l, what fraction receive service.Figure 8 depictsthesemeasure-
mentsandcomparesthem to the bandwidth-proportionalideals.2

Theeffectongoodclients,visible in the�gure, will likely bemore
pronouncedwhenthebottleneck's bandwidthis a smallerfraction
of thecombinedbandwidthbehindit.

7.7 Impact of Speak-upon Other Traf�c

We now considerhow speak-upaffects other traf�c, speci�cally
what happenswhena TCP endpoint,H, sharesa bottlenecklink,
m, with clientsthatarecurrentlyuploadingdummybytes.Thecase
whenH is aTCPsenderis straightforward:mwill besharedamong
H's transferandthespeak-upuploads.WhenH is a TCPreceiver,
theextra traf�c from speak-upaffectsH in two ways.First,ACKs
from H will be lost (anddelayed)moreoftenthanwithout speak-
up. Second,for request-responseprotocols(e.g., HTTP), H's re-
questcanbedelayed.Here,we investigatetheseeffectson HTTP
downloads.

We experiment with the following setup: 10 good speak-up
clientsshareabottlenecklink, m, with H, ahostthatrunstheHTTP
client wget. m hasa bandwidthof 1 Mbit/s and one-way delay
100 ms.Eachof the 11 clientshasa bandwidthof 2 Mbits/s. On
the othersideof m are the thinner (fronting a server with c = 2

2For the�rst measurement,theideal is simply thefractionof good
andbadclientsbehindl. For the secondmeasurement,the ideal pre-
sumesthat the non-bottlenecked clientseachhave 2 Mbits/s of band-
width andthattheclientsbehindl have2(40

60) Mbits/s.

 0

 1

 2

 3

 4

 1  10  100

E
nd

-t
o-

en
d 

la
te

nc
y 

(s
ec

on
ds

)

Size of HTTP Transfer (KBytes)

Without speak-up
With speak-up

Figure 9: Effect on an HTTP client of sharinga bottlenecklink with
speak-upclients.Graphshows meansandstandarddeviationsof end-
to-endHTTPdownloadlatency with andwithoutspeak-uprunning,for
variousHTTPtransfersizes(whichareshown on a log scale).

requests/s)and a separateWeb server, S. In eachexperiment,H
downloadsa �le from S 100times.

Figure9 shows themeansandstandarddeviationsof thedown-
load latency for various�le sizes,with andwithout the speak-up
traf�c. Thereis signi�cant “collateraldamage”to “innocentlyby-
standing” Web transfershere: download times in�ate by almost
6� for a 1 Kbyte (singlepacket) transferandby almost4.5� for
64 Kbyte transfers.However, this experimentis quitepessimistic:
the RTTs arelarge, the bottleneckbandwidthis highly restrictive
(roughly20� smallerthanthedemand),andtheserver capacityis
low. While speak-upis clearlytheexacerbatingfactorin thisexper-
iment,speak-upwill nothave this effect onevery link.

8 RELATED WORK
In this section,we �rst survey relatedwork in thecontext of com-
paringspeak-upto otherdefensesagainstapplication-level DDoS
attacks.(For otherattacksanddefenses,seethesurvey by Mirkovic
andReiher[28] andthebibliographiesin [21,29,51].)Wethendis-
cusshow andwhento combinespeak-upwith otherdefenses.

8.1 Comparisonsto RelatedWork
Using the taxonomyin x1 (massive over-provisioning, detectand
block,currency), speak-upis acurrency scheme.Thecurrency con-
ceptwaspioneeredby Dwork andNaor[12] in thecontext of spam
defense.Othershavedonework in thesamespirit [1,6,7,11,20,25,
49]; theseapproachesareoftencalledproof-of-work schemes.

We �rst proposedbandwidthas a currency in a workshoppa-
per [48]. In contrastto [48], this papergivesa viable mechanism
andanimplementation,evaluation,andanalysisof thatmechanism;
presentsa solution to the “unequalrequests”case;andconsiders
context andalternateDDoSdefensesmuchmorecompletely.

We do not know of anotherproposalto usebandwidthasa cur-
rency. However, theauthorsof [17,39] describea solutionto DoS
attackson servers' computationalresourcesin which goodclients
senda�x ednumberof copiesof theirmessagesandtheserveronly
processesa �x edfractionof themessagesthat it receives,thereby
diminishingadversaries'impact.Ourwork sharesanethosbut has
a very differentrealization.In thatwork, thedrop probabilityand
repeatcountarehard-coded,and the approachdoesnot apply to
HTTP. Further, theauthorsdo not considercongestioncontrol,the
implicationsof deploymentin today's Internet,andtheunequalre-
questscase.Also, Gligor [16] observesthatclient retriesandtime-
outsrequirelessoverheadwhile still providing the samequalita-
tive performanceboundsasproof-of-work schemes.Becausethe



generalapproachdoesnotmeethis moreexactingperformancere-
quirements,hedoesnotconsiderusingbandwidthascurrency.

Althoughwe do not claim thatbandwidthis strictly betterthan
othercurrencies,we do think it is particularlynatural.With other
currencies,the server musteitherreportan explicit price (e.g., by
sendingapuzzlewith aspeci�c hardness)or have theclientsguess
the price. With speak-up,in contrast,this function happensauto-
matically:thecorrectpriceemerges,andneitherthethinnernor the
client hasto know thepricein advance.

The drawbacksof currency-basedschemesare, �rst, that the
goodclientsmusthave enoughcurrency [24] (e.g., speak-uponly
applieswhenthegoodclientshaveenoughbandwidth)and,second,
that the currency canbe unequallydistributed (e.g., someclients
have fasteruplinksthanothers).Wediscussthis latterdisadvantage
in x9.Anothercritiqueof currency schemesis thatthey giveattack-
erssomeservicesomight beweaker thantheschemeswe discuss
below (suchaspro�ling) thatseekto block attackers.However, un-
der thoseschemes,a smartbot canimitate a goodclient, succeed
in fooling thedetectiondiscipline,andagaingetsomeservice.

Themostcommonlydeployeddefense[30] is a combinationof
link over-provisioning [33] and pro�ling, which is a detect-and-
block approachofferedby several vendors[5, 9,27]. Theselatter
productsbuild a historicalpro�le of thedefendedserver's clientele
and,whentheserver is attacked,block traf�c violating thepro�le.
Many otherdetect-and-blockschemeshavebeenproposed;wenow
mentiona few. Resourcecontainers[8] performrate-limitingto al-
locate the server's resourcesto clients fairly. Defensesbasedon
CAPTCHAs[47] (e.g., [29,42]) usereverseTuring teststo block
bots.Killbots [21] combinesCAPTCHAsandrate-limiting,de�n-
ing a bot asa non-CAPTCHAansweringhostthatsendstoo many
requeststo an overloadedserver. With capabilities[4, 50,51], the
network blocks traf�c not authorizedby the application; to de-
cidewhichtraf�c to authorize,theapplicationcanuserate-limiting,
CAPTCHAs,or otherrules.

One critique of detect-and-blockmethodsis that they can err.
CAPTCHAscanbethwartedby “bad humans”(cheaplaborhired
to attacka siteor induced[32] to solve theCAPTCHAs)or “good
bots” (legitimate,non-humanclienteleor humanswho do not an-
swerCAPTCHAs).Schemesthat rate-limit clientsby IP address
canerrwith NAT (a largeblockof customersis rate-limitedasone
customer)or spoo�ng (a small numberof clientscanget a large
pieceof the server). Pro�ling apparentlyaddressessomeof these
shortcomingstoday (e.g., many legitimate clients behinda NAT
wouldcausetheNAT'sexternalIPaddressto haveahigherbaseline
ratein theserver's pro�le). However, in principlesuch“behavior-
based”techniquescanalsobe“fooled”: a setof savvy botscould,
over time, “build up” their pro�le by appearingto be legitimate
clients,atwhich point they couldabusetheir pro�le andattack.

8.2 Combining with RelatedWork
PracticalDDoSdefenseinvolvescomposingvariousmethodsfrom
the taxonomyin x1. We do not outline a completeDDoS protec-
tion strategy herebut only discusshow to protecttwo classesof re-
sources.First,all sites,whetherusingspeak-upor not,mustdefend
their accesslinks from saturation.Speak-upin particularrequires
that the thinner is not congested(x4.3). The bestcurrentstrategy
for link defenseseemsto be a combinationof over-provisioning
(e.g., [33]), blockingobviouslyspurioustraf�c (e.g., ICMP �oods),
andshaping“in-band” traf�c via historicalpro�ling (e.g., [5,9,27]).

Second,siteswith scarcecomputationalresourcesmust imple-
ment application-level defense.Given that pro�ling is required
to protect the link anyway, we must ask when it suf�ces as an
application-level defense.Ouransweris whenthefollowing condi-

tionsall hold: no pre-de�nedclientele(C3 from x2.2);non-human
clientele(C4); and the negation of C5, i.e., when requestscause
equalamountsof work, whenspoo�ng is implausible,andwhen
botstriggeralarms.We now brie�y considerwhat to do whenthe
conditionsfor pro�ling arenotmet.WhenC3doesn't hold,onecan
usecapabilities[4,50,51] or explicit �lters. WhenC4doesn't hold,
onemaybeableto useCAPTCHAstopreferentiallyadmithumans.
And of course,whenC5 doeshold, andwhenC1 andC2 do too,
we advocatespeak-upastheapplication-level DDoSdefense.

9 OBJECTIONS
Evenundertheconditionswhenspeak-upismostapplicable,it may
still raiseobjections,someof whichwe now address.

Bandwidth envy. Before speak-up,all good clients competed
equallyfor a smallshareof theserver. Underspeak-up,moregood
clientsare“betteroff ” (i.e., canclaimalargerportionof theserver).
But sincespeak-upallocatestheserver's resourcesin proportionto
a client's bandwidth,high-bandwidthgoodclientsare“more bet-
ter off ”, and this inequality might be problematic.However, ob-
serve that unfairnessonly occursunder attack.Thus, while we
think this inequality is unfortunate,it is not fatal. A possibleso-
lution is for ISPswith low-bandwidthcustomersto offer accessto
high-bandwidthproxieswhosepurposeis to “pay bandwidth” to
the thinner. Theseproxieswould have to allocatetheir resources
fairly—perhapsby implementingspeak-uprecursively.

Variable bandwidth costs. In somecountries,customerspay
their ISPs“per-bit”. For thosecustomers,accessto a server de-
fendedby speak-up(andunderattack)wouldcostmorethanusual.
Onepossiblesolutionis theproxy mentionedabove. Anotherone
is a“price tag”: thethinnerwouldexposethe“going rate” in bytes,
and the ISP would translatethis �gure to money and report it to
customers,letting themchoosewhetherto payfor access.

Incentivesfor ISPs. Onemightaskwhetherspeak-upgivesISPs
an incentive to encouragebotnetsasa way to increasethe band-
width demandedby goodclients.Our responseis that suchmis-
alignmentof incentivescanhappenin many commercialrelation-
ships(e.g., investmentmanagerswhoneedlesslygeneratecommis-
sions),but societyrelies on a combinationof regulation,profes-
sionalnorms,andreputationto limit harmfulconduct.

Solving the wrong problem. Onemight ask,“If theproblemis
bots, then shouldn't researchersaddressthat messinsteadof en-
couragingmoretraf�c?” Ouranswerto thisphilosophicalquestion
is thatcleaningup botsis crucial,but even if botsarecurtailedby
ordersof magnitude,a server with scarcecomputationalresources
muststill limit bots' in�uence.Speak-upis away to doso.

Flash crowds. Speak-uptreats a �ash crowd (overload from
goodclientsalone)just likeanapplication-level DDoSattack.This
factmightappearunsettling.Observe,however, thatit doesnotap-
ply to thecanonicalcaseof a�ash crowd, in whichahyperlinkfrom
slashdot.org overwhelmsa residentialWeb site's accesslink:
speak-upwouldnothavebeendeployedto defendalow-bandwidth
site (seex2.2).For sitesin our applicability regime,makinggood
clients“bid” for accesswhenall clientsaregoodis certainlynot
ideal,but theissuesherearethesameaswith speak-upin general.

10 CONCLUSION
This study has sought to answer two high-level questions:
(1) Which conditionscall for speak-up's peculiarbrandof protec-
tion? (2) Doesspeak-upadmit a practicaldesign?Notably absent
from this list is a questionabouthow oftentheconditionsin (1) do



andwill hold, i.e., who needsspeak-up?To answerthat question
de�niti vely will requirenot just a measurementeffort but also a
broader“marketsurvey”—a survey aboutdemandthat,to becredi-
ble, will have to gatherthe opinionsof network operators,server
operators,and even users.Ratherthan trying to seewho would
buy—whichwe plan to do next—we decided�rst to seewhatwe
couldbuild. Perhapsour prioritieswereinverted.Nevertheless,we
report our main �nding: basedon the design,analysis,andeval-
uationof a prototypeandsubjectto muchfuture work andmany
issues,we cangive a cautiouslyaf�rmati ve answerto question(2).
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