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Design Principlesf Distributed cegrsia
Applications

OA DistsutedApplication is a system in wthe cash of a maune
yowe® neer heat of can cause youogmm to beakO

~ Famous Quotesometimes attributed to &er Deutsch




Design Principlesf Distributed cegsia
Applications

I First stepgetting the potocol right

' What®the right potocol?

| One that®
Inherently reliableeither paty can tell if something@ne wrong
Easy parseablesimple to write clients and sgers
Highly efbcientrequires sending agWw messages as possible
Structuraly simpleeasy to debug




The Seen Fallacies of
Distributed Computing

| Debnitelgttributed to Reter Deutsch
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' Assumptions that people makhat result in bad distributed

applications:
The network is reliable
Latency is zey
Bandwidth is inPnite
The network is secue
Topology of the network doesnhange
There is one administrator
Transpot cost is zep
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What This Means In Practice:

The network is reliable

Don®assume that dataoyl send will be eceied,
that a sewer or client you@e talking to will avays be
aliwe, etc.

Latency is zery

It takes time br a recipient to get yur message!
Don®assume transmission is instantaneous.

Bandwidth is inbnite

You must malke messages as small as possible

The network is secue

Don®assume that clients that connect toy will
hae good intentionsGuard against al!

Topology of the network doesnthange

Donf)assum~e that hosts wilketain the same IP
addressdon©assume thataoutes between hosts
won®©change

There is one administrator

You can®ebootO the Internetp upgrade clients
and sevices to a nes protocol at the same time

Transpot cost is zep

Sending yies acoss a netwrk is expensig, relative
to doing local computatioirade computationdr
transmission whener possible




Why [t©Impotant to Get It cegrsia
Right the Firstime!

I Once you deplg/ a sewice (br real) the protocol is large} set in
stone

Why? Because iby change ityou hae to changeevely other ltent in
existence speak the ne protocol

HTTP is ony at \version 1.1 (which came out egrl),and will lilely
never see 1.2
I The protocol,to a large extentgdetermines what gu can build on
top of it
Examplein our IM systemimpossible to (east) send text bafre the
chat is ceated..because the mtocol doesnGuppott it

Examplein most email systemsnpossible t@etractO a sent
message.because the SMTP qiocol doesnupportt it

You can fak certain thingsbut often difbculfThe underying
infrastructue constrains whatgu can build on top of it
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I Requesksponse/notibcation
Client sends aequest
Sewer replies with aesponse
Sewner may also senadhotibcatioasynchonousy

I Often uses ssequence numbarthe front to allow easy message
processingpipelining of equests andasponses
| Example:
Client sends equest 101request 102request 103...
Sewer replies with esponse 10Tgesponse 102esponse 103,.

Allows clients to hge multiple requestin RightO at ongeir up
responses as tlyecome in
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Messages :
' OStufpngO
ExampleSMTPeach header on a lingyhitself multiline data begins witDDATAO and ends witl
0
Client:you dontheed the entie message assembleddrefyou start sending it
Sewer: easy to pocessput also slav to processyou have to OlookO atvery line to see if
you€® at the end.
' OCountingO®
ExampleHTTP:messages indicate Wamary bytes they contain
Client:need to knav the length of the ente message beife you can send it
Sewer:donEneed to examine ery hyte to process itjust get the length andead this nach
' OBlastingO
ExampleETPopen an entiely nev soclet for sending a bldélast the ble aoss and
then close it

Client:no need ér parsing at all

Sewer:no need br parsing at alExpensig if you€® sending lots of small bles
though (need to set upear down soclet for each one)
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Encoding

MostASCIll-encoded mtocols ae line orented
ExampleSMTP

Textual headers (FBM, SUBJECDATE ,etc.)

Each header consists nAme valudollowed by a cariage eturn

Message body stirwith DATA, then message bodyren a0 on a line
by itself to terminate

If message body contai®® on a line itself agyway, it® replaced ig
OO and then decoded on theaeier

HTTP uses essentialthe samedrmat

\ery easy to pars@s long asqué® not sending complex data
types
\ery easy to debug




Common IdiomRepYy Codes
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I Repy messagesdm a sewer often contain structued codes to

Indicate what hppened.

I Debned as a papof the protocol spegintended to allev very easy

parsing
1 SMTP3 digit codes at stdrof replies
1st digitsuccess or failar

2nd digitthe subsystem of the mail ser that is responding

3rd digit:the situation that occured

I HTTP:same deal
Emror 404 aryone?




Protocols

Debuggind\SCII-Oriented Georgia
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You cantelnetto a sewver that speaks aASCII potocol to talk to it
directly

telnet www .cc.gatech.edu 80
Trying 130.207.7.237...

Connected to rhampora.cc.gatech.edu.
Escape character is 'A]".

GET /index.html HTTP/1.0 S
<::I Blank line indicates end of request

HTTP/1.1 200 OK

Date: Wed, 16 Feb 2005 14:55:22 GMT

Server: Apache/2.0.46 (Unix) mod_ssl/2.0.46 OpenSSL/0.9.7a
Last-Modified: Mon, 14 Feb 2005 12:01:38 GMT

ETag: "e97772-7573-69118c80"

Accept-Ranges: bytes

Content-Length: 30067

Connection: close

Content-Type: text/html

<HTML><HEAD><TITLE>Georgia Tech - College of Computing</TITLE>S<META




Protocol Designlechniques

' OLo-b mtotypes br protocolsO
I Fence sktches
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I Shaws interactions among hostsuvmived in a potocol exchange

I Time stats at the top of the sktch,goes davn
' There®even softwae to create thesedr you




Examples

Client

INVITE

Server

INVITATION
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DealingWVith Errors
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Emrors

I From last week: deensive pgamming
Would like to ensue that a sever canxrash yur client
Would like to ensue that a client cah€rash yur server
' How do you do this?
I One gpod tool: exceptions
' Built into the Jython language

Also available in someofm in mary other languagesaa,C++, ..




What Are Exceptions?
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A way to skip out of an arbitrant large chunk of code when an
error happens

Sort of a structured OsupegotoO

Any sort of runtime error that hgppens in gur program m# raise
an exception

Meaningit® telling pu that something hasoge wrong
By defaultexceptions ag not caught

Meaningthey simpy cause gur program to quit
Jython povides a ws for you to catd these exceptiongndhandle
them with your own code

Meaningyou can write code to ecover from ermrors that mg occur

Exceptions a not just br network programming!All sorts of
errors cause exceptions to be raised!
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Example
list = [1,2,3]

print list[158]

Traceback (innermost last).
FileO<console>tne 1,in ?
IndexEror:index out of rangel58

I This message is tellingythan an exception--calldddexEor-was
raisedput not caught




Example with Exceptions

list = [1,2,3]

try:
print list[158]
except Indexkror :
print ODumm! You used a bogus index!O

Dummny!You used a bogus index!
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Anatony of an Exception

' New keyword: try

Specibes the staof a block of code that might cause exceptiomsi@® like to
handle

' New keyword:except

Specibes the end of the block of code that might cause excepéindghe
beginning of qur exception handler

I There are diferent types of exceptions.
ExampletndexEror caused Iy list index out of bounds
Other operations debPne theirwn types of exceptions
You specify in thexcepstatement which typesou€e handling

I If an exception is raisedpntrol passes to the handlemd then to the
next statement after that

I If no exception is raise@pntrol continues to the except &yword,then
skips the except clausthen contirues to the next statement after that




o00
o000
|| eeee@
Georgia | eoee
Tech | :0

What Good DoesThis DoYou?

' In the prvious examplaot much

The index poblem was dagicerror, caused {p an actual bug in the
program

Pretty much you@® just want to exitthe developer will need to bnd an
px the bug to mad the program right

I Other sorts of exceptions a¥ notcaused ¥ logic erors though

I Examples:
You€® trying to connect to a saer and the sever is dowvn
You€® trying to write to a sever and it crashes

I Caused not lg bugs in gur program put by changes in the extern
situation
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More Exception Syntax

I Syntax ofexcepstatement:
except Exceptionyipe exceptioninstance

except: keyword in the Jython language

Exceptionype:indicates the type (class name) of the exception y
want to catch

Can just us®ExceptionO as the type to catelrgthing

Can hae multiple except statementgach of which catches a eifént
type of exception

exceptioninstancen object that povides moe details about the
exception

Optional
Use it to print out more details about what specibPgalent wrong
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A More Realistic Example K
import sys
import java.net as net
s = soclet.soclet(soclet. AF_INETsoclket. SOCK_STREAM)
success =0
while not success:
# let the user type in a hostnafifeey might type somethinguisd
hostname = sys.stdiradline()
try:
s.connect(hostnam@&O0) # try to connect
success = 1 # if no exceptiome wee successful

except net.UnknanHostException: # if the name is lgoisweOlkgan exception
print OThe hostnameoy entered® hostnam®is not vali.
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Detecting Read/Write Hiors

I soclket.send()soclet.recv() raisgava.net.SketExceptioif they fail

Import java.net as net
try:
soclket.send(OhelloO)
except net.SoaktExceptionex:
soclet.close()
print OEror while trying to send data:O + str(ex)
# do whatever other cleamp is necessgrhere




Good DesignWhen Using Georgia
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In generalwrap ary operations that commopwlfail:opening Plesoclet
callsgetc.

If there®no wa you could ever possiby recover--and the ory suitable
response is to exit--thengu could just let the default exception handlel
be used

If you€e gpt a function that might raise lots of exceptiomsay be better
to wrap the callto the functionrather than haing lots of handlersside
the function

Don®catch too nuch: you donOnantto catch exceptions that Rag
programmer erors

24




