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CLEANROOM SOFTWARE 
 ENGINEERING 

•  Harlan Mills (Linger, Dyer, Poore), IBM, 1980 
•  Analogy with electronic component

 manufacture 
•  Use of statistical process control features 
•  Certified software reliability 
•  Improved productivity; zero defects at

 delivery 
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KEY FEATURES 

•  Usage scenarios; statistical modeling 
•  Incremental development and release 
•  Separate development and

 acceptance testing 
•  No unit testing or debugging 

–  Formal reviews with verification
 conditions  
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CLEANROOM PROJECTS 
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DEFECT RATES 
•  Traditional 

–  Unit testing:  25 faults / KLOC 
–  System testing:  25 / KLOC 
–  Inspections:  20 - 50 / KLOC 

•  Cleanroom 
–  < 3.5 / KLOC  delivered 
–  Average 2.7 / KLOC between first

 execution and delivery 
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BASIC TECHNOLOGIES 

•  Incremental Development 
•  Box-Structured Specification 
•  Function-theoretic verification 
•  Statistical usage testing 
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INCREMENTAL DEVELOPMENT 
•  Typical system < 100KLOC 
•  Increment:  2 - 15KLOC 
•  Team size < 14 
•  Each increment End-to-End 
•  Overlapped development of increments 
•  12 - 18 weeks from beginning of

 specification to end of test 
•  Partitioning is difficult and critical 
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FORMAL SPECIFICATION 

•  Box-structured design 
– Black box: stimulus-response 
– State box: formal model of system state 
– Clear box: hierarchical refinement 

•  Program functions 
•  Verification properties of control

 structures 
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BOX-STRUCTURED
 SPECIFICATION AND DESIGN 
•  Black Box: stimulus / condition / response; 

 organized into tasks; Z has been used for
 specification; top-down, stepwise refinement;
 concurrency supported 

•  State Box: data / history view; model oriented 
•  Clear Box: procedural control (sequence,

 alternation, iteration, concurrent; contains
 nested black boxes) 

•  Box Definition language 
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STATE BOXES 
(MODEL-BASED FORMAL SPECIFICATION) 

•  Description of system state in terms of domains
 (data structures without memory limitations 

–  Sets, sequences, records, lists, maps, relations 

•  Specification of state invariant 
•  Specification of operations 

– Name 
–  Arguments with domains 
–  Validity condition (precondition) 
–  Effect on state (postcondition) 

•  Each operation must maintain the invariant 
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RESULTS 

• Defects:  2 - 5 / KLOC  versus  10-30 /
 KLOC for debugging 

• Productivity:  3 - 5 ×  improvement in
 verification over debugging 

• Reliability:  statistical usage testing 20 × 
 as effective as coverage testing 



© 2008, Spencer Rugaber 
10/14/08 

CLEANROOM  TOOLS 

•  Test case generator 
•  Reliability analysis package  
−  Spreadsheet 

•  Verification-based inspection syntax
 analyzer 
−  Script for inspection 

•  Management assistant 
−  Reports on process 


