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Abstract— In a packet network, the terms “band-
width” or “thr oughput” often characterize the amount
of data that the network can transfer per unit of time.
Bandwidth estimation is of interestto userswishing to
optimize end-to-endtransport performance,overlay net-
work routing, and peerto-peer le distribution. Tech-
nigues for accurate bandwidth estimation are also im-
portant for traf c engineering and capacity planning
support. Existing bandwidth estimation tools measure
oneor more of thr eerelated metrics: capacity, available
bandwidth, and bulk transfer capacity (BTC). Curr ently
available bandwidth estimationtoolsemploy a variety of
strategiesto measure thesemetrics. In this surveywere-
view the recentbandwidth estimationliteratur efocusing
on underlying techniquesand methodologiesas well as
opensource bandwidth measuementtools.

. INTRODUCTION

In physicallayer communicationsthe term band-
width relatesto the spectralwidth of electromagnetic
signalsor to thepropagatiorcharacteristicef commu-
nicationsystems.In the context of datanetworks, the
termbandwidthquanti esthe dataratethata network
link or a network pathcantransfer In this article we
focuson estimationof bandwidthmetricsin this latter
datanetwork context.

The conceptof bandwidthis centralto digital com-
municationsandspeci cally to paclet networks, asit
relatesto the amountof datathat a link or network
path can deliver per unit of time. For mary data-
intensve applications,suchas le transfersor multi-
mediastreamingthe bandwidthavailableto the appli-
cationdirectly impactsapplicationperformance Even
interactve applications,which are usually more sen-
sitive to lower lateny ratherthan higherthroughput,
canbene tfromthelowerend-to-endlelaysassociated
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with high bandwidthlinks andlow paclettransmission
latencies.

Bandwidthis also a key factorin several network
technologies. Several applicationscan benet from
knowing bandwidth characteristicsof their network
paths. For example, peerto-peerapplicationsform
their dynamicuserlevel networks basedon available
bandwidthbetweerpeers.Overlay networks cancon-
gure their routing tablesbasedon the bandwidthof
overlay links. Network providers leaselinks to cus-
tomersand usually chage basedon bandwidth pur
chased. Service-Leel-Agreements(SLAS) between
providers and customeroften de ne servicein terms
of availablebandwidthatkey interconnectiorfnetwork
boundary)points. Carriersplan capacityupgradesn
their network basedon the rate of grownth of band-
width utilization of their users. Bandwidthis also a
key conceptin contentdistribution networks, intelli-
gent routing systems,end-to-endadmissioncontrol,
andvideo/audiostreaming.

Theterm bandwidthis oftenimpreciselyappliedto
a variety of throughput-relatedoncepts. In this pa-
perwe de ne speci ¢ bandwidth-relatethetrics,high-
lighting the scopeandrelevanceof each. Speci cally,
we rst differentiatebetweenthe bandwidthof a link
andthe bandwidthof a sequencef successk links,
or end-to-endgpath Secondwe differentiatebetween
the maximumpossiblebandwidththat a link or path
candeliver (“capacity”), the maximumunusedband-
width atalink or path(“availablebandwidth”),andthe
achievable throughputof a bulk-transferTCP connec-
tion (“Bulk-TransferCapacity”). All thesemetricsare
importantsincedifferentaspect®f bandwidtharerel-
evantfor differentapplications.

An important issue is how to measure these
bandwidth-relatednetricson a network link or on an
end-to-endpath. A network managermwith adminis-
trative accesso the router or switch connectedo a
link of interestcan measuresomebandwidthmetrics
directly. Speci cally, a network administratoicansim-
ply readinformationassociateavith the router/switch



(e.g.,con guration parameterspominalbit rateof the
link, averageutilization, bytesor paclets transmitted
over sometime period)usingthe SNMP network man-
agementprotocol. However, suchaccesss typically
available only to administratorsand not to end users.
End users,on the other hand, can only estimatethe
bandwidthof links or pathsfrom end-to-endneasure-
ments,without ary informationfrom network routers.
Even network administratorssometimesneedto de-
terminethe bandwidthfrom hostsundertheir control
to hostsoutsidetheir infrastructuresand so they also
rely on end-to-endneasurementsThis paperfocuses
on end-to-enandwidthmeasuementedniquesper
formed by the end hostsof a path without requiring
administratre accesdo intermediataoutersalongthe
path.

Differencesin terminology often obscure what
methodologyis suitablefor measuringwhich metric.
While all bandwidthestimationtools attemptto iden-
tify “bottlenecks”it is not always clear how to map
thisvaguenotionof bandwidthto speci ¢ performance
metrics. In factin somecasest is not clearwhether
a particularmethodologyactually measureshe band-
width metricit claimsto measure. Additionally, tools
emplg/ing similar methodologiesmay yield signi -
cantly different results. This paper clari es which
metric eachbandwidthmeasuremennethodologyes-
timates. We then presenta taxonomyof major pub-
licly available bandwidthmeasurementools, includ-
ing pathdar, pchar, nettimer pathrate andpathload
commentingon their unique characteristics. Some
bandwidthestimationtools arealsoavailablecommer
cially, suchas AppareNet[1]. However the measure-
mentmethodologyof commercialtools is not openly
known. Thereforewe refrainfrom classifyingthemto-
getherwith publicly availabletools.

Therestof this paperis structuredasfollows. Sec-
tion Il de nes key bandwidth-relatednetrics. The
mostprevalentmeasuremernnethodologiesor thees-
timation of thesemetricsaredescribedn Section Ill.
Section IV presentaitaxonomyof existingbandwidth
measuremertbols. We summarizeén Section V.

[I. BANDWIDTH-RELATED METRICS

In this sectionwe introducethree bandwidthmet-
rics: capacity availablebandwidth andBulk-Transfer
Capacity(BTC). The rst two arede ned bothfor in-
dividual links andend-to-endpaths,while the BTC is
usuallyde ned only for anend-to-endpath.

In the following discussionwe distinguishbetween

links atthedatalink layer(“layer-2”) andlinks atthelP
layer (“layer-3"). We call theformersegmentsandthe
latterhops A segmentnormallycorrespond$o aphys-
ical point-to-pointlink, a virtual circuit, or to a shared
accesdocal areanetwork (e.g., an Ethernetcollision
domain,or anFDDI ring). In contrasta hopmay con-
sistof a sequenc®f oneor moresegments,connected
throughswitchespridges.or otherlayer2 devices.We
de ne anend-to-engpath fromanlIP host (source)
to anotherhost  (sink) asthe sequencef hopsthat
connect to

A. Capacity

A layer2 link, or sgment, can normally transfer
dataat a constantbit rate, which is the transmission
rate of the segment. For instancethis rateis 10Mbps
on a 10BaseTEthernetsegment,and 1.544Mbpson a
T1 segment. Thetransmissiomateof asegmentis lim-
ited by both the physicalbandwidthof the underlying
propagatiormediumaswell asits electronicor optical
transmitter/receer hardvare.

At the IP layer a hop delivers a lower rate thanits
nominaltransmissiomatedueto the overheadf layer
2 encapsulatioandframing. Speci cally, supposehat
the nominal capacityof a segmentis . Thetrans-
missiontime for anIP paclet of size bytesis

(1)

where is the total layer2 overhead(in bytes)
neededo encapsulat¢he IP paclet. So the capacity
of thatsegmentatthelP layeris

(2)

Note thatthe IP layer capacitydependson the size
of the IP paclet relative to the layer2 overhead. For
the 10BaseTEthernet, is 10Mbps,and is 38
bytes(18 bytesfor the Ethernetneader8 bytesfor the
framepreambleandthe equivalentof 12 bytesfor the
interframegap). So the capacitythatthe hop cande-
liverto thelP layeris 7.24Mbpsfor 100-bytepaclets,
and9.75Mbpsfor 1500-bytepaclets. Figure 1 shaws
thefractionof layer2 transmissiomatedeliveredto the
IP layer asa function of paclet sizefor Ethernetand
PPPlayer2 encapsulationg-or PPPtransmissionsve
assumehat the Maximum TransmissiorJnit (MTU)
is 1500byteswhile the layer2 overheadwithout ary
additionaldata-linkencapsulationis 8 bytes.
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Fig. 1. Fractionof sggmentcapacitydeliveredto IP layer,
asafunctionof thepacletsize.

We de ne thecapacity ofahop tobethemaxi-
mumpossiblelP layer transferrate at that hop. From
equation(2) the maximumtransferrateat the IP layer
resultsfrom MTU-sizedpaclets. Sowe de ne theca-
pacityof a hopasthebit rate measuedat thelP layer,
at which thehopcantransferMTU-sizedP padkets

Extendingthe previous de nition to a network path,
thecapacity of anend-to-endoathis the maximum
IP layer ratethat the path cantransferfrom sourceto
sink. In otherwords,the capacityof a pathestablishes
an upperboundon the IP layerthroughputthat a user
canexpectto get from that path. The minimum link
capacityin thepathdeterminesheend-to-encapacity

,i.e.,

3)

where s the capacityof the -th hop,and isthe
numberof hopsin the path. Thehopwith theminimum
capacityis thenarrow link on the path.
Somepathsincludetrafc shapersor rate limiters,
complicatingthe de nition of capacity Speci cally, a
trafc shapemtalink cantransfera“peak” rate for
a certainburstlength , anda lower “sustained’rate
for longerbursts. Sincewe view the capacityasan
upperboundon the ratethat a pathcantransfer it is
naturalto de ne the capacityof sucha link basedon
thepeakrate ratherthanthesustainedate . Onthe
otherhand, a rate limiter may deliver only a fraction
of its underlyingsegmentcapacityto an IP layer hop.
For example,ISPsoften useratelimiters to sharethe
capacityof an OC-3 link amongdifferent customers,
chaging eachcustomebasednthemagnitudeof their
bandwidthshare.In thatcasewe de ne the capacityof
thathopto betheIP layerratelimit of thathop.

Finally we note that somelayer2 technologiesdo
not operatewith a constantransmissiorrate. For in-
stance,|IEEE 802.11bwirelessLANs transmittheir
framesat 11, 5.5, 2, or 1 Mbps, dependingon the bit
error rate of the wirelessmedium. The previous de -
nition of link capacitycanbe usedfor suchtechnolo-
giesduringtime intenalsin whichthecapacityremains
constant.

B. Availablebandwidth

Anotherimportantmetricis theavailablebandwidth
of alink or end-to-endpath. The available bandwidth
of alink relatesto the unusedor “spare”, capacityof
the link during a certaintime period. So even though
the capacityof alink depend®n the underlyingtrans-
missiontechnologyandpropagationrmedium theavail-
able bandwidthof a link additionally dependson the
trafc loadatthatlink, andis typically a time-varying
metric.

At ary speci c instantin time, alink is eithertrans-
mitting a paclet at the full link capacityor it is idle,
sotheinstantaneoustilization of alink canonly beei-
ther or . Thusarny meaningfulde nition of available
bandwidthrequiregime averagingof theinstantaneous
utilization over the time intenal of interest. The aver-

ageutilization for atime period is
givenby

- (4)
where is the instantaneousvailable bandwidth

of thelink attime . We referto the time length
astheaveiaging timescaleof the availablebandwidth.
Figure?2 illustratesthis averagingeffect. In this exam-
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Fig. 2. Instantaneousitilization for a link during a time

period(0,T).

plethelink is usedduring8 outof 20time intenalsbe-
tween0 and |, yieldinganaverageutilization of 40%.
Let usnow de ne the available bandwidthof a hop
over a certaintime intenal. If is the capacityof
hop and istheaverageutilization of thathopin the
giventimeintenal, theaverageavailablebandwidth



of hop is givenby theunutilizedfractionof capacity

(5)

Extendinghepreviousde nition toan -hoppath,the
availablebandwidthof the end-to-engathis the mini-
mum availablebandwidthof all  hops,

(6)

The hop with the minimum available bandwidthis
calledthetight link * of theend-to-endpath.

Figure3 shavs a“pipe modelwith uid trafc” rep-
resentatiorof a network path,whereeachlink is repre-
sentedby a pipe. Thewidth of eachpipe corresponds
to the relative capacityof the correspondingdink. The
shadedareaof eachpipe shavs the utilized part of
thatlink's capacitywhile the unshadedreashavs the
sparecapacity The minimumlink capacity in this
exampledetermineghe end-to-enctapacity while the
minimum availablebandwidth  determineghe end-
to-endavailablebandwidth.As shavn in Figure3, the
narrow link of a pathmay not be the sameasthetight
link.
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Fig. 3. Pipemodelwith uid traf®c for 3-hopnetwork path.

Several methodologiesfor measuring available
bandwidthmake the assumptiorthat the link utiliza-
tion remainsconstantwhen averagedover time, i.e.,
they assumea stationarytrafc load on the network
path. While this assumptionis reasonablever rela-
tively shorttime intenvals, diurnal load variationswill
impactmeasurementsiadeover longertime intenals.
Also note that constantaverageutilization (stationar
ity) doesnot precludetraf ¢ variability (burstiness)r
long-rangedependenceffects.

Sincethe averageavailable bandwidthcan change
over time it is importantto measuret quickly. Thisis
especiallytruefor applicationghatuseavailableband-
width measurements adaptheirtransmissiomate.In

We chooseo avoid thetermbottlenek link becausét hasbeen
usedin the pastto referto boththelink with the minimumcapacity
aswell asthelink with the minimumavailablebandwidth.

contrast,the capacityof a pathtypically remainscon-
stantfor longtime intenals, e.g.,until routingchanges
orlink upgrade®sccur Thereforethecapacityof apath
doesnot needto be measuredas quickly asthe avail-
ablebandwidth.

C. TCPThroughput& Bulktransfercapacity(BTC)

Another key bandwidth-relatedmetric in TCP/IP
networksis the throughputof a TCP connection.TCP
is themajortransportprotocolin the Internet,carrying
almost90%of thetrafc [2]. A TCPthroughpumetric
would thusbe of greatinterestto endusers.

Unfortunatelyit is not easyto de ne the expected
throughputof a TCP connection.Several factorsmay
in uence TCPthroughputjncludingtransfersize,type
of crosstrafc (UDP or TCP), numberof compet-
ing TCP connections,TCP soclet buffer sizesat both
senderand recever sides, congestionalong reverse
(ACK) path,aswell assizeof routerbuffersandcapac-
ity andloadof eachink in thenetwork path.Variations
in thespeci cationandimplementatiorof TCR, suchas
NewReno[3], Reno,or Tahoe useof SACKs[4] versus
cumulatve ACKs, selectionof the initial window size
[5], andsereral other parameterslso affect the TCP
throughput.

For instancethethroughputof a smalltransfersuch
as a typical Web pageprimarily dependson the ini-
tial congestiorwindow, Round-TFip Time (RTT), and
slow-startmechanisnof TCP ratherthanon available
bandwidthof the path. Furthermorethe throughputof
a large TCP transferover a certainnetwork path can
vary signi cantly whenusingdifferentversionsof TCP
evenif theavailablebandwidthis the same.

The Bulk-TransferCapacity (BTC) [6] de nes a
metric that representshe achievable throughputby a
TCP connection.BTCis the maximumthroughputob-
tainable by a single TCP connection The connection
mustimplementall TCP congestiorcontrolalgorithms
as speciedin RFC 2581[7]. However, RFC 2581
leaves someimplementationdetails open, so a BTC
measuremerghouldalsospecifyin detailseveralother
importantparameteraboutthe exact implementation
(or emulation)of TCP atthe endhosts[6].

Notethatthe BTC andavailablebandwidtharefun-
damentallydifferent metrics. BTC is TCP-speci c
whereasthe available bandwidthmetric doesnot de-
pendon a speci ¢ transportprotocol. The BTC de-
pendson how TCP sharesbhandwidthwith other TCP
o ws, while the available bandwidthmetric assumes
that the averagetrafc load remainsconstantand es-



timatesthe additionalbandwidththat a path canoffer
beforeits tight link is saturatedTo illustratethis point
supposehata single-linkpathwith capacity is satu-
ratedby a singleTCP connection.The availableband-
width in this pathwould be zerodueto pathsaturation,
buttheBTC wouldbeabout if theBTC connection
hasthesameRTT astheprevious TCP connection.

[11. BANDWIDTH ESTIMATION TECHNIQUES

This sectiondescribesexisting bandwidthmeasure-
menttechniquedor estimatingcapacityandavailable
bandwidthin individual hopsandend-to-engaths.We
focuson four major techniques:VariablePacket Size
(VPS) probing, Packet Pair/Train Dispersion(PPTD),
Self-LoadingPeriodicStreamgSLoPS),and Trainsof
Paclet Pairs (TOPP).VPS estimatesthe capacity of
individual hops,PPTD estimatesnd-to-endcapacity
and SLoPSand TOPP estimateend-to-endavailable
bandwidth. Thereis no currently known techniqueto
measurevailablebandwidthof individual hops.

In thefollowing we assuméhatduringthe measure-
mentof apath its routeremainghesameandits traf-
¢ loadis stationary Dynamicchangesn therouting
or load cancreateerrorsin ary measuremennethod-
ology. Unfortunatelymostcurrentlyavailabletoolsdo
notcheckfor dynamicrouteor loadchangesluringthe
measuremergrocess.

A. Variable Padket Size(VPS)probing

VPS probingaimsto measurehe capacityof each
hop alonga path. Bellovin [8] and Jacobsor9] were
the rst to proposeandexplorethe VPS methodology
Subsequentvork improved the techniquein several
ways[10], [11], [12]. Thekey elemenbf thetechnique
is to measuraghe RTT from the sourceto eachhop of
the pathasa function of the probingpaclet size. VPS
usesthe Time-To-Live (TTL) eld of the IP headerto
force probingpacletsto expire ata particularhop. The
routerat thathopdiscardshe probingpaclets,return-
ing ICMP “Time-exceeded’errormessagebackto the
source.The sourceusesthereceved ICMP pacletsto
measurehe RTT to thathop.

The RTT to eachhop consistsof threedelay com-
ponentsn the forward andreversepaths:serialization
delays,propagatiordelays,andqueueingdelays. The
serializationdelay of a paclet of size atalink of
transmissiorrate  is the time to transmitthe paclet
onthelink, equalto . The propagatiordelayof a
paclet at a link is the time it takesfor eachbit of the
paclet to traversethe link, andis independenbf the

paclet size. Finally, queuingdelayscanoccurin the
buffers of routersor switcheswhenthereis contention
attheinputor outputportsof thesedevices.

VPS sendanultiple probingpaclets of a given size
from the sendinghostto eachlayer3 device alongthe
path. The techniqueassumeshatat leastone of these
paclets,togethemwith theICMP replythatit generates,
will notencounterry queueingdelays. Thereforethe
minimum RTT that is measuredor eachpaclet size
will consistof two terms:adelaythatis independenof
pacletsizeandmostlydueto propagatiorelaysanda
termproportionako the paclet sizedueto serialization
delaysateacHhink alongthepaclet's path.Speci cally,
theminimumRTT for agivenpacletsize up
to hop is expectedto be

(7)

where:
. capacityof hop,
. delaysupto hop thatdonotdependntheprob-
ing pacletsize ,
. slopeof minimumRTT upto hop againsirob-
ing pacletsize , givenby

(8)

Notethatall ICMP replieshave the samesize,indepen-
dentof , andthusthe termincludestheirserializa-
tion delayalongwith thesumof all propagatiordelays
in theforwardandreversepaths.

The minimum RTT measurementfr eachpaclet
sizeupto hop estimategsheterm , asin Figure4.
Repeatingthe minimum RTT measurementor each
hop , the capacityestimateat eachhop

alongtheforward pathis:

(9)

Figure4 illustratesthe VPStechniquefor the rst hop
of a path. The slopeof the linearinterpolationof the
minimum RTT measurements the inverseof the ca-
pacity estimateatthathop.

UnfortunatelyWPS probingmayyield signi cant ca-
pacity underestimatiomrrorsif the measuregathin-
cludesstore-and-forard layer2 switches[13]. Such
devicesintroduceserializationdelaysof the type
but they donotgeneratdCMP TTL-expiredrepliesbe-
causethey arenot visible at the IP layer Modifying
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VPSprobingto avoid sucherrorsremainsanactwe re-
searclproblem[12].

B. Padket Pair/Train Dispession (PPTD) probing

Paclet pair probingis usedto measurehe end-to-
end capacityof a path. The sourcesendsmultiple
padet pairs to the recever. Eachpaclet pair consists
of two pacletsof the samesizesentback-to-backThe
dispersiorof a paclet pairataspeci c link of the path
is thetime distancebetweerthelastbit of eachpaclet.
Paclet pair technigue®riginatefrom seminalwork by
Jacobsorfl4], Kesha [15], andBolot [16].

Figure5 shavsthedispersiorof apaclet pairbefore
andafterthepaclet pairgoesthroughalink of capacity

assuminghatthelink doesnotcarryothertrafc. If
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Fig. 5. Packetpairdispersion.

alink of capacity = connectghe sourceto the path
andthe probingpacletsareof size , thedispersiorof

thepacletpairatthat rst linkis = . Ingeneral
if the dispersionprior to alink of capacity s ,
thedispersiorafterthelink will be

— (10)

assuminggainthatthereis noothertrafc onthatlink.

After a paclet pair goesthrougheachlink alongan
otherwiseempty path, the dispersion  that the re-
ceverwill measures

— (11)

where is the end-to-endcapacityof the path. Thus
the recever can estimatethe path capacityfrom

Admittedly the assumptiorthatthe pathis emptyof
ary othertrafc (referredto hereas“crosstrafc”) is
far from realistic. Evenworse,crosstrafc caneither
increaseor decreas¢hedispersion , causingunder
estimationor overestimationyespecirely, of the path
capacity Capacityunderestimationccursif crosstraf-
¢ pacletsaretransmittecbetweerthe probingpaclet
pairataspeci c link, increasinghedispersiorto more
than . Capacityoverestimatioroccursf crosstraf-
c delaysthe rst probepaclet of a paclet pair more
thanthe secondpaclet at a link thatfollows the paths
narraw link.

Sending mary paclet pairs and using statistical
methodsto Iter out erroneousbandwidthmeasure-
mentsmitigatesthe effects of crosstrafc. Unfortu-
nately standardstatisticalapproachesuchasestimat-
ing the medianor the mode of the paclet pair mea-
surementsdo not always lead to correct estimation
[17]. Figure 6 illustrateswhy, shaving 1000 paclet
pair measurementat a path from Univ-Wisconsinto
CAIDA (UCSD), for which the path capacityis 100
Mbps. Note thatmostof the measurementsnderesti-
matethe capacitywhile thecorrectmeasurementerm
only alocalmodein thehistogram ldentifyingthecor
rectcapacity-relatednodeis a challengingtask.

Several other methodologieproposedin the liter-
ature perform capacity estimationusing paclet pair
measurementfl7], [18], [19], [20], [21]. [18] pro-
posedaunionandintersectiorstatistical ltering aswell
as variable-sizedpaclets to reducethe intensity of
sub-capacityocal modes. [19] proposesan elaborate
Packet Bunch Method (PBM) driven by the intensity
of local modesin the paclet pair bandwidthdistribu-
tion. [20] useskerneldensityestimationinsteadof his-
togramsto detectthe modeof the paclet pair distribu-
tion. [17] analyzeghe local modesof the paclet pair
distribution andalsousedalower boundof thepathca-
pacity measuredvith long paclet trains. Finally, [21]
usesdelayvariationsinsteadof paclet pair dispersion,
and peakdetectionratherthan local mode detection.
No investigationinto therelative meritsanddravbacks
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Padket train probing extendspaclet pair probingby
usingmultiple back-to-backaclets. Thedispersiorof
a paclet train at a link is the amountof time between
the last bit of the rst andlastpaclets. After the re-
ceiver measureshe end-to-endlispersion for
a paclet train of length , it calculatesa dispesion
rate as

(12)

Whatis thephysicalmeaningof thisdispersiorrate?If
the pathhasno crosstrafc the dispersiorratewill be
equalto the pathcapacity the sameaswith paclet pair
probing. However, crosstrafc canrenderthe disper
sionratesigni cantly lowerthanthe capacity

To illustrate this effect considerthe caseof a two-
hop path. The sourcesendspaclet trainsof length
throughan otherwiseemptylink of capacity . The
probing paclets have a sizeof  bytes. The second
link hasa capacity , and carriescrosstraf-
c at an averagerate of . We assumehat
the links useFirst-ComeFirst-Sered (FCFS)buffers.
Thedispersiornof the paclet train afterthe rst link is

, While the train dispersionafter

thesecondink is

(13)

where is the amountof crosstrafc (in bytes)that
will arrive at the secondink during the arrival of the

paclettrainatthatlink. Theexpectedvalueof is
(14)

andsotheaveragedispersiomratethattherecever mea-
suress

(15)

As the train length  increasesthe variancein the
amountof crosstraf c thatinterfereswith theprob-
ing paclet train decreasedyringingthe dispersiorrate
that the recever measure<loserto its expected
value
Equation(15) shavs thefollowing importantproper
tiesfor themeandispersiorrate . First,if ,
is lessthan the path capacity Second, is
not relatedto the available bandwidthin the path (as
waspreviouslyassumedh [18]), whichis
in this example. In fact, it is easyto shawv that
is larger thanthe available bandwidth( ) if
. Finally, is independentf the padet
train length However, affects the varianceof
themeasuredlispersiorrate  aroundits mean ,
with longerpaclet trains(larger ) reducingthe vari-
ancein
PPTD probingtechniquegdypically requiredouble-
endedmeasurementsyith measuremergoftwarerun-
ning at both the sourceandthe sink of the path. It is
alsopossibleto perform PPTD measurementaithout
accesstthesink, by forcing thereceverto sendsome
form of errormessagé¢suchasICMP port-unreachable
or TCPRST paclets)in response&o eachprobepaclet.
In thatcasethereversepathcapacitiesandcrosstrafc
may affecttheresults.

C. Self-LoadingPeriodic Steams(SLoPS)

SLoPSis a recentmeasuremenimethodologyfor
measuringend-to-endavailable bandwidth[22]. The
sourcesendsanumber 1000f equal-sizeghaclets
(a“periodic paclet stream”)to therecever ata certain
rate . The methodologyinvolves monitoring varia-
tionsin the oneway delaysof the probingpaclets. If
the streamrate is greaterthanthe path's available
bandwidth , the streamwill causea shortterm over
loadin the queueof thetight link. Oneway delaysof
the probingpacletswill keepincreasingaseachpaclet
of the streamqueuesup atthetight link. Onthe other
hand,if the streamrate is lower thanthe available
bandwidth , the probingpacletswill go throughthe



pathwithout causinganincreasingoacklogat thetight
link andtheir oneway delayswill notincreaseFigure
7 illustratesthetwo cases.

R<A R>A
g g
() ()
o o
z z
= s
() ()
c c
(@) (@)
A N

Packet number Packet number

Fig. 7. Oneway delaysincreasewhenthe streamrate
is largerthanthe availablebandwidth , but do notin-
creasevhen islowerthan .

In SLoPSthesenderttemptdo bringthestreanrate

closeto the availablebandwidth , following anit-
eratve algorithmsimilar to binary search.The sender
probesthe pathwith successie paclet trainsof differ-
ent rates,while the recever noti es the senderabout
the one-vay delaytrend of eachstream. The sender
alsomakessurethatthe network carriesno morethan
onestreamatary time. Also thesendercreates silent
periodbetweersuccesski streamsn orderto keepthe
averageprobing trafc rate to lessthan 10% of the
availablebandwidthon the path.

The available bandwidthestimate may vary dur
ing the measurementsSLoPSdetectssuchvariations
whenit noticesthatthe one-way delaysof a streamdo
notshaw a clearincreasingor non-increasindgrend. In
thatcasethe methodologyreportsa grey region, which
is relatedto the variationrangeof  during the mea-
surements.

D. Trainsof Padket Pairs (TOPP)

Melanderet al. proposech measuremennethodol-
ogy to estimatethe available bandwidthof a network
path[23], [24]. TOPPsendanary paclet pairsatgrad-
ually increasingatesfrom the sourceto the sink. Sup-
posethata paclet pairis sentfrom the sourcewith ini-
tial dispersion . Theprobingpacletshave a sizeof

bytesandthusthe offered rate of the paclet pair is

Af is morethanthe end-to-endavail-
ablebandwidth , the secondprobing paclet will be
gueuedbehindthe rst probingpaclet, and the mea-
sured rate at the recever will be . Onthe
otherhand,if , TOPPassumeshatthe paclet
pairwill arrive attherecever with the samerateit had
atthesenderi.e., . Notethatthisbasicideais

analogougo SLoPS.In factmostof thedifferencese-
tweenthetwo methodsarerelatedto the statisticalpro-
cessingf themeasurement#lso, TOPPincreaseshe
offeredratelinearly, while SLoPSusesa binarysearch
to adjustthe offeredrate. An importantdifferencebe-
tweenTOPPandSLoPSis thatTOPPcanalsoestimate
the capacityof thetight link of the path. Notethatthis
capacitymaybe higherthanthe capacityof the path,if
thenarrav andtight links aredifferent.

To illustrate TOPR considera single-link pathwith
capacity , availablebandwidth , andaveragecross
trafc rate . TOPP sendspaclet pairs
with anincreasingofferedrate . When  becomes
largerthan , the measuredate of the paclet pair at
thereceverwill be

(16)

or — @an

TOPP estimateghe available bandwidth  to be the
maximumofferedrate suchthat . Equation

(17) is usedto estimatethe capacity from the slope

of versus
=%
% A : Available bandwidth
S C : Capacity
=
©
C
©
om
e)
[0
=
(%]
(1]
()
=1
3
o
[
=
)
A
Offered Bandwidth B
Fig. 8. Offered bandwidthover measuredbandwidthin

TOPPfor asingle-hoppath.

In pathswith multiple links, the curve may
shav multiple slopechangeglueto queueingat links
having higher available bandwidththan Unfortu-
nately the estimationof bandwidthcharacteristicsat
thoselinks dependson their sequencingn the path
[24].

E. Otherbandwidthestimatiormethodolgies

Several other bandwidthestimationmethodologies
have beenproposedn the last few years. We cannot



presenthesemethodologie®n detaildueto spacecon-
traints. In summary[25] de nesthe“availablecapac-
ity” asthe amountof datathat canbe insertedin the
network in orderto meetsomepermissibledelay The
estimatiormethodologyof [26] estimateshe available
bandwidthof a pathif queueingdelaysoccuronly at
the tight link. [27] estimateghe utilization of a sin-
glebottleneckassumindPoissorarrivalsandeitherex-
ponentiallydistributed or constantpaclet sizes. [28]
and[29] proposeavailable bandwidthestimationtech-
niquessimilarto SLoPSand TOPPbut usingdifferent
paclet streampatternsandfocusingon reducingmea-
surementateng. Finally, [30] usespaclet dispersion
techniqueso measureéhecapacityof tagetedsubpaths
in a path.

IV. TAXONOMY OF BANDWIDTH ESTIMATION
TOOLS

This sectionprovides a taxonomy of all publicly
available bandwidthestimationtools known to the au-
thors. Tablel givesthe namesof thesetools together
with the taiget bandwidthmetric they try to estimate
and the basicmethodologyused. Due to spacecon-
straintswe do not provide URLSs for thesetools, but
they can be found with ary web searchengine. An
up-to-datedaxonomyof network measuremertbolsis
maintainedn-lineat[31].

A. Per-hopcapacityestimatiorntools

Thesetools usethe VPS probingtechniqueto esti-
matethe capacityof eachhop in the path. The min-
imum of all hop estimateds the end-to-endcapacity
Thesetools requiresuperuseprivileges becausehey

needaccesdo raw-IP socletsto readICMP messages.

Pathchar wasthe rst tool to implementVPS prob-
ing, openingtheareaof bandwidthestimatiorresearch.
This tool waswritten by Van Jacobsorandreleasedn
1997[9]. Its sourcecodeis not publicly available.

Clink provides an open source tool to perform
VPS probing. The original tool runs only on Linux.
Clink differs from pathdar by using an “even-odd”
techniqug10] to generatentenal capacityestimates.
Also, whenencounteringroutinginstability, clink col-
lectsdatafor all the pathsit encountersintil oneof the
pathsgenerategnoughdatato yield a statisticallysig-
ni cant estimate.

Pchar is anotheropen sourceimplementationof
VPS probing. Libpcapis usedto obtain kernel-level
timestamps.Pchar providesthreedifferentlinear re-
gressionalgorithmsto obtain the slope of the mini-

mum RTT measurementagainstthe probing paclet
size. Differenttypesof probingpacletsaresupported,
andthetool is portableto mostUnix platforms.

B. End-to-enccapacityestimatiortools

Thesetools attemptto estimatethe capacityof the
narrav link along an end-to-endpath. Most of them
usethe paclet pair dispersiortechnique.

Bprobe usespaclet pair dispersionto estimatethe
capacityof a path. The original tool usesSGl-speci ¢
utilities to obtain high resolutiontimestampsand to
seta high priority for the tool process. Bprobe pro-
cessegaclet pair measurementsith an interesting
“union andintersection ltering” technique,n an at-
temptto discardpaclet pair measurementaffectedby
crosstrafc. In addition, bprobe usesvariable-sized
probing paclets to improve the accurag of the tool
whencrosstrafc pacletsareof afew x edsizes(such
as40,576,or 1500bytes).Bproberequiresaccessnly
at the senderside of a path, becausehe tamget host
(recever) respondgo the sendes ICMP-echopaclets
with ICMP-echoreplies. UnfortunatelylCMP replies
are sometimegrate-limitedto avoid denial-of-service
attacks negatively impactingmeasuremergccurag.

Nettimer canrun eitherasa VPS probingtool, or
asa paclet pair tool. However, the documentatioron
how to useit asa VPStool is not availableandso it
is primarily known asa capacityestimationpaclet pair
tool. Nettimerusesa sophisticatedtatisticatechnique
calledkernel densityestimationto procesgaclet pair
measurements A kernel density estimatoridenti es
the dominantmodein the distribution of paclet pair
measurementgithoutassumingcertainorigin for the
bandwidthdistribution, overcomingthe corresponding
limitation of histogram-basetéchniques.

Pathrate collectsmary paclet pair measurements
usingvariousprobingpaclet sizes.Analyzingthe dis-
tribution of the resultingmeasurementsevealsall lo-
cal modespneof which typically relatesto the capac-
ity of the path. Then pathrate useslong paclet trains
to estimatethe dispersionrate  of the path. is
never larger than the capacity and so provides a re-
liable lower boundon the path capacity Eventually
pathrateestimates asthestrongestocal modein the
paclet pair bandwidthdistribution thatis larger than

. Pathrate doesnot requiresuperuseprivilegesbut
requiressoftware installationat both end hostsof the
path.

Sprobeis alightweightcapacityestimatiortool that
providesa quick capacityestimate.Thetool runsonly
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| Tool | Author | Measurementmetric | Methodology
pathchar || Jacobson Perhop Capacity VariablePacket Size
clink Downey Perhop Capacity VariablePacket Size
pchar Mah Perhop Capacity VariablePacket Size
bprobe Carter End-to-EndCapacity Paclet Pairs
nettimer | Lai End-to-EndCapacity Paclet Pairs
pathrate | Dovrolis-Prasad End-to-EndCapacity Paclet Pairs& Trains
sprobe Saroiu End-to-EndCapacity Paclet Pairs
cprobe Carter End-to-EndAvailable-bw | Paclket Trains
pathload || Jain-Darrolis End-to-EndAvailable-bw | Self-LoadingPeriodicStreams
IGI Hu End-to-EndAvailable-bw | Self-LoadingPeriodicStreams
pathChirp|| Ribeiro End-to-EndAvailable-bw | Self-LoadingPaclket Chirps
treno Mathis Bulk TransferCapacity EmulatedTCPthroughput
cap Allman Bulk TransferCapacity Standardized CPthroughput
ttcp Muuss Achievable TCPthroughput| TCPconnection
Iperf NLANR Achievable TCPthroughput| Parallel TCP connections
Netperf NLANR Achievable TCPthroughput| Parallel TCP connections

TABLE |
TAXONOMY OF PUBLICLY AVAILABLE BANDWIDTH ESTIMATION TOOLS

atthesourceof thepath. To measurehecapacityof the
forward pathfrom the sourceto a remotehost,sprobe
sendsa few paclet pairs(nhormally TCP SYN paclets)
to theremotehost. The remotehostreplieswith TCP
RSTpaclets,allowing thesendeto estimatehepaclet
pair dispersionn theforwardpath.If theremotehosts
runsaweb or gnutellasener, thetool canestimatethe
capacityin the reversepath— from the remotehostto
the source- by initiating a short le transferfrom the
remotehostandanalyzingthe dispersiorof the paclet
pairsthat TCP sendsduringslow start.

C. Availablebandwidthestimatiorntools

Cprobewasthe rst tool to attemptto measurend-
to-endavailable bandwidth. Cprobe measureshe dis-
persionof a train of eight maximum-sizedpaclets.
However, it hasbeenpreviously shavn [17], [23] that
the dispersiorof long paclet trainsmeasureshe “dis-
persionrate”, which is not the sameasthe end-to-end
availablebandwidth.In generakthe dispersiorratede-
pendson all links in the pathaswell ason the train's
initial rate. In contrastthe available bandwidthonly
depend®nthetight link of the path.

Pathload implements the SLoPS methodology
Pathloadrequiresaccesgo both endsof the path, but
doesnot require superuseprivileges becausat only
sendsUDP paclets. Pathload reportsa rangerather
thana single estimate. The centerof this rangeis the

averageavailable bandwidthduring the measurements
while the rangeitself estimateghe variation of avail-
ablebandwidthduringthe measurements.

More recently two new tools have beenproposed
for available bandwidth estimation: 1GI [29] and
pathChirp[28]. Thesetools modify the “self-loading'
methodologyof TOPPor SLoPS usingdifferentprob-
ing paclet streampatterns. The main objective in
IGI andpathChirpis to achiere similar accurag with
pathloadbut with shortermeasuremeriaiteng.

D. TCPthroughputand BTC measuementools

Treno wasthe rst tool to measurehe BTC of a
path. Trenodoesnot performan actual TCP transfer
but insteademulatesT CP by sendingUDP pacletsto
the recever, forcing the recever to reply with ICMP
port-unreachablmessagedn thisway Trenodoesnot
requireaccessat the remoteendof the path. As with
bprobe thefactthatICMP repliesaresometimesate-
limited cannegatively affecttheaccurag of Trena

Cap is the rst canonicalimplementationof the
BTC measuremeninethodology The National Inter
net Measuremeninfrastructure(NIMI) [32] usescap
to estimatethe BTC of a path. It hasbeenrecently
shawvn thatcapis moreaccuratehanTrenoin measw
ing BTC [33]. CapusesUDP pacletsto emulateboth
theTCPdataandACK segmentsandit requiresaccess
atbothendsof the measuregath.



TTCP, NetPerf, and Iperf are all benchmarking
tools that use large TCP transfersto measurethe
achievablethroughputn anend-to-encpath. Theuser
can control the soclet buffer sizesandthusthe maxi-
mum window sizefor the transfer TTCP (TestTCP)
waswritten in 1984 while the morerecentNetRerf and
Iperf have improved the measuremergrocessandcan
handlemultiple paralleltransfers. All threetools re-
quireaccessatbothendsof the pathbut do notrequire
superuseprivileges.

E. Intrusivenes®f bandwidthestimatiorntools

We closethis sectionwith anoteontheintrusiveness
of bandwidthestimatiortools. All active measurement
toolsinject probingtrafc in the network andthusare
all intrusive to somedegree. Herewe male a rst at-
temptto quantifythis concept.Speci cally, we saythat
an activemeasuementtool is intrusivewhenits aver
age probing trafc rate during the measuementpro-
cesdgs signi cant compaedto theavailablebandwidth
in thepath

VPStoolsthatsendoneprobingpaclet andwait for
anICMP reply beforesendingthe next areparticularly
non-intrusve sincetheir trafc rateis a single paclet
per round-triptime. PPTD tools, or available band-
width measuremenbols, createshorttrafc burstsof
high rate— sometimeshigherthanthe available band-
width in the path. Theseburstshowever lastfor only
a few milliseconds,with large silent periodsbetween
successke probingstreams.Thusthe averageprobing
trafc rate of thesetools is typically a small fraction
of the available bandwidth. For instance the average
probingratein pathloadis typically lessthan 10% of
the available bandwidth. BTC tools canbe classi ed
asintrusive becausehey captureall of the available
bandwidthfor the durationof the measurementsOn
the otherhand,BTC tools use TCR, or emulateTCR,
andthusreactto congestiorin a TCP-friendlymanner
while mostof theVPSor PPTDtoolsdonotimplement
congestiorcontrolandthusmay have a greaterimpact
onthebackgroundo ws. Thebene tsof bandwidthes-
timation mustalways be weighedagainstthe costand
overheadf themeasurements.

V. SUMMARY

IP networks do not provide explicit feedbacko end
hostsregarding the load or capacityof the network.
Insteadhostsuse actve end-to-endmeasurements
anattemptto estimatehe bandwidthcharacteristicef
pathsthey use. This papersuneys the state-of-the-
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artin bandwidthestimatiortechniquesteviewing met-
rics and methodologiesemplged and the tools that
implementthem. Several challengesremain. First,
theaccurag of bandwidthestimationtechniquesnust
beimproved, especiallyin high bandwidthpaths(e.g.,
greaterthan500Mbps).Secondpandwidthestimation
tools andtechniquesn this paperassumehatrouters
sene paclets in a First-ComeFirst-Sered (FCFS)
manner It is not clearhow thesetechniqueswill per

form in routerswith multiple queuese.g.,for different
classesof serviceor in routerswith virtual-outputin-

putqueuesFinally, muchwork remainson how to best
usebandwidthestimatego supportapplicationsmid-

dleware,routing,andtrafc engineeringechniquesin

order to improve end-to-endperformanceand enable
new services.
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