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Abstract—We describe the design and implementation
of ANEMOS, an Autonomous NEtwork MOnitoring System
ANEMOS allows network operators and end-usersto schedule,
perform, and analyze active measuements on several network
paths through a Web-based GUI. The measurements can be
performed with “off-the-shelf” tools, such as Ping. The cur-
rent prototype measues end-to-end available bandwidth with
Pathload and round-trip delays and losseswith a UDP-based
con gurable variation of Ping. The measuementsare archived
using the MySQL database, and they can be visualized using
MRTG. A major feature of ANEMOS is that it supports rules,
post-processing,and alarm detection. Speci cally, the user can
form processingrules, correlating measuements of different
metrics, paths, and time intervals. These rules are then used
to detect changing or alarming conditions in the performance
of one or more paths, issuing informative alarms. We illustrate
ANEMOS with measuementsthat resulted from monitoring a
few paths in US and Europe.

|. INTRODUCTION

Active measurementsf delays,losses,or available band-
width are being widely usedto monitor the end-to-endper
formanceof a network path. Such measurementsire often
performedthrough rather primitive text-basedtools, such as
Ping, makingthe analysis,archiing, andvisualizationof the
gathereddatacumbersomeOur motivationin this work is that
a network operatoror end-usershould have the capability to
schedulemeasurementsf differentmetricsin several network
pathsthrougha e xible and simple graphicalinterface. The
collection of underlyingmeasurementools shouldbe exten-
sible, allowing the userto “plug-in” additionaltools as they
becomeavailable,or con gure the existing ones.Theresultsof
the measurementshouldbe archived in a relationaldatabase
that allows sophisticatedqueries,post-processingand inter
active visualization. Furthermore,we should not expect the
userto constantlymonitor the measurementsyatching for
suddernchangesn the performanceof a network path.Instead,
the measuremengystemshouldbe able to automaticallyana-
lyze the collecteddata,basedon userspeci ed rules, issuing
alarmswheneer the conditionsof a rule are satis ed. Such
conditions, for instance,can be a suddendecreasein the
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available bandwidthof a path, or a signi cant increasein its
Round-Tip Time (RTT). The alarmsissuedby the systemcan
be then usedfor detectingcongestionanomaliesattacks,or
ash crowds, they cantrigger changesn the con guration of
overlay networks [1], [2], or, in a more advancedversion of
the system,they canleadto changesn the con guration of
the pathrouters.

Driven by the previous motivation, we designedand im-
plementedthe AutonomousNEtwork MOnitoring System or
ANEMOS In this paper we describethe salient features
of the system,focusing on its systemarchitectureand key
implementatioraspectsANEMOS hassomesimilaritieswith
othernetwork monitoringtoolsor architecturessuchasPinger
[3], Surweyor [4], or the Network WeatherService[5]. One
major difference,however, is that ANEMOS provides rules
and alarms. Speci cally, the systemevaluatesuserspeci ed
rules on the collected data while the measurementsre in
progressissuingalarmswhentherule conditionsaresatis ed.
Another differenceis that ANEMOS has beendesignedfor
modularity and extensibility, allowing the userto plug-in and
useary text-basedmeasurementool with minimal modi ca-
tions in the ANEMOS software. Also, the user can request
the measurementto be performedeitherin real-time,or to
be scheduledas a batchprocessAll the interactionswith the
systemarethrougha Web-basedsUI. For portability reasons,
ANEMOS is written in Jaa.

The measurementools supportedby the current imple-
mentationare a UDP-basedcon gurable variation of Ping
for RTTs and paclet losses,and Pathload [6] for end-to-
endavailablebandwidth.Eachmeasuementtaskis a periodic
iterationof a numberof measurementd.he periodaswell as
the start and end time of a measurementask are selected
by the user The user can requestan arbitrary number of
measurementasks,possibly over differentnetwork paths,as
long asthe Worker componenof the systemis installedat the
two end-hostof a path. The measuremendataare pulled by
the ANEMOS Coodinator, which s the centralprocessn the
system,andstoredthereusingthe MySQL[7] databaseUpon
the users requestthe dataof oneor more measuremertasks
areretrievedfrom the databasandvisualizedwith MRTG[8].

The rest of the paperis organized as follows. Section
2 mentionsthe most relevant tools and projects. Section 3



describeghe ANEMOS systemarchitecturewhile Sections4
and 5 focuson key implementationissues.Section6 focuses
on the speci cation of processingules. Section7 illustrates
the use of ANEMOS, monitoring a few pathsin US and
Europe.Someideasfor future extensionsof the systemare
givenin Section8.

Il. RELATED SYSTEMS

There are several open-sourceand commercial network
monitoringtools and architecturesln the following, we men-
tion the mostpopularsystemshat arerelatedto ANEMOS.

Among the open-sourceools, the most closely relatedto
ANEMOS are PingER[3], Surveor [4], the National Inter-
net Measuementinfrastructue (NIMI) [9], and the Network
Weather Service[5].

PingER uses Ping to measureRTTs and loss rates to
hundredsof hostsaroundthe world. PingER provides perfor
manceinformationandlong-termtrendsaboutmary different
geographicahreasof the Internet.Surveyor is a measurement
infrastructurethat is being deployed at several sites around
the world. Surweyor measuresthe performanceof Internet
pathsusing the IETF IPPM standardizednetrics[10], [11].
The project is also developing methodologiesand tools to
analyzethe performancedata off-line. The National Internet
Measuement Infrastructue (NIMI) [9] is a measurement
architecturan which a collectionof measuremerttostscoop-
eratvely measurehe propertiesof Internetpathsandcloudsby
exchangingtesttrafc amongthemseles. The key emphasis
of the architectureis on scalability authenticationsecurity
and administratve control. The architecturesupportsseveral
measurementools. The Network Weather Service[5] is a
distributed systemthat periodically monitorsand dynamically
forecaststhe performanceof various network and computa-
tional resourcesCurrently the systemincludes sensorsfor
end-to-endTCP throughputand RTT. NWS also allows the
archving andvisualizationof the measurements.

The main similarity betweenthesesystemsand ANEMOS
is that they all monitor end-to-endpathsthroughactive mea-
surementsThe main differenceis that thesesystemsdo not
support real-time processing,analysis, and visualization of
the measurementsA major characteristicof ANEMOS, on
the other hand, is that it can evaluatemeasurementas they
are being collected,and take rule-basedactionswithout user
intervention.

Among the commercialmonitoring platforms,HP's Open-
view [12], IBM's Netviav [13], and SUN's Solstice[14] are
themostpopular Theseproductshave several differenceswith
eachother, but they all basicallyprovide decentalized,local,
and passivemonitoring services.This meansthat thesesys-
temsare commonlybasedon SNMP to monitor the behavior
of individual network devices, rather than end-to-endpaths.
The main similarity to ANEMOS is that they also provide
rule-basedalarms and real-time processingof the collected
measurementsThe main differencewith ANEMOS is that
they do passie measurementsf local network devices,rather
than active monitoring of an entire end-to-endpath.

I1l. SYSTEM ARCHITECTURE

The architectureof ANEMOS is madeup of threetypesof
componentsThe Client moduleconstituteshe userinterface
to the system,the Coorinator is the centralcomponenthat
is responsiblefor the schedulingof measurementasksand
for data collection and analysis,while the Worker modules
are the componentghat interactwith the measurementools
at the end-hostof the monitoredpaths.In the following, we
describeeachcomponenin more detail.

A. Clients

An ANEMOS Client is a web applet. It is written and
compiledfor JVM 1.1, and so it canrun on both browsers
relying on the Java Plug-in,andon browsersthathave a build-
in JVM. The Client providestwo login options:onefor regular
usersand one for the systemadministrator
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In "Regular User' mode, the interface providesthree main
operations First, with the Monitor new path tab (shavn in
Figure 1) the usercan specify a monitoredpath by selecting
two end-hoststhat run ANEMOS Workers. The user also
choosesthe measurementool, the start time, the end time,
andthe time intenal betweeniterations.

Second,with the Add new rules tab the user can form
dataanalysisrules,andspecifythe correspondinglarms.The
rules' syntaxis describedn detail in Section5.

Third, with the View previous results tab (showvn in
Figures2 and 3) the usercan seeall previous and ongoing
measurementasksthat sheinitiated, and also visualize their
results.The graphsare generatedvith the useof rateup , a
componenbf MRTG. ANEMOS allows the userto plot data
collectedat a previous date,with a speci ed granularityand
graphwidth. In this way, bothlong-termandshort-termtraf ¢
trendsand patternscan be detected.

In "Administrator' mode, the interface provides the user
with mainly two operations First, the ability to review, and
terminateif necessaryongoingmeasuremertasks.Secondto
add or remove a Worker processfrom a remoteend-host.In
future versionsof the system,the administratorwill also be
ableto edit ongoingmeasuremertiasks,rules,andthe list of
available measurementools. If, for example,a measurement
is provento betoo intrusive, it will be possibleto scheduleit
lessfrequently

The Client modules communicatewith the Coordinator
through a strongly typed protocol. ConsequentlyANEMOS
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usersthat want to modify the Client interface, or usersthat
wantto integrate ANEMOS with their front-endtools, cando
so rathereasily

B. Workers

The ANEMOS Workers are in chage of the following
operationsat the end-hostsof the monitored paths. First,
they executethe appropriatetool for eachmeasurementask.
Second,a Worker module at the sourcehost of a path com-
municateswith the Worker modulerunning at the destination
hostto coordinatethe measuremertask'. Third, Workers read
the measurementools' outputto gatherthe nal results,and
sendthis datato the Coominator for storageand analysis.

INote that, in general,an actve measurementequiresthe cooperationof
both the sourceand destinationhostsof a path.

To make the Workers tool-independentANEMOS assumes
thatall measuremertbolsreturnthreevalues referredto here
asA, B, andC. So, atleastin principle,the measurementsan
be performedby ary tool, aslong asthereis a wrapperscript
for that tool that will performthe appropriateparsingof the
tool's output,andfeedthe Worker with justthreenumbersFor
instance,n the caseof our UDP-basedPing implementation,
the user can modify the correspondingwrapper script to
changethe semanticsof the three collected values. So, the
three values returnedto the Worker can be the minimum,
the median,the maximum,or ary percentileof the measured
RTTs.

Probing options
period (msec) IJT
packet size (B) IISE_
# of probes IHT

Loging options

a S minimum
~smean
~median
~smaximum
~~percentile l—

b ominimum
~smean
“>median

~smaximum
~percentile |}

.~ ominimum
~smean
~~median

~smaximum

> percentile
Accept

Fig. 4. Tunningof Ping measurements.

In the caseof Pathload variablesA and C are the lower
and higherboundsof the available bandwidthvariationrange
respectiely, while the variableB is equalto

C. Coodinator

The central componentof ANEMOS is the Coodinator.
This modulemanageghe Workers, responddo userrequests,
maintains a scheduling queue for all actve measurement
tasks, archives the resulting data, and also, analyzesthe
measurementsvaluating userspeci ed rules and issuingthe
correspondingalarms.
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Fig. 5. Systemarchitecture



The Coordinator processusesseveral threads. A Client
Handler threadis responsibldor interactingwith eachuser
addingnew tasks or rules in the correspondingueues,
or calling MRTG to createa visual representatiorof some
measurement®A Worker Listener threadis responsible
for collecting the resultsof eachmeasurementask from the
correspondingremote Worker, and for storing the arriving
measurementmto the MySQL databaseAn importantthread
in the Coorinator is the Surveyor . This threadmaintains
the schedulingqueuefor all measurementasks,initiates and
abortsexperimentn remoteWbrkers, andalsoevaluatesach
rule on the gatheredmeasurements.

The Coordinator is a centralizedentity in ANEMOS, and
so it may seemto contradictthe distributed nature of our
system. Nevertheless,its role is mostly to coordinatethe
experimentsby exchangingshort messagesvith the Workers,
rather than performing CPU-intensie or network-intensve
operations.For this reason,we believe that the centralized
natureof the Coordinator will not impedethe scalability of
ANEMOS. Furthermore,having all the results storedin a
single databaseensureghat rule evaluationand dataplotting
for visualizationpurposeswill not produceadditionalnetwork
traf c. Futurereleaseof the systemcaninclude a secondary
Coordinator, running at a remote host, to act as backupin
casethe primary Coordinator fails.

I1V. MEASUREMENT TOOLS

To make ANEMOS extensible and open to nev mea-
surementtechniques,the actual measurementools are not
embeddedh the systemlInsteadjt shouldberelatively easyto
plug-in new toolsin the systemIn the currentimplementation,
ANEMOS supportdwo measuremertbols:avariationof Ping
to measureRTTs andlossrates,andPathloadto measureend-
to-endavailable bandwidth.

To measure path's RTT, aswell astheforward-pathpaclet
lossrate, we wrote a UDP-basedvariantof Ping. In contrary
to the well-known Ping utility, however, our tool requires
cooperationfrom both end-hostsof the path. The tool uses
UDP for boththeforwardandreversepathpaclets,andallows
the userto specifythe numberof pacletsto be sent,the time
interval betweenpaclets (dovn to 50msec),as well as the
paclet payload(down to 12 bytes)(seeFigure 4).

To measurethe available bandwidth of a path, we use
Pathload [15]. Theavailablebandwidthof a network path
is themaximumthroughputhat canprovidetoa o w, given
theaggreyaterateof crosstrafc in . Pathloadsendsperiodic
short UDP paclet streamsrom the sourceto the destination.
The basicidea in Pathload is that the one-way delaysof a
periodicpacket streamshow increasingrend,whenthe stream
rateis larger thanthe available bandwidth.The tool usesan
iterative algorithm,throughwhich the rate of probingstreams
corvergesto an interval (called “grey-region”) in which the
available bandwidthvaries.

V. SECURITY AND AUTHENTICATION

ANEMOS supports multiple users performing measure-
mentsor visualizing resultsat the sametime. Consequently
the systemshould provide authentication.Also, the system
should use encryptionfor the communicationof passverds
betweenthe Clients and the Coordinator.

In the currentimplementationwe usethe logi.crypto
Java package developedby logi [16], to provide encryption.
When a Client wants to establisha connectionwith the
Coodinator it startsa CipherSteam This initializes a Dif e-
Hellmankey exchangeusing Triple-DES, and it thenensures
that all datasentthroughit will be encryptedand decrypted
automatically

To provide authenticationthe communicatiorprotocol be-
tweenthe Clients andthe Coordinator, requiresthat all mes-
sagesncludethe usernamendthe password of therequesting
user

VI. RULESAND ALARMS

A signi cant featureof ANEMOS is thatit allows the user
to specify rules for analyzing the collected measurements.
Since the data are storedin a relational databasethey can
be retrieved and processedn real-timethroughsophisticated
SQL queries.

For example,a network operatorcanspecifya rule suchas:
ched if theaverage RTTin the last 5 minutesis more than 20
msecPLUS the 5-minuteaverage RTT 24 hours ago. Whena
rule evaluatesas true, ANEMOS issuesan alarm. The alarm
can be an email messageo the network operator a call to
her beeper or simply a messagewritten to a special le. In
the currentimplementationwe only supportthe latter type of
alarm.

Another use of rules is to correlate measurementgrom
differentpaths By comparinghe RTTs or availablebandwidth
of diversepaths,one canchooseoptimal routesin an overlay
network, or detectcongestiorin the overlapbetweendifferent
paths. For example, if two disjoint paths, which merge at
the accesslink of a Web-farm, exhibit a simultaneousand
signi cant loss rate increasewe canassumethat that access
link is congestedSimilar correlationsin diverse paths can
provide clues for the occurrenceof a distributed denial-of-
serviceattackor ash-crowd.

ANEMOS doesnot assumethat usersknow how to write
SQL queriesInstead,usersspecifythe rulesthatthey wantto
evaluateusing a powerful Web-basedorm. Then, ANEMOS
translatesthis form into an SQL query that is issuedto the
MySQL databasdy the Coordinator.

To createarule,theuser rst de nesanarbitrarynumberof
Date eventsrelative to the evaluationof the rule. The Date
eld is determinedbasedon the evaluationtime of a rule,
ratherthan basedon absolutetime. For instance,0 refersto
the time of the evaluation,while 14 Days translatesto two
weeksbeforethe time of the evaluation.

A Variable canbethe MINIMUM, AVERAGE, or MAX-
IMUM of one of the logged variablesA, B, or C of the
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speci ed task, over a certain time interval (de ned by two
Date events).

Fig. 7. De ning Variables

The form allows for an arbitrary numberof Variables

Ghgen?

to be combinedusing the arithmetic operators‘+”, ,

and “/" in Variable = Combinations . Additionally, in
the de nition of the 'th Variable = Combination , ary
previous Variable =~ Combinations , from to can

be used.This featureprovidesthe semanticof parentheses.

Fig. 8. Dening Variable = Combinations
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the comparisonof ary two Variables
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is a booleanentity and is de ned to be
, or Variable

Fig. 9. De ning Conditions

To provide the semanticsof booleanexpressionsthe form
hassupportfor Condition =~ Combinations . A Condi-
tion Combination is constructedy an arbitrarynumber
of Conditions , combinedusingthelogical operators  ”

Fig. 10. De ning Condition Combinations

Finally, a Rule is one of the Condition = Combina-

tions

Rule: |CCD vl

Fig. 11. De ning a Rule

To demonstratethe use and expressie power of the
ANEMOS rules, we provide the following example.Suppose
thata corporationhasfour local areanetworks interconnected
in a fully-connectedswitched topology Tasks 1 through 6
measurethe available bandwidth of the six interconnecting
links. We want an alarm to be raisedif ary of the links
becomesmore than 80% utilized, i.e. if the available band-
width thatPathloadmeasureslropsbelor 20% of the capacity
of the link. The following expressionswould implementthe
correspondingule.

DO: 1 Mins

D1: 0 Mins

D2: 14 Days

D3: 0 Mins

VO: FromDO To D1 AVG(b) 0.00 ExplD:1
V1: FromD2 To D3 MAX( b) 0.20 ExplD:1
V2: FromDO To D1 AVG(b) 0.00 ExpID:2
V3: FromD2 To D3MAX( b) 0.20 ExpID:2
V4: FromDO To D1 AVG(b) 0.00 ExplD:3
V5: FromD2 To D3MAX( b) 0.20 ExpID:3
V6: FromDO To D1 AVG(b) 0.00 ExpID: 4
V7: FromD2 To D3 MAX( b) 0.20 ExplD: 4
V8: FromDO To D1 AVG(b) 0.00 ExpID:5
V9: FromD2 To D3MAX( b) 0.20 ExpID:5
V10: FromDO To D1 AVG(b) 0.00 ExpID: 6
V11: FromD2 To D3 MAX( b) 0.20 ExpID: 6
Cco: Vo Vi

Cl. V2 V3

C2: V4 V5

C3: V6 V7

C4: V8 V9

C5: V10 V11

CCo: CO C1 C2 C3 C4 C5

Rule: CCO

Notethanthepreviousrule assumeshatthemaximumvalue

(AND) and“ " (OR). Again, the semanticsof parentheses of available bandwidthin ary pathover the period of 14 last

are provided by the use of previously de ned Condition
Combinations in thede nition of the currentCondition
Combination

dayswill be equalto the capacityof that path. So, this rule
does not have to be updatedif the network capacitiesare
upgradedor changedn ary way. If this assumptiordoesnot



hold, the usercandirectly assignthe actualvaluesof the link
capacitiego the appropriatevariables.

VIIl. ILLUSTRATIVE RESULTS

To test and delug the system,we have installed Workers
on several hostsin the United Statesand Europe,including
hosts at U-Delaware (udel.edu ), CAIDA (caida.org ),
U-Wisconsin (wisc.edu ), U-Vrije (vu.nl ), U-Lulea
(luth.se ), and U-Crete (uoc.gr ), with the Coordinator
running at the University of Delaware. Although the number
of Workers currently is only aboutten, the insigni cant load
imposed on the Coordinator and on the MySQL database
(which are the centralizedcomponentsof the system)gives
us a positive indication that the systemis scalableto a large
numberof Workers. Additionally, somenetwork or hostrelated
problemsduringthe measurementsave shavn thatthe system
canrecover from outagesandfailures.In particular asshavn

in Figure 3, at around 14:00 on Feb 7th no measurements

were performedfor about an hour due to a network out-
age.Neverthelessyhenthe connectionwas reestablishedhe
systemstartedtaking measurementagain without ary user
intervention.

To illustrate the use of rules and alarms,Figure 13 shavs
RTT variationsin a 33-hourtime period in three paths.The
three graphs,from top to bottom, are the RTTs betweenU-
DelavareandU-Crete,betweenJ-Delavareand U-Vrije, and
betweenU-Vrije and U-Crete. The rule that we speci ed is:
ched if the RTTbetweenJ-Delawarre and U-Creteis greater
than the RTT betweenU-Delaware and U-Vrije PLUS the
RTT betweenU-Vrije and U-Crete Sucha rule, for instance,
can determinethe optimal routing betweenU-Delavare and
U-Crete in a three-site overlay network that connectsU-
Delavare, U-Crete,and U-Vrije (seeFigure12).

.vu.nl

udel.edlj.<"\

euoc.gr

Fig. 12. Topologyof a possible“detour” at an overlay network

ANEMOS identi ed two time periodsin which the previous
rule was satis ed, issuingtwo alarmsat around7:30amand
9:30am EST at the right side of the graphs. The corre-
spondingthree RTTs that the alarm reportedwere: 297msec
(U-Delaware, U-Crete),141mseqU-Delaware, U-Vrije), and
147msedU-Vrije, U-Crete)atthe 7:30amevent,and302msec
(U-Delaware, U-Crete),141mseqU-Delaware, U-Vrije), and

132mseqU-Vrije, U-Crete)at the 9:30amevent.
Anotherinterestingcaseis theoneshavn in Figure14.Here

the rule was monitoring the value of the available bandwidth,
aswell asthewidth of its variationrange(“grey-region”). The
rule raisedan alarmseveral timesduring the time periodsthat
appearhighly variable in the graph, as well as in the four
events (12:00,17:00,9:30,100) that the available bandwidth
variationrangewas betweenzero andthe capacity

Fig. 13. RTT measurements

Fig. 14. Available bandwidthmeasurements

VIIl. FUTURE WORK

There are several featuresthat we plan to add to the
system First, an areathat could be improvedis authorization.
In a wide-scaleinstallation of ANEMOS, there should be
additional control on the measuremenhostsor tools that a
particularusercanaccess.

Theextensibility of thetool canbealsoimproved.Currently
it is easyto replaceone of the external tools usedfor the
measurementdy anothertool, by just replacing the tool's
executableand the correspondingwrapper To add a new
tool however (keepingthe existing ones),a user should edit
the main code. In future releases,we plan to make the
con guration of externaltoolsaseasyasaddingandremoving
lines from the systems$ con guration le.

We plan to releasethe sourcecodefor ANEMOS in April
2003.
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