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Abstract— We perform spectral analysis of the Internet topol-
ogy at the AS level, by adapting the standard spectral filtering
method of examining the eigenvectors corresponding to the
largest eigenvalues of matrices related to the adjacency matrix
of the topology. We observe that the method suggests clusters
of ASes with natural semantic proximity, such as geography or
business interests. We examine how these clustering properties
vary in the core and in the edge of the network, as well as across
geographic areas, over time, and between real and synthetic data.
We observe that these clustering properties may be suggestive of
traffic patterns and thus have direct impact on the link stress
of the network. Finally, we use the weights of the eigenvector
corresponding to the first eigenvalue to obtain an alternative
hierarchical ranking of the ASes.

I. INTRODUCTION

Studying and modeling network topologies is necessary for
protocol performance evaluation and simulation of a variety
of network problems. Early modeling efforts focused around
random graphs with relatively regular degree distributions [6],
[37], [40], [41]. With the rapid growth of the network and the
persistent effort of network measurement [13], [14], [34], real
topology data started becoming available, in particular at the
AS (Autonomous System) level. Using such data Faloutsos
et al. first observed that the degree distribution of the AS
level topology is actually consistently highly skewed [11].
Consequently, the research community has shown considerable
interest in obtaining topology models that better resemble the
real data [2], [5], [18], [23], as well as understanding the
impact of such network topologies on the performance of
network protocols [27], [32].

This new generation of synthetic Internet topology models is
strongly driven by the observed skewed statistics of the degree
sequence and its evolution, and by even further observations
of more detailed graph theoretic characteristics of the network.
Most notably, following the natural intuition that, for example,
geography must be relevant in the real Internet topology,
[5] paid special attention to the “clustering” coefficient; the
observation of the significance of geography has been also
made in [39] and [21].

In this paper we revisit the issue of clustering. As opposed
to previous work that has focused on the clustering coefficient,
our starting point is the method of spectral filtering. This
method examines the large eigenvalues of matrices related to
the adjacency matrix, and looks for clusters in the eigenvectors
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associated with these eigenvalues. Indeed, the first reference
to the large eigenvalues of the adjacency matrix of the AS
Internet topology is the “eigenvalue power-law” which was
reported together with the “degree power-law” in [11]. The
connection between spectral filtering and graph connectivity,
including clustering, has been extensively studied in discrete
mathematics (e.g. see the books of [9], [29] and the further
references that they point to), and has found very successful
applications in information retrieval and data-mining where
clusters represent groups of data with semantic proximity
[31, [17], [20], [26], [28]. Practical experience suggests that
spectral analysis might be better suited for data that lack
regularity (thus it has been extensively used in computer
science), while clustering coefficients are better suited for data
that have stronger regularities (thus they have been extensively
used by physicists who study lattices, crystals, etc.). Indeed, by
definition, spectral filtering yields a large number of clusters,
and it can be applied iteratively in subgraphs of a network. By
contrast, it is not clear how to grow clusters around nodes with
large clustering coefficient and this approach is not typical in
information retrieval or data-mining'.
Our contributions include:

- The observation that the eigenvectors related to the largest
eigenvalues of the adjacency matrix of the AS topology
examined in [11] do not express interesting clusters. This
is an experimental validation of the result of [24] who
showed that the eigenvalues power law is a consequence
of the degree power law. We thus conclude that further
normalizations are needed to retrieve non-trivial cluster-
ing properties.

- Adaptation of the spectral filtering method in the con-
text of the AS Internet topology, by (a)performing
inverse frequency normalization via stochastic ma-
trices, (b)considering similarity transformations and
(c)considering the entire topology as well as subgraphs of
the topology. As a result, we get non-trivial groupings of
ASes with clear semantic proximities, such as geography
and business interests. We note that without this adapta-
tion, i.e., by considering the eigenvectors corresponding
to the eigenvalues of the adjacency matrix as in [11], we
get trivial groupings corresponding to the large ISPs and
their customers: this is indeed a restatement of the highest
degrees.

'Though a related approach called “k-means” is quite common; but we do
not expand further on it, since we do not use it in this work.

































