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Abstract.  Wedescribe an approach to sensor-basedcauthentication that
can adapt to accommadate incomplete, unreliable, or inaccurate input
provided to the system. Parameterized Authentication movesbeyond the
traditional approach to security by acknowledging that identity veri-
cation cannot always produce perfect results. Our model addressessuch
inherent imp erfections by intro ducing a metric, the Authentication Pa-
rameter, that captures the overall \qualit y" of authentication. We de ne
authentication \qualit y" in terms of sensortrust worthiness and the ac-
curacy of sensormeasuremerts. Using the Authentication Parameter, we
are able to enforce and enhancethe principle of least privilege by ensur-
ing that the authentication processprovides credertials that are su cien t
but not stronger than the accesslevel required by the requested opera-
tion. This approach is particularly well-suited to meet the demands of
a context-aware and pervasive computing environment in which authen-
tication may be performed using passive and non-intrusiv e techniques.
Our model supports the transparent capture of authentication-relev ant
information from the environment and provides a foundation for gener-
ating dynamic credertials for sourcesof requests. We presert our model,
discussits contributions, and illustrate how it can be used to support
rich accesscontrol policies.

1 Intro duction

Authentication is a fundamental building block in any system that enforces
a security policy; it enables\principals" to identify themselwesto the system
and provides a foundation for accesscontrol. For the purposesof this paper, the
principals we considerare users,though their attributes such aslocation, role, or
history may alsoberelevant in authorization decision-making.All authentication
schemesfollow the samebasic approach: known identi cation information about
a principal is comparedwith information received from the sourceclaiming to be
that principal. Authentication is successfulf both piecesof information match;
however, authentication failure will result if a match cannot be produced.
Pervasive computing environments strive to provide transparent accesdo re-
sourcesand services.For example,the Aware Home [1], a prototype \home of the
future" that has beenbuilt at Georgia Ted, is exploring a variety of emerging
applications that range from remote appliance managemen (e.g., Cyberfridge
[2]) to \awareness"and the active-monitoring of ead residert's activities and
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needs.The prototype home has a rich computation and communication infras-
tructure and will evertually be connectedto other homesand institutions in the
community. A variety of sensorsare usedto infer the activities of the home'sres-
idents and various applications usethis information to help improve the quality
of life for residerts.

Clearly, the assumption that a principal's identity can be veri ed with ab-
solute certainty is impractical in real world scenarios,even when explicit inter-
action is required. The Aware Home is an example of an ervironment in which
sensorswill be usedfor useridenti cation and veri cation purposes.Homeownn-
ers are forced to balance authentication quality with nancial limitations and
a tolerance for being inconvenienced.For example, the Smart Floor [3] is cur-
rently being deployedinto the Aware Home despiteits less-than-perfectaccuracy
becauseit is non-intrusive and easy-to-use.

Non-binary authentication could be usedto limit the damagethat may result
from an erroneousauthentication. We have designeda model that can be used
to producean authentication measurefrom incomplete, unreliable, or inaccurate
identi cation information that is provided by a set of sensors.We accomplish
this by providing a quality measurefor authentication. In addition, we provide a
method for computing an authentication value by combining inputs from multi-
ple sources;by reinforcing authentication and forming a consensuspur authen-
tication framework is more robust and than those that rely on a single source
for authentication. We refer to this approach as parameterized authentication.

This paper is organized as follows: Section 2 preserts related work. In sec-
tion 3, we discussthe various logical componerts that compriseour model, iden-
tify a set of design principles that guide the developmen of our model, and
intro duce the Authentication Parameter. Sect. 4 details our approach to man-
aging trust and accuracy in the system and illustrates how these measuresare
usedto producethe Authentication Parameter. We revisit our designprinciples
in section 5 to discusshow well our model meets these principles. We discuss
seweral outstanding issuesand related researd contributions in section 6.

2 Related Work

Our approach to computing an Authentication Parameter (AP) value makesuse
of techniquesthat have been explored in diversereseart areas,including dis-

tributed authentication, sensormatching and fusion, and trust and reputation

managemen. In this section, we intro duce relevant background material neces-
sary for understanding the researth contributions described in the remainder of
this documert.

Distributed Authentication In sensor-basedauthentication, identi cation infor-
mation is collectedfrom multiple sensorghat may betrusted to di erent degrees.
In distributed systemenvironments that span multiple trust domains, authenti-
cation may rely on certi cates that are issuedby certi cation authorities (CAS)
that alsohave di erent levelsof trust assaiated with them. Seweral researders



have explored such models where an authentication measurebasedon the trust
level of the CAs is derived. Beth et al. [4] presert a model where trust can be
combined from multiple CAs. Reiter and Stubblebine [5] explorethe designprin-
ciplesthat must be followed by such a model. Maurer [6], J sang [7] and others
have explored additional techniqguesto compute an authentication metric based
on paths or chains of CAs that are used for authentication. These techniques
primarily focus on trust of the relevant CAs and do not addressaccuracy of
identi cation information.

SensorMatching and Fusion In interactive intelligent ervironments such asthe
home, biometric technologies are often usedto obtain user identi cation with

minimal explicit input. Unfortunately, many of the biometric devices widely
available today cannot guarantee very high quality identi cation. This is typ-
ically a result of noise that interferes with sensorreadings, limitations of the
processingmethods or the variabilit y in both the biometric characteristic aswell
asits presenation [8]. For instance, biometric devicetest reports [9, 10] discuss
biometric sensorsthat can be easily defeated,including a ngerprin t sensorthat

can misinterpret imprints in a Gummi Bear candy asa valid ngertip scanand
a vision system that can be defeated by a photograph of an authorized user.
Suc weaknessesn biometric technology create opportunities for an impostor
to \mimic" the actions of a legitimate userand, in essencetrick the systeminto
believing that they are someoneelse.

Sensorfusion refersto the combining of multiple identi cation \inputs" in
order to produce a singleidenti cation metric. For example, one researt group
hasrecertly incorporated speaker identi cation and speed recognition systems
with a persontracking systemto accurately locate a speaker and identify the
speaker and what they are saying [11]. This form of sensorfusion yields a more
reliable metric in caseof uncertainty from an individual sensor.In addition to
combined input, sensorfusion allows the systemto reasonabout the delit y of
the composite information. This measurecan be usedto enhancethe strength
of the authentication service.

Despitethe \stronger" authentication results producedthrough sensorfusion,
they still do not re ect the overall quality of the authentication process.nstead,
the results are binary, thus allowing the user to either receiwe all accessrights
or none at all. Parameterized authentication provides a more novel approach
by incorporating a notion of trust (in individual sensors)into the authentica-
tion processand, ultimately, providing a metric that indicates the quality of the
authentication process.This metric can be usedto adjust the level of authenti-
cation. For instance, a user can be authenticated into a role that is basedon the
strength of her identi cation, thus ensuringthat a useris never allowed to have
more accesghan the evidenceprovided by them for authentication.

Trust and Reputation Management Trustworthiness is often viewed as the ex-
pectation of cooperative behavior and can be basedon previous experienceswith
the sameparty. However, it is often necessaryto ewaluate the trustworthiness
of an ertity without having any prior direct interactions. In such situations, a



participant can place trust basedon the latter's \reputation" among others in
the system. This approach basesreputation on the collection of evidencethat
supports certain claims of good or bad behavior. In parameterized authentica-
tion, reputation or sensortrustworthiness can be basedon whether a sensor's
input led to correct authentication or a breach of security.

eBay and other similar Internet communities are practical examplesof repu-
tation managemen systems.On eBay's site, for example,sellersreceive feedbak
(+1;0; 1)for their reliabilit y in an online auction. Reliability is computed using
the feedbak valuesthat are collected over a period of several months.

In similar work, Kamvar et al. [12] describe a trust-based algorithm that
identi es malicious ertities in a peer-to-peerenvironment and isolatesthem from
the network. Their reputation system, called EigenTrust, identi es inauthentic
les on a network and even handlesconditions where malicious peerscooperate
in an attempt to deliberately compromisethe system.Lik ewise,work by Beth et
al. [4] preserts amethod for the valuation of trustworthinessbasedon experiences
and recommendations.

The mathematical foundations for reputation managemei are rmly rooted
in probability and statistics. Our work draws heavily from Bayesianstatistics in
which a mechanism for combining evidenceis preseried.

3 System Mo del

Our model for parameterized authentication is basedon information obtained
from a distributed network of sensors.The model is composed of the follow-
ing logical componerts: users, sensors,a user-attribute database, an attribute-
matching service, a trust analysis engine, an audit serviceand the authentica-
tion service.A high-level overview of our adaptive authentication architecture is
givenin gure 1. In the following sections,we detail the functionality of these
componerts and describe how they interact with one another.

3.1 Users

Our approach to user authentication assumesan open-world model in which
there exist two classesof Users { those that are \known" (identi able) by the
system, and those that are not. A useris de ned by a collection of traits, or
properties, that are either non-intrusiv ely captured by sensorsor explicitly pro-
vided asinput to the system.While someusersmay have similar traits, it is the
collection of properties that de ne a user. By de nition, no two collections are
equal. Our model can make use of four fundamertal trait types: physiological,
knowledge-basedpbject-basedand historical.

3.2 Sensors

Our systemmaodel consistsof distributed sensorghat collectidentit y information
that is ultimately provided to an authentication service.Sensorsare mecanisms
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Fig. 1. Overview of Authentication Model

designedto obsene and capture user-sgeci ¢ traits from the environment. Some
sensorsrequire explicit user participation to complete the capture, while others
are lessintrusive and can record information without the user's knowledge or
active participation. Thesesensorsoobseneusertraits and forward relevant values
to the authentication servicewhere the information is interpreted and used to
authenticate users.For example,in gure 1, sensorSy providesa measuredvalue
of trait X;.

Our authentication framework gathersinformation from a variety of sensors
to infer user characteristics. Examples of sensortechnologies being deployed
into the Aware Home include the Smart Floor, vision systems (ranging from
facial recognition to movemen sensors)and voice-recognition. Sud sensorscan
non-intrusiv ely gather user information, albeit less-than-perfect, from the ernvi-
ronmert.

3.3 User-A ttribute Database

We assumethe existenceof a user-attribute databasethat maintains, for eath
userin the system,a collection of traits that de ne that user.We canthink of the

In the Aware Home, trait vectorsare usedto create pro les for eact user of the
Smart Floor. Traits, in this scenario,are derived from a biomedanics measure
known as the ground reaction force (GRF). The trait vector consists of ten
footstep pro le featuresthat are later usedto match unknown footsteps against
user'scon gured in the database.



3.4 Attribute-Matc  hing Service

The Attribute-Matc hing Serviceis responsible for collecting and assenbling a
trait vector from sensoroutput, and then computing accuracyby comparing the
assenbled trait vector with the stored de nition for a user. If a collection of
sensorsassenble a trait vector y, it can be compareddirectly to the assciated
values stored in x to determine how well the obsened features match those
stored in the system.

3.5 Trust Analysis Engine

We de ne trust as a measureof the system'scon dence in a particular sensor;
it re ects the quality of the information provided by a given sensorin the sys-
tem. Clearly, this measurecan only be re ned over time, through a seriesof
experiencesthat are recordedwith the sensor.

We haveidenti ed three possibleoutcomesthat can result from an authenti-
cation process.Positive user identi ¢ ation captures instancesin which the cor-
rect userisidenti ed or in which an unauthorized useris preverted from obtain-
ing credertials from the system. A denial of service results when a legitimate
user is prevernted from being authenticated due to malicious tampering with
sensorsor authentication data. Similarly, a compromise has taken place when a
user obtains credertials belonging to another user. Any interaction that leads
to a denial of service or a system compromiseis consideredto be a negative
experienceand the trust measuresthat cortribute to a negative experienceare
subsequelly degraded.Likewise,the system attempts to reinforce positive ex-
periencesby assigning higher trust valuesto sensorsthat consisterlly provide
data to the authentication servicewhich leadsto correct authentication.

3.6 Audit Service

On-line scrutiny of all authentication decisionsmay not be possiblefor a number
of reasons.Therefore, selective authentication decisionsmay be loggedto enable
subsequeh o -line examination. For example, if a security violation is detected,
a log can be usedto reconstruct the sequenceof interactions that led up to the
violation. This would allow the systemto revisethe experiencevaluesassaiated
with the sensorghat contributed to the incorrect authentication; instead of con-
tributing to a positive experience,the sensorswvould receive a negative rating for
the interaction. In addition, the audit servicewould be responsiblefor processing
log information to produce feedbadk that is sert to the Trust Analysis Engine.
This feedbad is usedto maintain ewolving trust valuesfor ead of the sensors.

3.7 Authen tication Service

The authentication service receivesinput from the Trust Analysis Engine and
the Attribute-Matc hing Servicethat is combined to derive the Authentication
Parameter. The output from this service is based on input supplied by one



or more sensors.We identify a set of useful design principles that guide the
derivation of an Authentication Parameter from the information received.

Principle 1: Accuracy of a sensor. Accuracy measureghe similarity between
a stored trait value and the value of a trait obsened by a single sensor.The
accuracy measureshould addressthe needfor normalized results so comparisons
can be made.

Principle 2: Evolution of Trust throughexperience. Trust is a measureof con-
dence held by the authentication servicein a particular sensor;it represers a
reputation that is establishedthrough consistert behavior and obsened over a
seriesof experiences,both positive and negative. Trust should increaseslowly to
allow reputation to build betweenthe authentication serviceand sensor.Like-
wise, once negative experiencesare detected, trust should decreasequickly to
defeat malicious or compromisedsensorsthat attempt to improve their reputa-
tion through a short-run of positive performance.

Principle 3: Combining Trust and Accuracy. When trying to determine a
user's authenticit y, the authentication service analyzesinput provided by eadh
sensor.The authentication serviceforms an opinion by taking sensorinput and
adjusting it to re ect the current level of trust assa@iated with ead sensor.This
opinion, generatedfor eat sensor,should re ect both certainties and uncertain-
ties with regard to useridentit y, giving both trust and accuracyimportant roles
in generating the opinion.

Principle 4: Consensusof Opinions. Once a set of individual opinions have
been collected, they must be combined to generatethe authentication parame-
ter. When sensoropinions are in agreemen, certainty should increase.Con icts
in opinion should be indicated through increasedlack of con dence in the au-
thentication decision.

Principle 5: Evaluation order independen@. The derived conclusionsof the
model, namely the Authentication Parameter, should be independert of the
order in which sensorinput is considered.This principle allows additional sensor
inputs to be factored into an Authentication Parameter that has already been
computed.

Principle 6: Property deendene and feedback. The value of the model's
trust and accuracy parameters should impact the feedbad cycle in which trust
is recomputed and returned to the system.

Principle 7: Robustness.The authentication parameter should be designed
to be resilient to long-term manipulation of its model by misbehaving ertities,
and its sensitivity to various forms of misbehavior should be made explicit.

4 Deriving the AP

The authentication servicebuilds an authentication opinion by collecting input
from oneor more sensorswith information relevant to the current useror request.
An opinion is formed for eat sourceof input and hastwo measureshat impact
its outcome. The rst measure,accuracy, measuresthe similarity between a
user trait that is obsened by a sensorand the value of the sametrait that is



stored in a user signature. The secondmeasure,trust, represens the reputation
a sensorhas with the authentication service;it measuresconsistencybetween
past results and the output of an individual sensor.In this section, we further
describe accuracyand trust and show how they can be combined to producethe
Authentication Parameter.

4.1 Accuracy

In our model, accuracy is de ned as a similarity measurebetweena stored trait
value and an obsened trait value. When a sensorprovidesinput to the system,
that input data is comparedwith stored identity data to determine if a match
exists. In order to accourt for variations between stored and obsened data, a
perfect match is not always required by the system. The closenes®or quality of
a match, therefore, is re ected in the accuracy value.

In order to assesshow well an obsened trait x° matchesa stored trait x°,
we consider a distance measured(x°; x®) suc that

d(x°: x°) = large when x°; x5 ) mis_matchgd traits
' small when x°; x5 ) similar traits

The most obvious measureof similarity (or dissimilarity) betweentwo mea-
suremerts is the distance betweenthem. Similarity and distance measureshave
beenexploredin a variety of domains (e.g., [13,14] and can be usedto compare
oneor moreidentifying features.Somecomparisonstudiesexist amongsimilarity
measuresand indicate that di erent similarity measuregperform bestwhen cou-
pled with the appropriate set of attributes. Clearly, the method for computing
accuracy is implementation-speci c.

An example of accuracy measuremets being usedin the Aware Home can
be found in the Smart Floor. In modeling eadh individual's footsteps, the Smart
Floor designerschoseten footstep pro le featuresto useasmarkersin an overall
user pro le. Referencesare madeto a combination of user, foot, and shoe type
as a condition (e.g., \Jo e's left foot while he was wearing tennis shoes"). One
instance of a user's footstep constitutes one cluster of data in a training set.
This cluster is then usedto calculate a Euclidean distance from an unidenti ed
footstep. The identity of the cluster with the lowest averagedistance is chosen
asthe identity of the unknown footstep.

There are many approaches for computing distancesin order to obtain an
accuracy measure.Someinstanceswill require that the attribute-matc hing ser-
vice produce a distance measurebetweenonly two points. Other instanceswill
require that a collection of identi ers or traits be usedin the computation. For
instance, a vision-basedsensorwill attempt to collect a seriesof traits that are
combined to produce a single useridenti er. This collection forms a vector that
is compared with one stored by the system. Other sensorswill produce more
primitiv e output that will require lessintensive comparisons.



4.2 Trust

The authentication service,whentaking input from multiple sensorsmay be pre-
serted with conicting information that could either represert a compromised
sensor,a failed sensoror a malicious agen trying to accesghe system.We make
use of techniquesfrom Bayesianstatistics to derive and maintain the trust met-
rics for individual sensors.Bayes'theorem is basedon the subjective de nition
of probability as\degrees of belief." This approac assignsprobabilities to hy-
potheses,allowing for the combination of a priori judgments and experimental
information. Trust, asde ned in our model, is not a static value; it involvesa set
of uncertainties that are re ned over time through experiencesand interactions.
This makesBayesianlogic a natural medanism for ewolving trust valuesin our
model.

After de ning the initial hypothesisand the assaiated probability for eath
sensor,Bayes' approach attempts to re ne trust by calculating the e ect of a
correlated event on the original hypothesis. Our model focuseson an event E
that capturesthe outcome of an authentication experience.We de ne E to bea
binary evert that is either positive or negative. The experienceis positive if the
sensorproducesoutput that is correct (e.g., correctly identies a user) and is
negativeif the sensomproducesoutput that isincorrect (e.g.,identi es anintruder
as a known, authorized user). We then compute the following probability using
Bayes' theorem, where T is the hypothesisor current trust value, and E is the
value of the experience:

P(EJT) P(T)

POE) = 5Em PM+PEF T PCT

If the event is positive then P(EjT) = P(+ EjT) which is de ned to be a,
where a is the accuracy assaiated with the reading. Likewise, for a negative
experience,P(EjT) = P( EjT) which isde ned to be (1 a).

Similarly, we de ne P(Ej: T) in terms of the experience.If the experience
is positive we dene P(+Ej: T) = . If the experienceis negative we de ne
P( Ej;T)=(1 ). The value for P(Ej: T) re ects the probability that a
(positive/negative) evert will occur, even when the sensoris not trustworthy
(e.g., when the hypothesis is invalid). The value for is predetermined and
indicates a lower-bound threshold for untrusted activity. Our model assumes
that a compromisedsensorwill provide somepositive experiencesasit attempts
to evade detection and exclusion. A high value for implies that when a sensor
is compromised, its malicious behavior will be caugh quickly and it will no
longer be usedin authentication decisions.Thus, if a compromisedsensorwants
to damagethe systemover a longer period of time, it must limit incorrect results
that it provides and behave more like a good sensor.

OnceP(TjE) is computed, it providesa revisedtrust valuefor a givensensor.
This updated measurereplacesthe current trust value, P(T), and is usedin fu-
ture re nements under the Bayesapproac. We previously de ned DesignPrinci-
ple 6 in which we detailed a \feedback cycle" for recomputing trust and returning
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it to the system. Our approac to ewlving trust by computing P(T) = P(TJE)
provides this essetial feedbad cycle and allows us to react accordingly when
sensorsmalfunction or misbehave.

In practice, determining the quality of E is dicult. We currently rely on
both consensusesults and an out-of-band audit analysisto determinethe quality
of an experience. For instance, if multiple sensorsproduce output for a single
authentication request and a majority of those sensorssupport a similar user
prole, thosein the minority will be agged as providing a negative experience.
Likewise,if an out-of-band audit log review determinesthat a compromisehas
occurred, the sensorsthat contributed to the false authentication will have their
trust valuesdegradedthrough a negative experience.

Furthermore, evaluating and revising T after every authentication event may
be impractical or impossible.If a sensoris overwhelmedwith incoming authen-
tication requests,recomputing T after eadh one may slow responsetime. Fur-
thermore, it is di cult to determine the quality of an experiencein real-time as
the systemmay require information from outside sources(e.g., audit logs).

Using our function for trust ewvolution, the trust after n experiences(t,), out
of which k are positive and m are negative, can be written asfollows. The base
trust valuety is assignedto ead individual sensorby the security administrator.
) e e a)

Claa) CLE &) o+ @ )" 1 t)

tn:

4.3 Authen tication Parameter

J sang de nes aframework for arti cial reasoningcalled Subjective Logic [7] that
consistsof a belief model called opinion space.Subjective Logic was developed
to mathematically describe and manipulate subjective beliefs;it is an extension
of standard logic that usescontin uousuncertainty and belief parametersinstead
of only discrete truth values. We have used the Subject Logic framework for
Parameterized Authentication as it provides a foundation for the handling of
uncertainties and the forming of conclusionsbasedon insu cien t evidence.

Similar to J sang's approach, we assumethat knowledge about the world
(obtained through a sensor)is never perfect and it may be impossibleto verify
a user's identit y with absolute certainty. Given this imperfect knowledge, it is
impossibleto know authoritativ ely whether a user has beenproperly identi ed,
soa sensorcan only have an opinion about the obsenation. For a single opinion
about a user's authentication, we assumethat

b+ d+u=1; fb;d;ug2 [0;1]

where b, d, and u represen belief, disbelief and uncertainty respectively.
A situation in which there is zero uncertainty is equivalent to the traditional
probability model.

Our method for assigningvaluesto the fb;d;ug-tuple diers from that pro-
posedby J sang. His approacd involvesmapping the opinion spaceto an evidence
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spacethat consists of a probability certainty density function. Our evidence
space,however, consistsof trust and accuracy measuresobtained from sensors.
Therefore, we let ! = fhby;dy;uxg be a single sensor'sopinion about the au-
thentication of user x. We now de ne ! , as a function of trust and accuracy
measuresthat have beenobtained from the sensor:

8

<b/ =t a
Iy= de=t (1 @)

Tux=(21 1)

Here,t is ameasureof trust for the sensorthat is providing the authentication
data and a is the accuracy of the obsened trait. Our de nition for !  makesit
clear that belief and disbelief are functions of both accuracy and trust, whereas
uncertainty results from the lack of trustworthiness. For example, belief will be
high only when both match accuracy and sensortrust are high.

Subjective Logic contains seweral di erent operations, with the most relevant
to our work being consensus A consensuopinion consistsof combining two or
moreindependen opinionsabout the sameproposition (e.g.,\The user'sidentit y
as Bob can be veri ed") into a single opinion.

The Authentication Parameter is found in the nal !, after consensushas
been computed for all relevant opinions. The value of interest is the by that
re ects the overall belief in the user's authenticit y basedon input from multi-
ple sensors.Howevwer, this value alone is insu cien t to describe the quality of
authentication. The ertire fb;d;ug-tuple is retained for a variety of reasons,in-
cluding the addition of supplemernal input through the consensusperation and
the comparisonof results.

5 Validation

Ideally, validation is done by using actual sensorsdeployedin areal environment
in which usersare authenticated basedon sensor-obtaineddata. Unfortunately,
we currently do not have accesgo such an infrastructure. We discussthe validity
of our approach by examining how well it met the original designprinciples that
were preseried by us in section 3.7.

Design Principle 1: Accuracy of a sensor The accuracy measurewe de ne is
the distance measurebetween an obsened trait and a stored trait. The open
method preserted in section 4.1 to compute authentication accuracy meetsthe
guidelines presernied in our model's design principles. We do not restrict the
designof an accuracy function and acknowledgethat implemertations will vary
widely depending on the sensortechnology being used.

Design Principle 2: Evolution of Trust through Experience The following g-

ures (gure 2 for positive experiencesand gure 3 for negative experiences)
demonstrate how trust ewolvesfor various sensor\t ypes" as experiencesare en-
courtered over a period of time. In gures 2 and 3, a sensoris de ned with an
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initial trust value of t = 0:9, a sensorreading rated with accuracya = 0:9, and
an administrative -value setto = 0:6. The solid line in the plot shows how
trust changeswhen experiencesare encourtered with the sensor.Lik ewise,the
dotted line shows a similar evolution processfor trust with a lower setting of the
initial trust value.
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Fig. 2. 10 Positive Exp eriences Fig. 3. 10 Negative Experiences

As illustrated through these gures, trust is slow to build and quick to de-
grade. Theseresults follow in line with the expectations set forth in the second
designprinciple. Theseproperties allow for trust reputation to build over time,
while quickly punishing any malicious or compromisedcomponerts.

Figure 4 provides a look at trust ewolution when both positive and negative
experiencesare encourtered in a singlesensor.The solid line illustrates how trust
is increasedwhen a seriesof 5 consecutiwe positive experiencesare encourtered
and, subsequetly, how trust is quickly degradedwhenit is followed by 5 consec-
utiv e negative experiences.The dotted line shaws how trust is decreasedduring
the time period when a random collection of experiencesoccur (e.g., an equal
number of alternating positive and negative experiences).As above, these prop-
erties remain consistert with our design principles: trust is slow to build, quick
to fall, and our model always errs on the side of caution { random experiences
re ect an inconsistencywith the sensorand causetrust to degrade.

Design Principle 3: Combining Trust and Accuracy By utilizing the Subjective
Logic framework, our model is capableof describingand manipulating subjective
beliefs, or sensoropinions. Our evidencespaceis comprised of the trust values
maintained for ead sensorand the accuracy of the eac sensoroutput.

The consensugperation described in section 4.3 allows for the combination
of two independert opinions. Clearly, an opinion consistsof more than just trust
and accuracy By generatingbelief, disbelief and uncertainty values,the resulting
tuple re ects a multitude of information that could not be conveyedwith a single
value. Combining trust and accuracyin this mannerre ects both certainties and
uncertainties, without placing any undue weight or emphasison a particular
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componert of the model. Theseproperties are aligned with the designprinciples
that govern the combination of trust and accuracy

Design Principle 4: Consensusof Opinions Using J sang's model for consen-
sus|[7] we can compute how an authentication parameter is e ected when more
sensorsare usedto compute an authentication decision.A \good" sensoris one
with a high trust, or belief, value. A \bad" sensoris one that has low trust
and high distrust. With both sensortypes, uncertainty results from the lack of
perfect trust in sensorsand perfect accuracy from their readings.

The results from the consensusperation are consistent with designprinciple
4 in that certainty only goesup when the majorit y of opinions are in agreemeit.
Any con icts or increaseddisbelief causea declinein con dence and, asa result,
a lowering of the belief value in the authentication parameter.

Design Principle 5: Evaluation order independen@. The fth design principle

can be validated by showing that order doesnot matter in evaluating trust. In

section4.2, we demonstratedthat the trust after n experiencescan be expressed
asa function, with k positive and m negative experiences.This approad enables
us to produce a trust value that is basedon multiple experiencesand computed
in any order. Sincetrust is basedon the collection of experiences,regardlessof
order, this designprinciple appliesto our model and ensuresthat trust can be
computed e cien tly.

Design Principle 6: Property dependene and feedback. Our approach for man-
aging trust using Bayesianstatistics takesinto accourt current trust valuesand
accuracy readings. In addition, the model provides a feedbak loop that eval-
uates the quality of an experienceand incorporates this into an ewolving trust
value. By allowing trust parametersto ewolve and accuracy readingsto impact
feedbak cycles, our model is protected from misbehaving and malfunctioning
Sensors.
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Design Principle 7: Robustness.This designprinciple aimsto producea resilient
authentication parameterthat is not subject to long-term manipulations by mis-
behaving entities. Figure 5 shows the result of a consensusoperation that has
beenperformed by one form of misbehavior { a \random," or inconsisten, sen-
sor. In this example,a random sensoris de ned asonewith aninitial trust value
of t = 0:5 and an accuracy reading of a = 0:5. These valuesyield a \random
opinion" of:

8
<b =t a= 025

ly= de=t (1 a)= 025
Tux=(1 t)=050
1
o
<
o /2
0 10
Number of Random Sensors
Belief/Disbelief
Uncertainty --------

Fig. 5. 10 Random Sensorsforming Consensus

As indicated in the gure, uncertainty decreasesas more random sensors
contribute an opinion to the authentication processHowever, the randomnessof
the sensorgresults in an equal, but slow, rise of belief and disbelief values.Given
the relatively low accuracy and trust values assaiated with a random sensor,
the consensu®peration doesnot allow thesesensorgo have a signi cant impact
on the overall AP that results. In fact, the AP value doesnot increasebeyond
0.5 even when many sensorsare polled.

6 Discussion

We have intro duced the concept of Parameterized Authentication and detailed
the processfor computing a measurethat captures the overall quality of an
authentication process.In this section, we presert somenoteworthy aspects of
parameterized authentication that did not receiwe su cien t discussionin previ-
ous sections.

6.1 Authen tication Paradigms and Historical Data

We believe that the use of historical state information would supplemen and
enhancethe accuracy of a security subsystem.In essencewe proposean authen-
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tication cachethat would allow authentication decisionsto be basedon identi -
cation information currently stored in the system. Traditional implementations
of caching technology were able to store often-requestedinformation at the edge
of the network, therefore speedingup site performanceand lowering connection
costs. Given the overwhelming succesf caching, we proposethat similar tech-
nology be applied to the security servicesin interactive ervironments such as
the home.

Sud a cadche would pull useridenti cation information from sensorsin the
ernvironment and useit when making future accesscontrol decisions.For exam-
ple, in the Aware Home userswill be identied using a number of devicesand
technologies.Supposethat Alice swipesa smart card in order to gain accessto
the housevia the front door. As sheerters, a camerais able to identify her with
86%accuracyand the Smart Floor is ableto track her movemerts and maintain a
positive identi cation asshemovesthroughout the house.When Alice attempts
to accessarestricted resource,the systemis able to useall of the historical state
information, including the data obtained via the smart card's key signature, the
camera, and the Smart Floor, to obtain a positive identi cation, and therefore
an accurate authentication, for Alice, a legitimate residert and authorized user
of the resource.

To our knowledge, the use of historical information in security-related deci-
sionshas never beenincluded asan enhancemen to the overall system. Instead,
historical data has been viewed as stale and inconsequetial becausesecurity
parametersand policies are subject to dynamic changeand variabilit y. However,
in the caseof the Aware Home and other computationally rich ervironments,
historical data can o er something that is highly desirable{ more timely and
e cien t accesdo critical information. In addition, historical information can act
as a supplemert in caseswhere the current or active data set is inaccurate or
incomplete.

6.2 Authen tication Re nemen t

Other authentication services,such as Kerberos[15], enforcesessionlimits that
force tickets or credertials to expire after a speci ed period of time has elapsed.
We provide a mechanismto enforcesimilar sessionimitations, but usea method
of enforcemen that compliments our model for parameterized authentication.
Sincethe user credential, or AP, is actually a consensusof input from multiple
sourcesthat could potentially be collected over a period of time, credertials
cannot simply timeout. Also, it may be desirableto have a credertial basedon a
lower AP value expire before one that was basedon more reliable sensorinput.
To addresstheseconcerns,our model providesa decay function that decrease
the authentication value over time to enforce sessionlimits and ensurethe au-
thenticit y of user credertials. The e ect of this decay on an AP's value can be
modeled using a deca function f (n) such that the AP decreasesafter some
speci ed time haspassed;the rate of decay should increaseas more time passes.
Higher AP values(e.g., those basedon more trustworthy or accurate sensorin-
puts) are typically more reliable than lower AP values. After t time-periods, the
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AP value will be equalto y. This approadc guaranteesthat accesgo restricted
resourcess provided only to userswith su cien t authentication credertials that
are current, accurate and trustworthy.

6.3 Application Scenario

To bestdemonstratethe functionalit y of our approad, we have usedit to build a
secureimplemertation of AudiolM, an instant messaging(IM) application that
has beendeployed in the Aware Home. AudiolM is one member of a family of
applications [16] that are being used to explore how technology can enhance
distributed conversation among family and closefriends. Similar to text-based
IM, which is usedin the o ce to start semi-syntironoustalks, AudiolM extends
IM into the home with a touchscreeninterface and audio messaging.AudiolM
strivesto provide instant messagingserviceswhere desktopsare not suitable.

In order to identify usersinteracting with the system, the original AudiolM
application provides a password veri cation sceme. The login componert re-
quires the userto authenticate herselfwith a usernameand password combina-
tion. This approac usesa desktop-cerric authentication model for an applica-
tion that was designedspeci cally for pervasive computing environments.

The enhancedapplication, supporting parameterizedauthentication, nolonger
requiresthe userto login. Instead, the AudiolM consoleprovidesa collection of
functions that are available for use.Should one of them be protected by an access
control policy, the authentication support would be activated in the badkground.
The authentication servicewould, in turn, be responsible for collecting sensor
output from the appropriate location in the home. If adequate sensorreadings
for the current user can be implicitly gathered, no explicit communication is
necessaryto obtain user credertials.

7 Conclusion

We haveintro duceda new model for userauthentication and have described how
it can be usedto securedynamic applications in pervasive computing ernviron-
ments. The major bene t provided by this authentication model is its ability to
provide quartitativ e measurefor an authentication parameter when faced with
incomplete, inaccurate or unreliable information.

We introduced the concept of parameterizad authentication and have illus-
trated how it can allow continued functionality in a damaged,compromisedor
fundamentally inaccurate system.Furthermore, our authentication schemeis not
limited by being binary in nature { userswho cannot be fully authenticated by
the system may still be given accessrights basedon their role and the level of
con dence the systemhasin their identi cation.

Our notion of parameterizedauthentication provides a metric, the authenti-
cation parameter, that is basedon trust and accuracy valuesassaiated with ead
authentication sensorand the output provided by those sensors.The authenti-
cation parameter is usedto provide knowledge of the authentication processto
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an authorization serviceas a single, well-understood metric. We have preseried
seweral designprinciples that guided the designof our model and have usedthose
principles to evaluate the model itself.

Our ongoing work focuseson building a more robust model for parameter-
ized authentication. We intend to extend this work by investigating outstanding
issuessuch asthe impact of byzantine adversarieson our model, sessiormanage-
mernt in pervasive computing environments, and medanismsto provide a more
timely feedbad cycle. Furthermore, our approad is limited in the sensethat
we look only at \lo cal" experiencesat the sensorlevel. It would be desirableto
consider rule-based systemsthat can detect malicious activity similar to those
found in Intrusion Detection Systems(IDS). By utilizing avariety of mechanisms
to identify malicious activity in the system, we expect that the authentication
servicecould be lessreactive and more aggressie in preventing negative experi-
encesfrom occurring. In its current implementation, the authentication service
can only detect malicious activity after it has occurred.
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