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Abstract. Probabilistictechniquedor veri cation of nite-state transitionsys-
temsoffer hugememorysavings over deterministicechniquesThetwo leading
probabilisticschemesirehashcompactiorandthe bitstatemethod which stores
statesin a Bloom lter. Bloom Iters have beencriticized for beingslow, inac-
curate,andmemory-ineftient, but in this paper we shov how to obtainBloom
Iters thataresimultaneouslyast,accuratemnemory-efcient, scalableand e x-
ible. Theideais thatwe canintroducelarge dependenceamongthe hashfunc-
tionsof aBloom Iter with almostno obsenableeffectonaccurag, andbecause
computatiorof independentashfunctionswasthe dominantcomputationatost
of accurateBloom lters and model checlers basedon them, our sazings are
tremendousWe presenta mathematicahnalysisof Bloom Iters in veri cation
in unprecedentedetail, which enablesus to give a fresh comparisorbetween
hashcompactionandBloom lIters. Finally, we validateour work andanalyses
with extensve testingusing3SPIN,a modelchecler we developedby extending
SPIN.

1 Introduction

Despiteits simplicity, explicit-statemodelcheckinghasprovedto be an effective ver-
i®cation techniqueand hasled to nhumeroustools, including SPIN [14], Muré [18],
TLC [23], Java PathFinder[20], etc. The state explosion problem is especiallyacute
in explicit-statemodelcheckingbecausehe amountof memoryrequireddependdin-
early on the numberof reachablestateswhich is oftentoo large to enumeratén main
memory Disk can be utilized intelligently [17,23], but suchalgorithmswill proba-
bly continueto be outperformeddy algorithmsthattake advantageof the fastrandom
accesdime of main memory Storing statesmore compactlyin memory therefore s
very desirable and becausef the hugememorysavings available, storing statesin a
probabilisticdatastructurehasbecomea popularapproachtandthe topic of signi®cant
research.

Virtually all of the proposedbrobabilisticveri®cationapproachestilize oneof two
datastructuresa Bloom ®lter [14] or a compactechashtable[18]. The Bloom ®lter,
datingbackto 1970[1], is the datastructureunderlying“supertrace’[12], “multihash-
ing” [21], and"bitstatehashing[13]. Compactedhashtablesareutilized by “hashcom-
pact” [21] andthe ®rst versionof “hashcompaction”[18], but the techniquewas not
perfecteduntil [19].
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Theliteraturecontainsexplanationson both sidesof the Bloom ®lter vs. hashcom-
pactiondebateasto why eachdatastructureis the best.We have found that neither
is best,but thatthereare scenariosinderwhich eachis the bestchoice.More specif-
ically, we identify three probabilistic veri®cationtechniquegbasedon the two data
structures)eachof which we believe is the bestchoicefor somelevel of knowledgeof
thestatespacesize.

When the state space size is completely unknown, Holzmanns supertracanethod,
which usesa Bloom ®lter with two hashfunctions,is the bestchoicebecauseof its
high expectedcoverageover a wide rangeof statespacesizes(Figurel, right graph).
Supertraceas fastbut startsomitting statesfor statespaceamnuch smallerthan other
approachegseeFigurel, left graph).Neverthelessye canestimateactualstatespace
sizesratheraccuratelywith supertracg¢seeSection3.3).

When we know the size of the state space rather accurately—if we have anestimate
thatwe arereasonablygertainis within about15%of theactualsize—thebestchoiceis
acompactedhashtablecon®guredvith slightly morecellsthanthemaximumestimated
statespacesize. This techniquegives exceptionallyhigh accurag within this narrov
rangeof statespacesizes(Figurel, left graph),andits speeds similarto supertraces.
If, however, thedatastructureover ows (right graph)or is underpopulatedeft graph),
aBloom®lter con®guredor the sameestimatenvould have beena betterchoice.

When we have a rough estimate of the state space size, aBloom ®lter con®guredor
thatestimatecantoleratemuchmoredeviation from the estimatehanhashcompaction
can,andis likely to be muchmoreaccuratehansupertraceSucha con®gurationre-
mainsarespectablehoiceevenif theestimateas off by afactorof ®ve or more.

This lasttechniqueusuallycalls for a Bloom ®lter with mary morehashfunctions
thansupertraces two, but until our improvementsto Bloom ®lters, introducedin [5],
suchcon®gurationsvere unreasonablglow and not considereda good choice:“In a
well-tunedmodelchecler, the run-timerequirement®f the searchdependinearly on
[the numberof hashfunctions]: computinghashfunctionsis the single most expen-
sive operationa modelchecler mustperform”[14]. “[Clomputing 20 hashfunctionsis
quite expensve andwill substantiallyslow down the searchHashcompactionis also
superiorin this regard, requiringonly one 96-bit signatureto be calculated”[22]. Our
improvementswhich requireonly a 2-3 word signatureto be computedon the state
descriptornullify theseclaimsandmalke the con®guredBloom ®lter techniquea good
choicefor theroughestimatecase.

If supertracerovidesanestimateof statespacesizesuf®cientfor con®guringhash
compactionwhen do we have a only a rough estimateof the statespacesize?One
will have a roughestimateat mary timesduring the developmentand veri®cation of
amodel.First of all, smallchangedo a modelduring developmentcan easily modify
the sizeof a statespaceby morethan15%. Secondlymostmodelsare parameterized
andthe statespacesizesof largerinstancesanonly be predictedroughly with respect
to smallerinstancesBecausef its reasonabléandlingof a wide rangeof statespace
sizesthe Bloom ®lter is preferablan thesecases.

Version2.0of 3SPIN,our modi®edversionof the SPINmodelchecler, is designed
aroundthe three probabilistic veri®cation modesdescribedabore. Wheneer 3SPIN
®nishesa veri®cationrun that revealedno errorsin the model,it outputsdetailedin-
formationon the expectedaccurag of the run, usesthis informationto outputan esti-
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Fig.1. These graphs shav the accurag of three probabilistic verication tech-
nigues/con gurationsfor various state spacesizes. In both graphs, lower is better The
datapoints for #Hashcompaction®and2Bloom lIter® are obtainedwith datastructuresopti-
mized for a statespacesize of 108, using400MB of memory The graphsshav the accuray
of the datastructuresasthe size of the statespacevaries.The left graphshaws the probability
that even a single omissionoccurs,while the right graphsshavs the expectedpercentagef
statesomitted. The @Bloom Iter® (k = 24) anda@Supertracefk = 2) accuraciesare computed
usingthe analysesn Section3. To computethe2Hashcompaction¥alueswe needto know the
numberof expectedcollisionsin thetablefor theveri er runrepresentedly eachdatapoint[18].
We determinethis experimentallyby countingthe numberof collisionsin 3SPINs ordered,
compactedableimplementationyhich in this caseuses32 bits per stateandhasa maximum
visitablesizeof 104857589.

mateof the actualstatespacesize,andrecommendsitstateor hashcompaoton®gu-
rationsfor future runs.We usedvariousversionsand con®gurationof 3SPINfor the
experimentalesultsin this paper but 3SPINalwaysseedsts hashfunctionsbasedon
thecurrenttime, resultingin virtually independentunctionsamongexecutionsUnless
otherwisespeci®edtimingsaretakenon a 2.2Ghznon-XeonPentium4(Dell Precision
340), with 512MB PC800RDRAM runningRedHat Linux 9 with the 2.4.20kernel.
We usedversion3.1.1of the GNU C compilerwith the following aguments- O3 -
mar ch=penti unB8 - ntpu=penti umi.

One catagyory of relatedwork is statespacecachingand the t-limited schemeof
hashcompaction19]. This approactoffers more e xibility to hash-compactethbles
and might be a reasonablehoiceif memoryis so constrainedhat a hash-compacted
table of the whole statespaceis too inaccurate put we don't seethis schemeas a
viable replacementor the Bloom ®lter. Unlike statespacecaching,supertraces able
to explore a hugenumberof stateswith no redundantvork, allowing it to ®nd errors
quickly. Anotherproblemwith state-spaceachingis thatit doesnotgive anindication
of the size of the statespace.This is acceptablén casesvherestate-spaceachingis
agoodchoicefor the problemsize,but trying state-spaceachingis nota goodway to
testwhetherit is a goodsolution,becausét is dif®cult to distinguisha procesghatis
aboutto ®nishfrom onethatwill do mary timesmorework thana Bloom ®lter.

Anothercateyory of relatedwork is reductionghatcanplay their own role in tack-
ling stateexplosion.Both symmetry[3,7,6] and partial-orderreductions[9, 11] are
compatiblewith the probabilistictechniquesliscussed3SPINpreseresSPIN's partial-
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order compatibility but we have disabledit in our testsin orderto more accurately
measureccuray andto work with largerstatespaces.

This paperexaminesBloom ®ltersfor veri®cationin unprecedentedetailandgives
analyticalandempiricalvalidationof the speedandaccurag of ourimproved Bloom
®lters. Section2 introducesBloom ®lters andreviews basicanalyseghat, until now,
have notbeerfully utilized by theveri®cationcommunity Section3 extendstheseanal-
yseshy presentingwo accurag metricsfor evaluatingthe performancef Bloom®Iters
asvisitedlists. Section4 detailsthe effectsof sacri®cinghashfunctionindependence.
Section5 describeseplacementfor independenhashfunctionsthatrepresentarious
tradeofs in ef®cieng/ andaccurag, thoughall ourtechniqueprovide hugespeedoen-
e®tsat virtually unobserableaccurag costs.Section6 givestheresultsof mary tests
with modi®edversionsof the SPIN modelchecler. The resultsvalidateour analytical
accurag claims.We endby conciselyrestatingour contritutionsin Section?.

2 Bloom Filters

A Bloom®lter is usedto represensubset®f someuniverseU . A Bloom®lter isimple-
mentedasan arrayof m bits, usesk index functions mappingelementsn U to [0..m),
and supportstwo basicoperationsadd andquery. The index functionsaretradition-
ally assumedo be hashfunctionswith the standarcassumptionghatthey arerandom,
uniform, and independentthoughtheseassumptiongan be replacedwith universal
hashingargumentsinitially, all bitsin the Bloom ®lter aresetto 0. Toadd u2 U to a
Bloom ®lter, the index functionsare usedto generatek indicesinto the arrayandthe
correspondindpits aresetto 1. A query is positive iff all k referenceditsarel. A neg-
ative query clearly indicatesthatthe elementis not in the Bloom ®lter, but a positive
query may be dueto a false positive, the casein which the queriedelementwas not
addedo the Bloom ®lter, but all k queriedbits are1 (dueto otheradditions).

We now analyzethe probability of a singlequeryof anunaddecelementreturning
a falsepositive (taken from [2]). Note thatif p is the probability thata randombit of
the Bloom ®lter is 1, thenthe probability of a falsepositive is [, the probability that
all k index functionsmapto a 1. If we let i be the numberof elementdhathave been
addedto the Bloom ®lter, thenp=1 (1 1)¥ asik bits wererandomlyselected,
with probability X, in the processof adding i elementsWe use f2}; to denotethe
probabilitythatthe (i + 1)stadditioncauses falsepositive. B

This constructiorof thefalsepositive probabilityis far moreaccuratehantheanal-
ysesof bitstatehashinghatappeain veri®cationliterature[21,13,22]. Theseanalyses
assumedhat every additionto the datastructure ips k 0’s to 1's. This assumptioris
farfrom reasonableg.g., whenthe datastructurecontainshalf 1's andhalf 0's, the ex-
pectednumberof O'sthatare ipped by anadditionis Ii( This propertyis crucialto the

e xibility of Bloom®ltersandis necessarjor accurateanalysis.

Thefalsepositive probabilityis obviously animportantmetric,andwith somework
onecanshaw thatit is minimizedexactlywhenk = (ilog, %)*1. In [2], theterm(1
%)ik is approximatedy e‘#, andthe claim is madethat, modulothis approximation,
the probability of falsepositvesis minimizedwhenk = TIn2, whereln is log,. One
canshaw thatthis lastformulais anupperapproximation.
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3 Bloom Filters in Verification

Althoughperfectfor someapplicationg16, 8], thefalsepositive rateis insuf®cientasa
metricfor evaluatingthe accurag of Bloom ®ltersin probabilisticexplicit-statemodel
checking.More appropriatametricsarebasedon the numberof stateghatareomitted
from the searchwhich tells us how muchuncertaintythereis in the modelchecking
result. The®rstwayto estimatehis uncertaintyis by computingtheexpectechumberof
omissionswhich couldbeusedto estimateé‘coverage”asin [13]. Thesecondnetricis

the probabilitythatoneor moreomissionsoccur asdonefor hashcompactiorin [18].

3.1 A Simplified Problem

We startwith a simpli®ed problem:given n uniquestates,add eachoneto a Bloom
®lter, but beforeeachaddition,querythe elementagainstthe sameBloom ®lter to see
if it returnsa falsepositive. Eachfalsepositive is dueto a ®lter collision, in which all
bits indexed were setto one by previous additions.We will designatehe numberof
(Bloom) ®lter collisionswith &F.

To computethe probability of no ®lter collisionsat all, we startby notingthatin a
Bloom ®lter containingi elementsthe probability thataddinga new elementdoesnot
leadto an omissionis just 1 minusthe probability of a falsepositive. The probability
of therenot beinganomissionatall is approximatelythe productof therenot beingan

omissionasi rangesromOton 1:P(cBF = 0) = ¢ (1 fﬁ':k’i) .1 Theprobability

thatthereareoneor more®lter collisions,P(EF >0) =1 P(cBF = 0).

To computethe expectednumberof ®lter collisionswhenqueryingand addingn
distinctstateswe mustcomputehow mucheachstateis expectedto contritute. At run
time, eachnew statecontritutes1 ®Iter collisionwith probability ff'ﬁ,':k’i. Addingall n of
theseup, we getthe expectednumberof ®lter collisions:

E(c®) = 2: foki (1)

3.2 The General Problem

We now generalizeour simpli®ed problemto addressheissuesn explicit-statemodel
checking,andtailor our analysesaccordingly Theresultsapply moregenerallyto ary
scenarioin which a Bloom ®lter is usedto representhe visited setin a graphsearch
algorithm.

If we assumehatthe modelchecler reachegvery state we canapplythe analysis
givenfor our simpli®ed probler. This assumptionhowever, is unsafebecaus@mis-
sionscan causeother statesnever to be reachedand never to be queriedagainstthe
Bloom ®lter. We distinguishbetweerntwo typesof omissions:

1 To bemoreprecise pnemustassuméhen additionsarenon-colliding.For brevity, we present
thevery closeapproximatiorthatignoresthis assumption.

2 |n [13], HolzmannpointsoutthatSPINis written sothatstatesarechecledfor errorseachtime
they arereachedqueriedagainstvisitedlist). Analysisin [19] alsoassumeshis techniques
emplogyed. This might not be a reasonablehoicein all casesso our analysisis conserative
in assuminghis techniquds notemployed.
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Definition 1 A hash omission is a state omitted from a search because a query of the
visited set resulted in a false positive.

Definition 2 A transitive omission is a reachable state omitted from a search because
none of its predecessors were expanded; thus, the state was never queried against the
visited set.

We useo" to representhe numberof hashomissionsin a veri®er run. The corre-
spondencevith thesimpli®edproblemtells usthatE (d') = E(cBF) 2 andP(o" = 0) =
P(cBF = 0).

We useo' to representhe numberof transitve omissionsin a veri®er run, ando
to representhe total omissions:o = ot + o'. An obvious, but useful, lemmais that
if thereare no hashomissionsthenthereare no transitve omissions.Consequently
P(o= 0) = P(o" = 0).

Lemma 1. (Probability of No Omission) ot = 0 implieso = 0

In the presenceof hashomissions,the numberof transitve omissionscan vary
wildly—even for the samemodeland samenumberof expectedhashomissions(see
Section6). NeverthelessHolzmannhasobsened that the numberof hashomissions
is a usefulapproximatiorof the total numberof transitve omissiong13], meaningwe
could estimatethe total numberof omissionsasfollows (thoughHolzmanns formulas
for E(0) andE(o") aredifferent):

E(0) 2E(0") (@)

This estimationis very rough and hearily dependenbn the connectity of the
modelbeingchecled, butit is consistentvith ourresultsin Figure2. Onecurve shaws
the computedvaluesfor E (o) underthe experimentacon®gurationVery closeto that
cunwe is a curve that shavs howv mary ®lter collisions(falsepositives)occurredwhen
queryingand addingall reachablestatesto the Bloom ®lter, just like the simpli®ed
problemof Section3.1. This methodgivesusanempiricalestimateof hashomissions.
Thelastcurve shavs averagetotal omissionsgrom actualveri®erruns.

Anotherlessonto take from Figure?2 is thatgettingcloseto theright k canresultin
ordersof magnitudefewer omissionghanusingsupertracék = 2).

Finally, the expectednumberof omissionscanbe usedto estimatethe percentage
of statescoveredby a bitstatesearchasHolzmanndid with lessprecisionin [13]. Our
coverageestimatds just(n  E(0)) /n 100%(seeEquation2).

3.3 Maximizing Accuracy

Sofarouraccurag analysefiave beensummatve; thatis, we canevaluatetheaccurag
of asearchgivenm, n, andk. However, asdiscussedn theintroduction,we would like
to beableto determinevhatcon®guratioris thebestchoicegivensomeroughestimate
of thestatespacesize,n. Them parameteis easyto choosehowever, becausd should

3To bemoreprecisen would haveto thenumberof reachedtateswhichwould haveto account
for transitive omissionswhich arevirtually impossibleto predictprecisely
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Fig. 2. We shav the expectedand obsered omissionsout of a 606,211-staténstanceof PFTP
using1MB for the Bloom lter, ask is varied.Thetheoreticabptimumvaluefor k is 11. Except
for thosethataredirectly computedeachpoint representshe averageof 100iterations.

beasbig aspossiblewithout the veri®er spilling into swap spacelLarger Bloom ®lters
(andcompactechashtables)are always more accurate and thus, this sectionfocuses
onthemoreinterestingoparameterk.

k is acomplicatedactorfor accurag becaus¢oo mary or too few index functions
hurtaccurag. In fact,for agivenm andn thereis onek thatis thebestchoiceaccording
to our expectedomissionmetric—aconsequencef the cure alwaysbeingconcae up
with respectto k (seeFigure 2). The bestk happengo be virtually the samefor our
probability of omissionametric, which we partially veri®edby computingvirtually the
samevaluesfoundin Tablel for this othermetric.For all practicalpurposespptimizing
for oneof thesemetricsgivesthe sameresultasoptimizingfor the other

Oneapproacho minimizing the expectedhashomissionss to differentiateEqua-
tion 1 with respecto k andsetit equalto 0 to ®nd the global minimum. This method
givesusthenon-discretehoiceof k thatminimizesthe expectedomissionshput Bloom
®ltersmustuseadiscretenumberof index functions.Roundingto the nearesintegeris
areasonabl®x but doesnotalwaysresultin the bestdiscretek.

Thelarge m andn valueswe encounteiin practicemeanthatthe bestchoiceof k
dependsonly on the ratio of m to n. Below we shav thatif k minimizesthe expected
omissiondor m andn, thenk minimizesthe expectedomissiondor cm andcn, because
theexpectomissioncurve is the sameexceptfor aconstanfactorof c. To seethis, note

thatE(o") /&' fBF ,di. Usingsomecalculuswe have:

cn ) k n ) k
E(otee) [ (1 ) dizc [ (1 e ™) i cEOhk

We cannow useEquationl to calculatefor ary given positive integer value of k,
the rangeof m/n valuesfor which it is the bestchoice.We do this by picking a large
m andcomputinga barriervalueb suchthatif m/n < b, thenusingk hashfunctionsis
betterthanusingk + 1, andif m/n > b, thenusingk + 1 hashfunctionsis betterthan
usingk. This takesO(m) time. For example,atm/n  7.73819,k = 6 andk = 7 give
the sameexpectednumberof hashomissionsk = 7 remainsthe bestchoicefor m/n
valuesup to about9.13545.We derive a closed-formestimatefor this relationshipby
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generatinga formulathatapproximately®ts the computedvalues:
m -1
Ky = Ai3.8(7+42) %m 2e 3)

Tablel comparesomeof thecomputedarrierswith thoseobtainedy ourclosed-form
estimateandillustrateshatthedifferencebetweerthetwo approaches notsigni®cant.

Table 1. Thistableshavsthem/n barriersthatde ne therange<or which speci c valuesof k are
best.ThetablecompareshevaluescomputedisingEquationl with thosetakenfrom theinverse
of the estimationformulaabore (Equation3). Computingthe m/n barriersfor the probability of

ary omissiongmetricresultsin virtually the samevalues.

Barrierbetween land2 2and3 3and4 5and6 10and11 50and51 100and101
Computedn/n 1.1346 2.3481 3.6441 6.3529 13.370 70.849 142.95
Closed-formestimate1.1227 2.3536 3.6513 6.3566 13.372 70.863 142.97

One of the big advantagesof Bloom ®lters is that they can be usedto estimate
the total size of the statespacewith high accurag. 3SPIN usessometricks beyond
the scopeof this paperfor this purpose but hereis anothertechniquethatis just as
valid. Let N be the numberof statesidenti®ed as uniqueby the Bloom ®lter during
theveri®cationandlet p bethe proportionof 0's in the Bloom ®lter after veri®cation.
Fromour analysisin Section2, p= (1 1), wherei is the numberof distinctstates
we attemptedo add(notethati N becausef falsepositives).Solvingfor i, we have
i= i l0gm-1, p. Fromequatior2, we havethate (o) ~ 2(i  N), thusn (thesizeof the
statespace) i+ 2(i N).

Noticeonelastthing aboutBloom ®ltersin veri®cation,if m is severalgigabytesor
lessandm/n callsfor morethanabout32 index functions,the accurag is goingto be
so high thatthereis not muchreasonto usemorethan32—for the next several years
atleast.In responséo this, 3SPINcurrentlylimits theuserto k = 32. Thepoint of this
obsenationis thatwe do not have to worry aboutthe runtime costof k beingon the
orderof 64 or 100,because¢hosechoicesdo not really buy usanything over 32.

4 Fingerprinting Bloom Filter

As Section3.3demonstrategiettingthe highestaccurayg for availablem andestimated
n canrequirethe useof mary index functions.In this sectionwe introducea stratgy
thatcangreatlyreducethe costof computingmary index functionsandanalyzehow to
male its effect on accurag negligible.

A regularBloom®lter operatiorappliesthestatedescriptord) to eachof k indepen-
denthashfunctionsto computethebit vectorindicesassociategvith thatstate yielding
atimecomplity of k  j§j. A ®ngerprintingBloom®lter ®rst appliesthe statedescrip-
tor to a hashfunctionto computethat states hash®ngerprint,$, andthenappliesthat
®ngerprintto a setof k functionsto gettheindicesfor the state yielding a compleity
of (joj o))+ (k joj).

Let us considera concreteexample,like that usedbelow in Figure3. Let k = 24;
letjpj = 2 words;andlet the statedescriptoibejdj = 16 words,thougha complec sys-
tem could easily require 100 or morewords. Thus, usingindependenhashfunctions
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requires384unitsof time for eachBloom ®lter operationwhereasising®ngerprinting
requiresabout80 units. This is a very signi®cantdifference ashashfunctioncomputa-
tion tendsto dominatethe time costof probabilisticmodelchecking[14].

In orderto quantify the accurag impactof ®ngerprinting,we describenow its op-
erationimpactshow Bloom ®lters canomit statefrom models.

Definition 3 A fingerprint collision is a state that is falsely presumed as previously
added because a state that hashed to the same fingerprint was added previously.

Definition 4 A filter collision is a state that is not a fingerprint collision but is falsely
presumed as previously added because all of the bits indexed were set to 1 by previous
additions.

Theprobabilityof anadditionresultingin a®ngerprintcollisiondepend®nthesize
of the®ngerprint.If each®ngerprintcantake avaluefromOtos 1, theprobability of

the(i+ 1)stadditioncausinga®ngerprintcollision, clearly is £f = 1 (1 %)'
The probability of a falsepositive in a®ngerprintingBloom ®lter is the probability

of it having a ®ngerprintcollision or having a ®lter collision, which is: fFEF = 1

k,s,i
(1 £ fok)- A simpleoverestimatéor fFiA is fEF+ 25 ..

We canusethis falsepositive probabilityfor a®ngerprintingBloom®lter (,f;ﬁ’(_Biﬁ) to
computeexpectedomissionsrom a searchusinga®ngerprintingBloom ®lter, andthat
is assimpleasreplacingfy} ; in Equationl with f{f%%. For brevity, we have omitted
theanalysidor probabilityof omissionsn a®ngerprintingBloom®Iter, but whenmuch
smallerthan 1, the probability of ary omissionsis virtually the sameasthe expected
hashomissionspecausd [](1 x) Sxwhenx 1.

Figure3 plotstheexpectechashomissiondor a 384MB Bloom ®lter using24 index
functionsanda 64-bit®ngerprint,whichis aboutthe sizeof two indicesinto theBloom
®lter. The graphalsohasa curve for the contritution of ®lter collisions and for the
contritution of ®ngerprintcollisions. The“®lter collision” curve shavs whatwe would
expectwithout using®ngerprinting,andthe“total” curve shavs whatwe would expect
from the ®ngerprintingBloom ®lter. Note that the Y-axis for eachgraphusesa loga-
rithmic scale,andoncetheaccurag of a®ngerprintingBloom®lter is worsethansome
threshold ®ngerprintinghasvirtually no effect on thataccurag. However, ®ngerprint-
ing tendsto limit how accuratea Bloom ®lter cangetwhenbelow thatsamethreshold.
This accurag thresholdis determinednostly by the ®ngerprintsize,accommodating
higherBloom ®lter accuracie$ the®ngerprintis larger.

5 Implementing Index Functions

Fingerprintingis the ®rst key to enhancinghe speedof Bloom ®lters with morethan
just a coupleindex functions,andthe secondkey is to usean effective and ef®cient
schemdor computingindiceshasednthe®ngerprint.This sectiondescribeswo tech-
niquesintroducedin previous work [5], pointsto someshortcomingsn thesetech-

niguesandintroducesanew techniquehatovercomegheseshortcominggasvalidated

by resultsin Section6).
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(m = 3x 2%%) and24 index functionsareused(k = 24), the optimal choicefor n = 1 x 108. The
ngerprint sizeis 64 bits (s = 2%4).

5.1 Double and Triple Hashing

It is no coincidencethat we analyzed®ngerprintingBloom ®lters in termsof a ®n-
gerprintthe size of two indices.Our doubleandtriple hashingtechniquegor Bloom
®ltersemploy two andthreeindices(respectrely) to derive all k index values[5]. Dou-
ble hashingis a well-known methodof collision resolutionin open-addressduashta-
bles[4, 15,10], but we werethe®rst to applytheconcepto Bloom ®lters.
Theseapproacheareeasyto understandgimply by looking at pseudocode:

Algorithm 1 This algorithm computes index values for a Bloom filter by using double
or triple hashing, by excluding or including (respectively) the lines in boldface. The
indices for the Bloom filter to probe in its bit vector are stored into the array f . The
fingerprint can be thought of as the results of the hash functions a, b, and (optionally)
¢, which operate on the state descriptor, 8, and return values from Otom 1 (subject
to restrictions in text).

X, y :=a(o), b(9d)

z :=c(9)

f[0] :=x

for i :=1 .. k-1
X = (x +y) MDm
y :=(y +2z) MDm
fl[i] :=x

Thealgorithmdescribehiow thevaluesarecomputedn a sequentiamachineand
shavs the simplicity of suchcomputationWe canalsode®nedoubleandstriple hashing
mathematically:

f[i] = a(8)+ ib(d) (modm) (Double) 4)

f[i] = a(d) + ib(0) + wc(é) (modm) (Triple) (5)
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Not presenin eitherdescriptionarerestrictionsthatmustbe placedon b to ensure
all (or almostall) k indicesareunique.In the caseof doublehashing,if b(d) is zero,
all indiceswill bethe same which is very badfor the collision probability Similarly,
if b(d) dividesm, thenumberof indicesprobedwill betheminimumof k andm/b(d),
which could be assmall astwo. To avoid thesecasesh(d) shouldbe madenon-zero
andrelatively primeto m. Whenm is a power of 2, simply make b(8) odd.If m is nota
power of 2, we recommendnakingm the largestprime not greaterthanthe requested
m, andb(®) mustmerelyrangefrom1tom 1.

Triple hashingis lessproneto the problemsdescribedor doublehashingbecause
b(d) andc(d) mustcollaboratein generatingredundantindices. Applying the same
restrictionson b(d) aswe do for doublehashingalleviatesarny problemsAlthoughthis
doesnotguaranteall indicesareunique,neitherdo independenthashfunctions,andin
bothcasesa signi®cantnumberof redundanindicesfor asinglestateis highly unlikely.

As empiricalresultsin our companionSPIN papershav [5], doublehashingim-
posesan obsenable accurag limitation on a Bloom ®lter. In fact, a doublehashing
Bloom ®lter beharesmuchlike a ®ngerprintingBloom ®lter usinga ®ngerprintallittle
smallerthantwo indices;that s, the accurag thresholdat which the choiceof dou-
ble hashingcausesa noticeablelossof accurag is worsethanwe would expectfor a
two-index ®ngerprint.In our SPIN implementationwve went straightto triple hashing
becauseour hashfunction producedenoughdataafter a single run to supporttriple
hashing.

For the generalcase,in which computinga three-inde ®ngerprintcould be 50%
more costly than computinga two-index ®ngerprint,greatwould be a techniquethat
preseresthe theoreticalaccurag of atwo-index ®ngerprintingBloom ®lter but hasa
perk costsimilarto doublehashing.

5.2 Enhanced Double Hashing

A schemewe call “enhanceddouble hashing” comesmuch closerto the theoretical
accurag of two-index ®ngerprintingand hasa perk costsimilar to double hashing.
Hereis thealgorithm:

Algorithm 2 This algorithm computes index values for a Bloom filter using our en-
hanced double hashing scheme. The indices for the Bloom filter to probe in its bit vector
are stored into the array f . The two indices of the fingerprint are the results of the hash
functions a and b, which operate on the state descriptor, , and return values from 0 to
m 1

X, y:=a(d MDm b(d MDmM
f[0] :=x

for i := -1

y) MOD m
i) MOD m

< x -
X + + X

We canalsode®neenhancedloublehashingmathematically:
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i3

f[i] = a(d) + ib(d) + (modm) (6)

6

The ®rst way this new schememprovesover doublehashingis thatb is no more
restrictedhana; bothof themcanbearbitraryindices. Doublehashingmustmalke b ()
oddif m is a power of two, effectively reducingthe ®ngerprintsize by onebit, which
approximatelydoublesthe probability of a®ngerprintcollision.

The secondproblemwith doublehashings moresubtle,becausehe collisionsthe
problemcontributesto arenot pure®ngerprintcollisions.Doublehashingsuffersfrom
whatwe call the “approximate®ngerprintcollision” problem.

Definition 5 An approximate fingerprint collision is a filter collision whose probability
is exacerbated by two or more indices colliding with those of a single previous addition
with a related fingerprint.

Whatconstitutes relationshippetweer®ngerprintsdependsntheimplementation
of theindex functions.The simplestexamplefor doublehashingis whenb(d) = b(d')
anda(d) = a(®) b(d) (modm). If 5hasalreadybeenaddedall but oneof thein-
dicesfor &' arealreadysetto 1, which doesnot guarantee collision (the otherindex
mightstill be0), but greatlyincreasesheprobability Anotherexamplefor doublehash-
ing is whena(d) = a(d) andb(d) = 2b(d') (modm). If & hasalreadybeenadded,
every otherindex for & will collide with the®rst half theindicesfor d.

In fact, the setof indicescanbe exactly the sameif a(d) = a(d) + (k 1)b(d)
(modm) andb(8) = b(&) (modm). Accordingto this relationship,ary setof in-
dicesproducibleby doublehashingcanbe producedy two pairsof values:onegoing
“forward” andthe other going “backward”. This would not happenif we madesure
b(d) did notreachor exceedm/2, effectively reducingthe ®ngerprintsizeby abit, but
theoverall collision probability staysthe samein eithercase.

Becausenhancedioublehashingdoesnot suffer thedravbacksof doublehashing,
it preseresthe theoreticallyexpectedaccurag of a two-index ®ngerprintingBloom
®lter, asour empiricalresultsshow in the next section.

6 Empirical Validation

We startthis sectionwith resultsthat demonstratehat our implementationsaand our
techniguegieneralize€o arbitrarymodelsof arbitrarysize(Table2).

Table 3 shavs that the variousimplementation®of index functionsmatchalmost
exactly the expectedaccuraciedrom our analysesFor example,doublehashingper
forms worsethanenhancedloubleevenif two bits of informationare removed from
the®ngerprintin theenhancedoubleimplementationThisis consistentvith theshort-
comingswe describedor doublehashing.

All of the“theoretical’valuesin Table3 arecomputedrom our®ngerprintinganal-
ysis (Section4), which assumeéndependenhashfunctionsare appliedto the ®nger
print. In this case the effect of a two-index ®ngerprintis (barely) obserable anden-
hancedloublehashingseemgo do aswell aswe would expectusingindependenhash
functionsonthe®ngerprint.
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Table 2. Validation of our approachewariousmodelsof varioussizes.All thesemodelsare
includedin the SPINdistribution.

Model Algorithm States m k  %runsfull Expected lterations

Peterson4 Triple 7,308,888 32MB 25 99.11% 99.15% 336
Leader7 Triple 723,035 3MB 8 77.34% 75.69% 331
Sort9 Triple 2,509,313 8MB 20 59.88% 63.38% 329
PFTP1,3 Double 104,251,768 400MB 24 35% 30.89% 20
PFTP1,3 Triple 104,251,768 400MB 24 35% 30.89% 20

Theprobabilityof a®ngerprintcollision with athree-inde ®ngerprintis solow that
we would neednine signi®cantdigits to noticeits effectsin the “theoreticalexpecta-
tion” calculationsThe empiricalresultsof usingtriple hashingareconsistentvith this
expectation.

Table 3. We shav the percentageof runswith full coveragewhen verifying a 914,859-state
instanceof PFTPusing4MB for the Bloom lter, 27 index functions,andthe speci ed imple-
mentationof thoseindex functions(seetext). Eachdatapointrepresent400,000iterations.

ImplementationDouble Enh.Double Enh.Double EnhancedTriple  Independent

minus2 bits minus1 bit Double & noFP
Obsened 99.529%99.740%  99.826%  99.880% 99.898%99.898%
Theoretical 99.746%  99.820%  99.857% 99.894%99.894%

The left componenibf Figure 4 remindsus that the variousindex function algo-
rithmsonly have obserably differentaccuraciesvhentheaccurag is really high. The
same®gurealsoshaws thatthe variousalgorithmsfollow the samecurve and,thus,the
bestchoicefor k appliesto all of them.In this casetheorysaysthebestchoiceisk = 14,
whichis consistenwith thegraph.Also noticethatthegraphhassereraloutliers.These
arenotdueto awsin thealgorithm,but to the unpredictabilityof transitve omissions.

Theright componenbf Figure4 shovs executiontimesfor variousimplementations
of theindex functions.The smallperk costof our techniquesnake themmuchmore
ef®cientwhenmary index functionsareused For example k = 28for enhancedouble
hashings faster(perstateexplored)thank = 5 for independenhashfunctions,and®ve
timesfasterthank = 28 for independenhashfunctions.

Ourlasttest(notgraphedestimatefrow muchof the perk costof additionalindex
functionsunderenhancedlouble hashingis dueto main memorylateng. Whenthe
Bloom ®lter wassizedmuchlargerthanthe processorcache k = 27 was44% slower
thank = 10. However, whenthe Bloom ®lter andthe codewere ableto ®t in cache,
k = 27wasonly 26%slower. For this machineatleast(KatmaiPentiumlll Xeon,2MB
cache),we canconcludethat main memorylateny is at least40% of the perk cost,
which suggestshe perk overheadf our Bloom ®ltersis aboutis smallaspossible.
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Fig.4. The left graphshavs the numberof omissionsfor variousalgorithmsand choicesof k
usinga2MB Bloom lIter (noconsistentlifferencantendedseetext). Eachpointis anaverageof
1000iterations.Thegraphontheright shavs thetime perstatevisitedfor variousindex function
implementationsindchoicesof k. 8MB wasallocatedor theBloom lter , andeachdatapointis
theaveragetime perstateover 5 veri er runs.Both experimentaiseda 914,859-statéstanceof
PFTPwith 192-byte(48-word) descriptors.

7 Conclusions

We have shovn how to obtain Bloom ®lters that are simultaneouslyfast, accurate,
memory-e®cient, scalableand e xible. As aresult,Bloom ®lters tunedfor particular
statespacesizeestimatesun at speedspproaching supertrac&loom®lter (two hash
functions).Whenonly aroughestimateof the statespacesizeis available,e.g., aftera
modelhasbeenmodi®ed,suchproperly-tunedBloom ®lters have a sizableadvantage
over both supertraceand hashcompaction Supertraceloesnot take into accountary
information aboutestimatedstatespacesizesand, thus, incurs a signi®cantaccurag
cost; at the other extreme,hashcompactioncan offer the highestaccurag of the ap-
proachesve have consideredbut easilybecomes badchoiceif our estimatds off by
about15%. For thesereasonspur Bloom ®lters have animportantrole to play in the
modernpracticeof modelcheckingandveri®cation.
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