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Abstract. Probabilistictechniquesfor veri�cation of �nite-state transitionsys-
temsoffer hugememorysavingsover deterministictechniques.Thetwo leading
probabilisticschemesarehashcompactionandthebitstatemethod,which stores
statesin a Bloom �lter . Bloom �lters have beencriticized for beingslow, inac-
curate,andmemory-inef�cient, but in this paper, we show how to obtainBloom
�lters thataresimultaneouslyfast,accurate,memory-ef�cient, scalable,and�e x-
ible. The ideais thatwe canintroducelargedependencesamongthehashfunc-
tionsof aBloom�lter with almostnoobservableeffectonaccuracy, andbecause
computationof independenthashfunctionswasthedominantcomputationalcost
of accurateBloom �lters and model checkers basedon them,our savings are
tremendous.We presenta mathematicalanalysisof Bloom �lters in veri�cation
in unprecedenteddetail, which enablesus to give a freshcomparisonbetween
hashcompactionandBloom �lters. Finally, we validateour work andanalyses
with extensive testingusing3SPIN,a modelchecker we developedby extending
SPIN.

1 Introduction

Despiteits simplicity, explicit-statemodelcheckinghasproved to beaneffective ver-
i®cation techniqueand hasled to numeroustools, including SPIN [14], Murϕ [18],
TLC [23], Java PathFinder[20], etc. The state explosion problem is especiallyacute
in explicit-statemodelcheckingbecausetheamountof memoryrequireddependslin-
earlyon thenumberof reachablestates,which is oftentoo largeto enumeratein main
memory. Disk can be utilized intelligently [17,23], but suchalgorithmswill proba-
bly continueto beoutperformedby algorithmsthat take advantageof the fastrandom
accesstime of main memory. Storingstatesmorecompactlyin memory, therefore,is
very desirable,andbecauseof the hugememorysavings available,storingstatesin a
probabilisticdatastructurehasbecomea popularapproachandthetopic of signi®cant
research.

Virtually all of theproposedprobabilisticveri®cationapproachesutilize oneof two
datastructures:a Bloom ®lter [14] or a compactedhashtable[18]. The Bloom ®lter,
datingbackto 1970[1], is thedatastructureunderlying“supertrace”[12], “multihash-
ing” [21], and“bitstatehashing”[13]. Compactedhashtablesareutilizedby “hashcom-
pact” [21] andthe ®rst versionof “hashcompaction”[18], but the techniquewasnot
perfecteduntil [19].
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Theliteraturecontainsexplanationsonbothsidesof theBloom®lter vs.hashcom-
pactiondebateas to why eachdatastructureis the best.We have found that neither
is best,but that therearescenariosunderwhich eachis the bestchoice.More specif-
ically, we identify threeprobabilisticveri®cation techniques(basedon the two data
structures),eachof whichwe believe is thebestchoicefor somelevel of knowledgeof
thestatespacesize.

When the state space size is completely unknown, Holzmann's supertracemethod,
which usesa Bloom ®lter with two hashfunctions,is the bestchoicebecauseof its
high expectedcoverageover a wide rangeof statespacesizes(Figure1, right graph).
Supertraceis fast but startsomitting statesfor statespacesmuch smallerthan other
approaches(seeFigure1, left graph).Nevertheless,we canestimateactualstatespace
sizesratheraccuratelywith supertrace(seeSection3.3).

When we know the size of the state space rather accurately—if wehaveanestimate
thatwearereasonablycertainis within about15%of theactualsize—thebestchoiceis
acompactedhashtablecon®guredwith slightly morecellsthanthemaximumestimated
statespacesize.This techniquegivesexceptionallyhigh accuracy within this narrow
rangeof statespacesizes(Figure1, left graph),andits speedis similar to supertrace's.
If, however, thedatastructureover�ows(right graph)or is underpopulated(left graph),
aBloom®lter con®guredfor thesameestimatewouldhavebeenabetterchoice.

When we have a rough estimate of the state space size, aBloom®lter con®guredfor
thatestimatecantoleratemuchmoredeviation from theestimatethanhashcompaction
can,andis likely to be muchmoreaccuratethansupertrace.Sucha con®gurationre-
mainsa respectablechoiceevenif theestimateis off by a factorof ®ve or more.

This last techniqueusuallycalls for a Bloom ®lter with many morehashfunctions
thansupertrace's two, but until our improvementsto Bloom ®lters, introducedin [5],
suchcon®gurationswereunreasonablyslow andnot considereda goodchoice:“In a
well-tunedmodelchecker, therun-timerequirementsof thesearchdependlinearly on
[the numberof hashfunctions]: computinghashfunctionsis the singlemostexpen-
siveoperationamodelcheckermustperform” [14]. “[C]omputing20hashfunctionsis
quiteexpensive andwill substantiallyslow down thesearch.Hashcompactionis also
superiorin this regard,requiringonly one96-bit signatureto becalculated”[22]. Our
improvements,which requireonly a 2-3 word signatureto be computedon the state
descriptor, nullify theseclaimsandmake thecon®guredBloom ®lter techniquea good
choicefor theroughestimatecase.

If supertraceprovidesanestimateof statespacesizesuf®cient for con®guringhash
compaction,when do we have a only a rough estimateof the statespacesize?One
will have a roughestimateat many timesduring the developmentandveri®cationof
a model.First of all, small changesto a modelduringdevelopmentcaneasilymodify
thesizeof a statespaceby morethan15%.Secondly, mostmodelsareparameterized
andthestatespacesizesof largerinstancescanonly bepredictedroughlywith respect
to smallerinstances.Becauseof its reasonablehandlingof a wide rangeof statespace
sizes,theBloom®lter is preferablein thesecases.

Version2.0of 3SPIN,ourmodi®edversionof theSPINmodelchecker, is designed
aroundthe threeprobabilisticveri®cationmodesdescribedabove. Whenever 3SPIN
®nishesa veri®cationrun that revealedno errorsin the model,it outputsdetailedin-
formationon theexpectedaccuracy of therun, usesthis informationto outputanesti-
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Fig. 1. These graphs show the accuracy of three probabilistic veri�cation tech-
niques/con�gurationsfor various state space sizes. In both graphs, lower is better. The
datapoints for ªHashcompactionºand ªBloom �lterº are obtainedwith datastructuresopti-
mized for a statespacesizeof 108, using400MB of memory. The graphsshow the accuracy
of the datastructuresasthe sizeof the statespacevaries.The left graphshows the probability
that even a single omissionoccurs,while the right graphsshows the expectedpercentageof
statesomitted.The ªBloom�lterº (k = 24) andªSupertraceº(k = 2) accuraciesarecomputed
usingtheanalysesin Section3. To computetheªHashcompactionºvalueswe needto know the
numberof expectedcollisionsin thetablefor theveri�er runrepresentedby eachdatapoint [18].
We determinethis experimentallyby counting the numberof collisions in 3SPIN's ordered,
compactedtableimplementation,which in this caseuses32 bits per stateandhasa maximum
visitablesizeof 104857589.

mateof theactualstatespacesize,andrecommendsbitstateor hashcompactcon®gu-
rationsfor future runs.We usedvariousversionsandcon®gurationsof 3SPINfor the
experimentalresultsin this paper, but 3SPINalwaysseedsits hashfunctionsbasedon
thecurrenttime,resultingin virtually independentfunctionsamongexecutions.Unless
otherwisespeci®ed,timingsaretakenona2.2Ghznon-XeonPentium4(Dell Precision
340),with 512MB PC800RDRAM runningRedHat Linux 9 with the 2.4.20kernel.
We usedversion3.1.1of theGNU C compilerwith the following arguments:-O3 -
march=pentium3 -mcpu=pentium4.

One category of relatedwork is statespacecachingand the t-limited schemeof
hashcompaction[19]. This approachoffersmore�e xibility to hash-compactedtables
andmight be a reasonablechoiceif memoryis so constrainedthat a hash-compacted
table of the whole statespaceis too inaccurate,but we don't seethis schemeas a
viable replacementfor theBloom ®lter. Unlike statespacecaching,supertraceis able
to explore a hugenumberof stateswith no redundantwork, allowing it to ®nd errors
quickly. Anotherproblemwith state-spacecachingis thatit doesnotgiveanindication
of thesizeof thestatespace.This is acceptablein caseswherestate-spacecachingis
a goodchoicefor theproblemsize,but trying state-spacecachingis not a goodway to
testwhetherit is a goodsolution,becauseit is dif®cult to distinguisha processthat is
aboutto ®nishfrom onethatwill domany timesmorework thanaBloom®lter.

Anothercategory of relatedwork is reductionsthatcanplay their own role in tack-
ling stateexplosion.Both symmetry[3,7,6] and partial-orderreductions[9,11] are
compatiblewith theprobabilistictechniquesdiscussed.3SPINpreservesSPIN'spartial-
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order compatibility, but we have disabledit in our testsin order to more accurately
measureaccuracy andto work with largerstatespaces.

ThispaperexaminesBloom®ltersfor veri®cationin unprecedenteddetailandgives
analyticalandempiricalvalidationof thespeedandaccuracy of our improvedBloom
®lters. Section2 introducesBloom ®lters andreviews basicanalysesthat, until now,
havenotbeenfully utilizedby theveri®cationcommunity. Section3 extendstheseanal-
ysesby presentingtwo accuracy metricsfor evaluatingtheperformanceof Bloom®lters
asvisited lists. Section4 detailstheeffectsof sacri®cinghashfunction independence.
Section5 describesreplacementsfor independenthashfunctionsthatrepresentvarious
tradeoffs in ef®ciency andaccuracy, thoughall our techniquesprovidehugespeedben-
e®tsat virtually unobservableaccuracy costs.Section6 givestheresultsof many tests
with modi®edversionsof theSPINmodelchecker. Theresultsvalidateour analytical
accuracy claims.Weendby conciselyrestatingourcontributionsin Section7.

2 Bloom Filters

A Bloom®lter is usedto representsubsetsof someuniverseU . A Bloom®lter is imple-
mentedasanarrayof m bits, usesk index functions mappingelementsin U to [0..m),
andsupportstwo basicoperations:add andquery. The index functionsaretradition-
ally assumedto behashfunctionswith thestandardassumptionsthatthey arerandom,
uniform, and independent,thoughtheseassumptionscan be replacedwith universal
hashingarguments.Initially, all bits in theBloom ®lter aresetto 0. To add u 2 U to a
Bloom ®lter, the index functionsareusedto generatek indicesinto the arrayandthe
correspondingbitsaresetto 1. A query is positive iff all k referencedbitsare1. A neg-
ative query clearly indicatesthat the elementis not in the Bloom ®lter, but a positive
query may be dueto a false positive, the casein which the queriedelementwasnot
addedto theBloom®lter, but all k queriedbitsare1 (dueto otheradditions).

We now analyzetheprobabilityof a singlequeryof anunaddedelementreturning
a falsepositive (taken from [2]). Note that if p is the probability that a randombit of
theBloom ®lter is 1, thentheprobabilityof a falsepositive is pk, theprobability that
all k index functionsmapto a 1. If we let i be thenumberof elementsthathave been
addedto the Bloom ®lter, then p = 1� (1 � 1

m) ik, as ik bits wererandomlyselected,
with probability 1

m, in the processof adding i elements.We use f BF

m,k,i to denotethe
probabilitythatthe(i + 1)stadditioncausesa falsepositive.

Thisconstructionof thefalsepositiveprobabilityis farmoreaccuratethantheanal-
ysesof bitstatehashingthatappearin veri®cationliterature[21,13,22]. Theseanalyses
assumedthat every additionto the datastructure�ips k 0′s to 1′s. This assumptionis
far from reasonable,e.g., whenthedatastructurecontainshalf 1's andhalf 0's, theex-
pectednumberof 0's thatare�ipped by anadditionis k

2 . Thispropertyis crucialto the
�e xibility of Bloom®ltersandis necessaryfor accurateanalysis.

Thefalsepositiveprobabilityis obviouslyanimportantmetric,andwith somework
onecanshow thatit is minimizedexactlywhenk = (i log2

m
m−1 )−1. In [2], theterm(1�

1
m) ik is approximatedby e−

ik
m , andtheclaim is madethat,modulothis approximation,

the probabilityof falsepositivesis minimizedwhenk = m
i ln2, whereln is loge. One

canshow thatthis lastformulais anupperapproximation.
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3 Bloom Filters in Verification

Althoughperfectfor someapplications[16,8], thefalsepositive rateis insuf®cientasa
metricfor evaluatingtheaccuracy of Bloom ®lters in probabilisticexplicit-statemodel
checking.More appropriatemetricsarebasedon thenumberof statesthatareomitted
from the search,which tells us how muchuncertaintythereis in the modelchecking
result.The®rstwayto estimatethisuncertaintyis by computingtheexpectednumberof
omissions,whichcouldbeusedto estimate“coverage”asin [13]. Thesecondmetricis
theprobabilitythatoneor moreomissionsoccur, asdonefor hashcompactionin [18].

3.1 A Simplified Problem

We startwith a simpli®ed problem:given n uniquestates,addeachone to a Bloom
®lter, but beforeeachaddition,querytheelementagainstthesameBloom ®lter to see
if it returnsa falsepositive. Eachfalsepositive is dueto a ®lter collision, in which all
bits indexed wereset to oneby previous additions.We will designatethe numberof
(Bloom)®lter collisionswith cBF.

To computetheprobabilityof no ®lter collisionsat all, we startby notingthat in a
Bloom ®lter containingi elements,theprobability thataddinga new elementdoesnot
leadto anomissionis just 1 minustheprobabilityof a falsepositive. Theprobability
of therenot beinganomissionat all is approximatelytheproductof therenot beingan

omissionasi rangesfrom 0 to n � 1: P(cBF = 0) = ∏n−1
i=0

(

1� f BF

m,k,i

)

.1 Theprobability

thatthereareoneor more®lter collisions,P(cBF > 0) = 1� P(cBF = 0).
To computethe expectednumberof ®lter collisionswhenqueryingandaddingn

distinctstates,we mustcomputehow mucheachstateis expectedto contribute.At run
time,eachnew statecontributes1 ®lter collisionwith probability fBF

m,k,i . Addingall n of
theseup,wegettheexpectednumberof ®lter collisions:

E(cBF) =
n−1

∑
i=0

f BF

m,k,i (1)

3.2 The General Problem

We now generalizeour simpli®edproblemto addresstheissuesin explicit-statemodel
checking,andtailor our analysesaccordingly. Theresultsapplymoregenerallyto any
scenarioin which a Bloom ®lter is usedto representthe visited set in a graphsearch
algorithm.

If we assumethatthemodelchecker reachesevery state,we canapplytheanalysis
givenfor our simpli®edproblem2. This assumption,however, is unsafebecauseomis-
sionscancauseotherstatesnever to be reached,andnever to be queriedagainst the
Bloom®lter. Wedistinguishbetweentwo typesof omissions:

1 To bemoreprecise,onemustassumethen additionsarenon-colliding.For brevity, wepresent
theverycloseapproximationthatignoresthisassumption.

2 In [13], HolzmannpointsoutthatSPINis writtensothatstatesarecheckedfor errorseachtime
they arereached(queriedagainstvisited list). Analysisin [19] alsoassumesthis techniqueis
employed.This might not bea reasonablechoicein all cases,soour analysisis conservative
in assumingthis techniqueis notemployed.
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Definition 1 A hash omission is a state omitted from a search because a query of the
visited set resulted in a false positive.

Definition 2 A transitive omission is a reachable state omitted from a search because
none of its predecessors were expanded; thus, the state was never queried against the
visited set.

We useoH to representthenumberof hashomissionsin a veri®er run. Thecorre-
spondencewith thesimpli®edproblemtellsusthatE(oH) = E(cBF) 3 andP(oH = 0) =
P(cBF = 0).

We useoT to representthe numberof transitive omissionsin a veri®er run, ando
to representthe total omissions:o = oH + oT. An obvious, but useful, lemmais that
if thereareno hashomissions,then thereareno transitive omissions.Consequently,
P(o = 0) = P(oH = 0).

Lemma 1. (Probability of No Omission) oH = 0 implies o = 0

In the presenceof hashomissions,the numberof transitive omissionscan vary
wildly—even for the samemodelandsamenumberof expectedhashomissions(see
Section6). Nevertheless,Holzmannhasobserved that the numberof hashomissions
is a usefulapproximationof thetotal numberof transitive omissions[13], meaningwe
couldestimatethetotal numberof omissionsasfollows (thoughHolzmann's formulas
for E(o) andE(oH) aredifferent):

E(o) � 2E(oH) (2)

This estimationis very rough and heavily dependenton the connectivity of the
modelbeingchecked,but it is consistentwith our resultsin Figure2. Onecurve shows
thecomputedvaluesfor E(oH) undertheexperimentalcon®guration.Verycloseto that
curve is a curve thatshows how many ®lter collisions(falsepositives)occurredwhen
queryingand addingall reachablestatesto the Bloom ®lter, just like the simpli®ed
problemof Section3.1.This methodgivesusanempiricalestimateof hashomissions.
Thelastcurve showsaveragetotal omissionsfrom actualveri®erruns.

Anotherlessonto take from Figure2 is thatgettingcloseto theright k canresultin
ordersof magnitudefeweromissionsthanusingsupertrace(k = 2).

Finally, the expectednumberof omissionscanbe usedto estimatethe percentage
of statescoveredby a bitstatesearch,asHolzmanndid with lessprecisionin [13]. Our
coverageestimateis just (n � E(o)) /n � 100%(seeEquation2).

3.3 Maximizing Accuracy

Sofarouraccuracy analyseshavebeensummative;thatis,wecanevaluatetheaccuracy
of a searchgivenm, n, andk. However, asdiscussedin theintroduction,we would like
to beableto determinewhatcon®gurationis thebestchoicegivensomeroughestimate
of thestatespacesize,n. Them parameteris easyto choose,however, becauseit should

3 To bemoreprecise,n wouldhaveto thenumberof reachedstates,whichwouldhaveto account
for transitiveomissions,whicharevirtually impossibleto predictprecisely.
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for thosethataredirectlycomputed,eachpoint representstheaverageof 100iterations.

beasbig aspossiblewithout theveri®erspilling into swapspace.LargerBloom ®lters
(andcompactedhashtables)arealwaysmoreaccurate,andthus,this sectionfocuses
on themoreinterestingparameter, k.

k is acomplicatedfactorfor accuracy becausetoomany or too few index functions
hurtaccuracy. In fact,for agivenm andn thereis onek thatis thebestchoiceaccording
to ourexpectedomissionmetric—aconsequenceof thecurvealwaysbeingconcaveup
with respectto k (seeFigure2). The bestk happensto be virtually the samefor our
probabilityof omissionsmetric,which we partially veri®edby computingvirtually the
samevaluesfoundin Table1 for thisothermetric.For all practicalpurposes,optimizing
for oneof thesemetricsgivesthesameresultasoptimizingfor theother.

Oneapproachto minimizing theexpectedhashomissionsis to differentiateEqua-
tion 1 with respectto k andsetit equalto 0 to ®nd theglobalminimum.This method
givesusthenon-discretechoiceof k thatminimizestheexpectedomissions,but Bloom
®ltersmustuseadiscretenumberof index functions.Roundingto thenearestintegeris
a reasonable®x but doesnotalwaysresultin thebestdiscretek.

The large m andn valueswe encounterin practicemeanthat the bestchoiceof k
dependsonly on the ratio of m to n. Below we show that if k minimizestheexpected
omissionsfor m andn, thenk minimizestheexpectedomissionsfor cm andcn, because
theexpectomissioncurve is thesameexceptfor aconstantfactorof c. To seethis,note
thatE(oH) �

∫ n
0 f BF

m,k,idi. Usingsomecalculus,wehave:

E(oH

cm,k,cn) �
∫ cn

0

(

1� e−ki/cm
)k

di = c
∫ n

0

(

1� e−ki/m
)k

di � c E(oH

m,k,n)

We cannow useEquation1 to calculate,for any givenpositive integervalueof k,
the rangeof m/n valuesfor which it is thebestchoice.We do this by picking a large
m andcomputinga barriervalueb suchthat if m/n < b, thenusingk hashfunctionsis
betterthanusingk + 1, andif m/n > b, thenusingk + 1 hashfunctionsis betterthan
usingk. This takesO(m) time. For example,at m/n � 7.73819,k = 6 andk = 7 give
the sameexpectednumberof hashomissions.k = 7 remainsthe bestchoicefor m/n
valuesup to about9.13545.We derive a closed-formestimatefor this relationshipby
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generatinga formulathatapproximately®ts thecomputedvalues:

km/n = d3.8( m
n +4.2)−1 m

n
ln2e (3)

Table1comparessomeof thecomputedbarrierswith thoseobtainedbyourclosed-form
estimateandillustratesthatthedifferencebetweenthetwo approachesis notsigni®cant.

Table 1. Thistableshowsthem/n barriersthatde�ne therangesfor whichspeci�c valuesof k are
best.ThetablecomparesthevaluescomputedusingEquation1 with thosetakenfrom theinverse
of theestimationformulaabove (Equation3). Computingthem/n barriersfor theprobabilityof
any omissionsmetricresultsin virtually thesamevalues.

Barrierbetween 1 and2 2 and3 3 and4 5 and6 10and11 50and51 100and101
Computedm/n 1.1346 2.3481 3.6441 6.3529 13.370 70.849 142.95
Closed-formestimate1.1227 2.3536 3.6513 6.3566 13.372 70.863 142.97

One of the big advantagesof Bloom ®lters is that they can be usedto estimate
the total size of the statespacewith high accuracy. 3SPIN usessometricks beyond
the scopeof this paperfor this purpose,but hereis anothertechniquethat is just as
valid. Let N be the numberof statesidenti®edasuniqueby the Bloom ®lter during
theveri®cationandlet p betheproportionof 0's in theBloom ®lter afterveri®cation.
Fromour analysisin Section2, p = (1� 1

m) ik, wherei is thenumberof distinctstates
we attemptedto add(notethat i � N becauseof falsepositives).Solvingfor i, we have
i = 1

k log( m−1
m ) p. Fromequation2, wehave thatE(o) � 2(i � N), thusn (thesizeof the

statespace)� i + 2(i � N).
NoticeonelastthingaboutBloom®ltersin veri®cation,if m is severalgigabytesor

lessandm/n calls for morethanabout32 index functions,theaccuracy is goingto be
sohigh that thereis not muchreasonto usemorethan32—for thenext several years
at least.In responseto this,3SPINcurrentlylimits theuserto k = 32.Thepoint of this
observation is that we do not have to worry aboutthe runtimecostof k beingon the
orderof 64or 100,becausethosechoicesdonot reallybuy usanythingover 32.

4 Fingerprinting Bloom Filter

As Section3.3demonstrates,gettingthehighestaccuracy for availablem andestimated
n canrequiretheuseof many index functions.In this sectionwe introducea strategy
thatcangreatlyreducethecostof computingmany index functionsandanalyzehow to
make its effectonaccuracy negligible.

A regularBloom®lter operationappliesthestatedescriptor(δ) to eachof k indepen-
denthashfunctionsto computethebit vectorindicesassociatedwith thatstate,yielding
atimecomplexity of k � jδj. A ®ngerprintingBloom®lter ®rstappliesthestatedescrip-
tor to a hashfunction to computethatstate's hash®ngerprint,ϕ, andthenappliesthat
®ngerprintto a setof k functionsto get theindicesfor thestate,yielding a complexity
of (jϕj � jδj) + (k � jϕj).

Let us considera concreteexample,like that usedbelow in Figure3. Let k = 24;
let jϕj = 2 words;andlet thestatedescriptorbejδj = 16words,thoughacomplex sys-
tem could easilyrequire100 or morewords.Thus,usingindependenthashfunctions
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requires384unitsof timefor eachBloom®lter operation,whereasusing®ngerprinting
requiresabout80units.This is averysigni®cantdifference,ashashfunctioncomputa-
tion tendsto dominatethetimecostof probabilisticmodelchecking[14].

In orderto quantify theaccuracy impactof ®ngerprinting,we describehow its op-
erationimpactshow Bloom®lterscanomit statesfrom models.

Definition 3 A fingerprint collision is a state that is falsely presumed as previously
added because a state that hashed to the same fingerprint was added previously.

Definition 4 A filter collision is a state that is not a fingerprint collision but is falsely
presumed as previously added because all of the bits indexed were set to 1 by previous
additions.

Theprobabilityof anadditionresultingin a®ngerprintcollisiondependsonthesize
of the®ngerprint.If each®ngerprintcantakeavaluefrom 0 to s � 1, theprobabilityof
the(i + 1)stadditioncausinga®ngerprintcollision,clearly, is fFP

s,i = 1�
(

1� 1
s

)i
.

Theprobabilityof a falsepositive in a ®ngerprintingBloom ®lter is theprobability
of it having a ®ngerprintcollision or having a ®lter collision, which is: fFPBF

m,k,s,i = 1�
(1� f FP

s,i )(1� f BF

m,k,i). A simpleoverestimatefor f FPBF

m,k,s,i is f FP

s,i + f BF

m,k,i .
Wecanusethisfalsepositiveprobabilityfor a®ngerprintingBloom®lter ( fFPBF

m,k,s,i) to
computeexpectedomissionsfrom asearchusinga®ngerprintingBloom®lter, andthat
is assimpleasreplacing f BF

m,k,i in Equation1 with f FPBF

m,k,s,i . For brevity, we have omitted
theanalysisfor probabilityof omissionsin a®ngerprintingBloom®lter, but whenmuch
smallerthan1, the probability of any omissionsis virtually the sameasthe expected
hashomissions,because1� ∏ (1� x) � ∑x whenx � 1.

Figure3 plotstheexpectedhashomissionsfor a384MBBloom®lter using24index
functionsanda64-bit®ngerprint,which is aboutthesizeof two indicesinto theBloom
®lter. The graphalso hasa curve for the contribution of ®lter collisions and for the
contributionof ®ngerprintcollisions.The“®lter collision” curveshowswhatwewould
expectwithoutusing®ngerprinting,andthe“total” curveshowswhatwewouldexpect
from the ®ngerprintingBloom ®lter. Note that the Y-axis for eachgraphusesa loga-
rithmic scale,andoncetheaccuracy of a®ngerprintingBloom®lter is worsethansome
threshold,®ngerprintinghasvirtually no effect on thataccuracy. However, ®ngerprint-
ing tendsto limit how accuratea Bloom ®lter cangetwhenbelow thatsamethreshold.
This accuracy thresholdis determinedmostly by the ®ngerprintsize,accommodating
higherBloom®lter accuraciesif the®ngerprintis larger.

5 Implementing Index Functions

Fingerprintingis the®rst key to enhancingthespeedof Bloom ®lters with morethan
just a coupleindex functions,and the secondkey is to usean effective andef®cient
schemefor computingindicesbasedonthe®ngerprint.Thissectiondescribestwo tech-
niquesintroducedin previous work [5], points to someshortcomingsin thesetech-
niques,andintroducesanew techniquethatovercomestheseshortcomings(asvalidated
by resultsin Section6).
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Fig. 3. Thisgraphshows theexpectedhashomissionscontributedby differenttypesof collisions
over a rangeof statespacesizes(0≤ n ≤ 2×108). 384MBytesareallocatedto theBloom �lter
(m = 3×230) and24 index functionsareused(k = 24), theoptimalchoicefor n = 1×108. The
�ngerprint sizeis 64bits (s = 264).

5.1 Double and Triple Hashing

It is no coincidencethat we analyzed®ngerprintingBloom ®lters in termsof a ®n-
gerprint the sizeof two indices.Our doubleandtriple hashingtechniquesfor Bloom
®ltersemploy two andthreeindices(respectively) to deriveall k index values[5]. Dou-
ble hashingis a well-known methodof collision resolutionin open-addressedhashta-
bles[4,15,10], but wewerethe®rst to applytheconceptto Bloom®lters.

Theseapproachesareeasyto understandsimplyby lookingatpseudocode:

Algorithm 1 This algorithm computes index values for a Bloom filter by using double
or triple hashing, by excluding or including (respectively) the lines in boldface. The
indices for the Bloom filter to probe in its bit vector are stored into the array f. The
fingerprint can be thought of as the results of the hash functions a, b, and (optionally)
c, which operate on the state descriptor, δ, and return values from 0 to m � 1 (subject
to restrictions in text).

x, y := a(δ), b(δ)
z := c(δ)
f[0] := x
for i := 1 .. k-1

x := (x + y) MOD m
y := (y + z) MOD m
f[i] := x

Thealgorithmdescribeshow thevaluesarecomputedonasequentialmachine,and
showsthesimplicity of suchcomputation.Wecanalsode®nedoubleandtriple hashing
mathematically:

f[i] = a(δ) + ib(δ) (modm) (Double) (4)

f[i] = a(δ) + ib(δ) +
(i)( i � 1)

2
c(δ) (modm) (Triple) (5)
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Not presentin eitherdescriptionarerestrictionsthatmustbeplacedonb to ensure
all (or almostall) k indicesareunique.In thecaseof doublehashing,if b(δ) is zero,
all indiceswill be thesame,which is very badfor thecollision probability. Similarly,
if b(δ) dividesm, thenumberof indicesprobedwill betheminimumof k andm/b(δ),
which could be assmall astwo. To avoid thesecases,b(δ) shouldbe madenon-zero
andrelatively primeto m. Whenm is apowerof 2, simplymakeb(δ) odd.If m is nota
power of 2, we recommendmakingm the largestprimenot greaterthantherequested
m, andb(δ) mustmerelyrangefrom 1 to m � 1.

Triple hashingis lessproneto theproblemsdescribedfor doublehashing,because
b(δ) andc(δ) must collaboratein generatingredundantindices.Applying the same
restrictionsonb(δ) aswedofor doublehashingalleviatesany problems.Althoughthis
doesnotguaranteeall indicesareunique,neitherdo independenthashfunctions,andin
bothcasesasigni®cantnumberof redundantindicesfor asinglestateis highly unlikely.

As empirical resultsin our companionSPIN papershow [5], doublehashingim-
posesan observableaccuracy limitation on a Bloom ®lter. In fact, a doublehashing
Bloom ®lter behavesmuchlike a ®ngerprintingBloom ®lter usinga ®ngerprinta little
smallerthan two indices;that is, the accuracy thresholdat which the choiceof dou-
ble hashingcausesa noticeablelossof accuracy is worsethanwe would expectfor a
two-index ®ngerprint.In our SPIN implementationwe went straightto triple hashing
becauseour hashfunction producedenoughdataafter a single run to supporttriple
hashing.

For the generalcase,in which computinga three-index ®ngerprintcould be 50%
morecostly thancomputinga two-index ®ngerprint,greatwould be a techniquethat
preservesthe theoreticalaccuracy of a two-index ®ngerprintingBloom ®lter but hasa
per-k costsimilar to doublehashing.

5.2 Enhanced Double Hashing

A schemewe call “enhanceddoublehashing”comesmuch closerto the theoretical
accuracy of two-index ®ngerprintingandhasa per-k costsimilar to doublehashing.
Hereis thealgorithm:

Algorithm 2 This algorithm computes index values for a Bloom filter using our en-
hanced double hashing scheme. The indices for the Bloom filter to probe in its bit vector
are stored into the array f. The two indices of the fingerprint are the results of the hash
functions a and b, which operate on the state descriptor, δ, and return values from 0 to
m � 1

x, y := a(δ) MOD m, b(δ) MOD m
f[0] := x
for i := 1 .. k-1

x := (x + y) MOD m
y := (y + i) MOD m
f[i] := x

Wecanalsode®neenhanceddoublehashingmathematically:
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f[i] = a(δ) + ib(δ) +
i3 � i

6
(modm) (6)

The®rst way this new schemeimprovesover doublehashingis thatb is no more
restrictedthana; bothof themcanbearbitraryindices.Doublehashingmustmakeb(δ)
odd if m is a power of two, effectively reducingthe®ngerprintsizeby onebit, which
approximatelydoublestheprobabilityof a®ngerprintcollision.

Thesecondproblemwith doublehashingis moresubtle,becausethecollisionsthe
problemcontributesto arenot pure®ngerprintcollisions.Doublehashingsuffersfrom
whatwecall the“approximate®ngerprintcollision” problem.

Definition 5 An approximate fingerprint collision is a filter collision whose probability
is exacerbated by two or more indices colliding with those of a single previous addition
with a related fingerprint.

Whatconstitutesarelationshipbetween®ngerprintsdependsontheimplementation
of theindex functions.Thesimplestexamplefor doublehashingis whenb(δ) = b(δ′)
anda(δ) = a(δ′) � b(δ) (modm). If δ hasalreadybeenadded,all but oneof thein-
dicesfor δ′ arealreadysetto 1, which doesnot guaranteea collision (theotherindex
mightstill be0),but greatlyincreasestheprobability. Anotherexamplefor doublehash-
ing is whena(δ) = a(δ′) andb(δ) = 2b(δ′) (modm). If δ hasalreadybeenadded,
everyotherindex for δ′ will collidewith the®rst half theindicesfor δ.

In fact, the setof indicescanbe exactly the sameif a(δ) = a(δ′) + (k � 1)b(δ′)
(modm) andb(δ) = � b(δ′) (modm). Accordingto this relationship,any setof in-
dicesproducibleby doublehashingcanbeproducedby two pairsof values:onegoing
“forward” and the othergoing “backward”. This would not happenif we madesure
b(δ) did not reachor exceedm/2, effectively reducingthe®ngerprintsizeby a bit, but
theoverall collisionprobabilitystaysthesamein eithercase.

Becauseenhanceddoublehashingdoesnotsuffer thedrawbacksof doublehashing,
it preserves the theoreticallyexpectedaccuracy of a two-index ®ngerprintingBloom
®lter, asourempiricalresultsshow in thenext section.

6 Empirical Validation

We start this sectionwith resultsthat demonstratethat our implementationsandour
techniquesgeneralizeto arbitrarymodelsof arbitrarysize(Table2).

Table3 shows that the variousimplementationsof index functionsmatchalmost
exactly the expectedaccuraciesfrom our analyses.For example,doublehashingper-
forms worsethanenhanceddoubleeven if two bits of informationareremoved from
the®ngerprintin theenhanceddoubleimplementation.Thisis consistentwith theshort-
comingswedescribedfor doublehashing.

All of the“theoretical”valuesin Table3 arecomputedfrom our®ngerprintinganal-
ysis (Section4), which assumesindependenthashfunctionsareappliedto the ®nger-
print. In this case,the effect of a two-index ®ngerprintis (barely)observableanden-
hanceddoublehashingseemsto doaswell aswewouldexpectusingindependenthash
functionson the®ngerprint.
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Table 2. Validation of our approachesvariousmodelsof varioussizes.All thesemodelsare
includedin theSPINdistribution.

Model Algorithm States m k % runsfull Expected Iterations

Peterson4 Triple 7,308,888 32MB 25 99.11% 99.15% 336
Leader7 Triple 723,035 3MB 8 77.34% 75.69% 331
Sort9 Triple 2,509,313 8MB 20 59.88% 63.38% 329
PFTP1,3 Double 104,251,768 400MB 24 35% 30.89% 20
PFTP1,3 Triple 104,251,768 400MB 24 35% 30.89% 20

Theprobabilityof a®ngerprintcollisionwith athree-index ®ngerprintis solow that
we would neednine signi®cantdigits to noticeits effectsin the “theoreticalexpecta-
tion” calculations.Theempiricalresultsof usingtriple hashingareconsistentwith this
expectation.

Table 3. We show the percentageof runs with full coveragewhen verifying a 914,859-state
instanceof PFTPusing4MB for the Bloom �lter , 27 index functions,andthe speci�ed imple-
mentationof thoseindex functions(seetext). Eachdatapoint represents100,000iterations.

ImplementationDouble Enh.Double Enh.Double EnhancedTriple Independent
minus2 bits minus1 bit Double & noFP

Observed 99.529%99.740% 99.826% 99.880% 99.898%99.898%
Theoretical 99.746% 99.820% 99.857% 99.894%99.894%

The left componentof Figure4 remindsus that the variousindex function algo-
rithmsonly have observably differentaccuracieswhentheaccuracy is really high.The
same®gurealsoshows thatthevariousalgorithmsfollow thesamecurveand,thus,the
bestchoicefor k appliesto all of them.In thiscase,theorysaysthebestchoiceis k = 14,
whichis consistentwith thegraph.Also noticethatthegraphhasseveraloutliers.These
arenotdueto �a ws in thealgorithm,but to theunpredictabilityof transitiveomissions.

Theright componentof Figure4showsexecutiontimesfor variousimplementations
of the index functions.Thesmall per-k costof our techniquesmake themmuchmore
ef®cientwhenmany index functionsareused.For example,k = 28for enhanceddouble
hashingis faster(perstateexplored)thank = 5 for independenthashfunctions,and®ve
timesfasterthank = 28 for independenthashfunctions.

Our lasttest(notgraphed)estimateshow muchof theper-k costof additionalindex
functionsunderenhanceddoublehashingis due to main memorylatency. Whenthe
Bloom ®lter wassizedmuchlarger thantheprocessorcache,k = 27 was44%slower
thank = 10. However, whenthe Bloom ®lter andthe codewereable to ®t in cache,
k = 27wasonly 26%slower. For thismachineat least(KatmaiPentiumIII Xeon,2MB
cache),we canconcludethat main memorylatency is at least40% of the per-k cost,
whichsuggeststheper-k overheadof ourBloom®lters is aboutis smallaspossible.
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Fig. 4. The left graphshows the numberof omissionsfor variousalgorithmsandchoicesof k
usinga2MB Bloom�lter (noconsistentdifferenceintended;seetext). Eachpoint is anaverageof
1000iterations.Thegraphontheright showsthetimeperstatevisitedfor variousindex function
implementationsandchoicesof k. 8MB wasallocatedfor theBloom�lter , andeachdatapoint is
theaveragetimeperstateover5 veri�er runs.Bothexperimentsuseda914,859-stateinstanceof
PFTPwith 192-byte(48-word)descriptors.

7 Conclusions

We have shown how to obtain Bloom ®lters that are simultaneouslyfast, accurate,
memory-ef®cient,scalable,and�e xible. As a result,Bloom ®lters tunedfor particular
statespacesizeestimatesrunatspeedsapproachingasupertraceBloom®lter (two hash
functions).Whenonly a roughestimateof thestatespacesizeis available,e.g., aftera
modelhasbeenmodi®ed,suchproperly-tunedBloom ®lters have a sizableadvantage
over both supertraceandhashcompaction.Supertracedoesnot take into accountany
informationaboutestimatedstatespacesizesand,thus,incursa signi®cantaccuracy
cost;at the otherextreme,hashcompactioncanoffer the highestaccuracy of the ap-
proacheswe have considered,but easilybecomesa badchoiceif our estimateis off by
about15%.For thesereasons,our Bloom ®lters have an importantrole to play in the
modernpracticeof modelcheckingandveri®cation.
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