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Abstract. Bitstatehashingin SPINhasprovedinvaluablein probabilisticallyde-
tectingerrorsin largemodels,but in many cases,thenumberof omittedstatesis
muchhigherthanit would be if SPINallowedmorethantwo hashfunctionsto
beused.For example,addingjust onemorehashfunctioncanreducetheproba-
bility of omitting statesat all from 99%to under3%.Becausehashcomputation
accountsfor anoverwhelmingportionof thetotal executioncostof bitstatever-
i�cation with SPIN, addingadditionalindependenthashfunctionswould slow
down theprocesstremendously. Wepresentef�cient waysof computingmultiple
hashvaluesthat,despitesacri�cing independence,give virtually thesameaccu-
racy andeven yield a speedimprovementin the two hashfunction casewhen
comparedto thecurrentSPINimplementation.
Anotherkey to accuratebitstatehashingis utilizing asmuchmemoryasis avail-
able.ThecurrentSPINimplementationis limited to only 512MBandallowsonly
power-of-two granularity(256MB,128MB,etc).However, using768MBinstead
of 512MBcouldreducetheprobabilityof asingleomissionfrom 20%to lessthan
onechancein 10,000,which demonstratesthemagnitudeof both themaximum
andthegranularitylimitation. We have modi�ed SPINto utilize any addressable
amountof memoryanduseany numberof ef�ciently-computedhashfunctions,
andwe presentempiricalresultsfrom extensive experimentationcomparingvar-
iouscon�gurationsof ourmodi�ed versionto theoriginalSPIN.

1 Intr oduction

“Bitstateveri®cation”[10] is a termthathasbeenusedby themodelcheckingcommu-
nity to refer to explicit-statemodelcheckingwith Bloom ®lters. Explicit-statemodel
checkers,suchasHolzmann's SPIN,have beenusedwith greatsuccessin a varietyof
domains,includingveri®cationof ®nite-state,concurrentsystems,suchascachecoher-
enceandnetwork protocols.

Much of theresearchin modelcheckingis focusedon tacklingthestateexplosion
problem: alinearincreasein thenumberof componentsleadsto anexponentialincrease
in thesizeof theresultingmodels.Stateexplosionis aparticularlyacuteproblemin the
context of explicit modelchecking,asmemoryrequirementsdependlinearlyonthesize
of the statespace.Becausethe mostef®cient explicit-statetechniquescall for storing
thesetof all visitedstatesin corememory, makingtherepresentationof thevisitedset
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morecompactmeanslargermodelscanbeexploredmorequickly. By resortingto prob-
abilisticmethodsof storingthevisitedset,therepresentationcanbemadeexceptionally
compact,enablingmuchlargerstatespacesto be tackledef®ciently. Thedrawbackof
probabilisticmethods,of course,is that thereis a possibility of omitting stateswith
errors.

TheBloom®lter is apopularchoiceof datastructurefor compactlystoringsets[2].
Themainparameterfor tuningaBloom®lter is thenumberof hashfunctionsused,and
thebitstatemodeof SPINutilizesaBloom®lter with 2 hashfunctions.In [17], Wolper
andLeroy promoteusing20 hashfunctionsinsteadof Holzmann's choiceof just 2,
for in many cases,SPIN would be moreaccurateif morehashfunctionswereused.
However, Holzmannnotesthatthechoiceof 2 “wasadoptedin SPINasa compromise
betweenruntimeexpenseandcoverage,” andexplainswhy usingmorehashfunctions
is impractical[11]:

In awell-tunedmodelchecker, therun-timerequirementsof thesearchdepend
linearly on k[, the numberof hashfunctionsused]:computinghashvaluesis
thesinglemostexpensive operationthatthemodelcheckermustperform.The
largerthevalueof k, therefore,thelongerthesearchfor errorswill take. In the
modelcheckerSPIN,for instance,arunwith k = 90wouldtakeapproximately
45 timeslongerthana runwith k = 2.

WehavediscoveredaBloom®lter enhancementthatgivesvirtually thesameeffect
asusingmore independenthashfunctions,but at a fraction of the runtimecost.For
example,this techniquealonecanproducetheeffectof 20hashfunctionswith only 2.3
timesthecostof using2 hashfunctions—far from Holzmann's factorof 10. In thepro-
cessof incorporatingour techniqueinto SPIN,we discoveredotherwaysof improving
thespeedandaccuracy of bitstateveri®cationin SPIN.Morespeci®cally, weshow that
makingmoreintelligent useof the Jenkinshashfunction [13] cansigni®cantlyspeed
up veri®cation.We tackleissuesassociatedwith accommodatingan arbitraryamount
of memory, andshow how this simple issuecaneasilymake ordersof magnitudeof
differencein thepossibilityof incompletecoverage.

This paperis orientedtowarddescribingandevaluatingimplementationconsidera-
tionswe madewhenimplementingour modi®edversionof SPIN.Theanalysisof our
techniquesin this paperis mostlyexperimental;a moreformal,mathematicalanalysis
of our techniqueswill appearelsewhere.We refer to our systemas“Triple SPIN,” or
3SPIN,which is availableon theWebfor download[5].

Many experimentalresultsarepresentedthroughout.All timings weretaken on a
2.53GhzPentium4 with 512MB of RDRAM running Red Hat Linux 7.3. We used
version3.1.1 of the GNU C compiler with third-level generaloptimizationsand all
Pentium4-speci®coptimizationsenabled.

To combatthe stateexplosionproblem,in additionto hashing—themain topic of
this paper—explicit statemodelcheckersusetechniquessuchaspartial order reduc-
tions[6,8] andsymmetryreductions[3]. Theimprovementsto bitstateveri®cationdis-
cussedin this paperdo not affect its compatibilitywith thesetechniques,but we have
disabledreductionsin all of our testsin orderto easilymeasureaccuracy.

This paperis organizedasfollows. In Section2 we give anoverview of Bloom ®l-
tersandshow that they arequite sensitive to the numberof hashfunctionsused,e.g.,
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theexpectednumberof omissionswhenusingtwo hashfunctionscanbeseveralorders
of magnitudegreaterthanthe numberof expectedomissionswhenusingthe optimal
numberof hashfunctions.Bloom®ltersemploying morethantwo hashfunctionswere
thoughtto beimpracticalbecauseof therunningtime overheadthey incur, but in Sec-
tions3 and4 we presentnew techniquesto addressthis issue.In Section5 we address
thememorylimitations imposedby thecurrentimplementationof bitstateveri®cation
in SPIN,version4.0.7.Wewrapupwith experimentalresultsincorporatingall thetech-
niquesfrom thepaperin Section6, andgive conclusionsandfuturedirectionsfor the
researchin Section7.

2 Bloom Filters in Veri�cation

In this sectionwe overview Bloom ®lters and considerin more detail the trade-offs
involved in a Bloom ®lter andhow theseapply in the realmof veri®cation.We also
presentsomeanalysisthatsetsupa framework for evaluatingour results.

For thebasics,we turn to Bloomhimself[1]:

[A Bloom ®lter] completelygetsaway from the conventionalconceptof or-
ganizingthehashareainto cells.Thehashareais consideredasN individual
addressablebits, with addresses0 throughN � 1. It is assumedthatall bits in
thehashareaare®rst setto 0.Next, eachmessagein thesetto bestoredis hash
codedinto a numberof distinctbit addresses,saya1, a2, . . . , ad. Finally, all d
bitsaddressedby a1 throughad aresetto 1.
To testa new messagea sequenceof d bit addresses,saya0

1, a0
2, . . . , a0

d, is
generatedin thesamemannerasfor storinga message.If all d bits are1, the
new messageis accepted.If any of thesebits is zero,themessageis rejected.

In this paper, we referto thed functionsthatproducetheindicesinto thebit vector
asthe“index functions”andusem;k; andn to representthesize,in bits,of theBloom
®lter, thenumberof index functionsused,andthenumberof objectsaddedto theBloom
®lter, respectively.

AlthoughBloom ®lterscanbevery compact,thedownsideis thatwhena member-
shipqueryindicatesthatanelementis in theBloom ®lter, thereis a certainprobability
of an error—that is, of a falsepositive. If we assumethat the index functionsarein-
dependentanduniform, then the probability that an index function doesnot selecta
speci®cbit is p = 1� 1

m. After insertingi elementsinto theBloom®lter, theprobability
that a speci®cbit is still 0 is pki . Therefore,the probability of a falsepositive, after i
elementshave beenaddedto theBloom®lter, is

�
1� pki

� k
.

While the falsepositive rateis theprimarymetric for evaluationandoptimization
in many applicationsof Bloom ®lters [2], theway we useBloom ®lters in veri®cation
givesrise to two moremeaningfulmetrics:theexpectednumberof omissionsandthe
probabilityof having noomissions.

We computetheexpectednumberof omissionswhenattemptingto addn distinct
statesby addingtheprobabilityof afalsepositivewheni stateshavealreadybeenadded
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to theBloom®lter, asi rangesfrom 0 to n� 1.

n� 1

å
i= 0

�
1� pki

� k

To computetheprobabilityof noomissionsatall, westartby notingthatin aBloom
®lter containingi elements,the probability that addinga new elementdoesnot lead
to an omissionis just 1 minus the probability of a falsepositive, 1 �

�
1� pki

� k
The

probabilityof therenotbeinganomissionatall is just theproductof therenotbeingan
omissionasi rangesfrom 0 to n� 1:

n� 1

Õ
i= 0

�
1�

�
1� pki

� k
�

Both veri®cationmetrics,thenumberof expectedomissionsandtheprobabilityof
no omissions,dependon m;n; andk. We have very little controlover thevaluesof m
andn, asm is boundby theamountof memorywe have available(themorethebetter)
andn is thesizeof the transitionsystemunderconsideration.Therefore,to obtainthe
bestresultsfor a ®xedm andn, we have to choosetheappropriatevalueof k. Figure1
shows that theexpectednumberof omissionsis quitesensitive to thenumberof index
functionsused(notethatwe usea log scaleon they-axis).We ran3SPIN,calling the
Jenkinshashfunction k times,and using a 1MB Bloom ®lter on an instanceof the
PFTPproblemconsistingof 606,211states.We variedk from 1 to 32 andwe report
the actualnumberof omissions,averagedover 100 runs.Notice that the numberof
omissionswhenusing two index functionsis abouttwo ordersof magnitudegreater
thanthenumberof omissionswhenusingelevenindex functions.

Thesecondcurve in Figure1 shows thenumberof expectedomissionsasgivenby
theformulaabovefor n equalto 606,211.Thereis asizablegapbetweenthetwo curves
whichat®rstonemaythink is dueto less-than-idealindex functions,but thedisparityis
actuallycausedby a shortcomingof thetheoreticalanalysis,which only considersone
of two typesof omissions.“Hashomissions”arethosestatesthatareomittedbecause
of falsepositive Bloom ®lter queries.“Transitive omissions”arethosestatesthat are
never reachedbecausethey are madeunreachableby other omissionsand, thus,are
never queriedagainsttheBloom ®lter. Thegap in Figure1 is mostlydueto transitive
omissions;i.e., in our implementationthereis an observablenumberof states(out of
the606,211in total) thatareneverevenconsidered.Thetheoreticalanalysisis far from
useless,however, for as the ®gure shows, minimizing the numberof hashomissions
tendsto alsominimizeall omissions.

Moresigni®cantly, if thenumberof hashomissionsis zero,thenumberof transitive
omissionsis alsozero;consequently, the probability of no hashomissionsis alsothe
probability of no omissionsaltogether. Unlike expectedomissions,the probability of
no omissionsmatchesalmostexactly experimentalresults(seeTable1), justifying our
“transitiveomission”argumentfor thedisparityin Figure1.

We have seenthatusingtheoptimumnumberof index functionsis very important
in gettingthe mostaccuracy out of Bloom ®lters. While an analysisshowing how to
choosek is beyond the scopeof this paper, a usefulformula for estimatingthe bestk
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Fig.1. We show the expectedandobserved omissionsout of 606,211statesusing1MB for the
Bloom�lter , ask is varied.Thetheoreticaloptimumvaluefor k is 11.

givenmandn is

d3:8
1

m
n + 4:2 �

m
n

� ln 2e

This closedestimatefor thebestk in veri®cationwasderivedby re®ninga formula
from [2], m

n � ln2,whichestimatesthek thatminimizesthefalsepositiverate.Validation
of our formula's accuracy will appearin futurework.

3 Doubleand Triple Hashing

While Bloom ®lters employing morethantwo index functionscanimprove accuracy,
they werethoughtto be impracticalbecauseof the runningtime overheadthey incur.
In this sectionwe describetechniquesfor ef®ciently computingindex valuesfrom just
two or threehashvalues.Ourtechniquesaresimilar to the“doublehashing”schemefor
collision resolutionin open-addressedhashtables.While we give a shortoverview of
doublehashingbelow, a goodreferenceis Chapter11 of [4], andfor a morecomplete
accountsee[14,7].

3.1 DoubleHashingDescription

Openaddressingrefersto atypeof hashingwhereelementsarestoreddirectly in ahash
table.To insertanelementthehashtableis probeduntil anemptylocationis found,and
aqueryconsistsof probingthetableuntil eithertheelementis foundor it is clearthatthe
elementis not in the table.The probingsequenceis obtainedby applyinga sequence
of hashfunctionsto an element.Justas with Bloom ®lters, applying multiple hash
functionscan incur a signi®cantperformancepenalty. Doublehashingis an ef®cient
wayof implementingopenaddressingwhichonly usestwo hashfunctionsto generatea
probingsequence.The®rstvalue(call it x) is thestartingindex of theprobingsequence.
Givensomeindex in theprobingsequence,thenext is obtainedby addingthesecond
value(call it y). Theadditionis donemodulothenumberof indicesto ensurethat the
sumis alsoavalid index.
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Ourdoublehashingschemefor Bloom®ltersis basedonthisidea:insteadof usinga
sequenceof index functionsthatarecomputedindependently, usetwo functions,a and
b, to computevaluesx andy, andusesimplearithmeticon thosevaluesto generateall
therequiredindicesfor eachBloom®lter operation:

x := a(d) MODm
y := b(d) MODm
f[0] := x
i := 1
while i < k

x := (x + y) MODm
f[i] := x
i := i + 1

Notethatf[i] = x + i y MOD m. Althoughin thispseudocodewestoretheindex
valuesinto an array f , in actualcodewe would usethe valuesas soonas they are
computed,and,likewise,only computeasmany valuesasareneeded.

We MOD a(d) andb(d) becausewe areassumingthat a andb arestockhash
functionsthathavenotbeentailoredto outputvaluesin our index space.SPINrequires
similar MOD operationsto get index valuesfrom hashfunctions,but the designers
choseto only allow Bloom ®lter sizesthatarepowersof 2 sothatef®cientbit masking
canbeusedfor theMOD operations.Implementationof theMOD operationsaredis-
cussedin Section5.2,in whichwedescribehow to ef®ciently loosenthepower-of-two
restriction.

As presented,the algorithm hasa complicationwith respectto valuesof y. For
example,if y = 0, only oneuniqueindex is probed.Oneway to ®x this problemis to
ensurethat y is relatively non-zeroandrelatively prime to m. The way 3SPINdeals
with this issuesis discussedin Section5.3.

3.2 DoubleHashingExample

It may not be clear to thosewho are not intimately familiar with Bloom ®lters that
ourdoublehashingschemecanactuallygivehigheraccuracy thanusingjust two index
functions.Figures2, 3, and4 demonstratethatboostingk with doublehashingcanlead
to betteraccuracy.

Figure 2 shows a Bloom ®lter to which elements79, 49, and 81 are added.For
this Bloom ®lter k = 2; that is, asmany as two bits areset for eachaddedelement.
If we interpretthe ®gure as not using doublehashing,the hashfunctionsh0 and h1
serve as the index functions,and are de®nedas h0(d) = d MOD 11 and h1(d) =
(d DIV 11) MOD 11.Wecanmakethek = 2 caseof doublehashingyield thesamepair
of indicesfor all inputsbymakinga(d) = h0(d) andb(d) = (h1(d) � h0(d)) MOD11.
Recallfrom thedoublehashingalgorithmthatwecomputetheindex functionsfor dou-
blehashingwith fi(d) = (a(d) + i � b(d)) MOD m, andin ourexamplem= 11.

Adding82 in Figure2 doesnotchangeany bits in theBloom®lter and,thus,would
havecausedahashomissionif wewereexploringastatespace.If weboostk to 3 with
doublehashing,however, thecollision is avoidedandstate81wouldnotbeomitted,as
illustratedin Figure3.
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0 1 3 6 8 9 102 4 5 7

0 1 3 4 5 6 8 9 102 7

0 1 2 3 4 5 6 7 8 9 10

Add 79.

Add 49.

(No Change)Add 81.
Collision! f1(81) = h1(81) = 7

f1(49) = h1(49) = 4

f1(79) = h1(79) = 7
a(79) = 2

a(49) = 5

a(81) = 4

b(49) = 10

f0(49) = h0(49) = 5

b(79) = 5

f0(79) = h0(79) = 2

f0(81) = h0(81) = 4

b(81) = 3

Fig.2. We adddata79,49,and81 to a Bloom �lter wherek = 2 andm= 11.A collision occurs
when81 is queried/added.(We have setup the index functionsto operatesidentically with or
withoutdoublehashingwhenk = 2.)
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0 3 4 5 6 8 9 107

0 3 4 5 6 8 9 101 2 7

0 1 2 3 4 5 6 7 8 9 10

Add 79.

Add 49.

Add 81.

(No Change)

a(79) = 2
b(79) = 5

a(49) = 5
b(49) = 10

a(81) = 4
b(81) = 3

a(14) = 3
b(14) = 9

Add 14.
Collision!

f0(79) = 2
f1(79) = 7
f2(79) = 1

f0(49) = 5
f1(49) = 4
f2(49) = 3

f0(81) = 4
f1(81) = 7
f2(81) = 10

f0(14) = 3
f1(14) = 1
f2(14) = 10

1 2

Fig.3. We adddata79, 49, 81, and14 to thesameBloom �lter asin Figure2 exceptk = 3 and
doublehashingis used.A collisionoccurswhen14 is queried/added.
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Add 79.

Add 49.

Add 81.

Add 14.

6

b(81) = 3

b(14) = 9

a(14) = 3

a(81) = 4

b(49) = 10

a(49) = 5

a(79) = 2

b(79) = 5

f0(79) = 2
f1(79) = 7
f2(79) = 1
f3(79) = 6

f0(49) = 5
f1(49) = 4
f2(49) = 3
f3(49) = 2

f0(81) = 4
f1(81) = 7
f2(81) = 10
f3(81) = 2

f0(14) = 3
f1(14) = 1
f2(14) = 10
f3(14) = 8

1 2

Fig.4. This is thesameexampleasin Figure3 exceptk = 4. No collisionsoccur.
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Likewise, adding14 in Figure3 would lead to an omission.Figure4 shows that
if 4 double-hashedindex functionshadbeenusedinstead,therewould have beenno
omissions.

We have shown thatusingdoublehashingto implementmoreindex functionscan
yield betteraccuracy than just using two hashvaluesas indices,but more important
is the degreeof doublehashing's accuracy andhow that accuracy comparesto using
independenthashfunctions.

3.3 DoubleHashingAccuracy

To test the accuracy of doublehashingwith respectto the expectednumberof omis-
sions,we ran 3SPINon a 606,211-stateinstanceof PFTPusingboth doublehashing
andindependenthashfunctions,while varyingk. Figure5 containsthe results,where
eachdatapoint is obtainedby averagingover100runs.Noticethatthenumberof omis-
sionsthatoccurwith doublehashingis very similar to thenumberof omissionswe get
whenusingindependenthashfunctions.Also, thebestchoiceof k for theindependent
caseseemsto bethebestfor thedoublehashingcaseaswell.
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Fig.5. Theabove shows thenumberof omissionsfrom a 606,211-stateinstanceof PFTPwhen
varying the numberof index functionsand the speci�ed index function implementation.Each
datapoint is theaverageof 100iterations.Thecurvewith +'s is thesameasin Figure1.

To testtheaccuracy of doublehashingwith respectto theprobabilityof no omis-
sionsat all, we ran 3SPINon the same606,211-stateinstanceof PFTPwith a 2MB
Bloom ®lter usingboth doublehashingandindependenthashfunctions,with k setto
21.A theoreticalanalysisrevealsthatveri®cationwill beexhaustive93.4%of thetime,
andasTable1 demonstrates,doublehashingperformsvery closeto thetheoreticalex-
pectation,though41

2 timesfasterthantheindependenthashfunctionimplementation.
The competitive accuracy of doublehashingbreaksdown, however, if one uses

enoughmemorythat using independenthashfunctionswould have an almostunde-
tectableprobabilityof omissions,suchas1/16,000.Undersuchasetup,doublehashing
still hasomissionsabout2.5% of the time (seeTable3). This observation motivates
somethingstrongerthandoublehashingthathasvirtually thesamespeed.
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Table 1. We show the resultsof verifying a 606,211-stateinstanceof PFTPusing2MB for the
Bloom�lter , 21 index functions,andthespeci�edimplementationof thoseindex functions.Each
datapoint is theaverageof 20,000iterations.

Implementation Full coverageruns Averagerunningtime

Independent 93.281% 19.88seconds
DoubleHashing 92.793% 4.43seconds

Theoretical 93.383% N/A

3.4 Triple Hashing

In order to achieve very low probabilitiesof omission,we have extendedthe ideaof
doublehashingto whatwecall triple hashing.Theideais to useafunctionc to compute
a valuez which modi®esy at eachstep,which is initially b(d) . Theimplementation
of triple hashingis anobviousextensionto thatof doublehashing:

x, y, z := a(d) MODm, b(d) MODm, c(d) MODm
f[0] := x
i := 1
while i < k

x := (x + y) MODm
f[i] := x
y := (y + z) MODm
i := i + 1

Notethat f[i] = x + iy + i (i-1 )
2 z MOD m. The®rst of two intuitionsthatcan

explain the superiorityof triple hashingis that we utilize morehashvalues,andthus
collisionsin the Bloom ®lter arelesslikely to occur. The secondintuition is that be-
causethe function is more complicated,thereis a smallerchanceof several indices
overlappingwith severalindicesfrom asinglepreviousaddition.

Thispseudocodefor triple hashingsuggeststriple hashingwouldhavesigni®cantly
more per-k overheadthan doublehashingwould, but most of the per-k overheadin
doubleandtriple hashingcomesfrom mainmemorylatency. Table2 demonstratesthis.
Theoverheadof triplehashingvs.doublehashingatk= 20isnotnearlyenoughtomake
(Double,k = 21) fasterthan(Triple, k = 20),assumingwedonothave to computeany
morehashvalues–anassumptionthatis addressedin Section4.

Finally, in Table3 we show that triple hashingcanachieve muchhigheraccuracy
thandoublehashing.Triple seemsto comemuchcloserto whatwe expectfrom inde-
pendenthashfunctions,but triple hashingis, of course,muchfasterthanusinginde-
pendenthashfunctions,asTable2 con®rms.

4 The JenkinsHashFunction

Theprevioussectiongaveanef®cientway to reducetheproblemof computingk index
valuesfrom a stateto the problemof computingjust two or three.In this sectionwe
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Table 2. We presenttherunningtimesof verifying a 606,211-stateinstanceof PFTPusing2MB
for the Bloom �lter , the speci�ed numberof index functions,andthe speci�ed implementation
of thoseindex functions,althoughall implementationsdid thesameamountof hashcomputation
whetherneededor not.

Implementation Index functions Averagerunningtime

Double 21 3.78seconds
Triple 21 3.84seconds
Double 20 3.61seconds
Triple 20 3.73seconds

Independent 21 9.36to 19.88s(seeTable4)

Table 3. We show the resultsof verifying a 606,211-stateinstanceof PFTPusing3MB for the
Bloom �lter , 30 index functions,andthespeci�ed implementationof thoseindex functions.We
use100,000iterationsfor eachimplementation,which is insuf�cient for quantifyingtheaccura-
cieswith any precision,but doesgivestrongindicationof themagnitudes.

Implementation Proportionof runswith any omissions

DoubleHashing 1 in 40
Triple Hashing 1 in 10,000

Theoretical 1 in 16,352

show how to getthemostdataoutof apopularhashfunctionandcomputethesetwo or
threevaluesin muchlesstime thanthedefault con®gurationof SPIN4.0.7computed
thetwo hashvaluesfor k = 2 bitstatehashing.

4.1 Getting the most fr om Jenkins

Becauseof its high quality andfastspeed,Bob Jenkins'LOOKUP2hashfunction[13,
12] is a popularchoiceamongimplementersof hashtablesandBloom ®lters;afterall,
thefunctionis thedefault hashfunctionin SPIN4.0.7.Eventhoughit only producesa
32-bit value,thefunctionis oftenusedto producelargervaluesor sequencesof values
by calling thefunctionmultiple timeswith differentseedvalues.

If we take a look at theLOOKUP2function,however, we seethat it propagatesa
full 96bitsof dataasit iteratesover theinput.Whatthefunctionreturnsis justa32-bit
fragmentof the propagated96 bits. Although the word returnedis the only one that
satis®escertainpropertiesthatcanbetestedin Jenkins'lookup2.c[12], we have found
thatfor ourpurposes,extractingall threewordsfrom asinglerunof Jenkinsis aboutas
goodascalling thefunctionthreetimes.
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4.2 Accuracy Validation

FirstwerantestsonJenkinstomakesurethateachof thethreeoutputwordsareuniform
ontheirown. If thiswerenot thecase,two suf®ciently large1, unique,randomly-chosen
inputswould have betterthana 1 in 232 chanceof producingthesame32-bit word of
output.Equivalently, a 32-bit outputis not uniform if inputshave betterthana 1 in 28

chanceof their outputmatchingoneof 224 uniqueoutputs.Runningexactly this test
repeatedlyfor eachoutputwordyieldedprobabilitiesthatquickly convergedat1 in 28,
asdesired.

Next wesoughtto evaluatepairwiseindependenceamongthethreepairingsof out-
putwords.Wefollowedasimilarprocedureto thatabove,exceptwewereattemptingto
establishtheuniformity of a 64-bit output.Observingonly onerepeated64-bit output,
we wereunableto put anupperboundon theentropy in theoutput,but our resultsin-
dicatetheentropy is likely greaterthan60bits for eachpairof words,leaving nodoubt
thatextractingmorethanoneword from Jenkinsgivesusaccessto substantiallymore
hashinformation,if nota full 96bits.

Fromamorepracticalstandpoint,we ranteststo validatethatusingall threewords
from eachcall to Jenkinsgivesaboutthe sameaccuracy in a Bloom ®lter ascalling
Jenkinsthreetimes.Table4 shows the resultsof 20,000executionseachfor two ver-
sionsof SPIN,bothof which use21 index functions.The“Slow Jenkins”versionuses
separatecalls to Jenkinsfor eachindex function—upto 21 calls for eachBloom ®l-
ter operation.The “FastJenkins”versionusesthreewords from eachcall to Jenkins
and, thus, incurs a maximumcost of seven Jenkinscalls per operation.We actually
observed slightly higheraccuracy with “FastJenkins,” but the resultsarenot statisti-
cally signi®cantenoughto establishthatrelationship.Theresultsdoestablishthatboth
implementationsyield accuracy exceptionallycloseto whatis expectedin theory.

NOTE: Thesetestsdo not utilize doubleor triple hashing;the combinationof all
techniquesis testedandvalidatedin Section6.

Table 4. We show the resultsof verifying a 606,211-stateinstanceof PFTPusing2MB for the
Bloom �lter , 21 index functions,andthespeci�ed implementationof thoseindex functions.We
ran20,000iterationsof eachimplementation.

Implementation Full coverageruns Averagerunningtime

Slow Jenkins 93.281% 19.88seconds
FastJenkins 93.339% 9.36seconds

Theoretical 93.383% N/A

1 Wetestedusingsevenwordsof input.
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4.3 SpeedBoost

Table4 alsoincludesexecutiontimesfor the“Slow Jenkins”versionandthe“FastJenk-
ins” versions.Hashcomputationclearlydominatesthe total executioncost,becausea
67%reductionin hashcomputationtimeresultedin a53%reductionin overall required
executiontime.

The “FastJenkins”versionutilizing threeindex functionsrunsmorequickly than
theJenkinscon®gurationof SPIN4.0.7,whichusestwo index functions,because“Fast
Jenkins”cangenerateaboutthreeindex functionswith a singlecall to Jenkins.The
resultsof thesetestsarein Table5. TheJenkinscon®gurationof SPIN4.0.7is thek = 2
caseof whatwehave beencalling “Slow Jenkins”.

Table5. Weshow theexecutiontimesfor verifying a606,211-stateinstanceof PFTPusing2MB
for the Bloom �lter . The numberandimplementationof the index functionsis indicatedin the
table.

Implementation Index functions Averagerunningtime

SPINJenkins 2 2.57seconds
FastJenkins 2 1.86seconds
FastJenkins 3 2.09seconds

5 Arbitrary Memory Utilization

Two restrictionson the amountof memorythat can be utilized by a Bloom ®lter in
SPIN canhave profoundeffectson the accuracy of bitstateveri®cation.The ®rst and
mostclearlydebilitatinglimitation is theupperlimit on theamountof memorythatcan
bededicatedto aBloom®lter, 512Megabytes2. Thesecondlimitation is thattheBloom
®lter in SPINcanonly besizedto bea power of two. Theimpactof bothlimitationsis
great:theoreticalanalysisshows thata userof accuratebitstateveri®cationwho dedi-
cates768MBof memoryto theBloom®lter insteadof 512MBcouldhavea1 in 10,000
chanceof any omissionsinsteadof 1 in 5.

5.1 Incr easingthe Maximum

Thereasonfor SPIN'smaximumof 512Megabytesdedicatedto theBloom®lter is that
512Megabytesis equalto 232 Megabits, and32-bitvaluesareusedto index into thebit
vector. Theproblemis thatasbyte-or word-addressedmemoriesgetcloseto thesize
of their addressspace,singlewordsbecomeinsuf®cient for addressingindividual bits
acrossmostof memory. Thecomputermarket is currentlyexperiencingthis problem,
in whichmany 32-bitmachinesaresoldwith morethan512Megabytesof memory.

2 SPIN4.0.7would actuallyonly work with up to 256MBfor us,but analysissuggeststhatthis
is animplementationbugandnotadesign�a w.
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Any solutionto this problemwould almostcertainlyinvolve morecomputation,so
thebestsolutionis likely to beonethateliminatestheneedfor someexisting compu-
tation.An exampleof suchexisting computationis theprocessof dividing a bit vector
index into a word or byteindex andanindex of thebit within thatword or byte.These
operationsboil down to dividing by somesmall power of two andtaking the modu-
lus with that samepower of two, which canbe implementedwith bit shifting andbit
masking,respectively.

Our solution,which we call “parallel indexing,” accommodatesany addressable
amountof memoryand eliminatesa little bit of previously requiredper-k computa-
tion by computingword indexesandbit-within-word indexesindependently. Consider
having two setsof index functions:F0;F1; : : : ;Fk� 1 give theaddressesof thewordsto
retrieveand f0; f1; : : : ; fk� 1 tell whichbit to extractfrom eachword.Wecanapplytriple
hashingon anA, B, andC to get theFi valuesandthesameon a, b, andc to get the fi
values.Becausenoneof thesefunctionsis ever requiredto returnmorebits thancanbe
storedin aword, thecomputationis simple.

5.2 PreciseGranularity

Modifying SPINto useany speci®edamountof memoryfor theBloom®lter is simple,
but ensuringthataccuracy is maintainedandthat theimplementationis ef®cient is not
aseasy. The simpleanswerto usingany amountof memoryis to allocatethat much,
and then MOD hashfunction resultsby the appropriatevalue whenever indexes are
computed.

Accuracy The ®rst problemwith the simple answeris that MOD-ing by any value
canaffect theaccuracy of thedatastructure.Considera casein which oneis not using
“parallel indexing” andallocatesabout 2

3rdsof 232 bits, about341MB, for theBloom
®lter. If weMOD theresultof a32-bithashfunctionto getanindex, the®rst half of the
indexesaretwice aslikely to bechosenasthesecondhalf. We canthink of theMOD
operationasputting the input valuesinto m equivalenceclasses.No matterhow hard
we try to make thedistribution amongclassesmoreuniform thanwhatMOD givesus,
if wehave50%moreelementsthanequivalenceclasses,half of theclassesaregoingto
containtwo elementsandhalf aregoingto containoneelement.

Our choiceof indexing wordsasopposedto bytesin theparallelindexing scheme
lessensthe impactof the uniformity problemby a factorof four (in the 32-bit case),
makingtheproblemunlikely to everhaveanobservableimpact.Whereasbyteindexing
gave a worst caseof someindexesbeingtwice aslikely to be chosenasothers,word
indexing yields a worst caseof somebeing25% more likely. So even if m is a few
Gigabytes,thedifferenceis not signi®cant,asTable6 reveals.

Speed Thesimplesolution's secondproblemis thatMOD operationson arbitraryval-
uesaremuchmorecostlythan,for example,takinga moduluswith respectto a power
of two, which canbeimplementedwith bit masking.In fact,outsideof SPINwe have
observed C's unsignedmodulusoperatorto be ten timesasslow asbit maskingon a



14 P. C. Dillinger andP. Manolios

Table6. Weshow theresultof verifying a723,035-stateinstanceof LEADER using2MB for the
Bloom �lter and17 independentindex functions,while varyingtheratio of theprobabilityof an
index landingin the �rst half of thebit spaceover thesecond.Eachdatapoint is theaverageof
420iterations.

Case Ratio % of full coverageruns

Byte indexing 2 : 1 16.16%
Word indexing 5 : 4 39.29%
Uniform 1 : 1 41.19%

Pentium4. Which MOD operationscan we optimize away if using doubleor triple
hashingandtheparallelindexing scheme?

The ®rst observation is that the rangeon the bit-within-word indexesarealways
powersof two and,thus,canbeoptimizedwith bit masking.

While it is importantfor the a valuesin computingword indexesto have a fairly
uniform distribution over all possibleindexes,cheatingon b andc doesnot sacri®ce
asmuch.In fact,we canMOD with respectto the greatestpower of 2 lessthanm to
computevaluesfor b andc, enablingusto usebit maskingfor these.

Although we have reducedthe numberof unoptimizedMOD operationsfor the
initialization phaseof eachBloom ®lter operationto just one(computinga), themost
importantMOD operationsto optimizearethosethathappenwithin the iterationpart
of eachBloom ®lter operation,executingas many as k times for eachBloom ®lter
operation.

In the triple hashingcase,we cancheateven further on the rangesof valuesfor
b and c and eliminatethe MOD for y := y + z altogether. More speci®cally, if
b+ c� k < m theny (initialized to b) will never over�ow with respectto m, becausey
only needsto beincrementedby z (whosevalueis c) k� 1 times.

The following observation allows us to speedup the MOD for x := (x + y) :
on eachiterationof the loop we areguaranteedthat0 � x < m and0 � y < m. Thus,
0 � x + y < 2m, leaving only two casesto handle:(x + y) MOD m= x + y (if x + y <
m) and(x + y) MOD m= x + y � m (otherwise;m � (x + y) < 2m). We updatethis
line from thepseudocodeto re�ect theoptimization:

x := (x + y) MODm

to betheselines:

x := x + y
if (x >= m) then x := x - m

Thenew codeis muchmoreef®cient,asthegraphin Figure6 shows. The fasterver-
sion in thegraphimplementstriple hashingandall theoptimizationsdiscussedin this
section,requiringjustoneunoptimizedmodulusperBloom®lter operation.Theslower
versiondoesnot usethe optimizationjust described,requiring up to k unoptimized
modulusoperationsperBloomoperation.
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Fig.6. This graphplotsveri�cation timesfor PFTP5(n = 606;211)anddepictsthedifferencein
executiontimesresultingfrom optimizing k � 1 modulusoperationsper Bloom operation.k is
variedfrom 1 to 27 to beoptimalwith respectto m=n.

Onethingto noticeaboutthetimesre�ectedin thegraphis thatwhenever themem-
ory spaceis apowerof two, bothimplementationsrunat thesameslightly fasterspeed.
Ourmodi®edversionof SPINdynamicallypickstheimplementationbestsuitedfor the
choicesof mandk. Thereareimplementationsoptimizedfor whenmis apowerof two
and,orthogonally, for whenk � 2.

Fromtheobservationthatthepowerof two casesareoptimizedin thegraph,wesee
that even after our optimizationsfor utilizing arbitrarymemory, we canstill incur an
executionspeedcostof up to a few percent.Suchanoverheadis likely to bewell worth
thecostif it enablessomeoneto usenearlytwiceasmuchmemory.

5.3 With Our 96-bit Jenkins

In thisshortsectionwerevealthesynergy betweenthevariousapproachesto improving
thespeedandaccuracy of bitstateveri®cationin SPIN.

With the 96 bits we get from a single call to Jenkins,we have enoughhashin-
formation to effectively utilize triple hashing,parallel indexing, andprecisememory
utilization.We call our versionincorporatingall of theseenhancements“Triple SPIN,”
or 3SPINfor short.Figure7 hasthe precisebreakdown of hashinformationusedin
3SPIN.

A, B, andC give 3SPINtriple hashingon theword indexes,anda andb give dou-
ble hashingon the bit-within-word indexes.Notice that we only use4 bits for b even
thoughit couldbea5-bit value;thereasonis thatmakingb odd(by multiplying by two
andaddingone)ensuresthatevery bit-within-word index is uniqueup to k = 32.This
guaranteeensuresthateachBloom ®lter operationaddressesk uniquebit positionsin
thebit vector.



16 P. C. Dillinger andP. Manolios

Original Jenkins word 2nd Extra Jenkins word1st Extra Jenkins word

B
a b

A C(32 bits; mod by m)

(up to 30 bits)

(5 bits)

(4 bits; odd)

(up to 23 bits)

Fig.7. Theabovediagramshowshow weutilize the96bitsof outputfrom Jenkins.

6 Overall Evaluation

In thissectionweevaluate3SPIN,thesystemincorporatingall thetechniquesdescribed
in this paper. Figure8 shows that the observed averageomissionsfor the variousim-
plementationsis soclosethatit is hardto detectany differences.As previoustestshave
shown, wewouldneedmany high-accuracy runsto haveachanceof distinguishingthe
implementationsbasedonaccuracy.

Figure8 alsoshows theexecutiontimesfor the tests.Unlike thenumberof omis-
sions,theexecutiontimesareprofoundlydifferent,with ourtechniquestakingabout1/4
thetimeof theimplementationnot takingadvantageof our improvementswhenk = 14.
Noticealsothatour k = 14 takeslessthantwice asmuchtime asour k = 2—afar cry
from Holzmann's experiencewith independenthashfunctions[11,10], whichsuggests
k = 14 to beseventimesasslow.

Figures9 and10 show the resultswhenvariousamountsof memoryareavailable
for allocationto theBloom®lter. Noticethattheversionsthatdonot incorporateany of
ourenhancementsfor arbitrarymemoryallocationto theBloom®lter canonly utilize an
amountof memoryequalto thegreatestpowerof two notgreaterthanm. For example,
when48MB is available,theunenhancedversionsactasif only 32MBsareavailable,
becausethat is the most the usercanspecifywithout requiringmore than48MB. If
only 32MB is available,all versionsusingthe bestk (14 in this case)expectaround
100 omissions,but when 48MB is available,3SPIN expectsabout1/100thas many
omissions.Even though3SPINis usingk = 21 to make bestuseof the48MB, it runs
in about2/3rdsthe time. If, onceagain, only 32MB wereavailable,3SPINwould run
in abouthalf thetimeof theversionwith independenthashfunctions.

Theversionusingtwo independentindex functionswasincludedin Figures9 and10
to re�ect what is availablein the latestversionof SPIN,4.0.7.Accordingto thesere-
sults,3SPINcanutilize about7 index functions(m= 14MB in thiscase)asfastasSPIN
4.0.7canutilize two, andat thatpoint 3SPINexpectsabout1/13thasmany omissions,
partially becauseit is utilizing morememoryandpartially becauseit is usinga more
suitablek.

Our lastsetof experimentalresults(Table7) justcon®rmthatour resultsgeneralize
to modelsotherthanthosewehave usedin therestof thepaper.
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Fig.9. Herewe have plottedthenumberof omissionsfrom PFTP(D=1,Q=2)for variousimple-
mentationsandvariousamountsof memoryavailableto theBloom �lter . Noticethatimplemen-
tationsonly supportingpower-of-two granularitywill only utilize thegreatestpower of two less
thanor equalto theamountavailable.Eachdatapoint is theaverageoverabout20 iterations.

Table 7. Validationof our approachesusingmodelsotherthanPFTP. In eachcase,all our tech-
niquesandoptimizationsareused.Thek valuesareannotatedwith eitherª(opt)º,indicatingthat
thechoicewasoptimalfor mandn, or ª(sub)ºindicatingwechoseak differentfrom theoptimal.
All thesemodelsareincludedin theSPINdistribution.

Model States m k % runsfull Expected Iterations

Peterson4 7,308,888 32MB 25(opt) 99.11% 99.15% 336
Leader7 723,035 3MB 8 (sub) 77.34% 75.69% 331
Sort9 2,509,313 8MB 20(opt) 59.88% 63.38% 329
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Fig.10. This graphshows timesfor theexecutionsin Figure9. Note that four implementations
usetheoptimalvaluesfor k, whichrangefrom 1 to 27dependingonm. Theotherimplementation,
SPIN4.0.7,alwaysusesk = 2, whichexplainswhy it becomesthefastestatm= 14MB.

7 Conclusionsand Futur eWork

Early work by Holzmannand othershasshown the utility of the Bloom ®lter data
structurefor probabilisticallyverifying systemswith explicit statemodelcheckers[9].
Themainparameterfor tuninga Bloom ®lter is thenumberof hashfunctionsused,k,
but thereis a tensionbetweenaccuracy andef®ciency, assmallvaluesof k leadto fast
runningtimes,but thevalueof k thatyieldsthebestaccuracy maybequitelarge.SPIN
is optimizedfor speed,and,thus,it only allows k to be1 or 2. Holzmannjusti®edthis
choiceby pointingout that runninga well-tunedmodelchecker with 2 hashfunctions
canbe j

2 timesfasterthanusing j hashfunctions.The belief wasthat onecould get
accuracy or ef®ciency, but notboth.

Weshow thatyoucanhaveyourcakeandeatit too.Wehaveentitledthispaper“Fast
and AccurateBitstateVeri®cationfor SPIN,” becausethat is exactly whatwe provide
with 3SPIN,a systemwe developedby modifying SPIN 4.0.7.Key componentsof
3SPINincludeourdoubleandtriple hashingtechniquesfor Bloom®lters,whichgreatly
reducetheexecutiontimeof highly-accuratebitstateveri®cation.In fact,3SPINcanuse
about7 hashfunctionswhile runningasfastasSPIN(using2 hashfunctions).

3SPINalsohastheability to useasmuchmainmemoryfor theBloom ®lter asis
available,whereasSPIN only allows the sizeof the Bloom ®lter to be a power of 2,
up to 512MB.Themotivationbehindthis improvementis simple:usingmoreavailable
mainmemoryfor theBloom ®lter alwaysimprovestheexpectedaccuracy of a bitstate
search.For example,by using just 50% morememorythanSPIN allows, we canbe
2,000timeslesslikely to have anomission.

For future work, we plan to explore the useof Bloom ®lters in veri®cationfrom
a more analyticalstandpointand to examinethe impact of this work on techniques
suchassequentialmultihashing[10]. We alsoplanto compareour techniquesto other
probabilisticveri®cationtechniquessuchashashcompaction[15,16].
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