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Abstract. Bitstatehashingn SPINhasprovedinvaluablein probabilisticallyde-
tectingerrorsin large models but in mary casesthe numberof omittedstatess
muchhigherthanit would be if SPIN allowed morethantwo hashfunctionsto
be used.For example,addingjust onemorehashfunction canreducethe proba-
bility of omitting statesatall from 99%to under3%. Becauséashcomputation
accountdor an overwhelmingportion of the total executioncostof bitstatever

i cation with SPIN, addingadditionalindependenhashfunctionswould slow
down theprocesgremendouslyWe presenef cient waysof computingmultiple
hashvaluesthat, despitesacri cing independencegive virtually the sameaccu-
ragy and evenyield a speedimprovementin the two hashfunction casewhen
comparedo the currentSPINimplementation.

Anotherkey to accuratebitstatehashings utilizing asmuchmemoryasis avail-
able.ThecurrentSPINimplementations limited to only 512MB andallows only
power-of-two granularity(256MB, 128MB, etc). However, using768MB instead
of 512MB couldreducetheprobabilityof asingleomissiorfrom 20%to lessthan
onechancen 10,000,which demonstratethe magnitudeof both the maximum
andthegranularitylimitation. We have modi ed SPINto utilize arny addressable
amountof memoryanduseary numberof ef ciently-computedhashfunctions,
andwe presenempiricalresultsfrom extensie experimentatiorcomparingvar
iouscon gurationsof our modi ed versionto the original SPIN.

1 Intr oduction

“Bitstate veri®cation”[10] is atermthathasbeenusedby the modelcheckingcommu-
nity to referto explicit-statemodelcheckingwith Bloom ®lters. Explicit-statemodel
checlers,suchasHolzmanns SPIN, have beenusedwith greatsuccessn a variety of
domainsjncludingveri®cationof ®nite-stateconcurrensystemssuchascachecoher
enceandnetwork protocols.

Much of theresearchin modelcheckingis focusedon tackling the stateexplosion
problem alinearincreasen thenumberof componentteadsto anexponentiaincrease
in thesizeof theresultingmodels Stateexplosionis a particularlyacuteproblemin the
contet of explicit modelcheckingasmemoryrequirementslependinearly onthesize
of the statespace Becausehe mostef®cient explicit-statetechniquescall for storing
thesetof all visited statesn corememory makingthe representatioof thevisited set
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morecompacimeandargermodelscanbeexploredmorequickly. By resortingto prob-
abilisticmethodsf storingthevisitedset,therepresentationanbemadeexceptionally
compactenablingmuchlarger statespacego be tackledef®ciently. The dravbackof
probabilisticmethods,of course,is that thereis a possibility of omitting stateswith

errors.

TheBloom ®lter is apopularchoiceof datastructurefor compactlystoringsets[2].
Themainparametefor tuningaBloom ®lter is thenumberof hashfunctionsused.and
thebitstatemodeof SPINutilizesa Bloom ®lter with 2 hashfunctions.In [17], Wolper
and Leroy promoteusing 20 hashfunctionsinsteadof Holzmanns choiceof just 2,
for in mary casesSPIN would be more accuratef more hashfunctionswere used.
However, Holzmannnotesthatthe choiceof 2 “wasadoptedn SPINasa compromise
betweerruntimeexpenseandcoverag€, andexplainswhy usingmorehashfunctions
is impractical[11]:

In awell-tunedmodelchecler, therun-timerequirement®sf thesearchdepend
linearly on k[, the numberof hashfunctionsused]:computinghashvaluesis

the singlemostexpensve operationthatthe modelchecler mustperform.The

largerthevalueof k, thereforethelongerthe searchHor errorswill take. In the

modelchecler SPIN,for instancearunwith k = 90wouldtake approximately
45timeslongerthanarunwith k= 2.

We have discorereda Bloom ®lter enhancemerthatgivesvirtually the sameeffect
as using more independenhashfunctions,but at a fraction of the runtime cost. For
example thistechniquealonecanproducethe effect of 20 hashfunctionswith only 2.3
timesthe costof using2 hashfunctions—#ar from Holzmanns factorof 10. In the pro-
cessof incorporatingour techniquento SPIN, we discoseredotherwaysof improving
thespeedandaccuray of bitstateveri®cationin SPIN.More speci®cally we shav that
making moreintelligentuseof the Jenkinshashfunction[13] cansigni®cantlyspeed
up veri®cation.We tackleissuesassociatedavith accommodatingn arbitrary amount
of memory andshav how this simpleissuecan easily make ordersof magnitudeof
differencen the possibility of incompletecoverage.

This paperis orientedtoward describingandevaluatingimplementatiorconsidera-
tionswe madewhenimplementingour modi®edversionof SPIN. The analysisof our
techniquesn this paperis mostly experimental;a moreformal, mathematicahnalysis
of our techniquewill appearelsavhere.We referto our systemas“Triple SPIN; or
3SPIN,whichis availableon the Webfor download[5].

Marny experimentalresultsare presentedhroughout All timings weretakenon a
2.53GhzPentium4 with 512MB of RDRAM running Red Hat Linux 7.3. We used
version3.1.1 of the GNU C compiler with third-level generaloptimizationsand all
Pentium4-speci®coptimizationsenabled.

To combatthe stateexplosionproblem,in additionto hashing—themain topic of
this paper—explicit statemodelcheclersusetechniquessuchas partial orderreduc-
tions[6, 8] andsymmetryreductiond3]. Theimprovementdo bitstateveri®cationdis-
cussedn this paperdo not affect its compatibility with thesetechniquesbut we have
disabledreductiondn all of ourtestsin orderto easilymeasureccuragy.

This paperis organizedasfollows. In Section2 we give anoverview of Bloom ®I-
tersandshaow thatthey are quite sensitve to the numberof hashfunctionsused,e.g.,
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theexpectedhumberof omissionsvhenusingtwo hashfunctionscanbe severalorders
of magnitudegreaterthanthe numberof expectedomissionswhenusingthe optimal
numberof hashfunctions.Bloom ®lters emplo/ing morethantwo hashfunctionswere
thoughtto be impracticalbecausef the runningtime overheadhey incur, but in Sec-
tions 3 and4 we presennew techniquego addresghisissue.ln Section5 we address
the memorylimitationsimposedby the currentimplementatiorof bitstateveri®cation
in SPIN,version4.0.7.We wrapup with experimentalesultsincorporatingall thetech-
niquesfrom the paperin Section6, andgive conclusionsandfuture directionsfor the
researchin Section?.

2 Bloom Filters in Veri cation

In this sectionwe overview Bloom ®lters and considerin more detail the trade-ofs
involved in a Bloom ®lter andhow theseapply in the realm of veri®cation.We also
presensomeanalysishatsetsup a framevork for evaluatingour results.

For the basicswe turnto Bloom himself[1]:

[A Bloom ®lter] completelygetsaway from the corventionalconceptof or-
ganizingthe hashareainto cells. The hashareais consideredasN individual
addressablbits, with addresse8 throughN 1. It is assumedhatall bitsin
thehashareaare®rst setto 0. Next, eachmessagn thesetto bestoredis hash

codedinto anumberof distinctbit addressesayas, ay, ..., aq. Finally, all d
bits addressetly a; throughay aresetto 1.
To testa new message sequencef d bit addressessaya?, &, ..., aJ, is

generatedn the samemannerasfor storinga messagelf all d bitsarel, the
new messagés acceptedif any of thesebitsis zero,the messagés rejected.

In this paper we referto thed functionsthatproducetheindicesinto thebit vector
asthe“index functions”andusem; k; andn to representhesize,in bits, of the Bloom
®lter, thenumberof index functionsused andthe numberof objectsaddedo theBloom
®lter, respectiely.

AlthoughBloom ®lters canbe very compactthe downsideis thatwhena member
shipqueryindicateshatanelementis in the Bloom ®lter, thereis a certainprobability
of an error—thatis, of a false positive If we assumehatthe index functionsarein-
dependentind uniform, thenthe probability that an index function doesnot selecta
speci®chitisp= 1 n% After insertingi elementsnto the Bloom ®lter, theprobability
that a speci®chit is still 0 is g. Therefore the probability of a falsepositive, afteri
elementshave beenaddedo the Bloom ®lter, is 1 p4 *.

While the falsepositive rateis the primary metric for evaluationand optimization
in mary applicationsof Bloom ®lters [2], the way we useBloom ®ltersin veri®cation
givesrise to two moremeaningfulmetrics:the expectednumberof omissionsandthe
probability of having no omissions.

We computethe expectednumberof omissionswhenattemptingto addn distinct
statedy addingtheprobabilityof afalsepositve wheni stateshave alreadybeenadded
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to theBloom ®lter, asi rangefromOton 1.

To computetheprobabilityof no omissionsatall, we startby notingthatin aBloom
®lter containingi elementsthe probability that addinga new elementdoesnot lead
to an omissionis just 1 minusthe probability of a falsepositve, 1 1 pX “ The
probability of therenotbeinganomissionatall is just the productof therenotbeingan
omissionasi rangefromOton 1:

n

R
[N
=

Il
o

Both veri®cationmetrics,the numberof expectedomissionsandthe probability of
no omissionsdependon m; n; andk. We have very little control over the valuesof m
andn, asmis boundby the amountof memorywe have available(the morethebetter)
andn is the sizeof the transitionsystemunderconsiderationTherefore to obtainthe
bestresultsfor a®xedm andn, we have to choosethe appropriatevalueof k. Figurel
shaws thatthe expectednumberof omissionds quite sensitve to the numberof index
functionsused(notethatwe usea log scaleon the y-axis). We ran 3SPIN, calling the
Jenkinshashfunction k times, and usinga 1MB Bloom ®lter on an instanceof the
PFTPproblemconsistingof 606,211statesWe variedk from 1 to 32 andwe report
the actualnumberof omissions,averagedover 100 runs. Notice that the numberof
omissionswhen using two index functionsis abouttwo ordersof magnitudegreater
thanthe numberof omissionsvhenusingelevenindex functions.

Thesecondcurve in Figure1l shawvs the numberof expectedomissionsasgivenby
theformulaabove for n equalto 606,211 Thereis a sizablegapbetweerthetwo curves
whichat®rstonemaythink is dueto less-than-ideahdex functions but thedisparityis
actuallycausedy a shortcomingof the theoreticalanalysiswhich only considerone
of two typesof omissionsHash omissions"arethosestateshatareomittedbecause
of falsepositive Bloom ®lter queries.“Transitve omissions’arethosestatesthat are
never reachedbecausehey are madeunreachabldy other omissionsand, thus,are
never queriedagainstthe Bloom ®lter. The gapin Figurel is mostly dueto transitve
omissionsij.e., in our implementatiorthereis an obserable numberof states(out of
the606,211in total) thatarenever evenconsideredThetheoreticabnalysigs farfrom
uselesshowever, for asthe ®gure shavs, minimizing the numberof hashomissions
tendsto alsominimizeall omissions.

More signi®cantly if thenumberof hashomissionss zero,thenumberof transitve
omissionsis alsozero; consequentlythe probability of no hashomissionsis alsothe
probability of no omissionsaltogetherUnlike expectedomissionsthe probability of
no omissionanatchesalmostexactly experimentakesults(seeTablel), justifying our
“transitive omission”argumentfor thedisparityin Figurel.

We have seenthatusingthe optimumnumberof index functionsis very important
in gettingthe mostaccuray out of Bloom ®lters. While an analysisshaving how to
choosek is beyond the scopeof this paper a usefulformulafor estimatingthe bestk
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Fig. 1. We shaw the expectedand obsered omissionsout of 606,211statesusing1MB for the
Bloom lter, ask is varied. Thetheoreticabptimumvaluefor k is 11.

givenmandn is
mis M
d3:8 n+42 = In2e
This closedestimatefor the bestk in veri®cationwasderived by re®ninga formula
from[2], ¥ In2, whichestimateshek thatminimizesthefalsepositive rate.Validation
of our formula's accurag will appeain futurework.

3 Doubleand Triple Hashing

While Bloom ®lters employing morethantwo index functionscanimprove accurag,
they werethoughtto be impracticalbecausef the runningtime overheadhey incur.
In this sectionwe describeiechniquegor ef®ciently computingindex valuesfrom just
two or threehashvalues Ourtechniquearesimilarto the“doublehashing”schemdor
collision resolutionin open-addressdaashtables.While we give a shortoverview of
doublehashingbelaw, a goodreferencds Chapterll of [4], andfor a morecomplete
accountsee[14,7].

3.1 Double Hashing Description

Openaddressingefersto atypeof hashingvhereelementsarestoreddirectlyin ahash
table.To insertanelementhehashtableis probeduntil anemptylocationis found,and
aqueryconsistof probingthetableuntil eithertheelemenis foundorit is clearthatthe
elementis notin the table. The probingsequencés obtainedby applyinga sequence
of hashfunctionsto an element.Justas with Bloom ®Iters, applying multiple hash
functionscanincur a signi®cantperformancepenalty Double hashingis an ef®cient
way of implementingopenaddressingvhich only useswo hashfunctionsto generate
probingsequencelhe®rstvalue(callit ) is thestartingindex of theprobingsequence.
Givensomeindex in the probingsequencethe next is obtainedby addingthe second
value(call it y). The additionis donemodulothe numberof indicesto ensurethatthe
sumis alsoavalid index.
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Ourdoublehashingschemdor Bloom®ltersis basednthisidea:insteadf usinga
sequencef index functionsthatarecomputedndependentlyusetwo functions,a and
b, to computevaluesx andy, andusesimplearithmeticon thosevaluesto generatall
therequiredindicesfor eachBloom ®lter operation:

x = a(d) MODm
y = b(d) MODm
fl0] := x
i =1
while i < k
X = (x +y) MODm
f[i] = X
=1+ 1
Notethatf[i] = x+ iy MOD m. Althoughin this pseudocodeve storetheindex

valuesinto an arrayf , in actualcodewe would usethe valuesas soonasthey are
computedand,likewise,only computeasmary valuesasareneeded.

We MOD a(d) andb(d) becauseve areassuminghata andb arestockhash
functionsthathave not beentailoredto outputvaluesin ourindex space SPINrequires
similar MOD operationsto get index valuesfrom hashfunctions,but the designers
choseto only allow Bloom ®lter sizesthatarepowersof 2 sothatef®cientbit masking
canbe usedfor the MOD operationsimplementatiorof the MOD operationsaredis-
cussedn Section5.2,in which we describenow to ef®ciently loosenthe power-of-two
restriction.

As presentedthe algorithm hasa complicationwith respectto valuesof y. For
example,if y = 0, only oneuniqueindex is probed.Oneway to ®x this problemis to
ensurethaty is relatively non-zeroandrelatively prime to m. The way 3SPIN deals
with thisissuesds discussedh Section5.3.

3.2 Double Hashing Example

It may not be clearto thosewho are not intimately familiar with Bloom ®Iters that
ourdoublehashingschemecanactuallygive higheraccurag thanusingjusttwo index
functions.Figures2, 3, and4 demonstrat¢hatboostingk with doublehashingcanlead
to betteraccurag.

Figure 2 shawvs a Bloom ®lter to which elements79, 49, and 81 are added.For
this Bloom ®lter k = 2; thatis, asmary astwo bits are setfor eachaddedelement.
If we interpretthe ®gure as not using double hashing,the hashfunctionshy and h;
serne asthe index functions,and are de®nedas hO(d) = d MOD 11 and hl(d) =
(d DIV 11) MOD 11.We canmakethek = 2 caseof doublehashingyield the samepair
of indicesfor all inputsby makinga(d) = h0(d) andb(d) = (h1(d) hO(d)) MOD11.
Recallfrom thedoublehashingalgorithmthatwe computetheindex functionsfor dou-
ble hashingwith fj(d) = (a(d) + i b(d)) MOD m, andin ourexamplem= 11.

Adding 82in Figure2 doesnot changeary bitsin theBloom ®lter and,thus,would
have causedh hashomissionif we wereexploring a statespacelf we boostk to 3 with
doublehashinghowever, thecollisionis avoidedandstate81 would notbe omitted,as
illustratedin Figure3.
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f0(79) = h0(79) =2 4(79) =2

Add 79. —
o |1 9 |10 f1(79) =h1(79) =7 p(79) =5
i f0(49) =h0(49) =5 549y =5
e PP f1(49) = h1(49) =4 p49) = 1
f0(81) = h0(81) = 4 =
Add8l. < (No Change) o

Collision! [ T, f1(81) =h1(81) =7 pg1)=3

Fig. 2. We adddata79, 49,and81to aBloom lter wherek= 2 andm= 11.A collision occurs
when81 is queried/added(We have setup the index functionsto operateddentically with or
withoutdoublehashingwvhenk = 2.)

079 =2 479)=2
f(19=7  pi9)=5
9 10 f2(79)= 1

049 =5 4495
149 =4 g =10
s 10 f2(49) =3

0B =4  g1)=4
f8)=7  p@e1)=3
f2(81) = 10

fo(14) =3 -
Change) fl(14)=1 ZSZ; - g
9 10 f2(14) = 10

Add 14. <
Collision!

Fig. 3. We adddata79, 49, 81, and14 to the sameBloom Iter asin Figure2 exceptk = 3 and
doublehashings used A collision occurswhen14is queried/added.

fo(79) = 2
fre)=7  a79)=2
279)=1  b(79)=5
t3(79) = 6

fo(49) = 5

fi(49)=4  a(49)=5
f2(49)=3  b(49) =10
3(49) = 2

fo(81) = 4

fliey=7 aBy=4
f2(81)=10 b(81)=3
f3(81) = 2

fo(14) = 3

fl4y =1 a4 =3
f2(14)=10  b(14)=9
f3(14) = 8

Fig. 4. Thisis the sameexampleasin Figure3 exceptk = 4. No collisionsoccur
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Likewise, adding14 in Figure 3 would leadto an omission.Figure4 shaws that
if 4 double-hasheihdex functionshad beenusedinstead therewould have beenno
omissions.

We have shavn that usingdoublehashingto implementmoreindex functionscan
yield betteraccurag thanjust usingtwo hashvaluesasindices,but moreimportant
is the degreeof doublehashings accurag andhow that accuray comparedo using
independenhashfunctions.

3.3 Double Hashing Accuracy

To testthe accurag of doublehashingwith respecto the expectednumberof omis-
sions,we ran 3SPINon a 606,211-staténstanceof PFTPusing both doublehashing
andindependenhashfunctions,while varying k. Figure5 containsthe results,where
eachdatapointis obtainedby averagingover 100runs.Noticethatthe numberof omis-
sionsthatoccurwith doublehashings very similar to the numberof omissionsve get
whenusingindependenhashfunctions.Also, the bestchoiceof k for theindependent
caseseemgo bethebestfor thedoublehashingcaseaswell.

100000

InldependentI hash funcltions (pftpé, mleB)I +
= * Double hashing (pftp5, m=1MB)  x
ks
& 10000 5
g X
2 * ot
o X % X
o +
2 1000 F T N .
€ x x X § X E
(o] * X PxX
* oo kK K * +
100 1 1 1 1 1 1

0 5 10 15 20 25 30 35
Choice of k

Fig. 5. The above shavs the numberof omissionsrom a 606,211-staténstanceof PFTPwhen
varying the numberof index functionsandthe speci ed index function implementationEach
datapointis theaverageof 100iterations.Thecurve with +'sis thesameasin Figurel.

To testthe accurag of doublehashingwith respecto the probability of no omis-
sionsat all, we ran 3SPIN on the same606,211-staténstanceof PFTPwith a 2MB
Bloom ®lter usingboth doublehashingandindependenhashfunctions,with k setto
21.A theoreticabnalysigevealsthatveri®cationwill be exhaustve 93.4%o0f thetime,
andasTable1l demonstrategjoublehashingperformsvery closeto the theoreticalex-
pectationlhough4% timesfasterthantheindependenhashfunctionimplementation.

The competitive accurag of doublehashingbreaksdown, however, if one uses
enoughmemorythat using independenhashfunctionswould have an almostunde-
tectableprobabilityof omissionssuchas1/16,000 Undersuchasetupdoublehashing
still hasomissionsabout2.5% of the time (seeTable 3). This obsenation motivates
somethingstrongerthandoublehashingthathasvirtually the samespeed.
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Table 1. We shaw the resultsof verifying a 606,211-staténstanceof PFTPusing2MB for the
Bloom lter, 21index functions,andthespeci edimplementatiorof thoseindex functions.Each
datapointis theaverageof 20,000iterations.

Implementation Full coverageruns Averagerunningtime

Independent 93.281% 19.88seconds
DoubleHashing 92.793% 4.43seconds
Theoretical 93.383% N/A

3.4 Triple Hashing

In orderto achiese very low probabilitiesof omission,we have extendedthe idea of
doublehashingo whatwe call triple hashingTheideais to useafunctionc to compute
avaluez which modi®esy at eachstep,whichis initially b(d) . Theimplementation
of triple hashings anobvious extensionto thatof doublehashing:

X, Y, z = a(d) MODm, b(d) MODm, c(d) MODm
flo] = x
i =1
while i < k
X = (x +y) MODm
fli] = X
= (y + z) MODm

- <
|

i+ 1
i3(-1)

Notethatf[] =x+1iy + z MOD m. The®rst of two intuitionsthatcan
explain the superiorityof triple hashingis that we utilize more hashvalues,andthus
collisionsin the Bloom ®lter arelesslikely to occur The secondintuition is that be-
causethe function is more complicated thereis a smallerchanceof several indices
overlappingwith severalindicesfrom a singlepreviousaddition.

This pseudocodéor triple hashingsuggestsriple hashingwould have signi®cantly
more perk overheadthan double hashingwould, but most of the perk overheadin
doubleandtriple hashingcomesrom mainmemorylateng. Table2 demonstratethis.
Theoverheadf triple hashingvs.doublehashingatk = 20is notnearlyenoughto make
(Double k = 21)fasterthan(Triple, k = 20),assumingve do not have to computeary
morehashvalues—arassumptiorthatis addresseth Section4.

Finally, in Table3 we shav thattriple hashingcanachieze muchhigheraccurag
thandoublehashing.Triple seemgo comemuchcloserto whatwe expectfrom inde-
pendenthashfunctions,but triple hashingis, of course muchfasterthanusinginde-
pendenhashfunctions,asTable2 con®rms.

4 The Jenkins Hash Function

The previoussectiongave anef®cientway to reducethe problemof computingk index
valuesfrom a stateto the problemof computingjust two or three.In this sectionwe
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Table 2. We presentherunningtimesof verifying a606,211-statinstanceof PFTPusing2MB
for the Bloom lter, the speci ed numberof index functions,andthe speci ed implementation
of thoseindex functions,althoughall implementationslid the sameamountof hashcomputation
whethemeededbr not.

Implementation Index functions Averagerunningtime

Double 21 3.78seconds
Triple 21 3.84seconds
Double 20 3.61seconds
Triple 20 3.73seconds
Independent 21 9.3610 19.885(seeTable4)

Table 3. We shaw the resultsof verifying a 606,211-staténstanceof PFTPusing3MB for the
Bloom lter, 30 index functions,andthe speci ed implementatiorof thoseindex functions.We
use100,000iterationsfor eachimplementationyhichis insufcient for quantifyingtheaccura-
cieswith ary precision but doesgive strongindicationof the magnitudes.

Implementation Proportionof runswith ary omissions

DoubleHashing 1in 40
Triple Hashing  1in 10,000

Theoretical 1in 16,352

showv how to getthemostdataout of a popularhashfunctionandcomputethesetwo or
threevaluesin muchlesstime thanthe default con®gurationof SPIN4.0.7 computed
thetwo hashvaluesfor k = 2 bitstatehashing.

4.1 Getting the mostfrom Jenkins

Becausef its high quality andfastspeedBob Jenkins'LOOKUP2hashfunction[13,

12]is apopularchoiceamongimplementer®f hashtablesandBloom ®lters; afterall,
thefunctionis the default hashfunctionin SPIN4.0.7.Eventhoughit only producesa
32-bitvalue,thefunctionis oftenusedto producelargervaluesor sequencesf values
by calling thefunctionmultiple timeswith differentseedvalues.

If we take alook at the LOOKUPZ2 function, however, we seethatit propagtesa
full 96 bits of dataasit iteratesover theinput. Whatthefunctionreturnsis justa 32-bit
fragmentof the propa@ted96 bits. Although the word returnedis the only onethat
satisRegertainpropertieghatcanbetestedn Jenkins'lookup2.c[12], we have found
thatfor our purposesextractingall threewordsfrom a singlerun of Jenkinss aboutas
goodascalling thefunctionthreetimes.
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4.2 Accuracy Validation

Firstwerantestson Jenkingo make surethateachof thethreeoutputwordsareuniform
ontheirown. If thiswerenotthecasefwo suf®ciently large, unique randomly-chosen
inputswould have betterthana 1 in 232 chanceof producingthe same32-bit word of
output.Equivalently, a 32-bit outputis not uniform if inputshave betterthana 1 in 28
chanceof their outputmatchingone of 224 uniqueoutputs.Runningexactly this test
repeatedIlyfor eachoutputword yieldedprobabilitiesthatquickly corvergedat 1 in 28,
asdesired.

Next we soughtto evaluatepairwiseindependencamongthethreepairingsof out-
putwords.We followedasimilar procedurdo thatabove, exceptwe wereattemptingo
establishthe uniformity of a 64-bit output.Observingonly onerepeated4-bit output,
we wereunableto put anupperboundon the entropy in the output,but our resultsin-
dicatetheentroyy is likely greatetthan60 bits for eachpair of words,leaving no doubt
thatextractingmorethanoneword from Jenkinsgivesus accesgo substantiallymore
hashinformation,if notafull 96 bits.

Fromamorepracticalstandpointye ranteststo validatethatusingall threewords
from eachcall to Jenkinsgives aboutthe sameaccurag in a Bloom ®lter as calling
Jenkinsthreetimes. Table 4 shavs the resultsof 20,000executionseachfor two ver
sionsof SPIN, both of which use21 index functions.The“Slow Jenkins"versionuses
separatecalls to Jenkinsfor eachindex function—upto 21 calls for eachBloom ®I-
ter operation.The “FastJenkins”versionusesthreewords from eachcall to Jenkins
and, thus, incurs a maximum cost of seven Jenkinscalls per operation.We actually
obsened slightly higheraccurag with “FastJenking, but the resultsare not statisti-
cally signi®cantenoughto establistthatrelationship Theresultsdo establisithatboth
implementationyield accurag exceptionallycloseto whatis expectedn theory

NOTE: Thesetestsdo not utilize doubleor triple hashing;the combinationof all
techniquess testedandvalidatedin Section6.

Table 4. We shaw the resultsof verifying a 606,211-staténstanceof PFTPusing2MB for the
Bloom lter, 21 index functions,andthe speci ed implementatiorof thoseindex functions.We
ran20,000iterationsof eachimplementation.

Implementation Full coverageruns Averagerunningtime

Slow Jenkins  93.281% 19.88seconds
FastJenkins 93.339% 9.36seconds
Theoretical 93.383% N/A

1 We testedusingsevenwordsof input.
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4.3 SpeedBoost

Table4 alsoincludesexecutiontimesfor the“Slow Jenkins'versionandthe“FastJenk-
ins” versions.Hashcomputationclearly dominateghe total executioncost,because
67%reductionin hashcomputatiortime resultedn a53%reductionin overall required
executiontime.

The “FastJenkins”versionutilizing threeindex functionsrunsmore quickly than
the Jenkinscon®guratiorof SPIN4.0.7,which useswo index functions, becauséFast
Jenkins”can generateaboutthreeindex functionswith a single call to Jenkins.The
resultsof thesetestsarein Table5. The Jenkinscon®guratiorof SPIN4.0.7isthek = 2
caseof whatwe have beencalling “Slow Jenkins”.

Table 5. We shav the executiontimesfor verifying a606,211-statenstanceof PFTPusing2MB
for the Bloom lIter . The numberandimplementatiorof the index functionsis indicatedin the
table.

Implementation Index functions Averagerunningtime

SPINJenkins 2 2.57seconds
FastJenkins 2 1.86seconds
FastJenkins 3 2.09seconds

5 Arbitrary Memory Utilization

Two restrictionson the amountof memorythat can be utilized by a Bloom ®lter in
SPIN canhave profoundeffectson the accurag of bitstateveri®cation.The ®rst and
mostclearlydebilitatinglimitation is theupperlimit ontheamountof memorythatcan
bededicatedo aBloom®lter, 512Megabyted Thesecondimitation is thatthe Bloom
®lter in SPINcanonly be sizedto bea power of two. Theimpactof bothlimitationsis
great:theoreticalanalysisshavs thata userof accuratebitstateveri®cationwho dedi-
cates768MB of memoryto the Bloom ®lter insteadof 512MB couldhaveal in 10,000
chanceof arny omissiongnsteadof 1in 5.

5.1 Increasingthe Maximum

Thereasorfor SPIN's maximumof 512 Megabytesdedicatedo the Bloom ®lter is that
512Megabytess equalto 232 Megabits, and32-bit valuesareusedto index into the bit

vector The problemis thatasbyte- or word-addressethemoriesget closeto the size
of their addresspace singlewordsbecomensuf®cient for addressingndividual bits
acrossmostof memory The computemarlet is currently experiencingthis problem,
in which mary 32-bitmachinesaresoldwith morethan512 Megabytesof memory

2 SPIN4.0.7would actuallyonly work with up to 256MB for us, but analysissuggestshatthis
is animplementatiorbug andnotadesign a w.
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Any solutionto this problemwould almostcertainlyinvolve morecomputationso
the bestsolutionis likely to be onethateliminatesthe needfor someexisting compu-
tation. An exampleof suchexisting computatioris the procesof dividing a bit vector
index into aword or byteindex andanindex of the bit within thatword or byte. These
operationsboil down to dividing by somesmall powver of two andtaking the modu-
lus with that samepower of two, which canbe implementedwith bit shifting andbit
masking respectiely.

Our solution, which we call “parallel indexing,” accommodateary addressable
amountof memoryand eliminatesa little bit of previously requiredperk computa-
tion by computingword indexesandbit-within-word indexesindependentlyConsider

hashingonanA, B, andC to gettheF; valuesandthe sameon a, b, andc to getthe f;
values Becausaoneof thesefunctionsis ever requiredto returnmorebits thancanbe
storedin aword, the computatioris simple.

5.2 PreciseGranularity

Modifying SPINto useary speci®edamountof memoryfor the Bloom®lter is simple,
but ensuringthataccurag is maintainedandthattheimplementatioris ef®cientis not
aseasy The simpleanswerto usingary amountof memoryis to allocatethat much,

andthen MOD hashfunction resultsby the appropriatevalue wheneer indexes are

computed.

Accuracy The ®rst problemwith the simple answeris that MOD-ing by ary value
canaffecttheaccurag of thedatastructure Considera casein which oneis not using
“parallel indexing” andallocatesabout2rds of 232 bits, about341MB, for the Bloom
®lter. If we MOD theresultof a 32-bit hashfunctionto getanindex, the®rst half of the
indexesaretwice aslikely to be chosemasthe secondhalf. We canthink of the MOD
operationas putting the input valuesinto m equivalenceclassesNo matterhow hard
we try to make the distribution amongclassesnoreuniform thanwhat MOD givesus,
if we have 50% moreelementghanequivalenceclasseshalf of the classesregoingto
containtwo elementsandhalf aregoingto containoneelement.

Our choiceof indexing wordsasopposedo bytesin the parallelindexing scheme
lessenghe impactof the uniformity problemby a factorof four (in the 32-bit case),
makingthe problemunlikely to ever have anobsenableimpact.Whereasdyteindexing
gave a worst caseof someindexesbeingtwice aslikely to be chosenasothers,word
indexing yields a worst caseof somebeing 25% morelikely. So evenif mis a few
Gigabytesthedifferenceis not signi®cant,asTable6 reveals.

Speed The simplesolution's secondproblemis thatMOD operationn arbitraryval-
uesaremuchmorecostlythan,for example,takinga moduluswith respecto a power
of two, which canbe implementedwith bit masking.In fact, outsideof SPINwe have
obsened C's unsignedmodulusoperatorto be tentimesasslow asbit maskingon a
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Table 6. We shav theresultof verifying a 723,035-statestanceof LEADER using2MB for the
Bloom lter and17 independenindex functions,while varyingtheratio of the probability of an
index landingin the rst half of the bit spaceover the second Eachdatapointis the averageof
420iterations.

Case Ratio % of full coverageruns

Byteindexing 2:1 16.16%
Wordindexing 5:4 39.29%
Uniform 1:1 41.19%%

Pentium4. Which MOD operationscan we optimize away if using doubleor triple
hashingandthe parallelindexing scheme?

The ®rst obsenation is that the rangeon the bit-within-word indexes are always
powersof two and,thus,canbe optimizedwith bit masking.

While it is importantfor the a valuesin computingword indexesto have a fairly
uniform distribution over all possibleindexes, cheatingon b and c doesnot sacri®ce
asmuch.In fact,we canMOD with respecto the greatespower of 2 lessthanm to
computevaluesfor b andc, enablingusto usebit maskingfor these.

Although we have reducedthe numberof unoptimizedMOD operationsfor the
initialization phaseof eachBloom ®lter operationto just one(computinga), the most
importantMOD operationgo optimize arethosethat happenwithin theiterationpart
of eachBloom ®lter operation,executingas mary ask timesfor eachBloom ®lter
operation.

In the triple hashingcase ,we can cheateven further on the rangesof valuesfor
b and c and eliminatethe MOD for y := y + z altogether More speci®cally if
b+ ¢ k< mtheny (initialized to b) will never over ow with respecto m, becausey
only needgo beincrementedy z (whosevalueisc) k 1times.

The following obsenation allows usto speedupthe MOD for x = (x + y):
on eachiterationof the loop we areguaranteedhat0 x < mand0 y < m. Thus,
0 x+y< 2m,leaving only two casego handle(x + y) MODm= x+y (if x+y <
m) and(x + y) MODm= x+y m(otherwisem (x+ y) < 2m). We updatethis
line from the pseudocodéo re ect the optimization:

X = (x +y) MODm
to bethesdines:

X = X +y
if (x > m) then x = X - m

The new codeis muchmoreef®cient, asthe graphin Figure6 shavs. The fasterver-
sionin the graphimplementdriple hashingandall the optimizationsdiscussedn this
section requiringjustoneunoptimizednodulusperBloom ®lter operationTheslower
versiondoesnot usethe optimizationjust describedrequiring up to k unoptimized
modulusoperationgerBloom operation.
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Fig. 6. This graphplotsveri cation timesfor PFTP5(n = 606,211)anddepictsthe differencein
executiontimesresultingfrom optimizingk 1 modulusoperationgper Bloom operationk is
variedfrom 1 to 27 to be optimalwith respecto m=n.

Onethingto noticeaboutthetimesre ectedin thegraphis thatwheneerthemem-
ory spaces apower of two, bothimplementationsun atthe sameslightly fasterspeed.
Ourmodi®edversionof SPINdynamicallypickstheimplementatiorbestsuitedfor the
choicesof mandk. Thereareimplementation®ptimizedfor whenmis a power of two
and,orthogonallyfor whenk 2.

Fromtheobsenationthatthe power of two casesareoptimizedin thegraph,we see
that even after our optimizationsfor utilizing arbitrary memory we canstill incur an
executionspeecdcostof upto afew percentSuchanoverheads likely to bewell worth
thecostif it enablesomeonédo usenearlytwice asmuchmemory

5.3 With Our 96-bit Jenkins

In thisshortsectionwe revealthesynepy betweerthevariousapproachet improving
thespeedandaccuray of bitstateveri®cationin SPIN.

With the 96 bits we get from a single call to Jenkins,we have enoughhashin-
formationto effectively utilize triple hashing,parallelindexing, and precisememory
utilization. We call our versionincorporatingall of theseenhancementS riple SPIN?
or 3SPINfor short.Figure 7 hasthe precisebreakdevn of hashinformationusedin
3SPIN.

A, B, andC give 3SPINtriple hashingon the word indexes,anda andb give dou-
ble hashingon the bit-within-word indexes. Notice that we only use4 bits for b even
thoughit couldbea 5-bit value;thereasoris thatmakingb odd (by multiplying by two
andaddingone)ensureghatevery bit-within-word index is uniqueup to k = 32. This
guarantee=nsureghat eachBloom ®lter operationaddressek uniquebit positionsin
thebit vector
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Original Jenkins word——— 1st Extra Jenkins word——— 2nd Extra Jenkins wor

Fig. 7. Theabove diagramshavs how we utilize the 96 bits of outputfrom Jenkins.

6 Overall Evaluation

In this sectiorwe evaluate3SPIN, thesystemincorporatingall thetechniqueslescribed
in this paper Figure 8 shaws thatthe obsenred averageomissionsfor the variousim-
plementationss soclosethatit is hardto detectary differencesAs previoustestshave
shavn, we would needmary high-accurag runsto have a chanceof distinguishingthe
implementationdasedn accurag.

Figure 8 alsoshaws the executiontimesfor the tests.Unlike the numberof omis-
sions theexecutiontimesareprofoundlydifferent,with ourtechniquesakingaboutl/4
thetime of theimplementatiomottakingadwantageof ourimprovementsvhenk = 14.
Noticealsothatourk = 14 takeslessthantwice asmuchtime asourk = 2—afarcry
from Holzmanns experiencewith independenhashfunctions[11,10], which suggests
k= 14to beseventimesasslow.

Figures9 and10 shaw the resultswhenvariousamountsof memoryare available
for allocationto the Bloom ®lter. Noticethattheversionghatdo notincorporateary of
ourenhancemenfsr arbitrarymemoryallocationto theBloom®lter canonly utilize an
amountof memoryequalto the greatespower of two not greatetthanm. For example,
when48MB is available,the unenhancedersionsactasif only 32MBsareavailable,
becausehat is the mostthe usercan specify without requiring more than 48MB. If
only 32MB is available,all versionsusingthe bestk (14 in this case)expectaround
100 omissions,but when 48MB is available, 3SPIN expectsabout 1/100thas mary
omissionsEventhough3SPINis usingk = 21 to make bestuseof the 48MB, it runs
in about2/3rdsthetime. If, onceagain, only 32MB wereavailable,3SPINwould run
in abouthalf thetime of theversionwith independenhashfunctions.

Theversionusingtwo independenindex functionswasincludedin Figures9 and10
to re ect whatis availablein the latestversionof SPIN, 4.0.7.Accordingto thesere-
sults,3SPINcanutilize about7 index functions(m = 14MB in this case)asfastasSPIN
4.0.7canutilize two, andat thatpoint 3SPINexpectsaboutl/13thasmary omissions,
partially becauset is utilizing more memoryand partially becauset is usinga more
suitablek.

Ourlastsetof experimentakesults(Table7) justcon®rmthatour resultsgeneralize
to modelsotherthanthosewe have usedin therestof the paper
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Fig. 8. Ontheleft we have plottedthe numberof omissionsrom a 14,536,469-statastanceof
PFTP(D=1,Q=2using32MB for the Bloom lter andk valuesup to 14, the optimalfor this m
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Fig. 9. Herewe have plottedthe numberof omissionsfrom PFTP(D=1,Q=2¥or variousimple-
mentationsandvariousamountf memoryavailableto the Bloom lter . Noticethatimplemen-
tationsonly supportingpower-of-two granularitywill only utilize the greatespower of two less
thanor equalto theamountavailable.Eachdatapointis the averageover about20 iterations.

Table 7. Validationof our approachesisingmodelsotherthanPFTP In eachcaseall our tech-
niguesandoptimizationsareused.Thek valuesareannotatedvith either2(opt)°,indicatingthat

thechoicewasoptimalfor mandn, or 2(sub)dndicatingwe choseak differentfrom theoptimal.

All thesemodelsareincludedin the SPINdistribution.

Model States m k % runsfull Expected Iterations

Peterson4 7,308,888 32MB 25(opt) 99.11% 99.15% 336
Leader7 723,035 3MB 8(sub) 77.34% 75.69% 331
Sort9 2,509,313 8MB  20(opt) 59.88% 63.38% 329
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Fig. 10. This graphshawvs timesfor the executionsin Figure9. Note thatfour implementations
usetheoptimalvaluesfor k, whichrangefrom 1 to 27 dependingonm. Theotherimplementation,
SPIN4.0.7,alwaysusesk = 2, which explainswhy it becomeshefastesatm= 14MB.

7 Conclusionsand Futur e Work

Early work by Holzmannand othershas shown the utility of the Bloom ®lter data
structurefor probabilisticallyverifying systemswith explicit statemodelcheclers[9].
The main parametefor tuninga Bloom ®lter is the numberof hashfunctionsused k,
but thereis a tensionbetweeraccurag andef®ciengy, assmallvaluesof k leadto fast
runningtimes,but thevalueof k thatyieldsthe bestaccurag maybe quitelarge. SPIN
is optimizedfor speedand,thus,it only allows k to be 1 or 2. Holzmannjusti®edthis
choiceby pointing out thatrunninga well-tunedmodelchecler with 2 hashfunctions
canbe % timesfasterthanusing j hashfunctions. The belief wasthat one could get
accurag or ef®ciengy, but not both.

We shav thatyou canhave your cake andeatit too. We have entitledthis paper‘Fast
and AccurateBitstateVeri®cationfor SPIN; becauséhatis exactly whatwe provide
with 3SPIN, a systemwe developedby modifying SPIN 4.0.7. Key componentsf
3SPINincludeourdoubleandtriple hashingechniquegor Bloom®lters,whichgreatly
reduceheexecutiontime of highly-accuratéditstateveri®cation.In fact,3SPINcanuse
about7 hashfunctionswhile runningasfastasSPIN (using2 hashfunctions).

3SPINalsohasthe ability to useasmuchmain memoryfor the Bloom ®lter asis
available,whereasSPIN only allows the size of the Bloom ®lter to be a power of 2,
upto 512MB. Themotivationbehindthis improvementis simple:usingmoreavailable
mainmemoryfor the Bloom ®lter alwaysimprovesthe expectedaccurag of a bitstate
search For example,by usingjust 50% more memorythan SPIN allows, we canbe
2,000timeslesslikely to have anomission.

For future work, we planto explore the useof Bloom ®lters in veri®cationfrom
a more analytical standpointand to examinethe impact of this work on techniques
suchassequentiamultihashing[10]. We alsoplanto compareour techniquego other
probabilisticveri®cationtechniqguesuchashashcompactior15, 16].
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