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ABSTRACT

Many applications can use multipath routing to improve
reliability or throughput, and many multipath routing pro-
tocols exist. Despite this diversity of mechanisms and
applications, no common interface exists to allow an ap-
plication to select these paths. This paper presents a de-
sign for such a common interface, called path bits. Path
bits are a small string of opaque, semantic-free bits in a
packet header; these bits have a simple property: changing
a packet’s path bits should, with high probability, result in
the packet taking a different path to the destination. This
paper presents the design of path bits and demonstrates
that they are simple enough to be easily implemented in
both hardware and software and expressive enough to sup-
port a variety of applications that can benefit from mul-
tipath routing. We present both hardware and software
implementations of multipath routing protocols that im-
plement the path bits abstraction, as well as implementa-
tions of applications that can use this abstraction with only
small modifications.

1. Introduction

Networked applications in the wide-area, enterprise,
and data center can all benefit from network protocols that
allow traffic to be sent over multiple paths en route to a
destination. Such multipath routing can improve perfor-
mance for networked applications by improving through-
put or by exposing redundant paths in the face of link and
node failures in the network. Applications that can benefit
from multipath routing range from real-time applications
such as network voice and video to bulk-transfer applica-
tions. Just as the many applications for multipath routing
have many goals—throughput, low latency, or resilience,
to name a few—so are there many ways of implementing
multipath routing, each of which may be more or less ben-
eficial to different classes of applications [11,20,31,33].

Both real-world adoption and research into multipath
routing is hampered by the lack of a common interface
for accessing multiple paths in the network. Each imple-
mentation of multipath routing has typically come with
its own, unique way of allowing applications to specify a
path to use. The unfortunate consequence of this is that
there is neither a standard multipath interface, nor a set of
applications ready to make use of any multipath mecha-
nisms that could become available. The lack of a flexi-
ble, widely-applicable interface thus makes it difficult to
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create usable multipath implementations and applications,
and also raises high barriers for researchers attempting to
compare and contrast the benefits of different approaches.

The premise of this paper is that many multipath im-
plementations can be realized—or nearly realized—by ex-
posing a properly constructed common interface to appli-
cations. This common interface provides a narrow waist
for multipath routing: Below the narrow waist, multi-
path routing schemes can evolve, and network service
providers can replace one multipath routing scheme for
another. Above the waist, any application can gain access
to multipath routing capabilities, as long as its socket layer
conforms to the interface specified by this narrow waist.

To be successful, this narrow waist must meet four re-
quirements: It must be general enough to support a wide
set of applications, powerful enough to take advantage of
the capabilities provided by multipath mechanisms, and
easy to adopt in applications without major rewriting. Fi-
nally, it must admit efficient implementation in networking
hardware and software.

We present the design and implementation of such a nar-
row waist based upon two high-level design choices. At
the network layer, path choice is expressed by an opaque
path bits interface that provides a simple but powerful se-
mantics: two packets with the same destination address,
but with different path bits, will, with high probability,
take different paths to the destination. At the host layer,
we provide an interface for applications to express their
intended use of multipath routing so that the networking
stack can automatically set the path bitsas appropriate.

Path bits represent an explicit choice about the amount
of control that an end system can have over the paths that
its traffic takes en route to a destination. Path bits do not
explicitly select hops along the path, but instead corre-
spond to some path. Making path bits opaque provides
an interface to applications that both divorces the inter-
face from any specific implementation of multipath rout-
ing and balances control over traffic forwarding between
end systems and network operators.

The host and network stack expose an interface that al-
lows the application either to explicitly set path bits in
packets or to specify generally when the network stack
should change path bits automatically. To enable an end
system to request that the network layer automatically
set bits, we expose API calls to allow the application to
specify conditions under which it would request a new
path; this same interface also allows the end system to



request multiple paths. A monitoring daemon then moni-
tors these metrics and sets path bits on behalf of applica-
tions at higher layers. Like other aspects of the system,
we have designed the interface between the monitoring
daemon and both the applications and path selection to
be general enough to support a variety of multipath moni-
toring strategies.
This paper makes the following contributions:

e We develop a general interface for multipath routing
that supports both a variety of applications with min-
imal modifications to the applications themselves
and many implementations. We demonstrate the
generality of our interface by showing how many
different multipath implementations can map to it.

e We implement an interface to allow end hosts to send
traffic along multiple paths en route to a destination.
As part of this framework, we develop a general end-
host monitoring framework so that end-host applica-
tions can specify path selection criteria (i.e., num-
ber of paths, performance characteristics of paths)
and rely on the network to automatically adjust paths
when they do not meet the desired criteria.

o We demonstrate the generality of the interface by de-
veloping implementations of three multipath routing
mechanisms on four hardware and software router
implementations (i.e., Click [16], NetFPGA [1],
OpenFlow [21], Intel IXP). Table 1 summarizes im-
plementations, which are publicly available on our
project Web site [2].

e We evaluate these implementations to show the ben-
efits of this design for failure recovery at end hosts
and for bulk transfer applications. We demonstrate
the design’s flexibility by running a common moni-
toring algorithm for different multi-path schemes.

The rest of the paper is organized as follows. Section 2
surveys existing multipath routing protocols and technolo-
gies. Section 3 describes the design goals for a multi-
path narrow waist, and Section 4 describes the design of
the narrow waist itself, including the design of the func-
tions that reside at the end system and at the network de-
vice. Section 5 describes our implementation of the host
component of this narrow waist, and Section 6 describes
software and hardware implementations of path bits on
network devices. Section 7 builds and demonstrates two
types of applications with path bits: a failure recovery ap-
plication, and a bulk transfer application. Section 8§ con-
cludes with a summary and possible avenues for future
work using these implementations.

2. The Case for a Narrow Waist

We describe several mulipath routing proposals and mo-
tivate the need for a consistent, narrow interface between
applications and multipath routing implementations.
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Figure 1: Hourglass model.

2.1 Different Applications and Goals

Applications differ in both their requirements and their
ability to take advantage of multiple paths. This list of
application types is not meant to be definitive or exhaus-
tive, but merely to illustrate that many applications could
credibly benefit from using different criteria for the ways
they make use of paths; this list is likely to evolve with
changing and new application requirements. As such, a
well-structured path selection architecture should be as
agnostic as possible to the criteria applications use to se-
lect paths and the ways that applications use the available
paths. Consider several representative examples:

2.1.1 Performance and load balancing

Duplicate or redundant streams: VoIP VoIP traffic must
ultimately travel from one source to one receiver. Com-
pared to bulk data transmission, VoIP streams are still rela-
tively low-bandwidth. A VoIP application might therefore
wish to use multiple source-destination paths concurrently
to avoid quality degradation due to packet losses or path
failures. It is worth noting that VoIP applications might
also seek to minimize end-to-end latency as a part of their
path selection.

Better throughput or load balance: Bulk transfers
Several systems load balance data transfers across mul-
tiple TCP streams from a sender to a receiver to improve
throughput [15, 26, 34]. Such systems require a way to
gain access to multiple, hopefully independent sender-
receiver paths. Unlike the VoIP example, bulk transfers
are less likely to care about latency, preferring instead
high-bandwidth paths.

2.1.2  Availability

Duplicate requests: DNS The Domain Name System can
often benefit from sending queries over different paths o
different servers, allowing it to avoid failed DNS servers
as well as failed paths [5]. DNS requests are relatively



Multipath Path Bits

Scheme

Path Splic- | IPv4: IP ID field is used to store the “splicing
ing [20] bits” TTL field is used to index in to those bits at

each hop. IPv6: the bits could be included as a
separate IPv6 extension header

Routing Deflec- | IPv4: IP ID field and TTL fields are used to cal-

tions [33] culate the index into the deflection table at the
router

ECMP [14] Hash the (src ip, dst ip, path bits) tuple instead of
just (src ip, dst ip) to select one of the equal cost
paths

Pathlet Rout- | Encode each pathlets (i.e., a sequence of virtual

ing [11] nodes) onto a set of opaque bits

MIRO [31] End systems can set bits to select the appro-

priate interdomain tunnel. These bits could be
included in the IP ID field, as an interdomain
MPLS tag [7], or as a separate header

Table 1: Mapping multipath routing protocols to path bits; we have
implemented the ones shown in bold.

infrequent, small, and critical to establishing communica-
tion. Clients may wish to send multiple queries in parallel.

Fast recovery from failure: Video streaming or SCTP
A client may not wish to duplicate a large video stream,
but may still desire fast fail over to a new path if the current
one fails. While such clients might also use multiple paths
concurrently, they may not wish to pay the implementation
complexity of doing so.

Initial path selection only: Small HTTP requests Se-
lecting a path based upon the success of a TCP SYN
packet provides a simple, effective way to load balance
requests upon multiple paths and avoid many path fail-
ures [3, 5, 13]. Although this technique primarily works
for small, stateless requests such as HTTP traffic, its sim-
plicity makes it an attractive choice in many cases.

2.2 Different Path Selection Mechanisms

Multipath routing exposes multiple paths for each des-
tination to each end system. Multipath routing can im-
prove failure recovery by allowing end systems to react
to failures more quickly than the underlying routing sys-
tem would. If a multipath routing system allows an end
host to use multiple paths simultaneously, it can also help
improve throughput. Multipath routing can also improve
robustness or security for end-system applications [29].
Multipath routing can be used to describe either interdo-
main or intradomain routing schemes; in this paper, we
use the term “multipath routing” to refer to any scheme
that can expose multiple paths between endpoints, regard-
less of whether it is implemented with interdomain or in-
tradomain routing protocols. This section surveys various
multipath routing schemes.

2.2.1 Mechanisms

Source-controlled The first class of mechanisms expose
control to the source over the path that its traffic takes

through the network. Here, the source annotates the
packet with additional information to signal to the net-
work something about the path the traffic should take. The
type of control ranges from implicit—f{rom an opaque in-
terface much like path bits—to explicit source routing.
Implicit approaches include routing deflections [33] and
Path Splicing [20]. Other methods, such as Pathlet Rout-
ing [11], provide explicit control to the source over the
path that traffic takes en route to the destination, by speci-
fying a path as a sequence of virtual nodes (‘“vnodes”).

Network-controlled, intradomain The second class of
multi-path mechanisms operate entirely within the net-
work. We liberally include methods such as IP fast re-
routing [24] and MPLS fast re-routing [8], which maintain
multiple paths to act as backups in response to failures.
Using equal cost multipath routing (ECMP), the network
dynamically load-balances traffic along equal cost intra-
domain paths. Our prior experience and that of others
has shown that equal cost does not necessarily mean equal
behavior—a failure may affect only one link of an ECMP
load balanced group. ECMP could support a path-bits-
based selection mechanism if routers select paths based
upon the path bits in addition to the conventional four-
tuple (source IP, source port, destination IP, destination
port). In other network-controlled multipath schemes,
nodes along the path annotate the packets themselves with
failure information; other routers along this path use this
information to route around paths that include the failed
node or link [18].

Network-controlled, interdomain In contrast to the prior
group, most systems for inter-domain multipath routing
remain in the realm of research. In MIRO [31], networks
send requests to neighboring networks to obtain access to
alternate paths. MIRO, however, requires the networks
themselves to request these additional paths through the
control plane, and these alternate paths are not established
in advance; such a technique may not scale in practice.
Similarly, R-BGP [17] and Anomaly-Cognizant Forward-
ing (ACF) [10] add functions to the network that enable it
to send traffic over a backup path when a failure occurs;
neither of these approaches provides control directly to ap-
plications or end systems, although it is possible that path
bits could augment these schemes to allow an end-host
to explicitly select a backup path, even when path failure
does not occur. BANANAS allows networks to stitch to-
gether an inter-domain path using a single Path ID, in the
same way that a single MPLS label can be used in inter-
domain MPLS. This Path ID or MPLS label is similar in
spirit to path bits. NIRA [32] allows edge networks some
control over end-to-end paths, but path selection in NIRA



is explicit, assumes that hosts use provider-based address-
ing, and requires significant changes to packet headers.

Overlays Finally, overlay networks (e.g., RON [4],
SOSR [13], MONET [5]) avoid the issue of changing the
networking and routing layers by allowing end-hosts to
tunnel traffic through different intermediate nodes. Path
bits can serve as an interface to these overlays, as well:
either end hosts, or the overlay nodes themselves, can set
bits indicating the tunnel or intermediate node that traffic
should take en route to the destination.

2.2.2  Implementation choices

Just as there are many multipath mechanisms that can be
mapped to the path bits interface, there also exist numer-
ous options for implementing these mechanisms. The di-
versity of available hardware and software platforms pro-
vide useful insight for creating path selection mechanisms
that can be implemented efficiently on the routing plat-
forms of today and, hopefully, into the future.

Hardware Several popular options exist for implement-
ing multipath routing protocols in hardware; Section 6
describes our implementations of these hardware mecha-
nisms. Supercharged PlanetLab offers programmable net-
work processors [27]. OpenFlow [21,30] allows a con-
troller to install flow table entries that can match on certain
fields in each packet header and direct traffic out certain
switch ports. Such an abstraction could be used to imple-
ment a multipath routing scheme based on path bits: ex-
tra bits in a packet-header field (e.g., MAC address, IP ID,
VLAN ID) could be used to index into different flow-table
entries. Similarly, path bits could demultiplex packets into
different forwarding tables on a NetFPGA card [1]. In
fact, we have already implemented virtual forwarding ta-
bles in hardware for virtual routers [6]; we have this func-
tion instead perform demultiplexing based on path bits.

Software Multipath routing can also be implemented in
software elements. We have implemented a forwarding
module in Click [16] that uses path bits embedded in the
IP ID field to index into different forwarding tables.

3. Design Goals

Our design has two goals: (1) Decouple the end sys-
tems and multipath routing mechanism so that multipath
mechanisms can evolve independently from the applica-
tions that use them. Additionally, decouple the interface
from the mechanisms that use the interface, so that the
multipath protocols themselves can evolve independently
of the interface. (2) Provide a simple interface to appli-
cations and afford a simple implementation. The follow-
ing sections explore these design goals—and requirements
that follow from these goals—in more detail.

3.1 Decouple End Hosts from Protocols

The interface should expose the most important capa-
bilities of multipath routing mechanisms and protocols in
an agnostic manner. The interface should be easy to use
within applications, and should not require end hosts to
maintain knowledge about the state of the network beyond
the paths it is actively using.

Most existing multipath protocols base path selection
upon information embedded in the data packets or pro-
vided through a separate control channel. Regardless of
the control mechanism, many routing protocols require
this information to be specific: It either directly tells the
routers which path to select (e.g., classical source routing),
or indicates to the routers a set of properties that the cho-
sen path must satisfy (e.g., the original ToS bits in the IP
header). A specific path interface induces an undesirable
coupling between the application and the semantics of the
path selection mechanism: applications built to this inter-
face could assume a degree of control not available using
other mechanisms, and the network could become reliant
upon receiving this information from applications. Future
applications would be forced to provide sufficient infor-
mation for this interface, and future path selection mech-
anisms would be required to provide (a superset of) the
existing semantics.

Our multipath routing framework, path bits, provides
syntactic and semantic isolation between applications and
multipath mechanisms by imposing only two, very mini-
mal, requirements upon the multipath mechanism:

Ability for end systems to use multiple available paths
The interface should allow end systems to explore avail-
able paths in the network. Just as many multipath routing
protocols do not expose all the routes that may be avail-
able in the native network, the path bits interface may not
necessarily expose all the paths that the multipath protocol
allows, but path bits should allow exploring enough paths
to be useful for the variety of application requirements dis-
cussed earlier. It is not necessary for the interface to allow
end systems to request specific paths, but the end system
should be able to iterate through a set of paths and find at
least one that meets its requirements.

Per-host consistent path selection The network must in-
terpret the path selection information such that the same
path preference expression will result in the same path
choice until a routing reconfiguration occurs. Consistent
path selection allows hosts to learn path properties and
to ensure that flows that should receive similar treatment
will follow the same path. The path bits do not spec-
ify that this information be consistent across end systems,
even if those systems are within the same subnet. This
choice has a pragmatic basis—ECMP and similar mech-
anisms already violate such a guarantee—and an engi-
neering basis—requiring hosts to explore to find a well-



behaved path can, should the multipath mechanism desire
it, help distribute end system traffic over a variety of paths.
It does, however, prevent shared path information schemes
such as SPAND [23] from working.

With these requirements, we note two specific goals that
the “waist” should achieve:

Interoperation among different multipath protocols
The interface should allow different networks to provide
different multi-path routing protocols, while permitting an
end-host to take advantage of multipath routing across two
or more such domains. A key requirement for interoper-
ability is ensuring that the interface makes minimal as-
sumptions about how the path selection information is in-
terpreted within the network. We believe that the two re-
quirements stated above do not impose an excess burden,
and we show through evaluation that the path bits interface
can be used to select paths in several different multi-path
implementations. Backwards compatibility with the tradi-
tional single (shortest) path routing schemes is also one of
our goals, but it follows naturally from the above require-
ment.

Balance control between end hosts and the network
The interface should balance control between the end sys-
tems and routing protocols. End systems should be able to
easily achieve goals such as improved availability or load
balance, but without introducing the aforementioned con-
cerns about unpredictable traffic load or introducing the
possibility of oscillatory path selection behavior.

3.2 Simple Interface and Implementation

The path bits interface should be simple, easy to use at
the end systems, and easy to interpret and implement for
multipath routing schemes in the network.

Ease of use at end systems The first aspect of ease of use
is hiding the complexity of the underlying multipath rout-
ing scheme from higher layers, which path bits accom-
plish. The second aspect is creating an interface that is
itself easy to use and allows programmers to easily manip-
ulate familiar abstractions. For example, the programmer
may wish to bind a flow to a path, or to change this bind-
ing. Another application may wish to split a flow onto
multiple paths to improve throughput. Yet others may
desire reliable host-to-host or host-to-service communica-
tion. The interface should allow these to be accomplished
without difficulty.

Efficiently implementable in the network. The data-
plane components of the interface should be easy to im-
plement efficiently on routers and switches. This implies
that decoding any packet-carried information should be
straightforward, and that path bits should not require large

amounts of state in the routers and switches beyond that
required by the underlying multipath scheme.

Scalable access to large numbers of paths. The archi-
tecture should scale well with multipath mechanisms that
expose large numbers of paths. The memory requirements
and processing required to map from the path bits to routes
should remain constant as the number of available paths
increases.

4. Design

Based on the design goals in Section 3, we describe the
design of an interface that allows applications running on
end systems to access multiple paths through the network
using an opaque sequence of bits that we call path bits.
The design of the path-bit interface entails design choices
involving what the bits should represent and how many
bits are needed for the application to request additional
paths from the network. After discussing the design trade-
offs involving the bits themselves (Section 4.1), we de-
scribe how simple modifications to end hosts (Section 4.2)
and to the network devices (Section 4.3) can provide hosts
access to multiple paths through the network.

4.1 Path Bits

Path bits are opaque bits that end-systems include in
packet headers to control the forwarding decision made
by routers on the path. Path bits can be added in a sep-
arate header or an additional header. In this section, we
describe the options for (1) what semantics the bits could
carry and how much control they should give to end hosts
over the paths; (2) how many bits should be used for the
interface.

4.1.1

The first question concerning the design of path bits is
what semantics they should carry, and how explicit they
should be about the route that traffic takes to a destina-
tion. At one extreme, these bits might explicitly denote
an entire source route; at the other extreme, the bits might
simply encode the desire for a source to have a new path.

To provide a simple, scalable interface to hosts and to
balance control between end hosts and the network, path
bits should be opaque. They should not expose seman-
tics as to which particular path is being used. Rather, they
should provide the property that changing the bits will,
with high probability, yield a different path to the desti-
nation. This abstraction is based on the insight that end
systems typically do not care about the specific sequence
of hops that traffic takes through the network, as long as
they can have easy access to a set of good paths or alter-
nately can avoid bad (e.g., lossy or failed) paths [4,13].!

Decision #1: Level of control

1One often-hypothesized requirement is that a path might wish to avoid
going through a particular location or country; such an application is
compatible with a path bits specification. In contrast, expressing a re-



Opaque path bits still leave considerable flexibility as to
the actual semantics of the bits themselves. The bits might
explicitly encode information about how each node along
the path should forward traffic (e.g., having a fixed num-
ber of bits per hop), or they might simply encode a request
for the network to change the path (a request that could be
encoded in a small number of bits, or even a single bit).

Opaque bits satisfy our two high-level design goals:
(1) decoupling end hosts from the specific multi-path pro-
tocols; and (2) providing a simple interface. Opaque
bits allow individual networks to retain control over how
routers and switches interpret bits and allow them to apply
their own policies regarding security, traffic engineering,
etc. Opaque bits provide a basis for randomization mech-
anisms to prevent oscillations when many end systems si-
multaneously switch between the same paths in response
to congestion.

While our design is, at some level, a clean-slate
notion—it requires modification to a large number of
components—a backwards compatible implementation of
path bits can be embedded in the packets in such a way so
that networks or routers that do not support multi-path still
forward the packets based on their destination IP address.
For example, path bits could be embedded in the IP ID or
TOS fields of the IPv4 header (as shown in Section 6); in
the case of IPv6, packets already include a flow label that
could be used to carry path bits or we can have a sepa-
rate IPv6 extensions or Options header to incorporate path
bits.

4.1.2  Decision #2: Number of bits

Path bits should provide end hosts as much control over
paths as is necessary to access a diverse set of paths, with-
out imposing needless overhead. The mechanism for in-
terpreting path bits could, in principle, work for anywhere
from a single bit to [log, k bits, where [ represents the
maximum number of hops along any network path and
each hop along the path has as many as k bifurcations.
The one-bit mechanism offers only coarse control, but is
obviously compact. The opposite extreme, the full bits
mechanism—encoding each hop as a sequence of bits—
instead offers maximal flexibility because the bits encode,
for each hop, the forwarding choice to be made at that hop.

Practically, increasing the number of bits provides di-
minishing returns as it exceeds either the number of paths
provided by the underlying multipath routing scheme,
or the number of paths that behave differently (e.g., the
number of failure-independent or bottleneck-independent
paths). Picking a specific number is obviously an engi-
neering tradeoff, but these practical limits suggest, first,
that the number should be constant—not based upon the
path length—and that it should be small, but not so small

quirement for a particular route is more difficult, but such requirements
mostly arise in a functional context, such as wishing to route traffic
through a firewall [28], a capability beyond the intent of our architec-
ture to provide.

that it forces implementations to maintain complex map-
pings between the bits and the resulting path. Based upon
our implementations of existing schemes, we elect to ini-
tially use sixteen bits for the path bits.

Table 1 details several mappings of these bits to pro-
posed multipath mechanisms, several of which we imple-
ment in Section 6. We briefly illustrate here how many
multipath functions can be achieved using a small number
of path bits. Consider the case where full bits are used,
but the bits are opaque. In this case, the end system has no
information about what will actually happen at each hop,
so changing the bits at each hop has the same effect as
changing a smaller number of path bits at random. One
way to implement this mechanism with a smaller number
of bits is to embed in the packet header a small number
of bits which form the input to a hash function at each
router. Specifically, each node along a path might se-
lect a next-hop indexed between 1 and n where the in-
dex is H(s,d,i,p), where (s,d) represents the source-
destination pair, ¢ is the node’s identifier, and p are the
path bits. Such a mechanism yields per-hop control over
the path but allows path choice to be implemented in a
smaller number of bits.

4.2 End-System Interface

End systems (or applications running on end systems)
need an interface and mechanism to set path bits when
they require a different path. As noted earlier, our goal is
to keep this interface simple, but also to enable application
programmers to use it at a familiar level of abstraction. To
do so, the end system network stack maintains a mapping
of flows to the bits used by the flow. It then provides an
interface for either the application or a higher-level proto-
col (e.g., TCP) to modify these mappings. We have im-
plemented one such mapping (Section 5) using Click [16]
running as a kernel module to replace the networking stack
and incorporate a table that maps flows to path bits.

Because many applications may have similar require-
ments for path quality (and therefore, similar criteria for
selecting and changing paths), this interface leads natu-
rally to allowing a shared monitoring application to eval-
uate path quality and change path bits appropriately. As a
result, even unmodified applications can benefit from, e.g.,
rapid path switching to alternate paths. Multipath-aware
applications, or those with specific requirements such as
concurrent multipath use, can instead use the lower-level
flow-binding mechanisms.

4.3 Network Support

Routers interpret the path bits in a packet to direct traf-
fic to the appropriate outgoing interface. We strive to im-
plement a mechanism such that, (1) with high probability,
packets with different path bits will traverse paths to the
destination; and (2) packets with the same path bits will
traverse the same path en route to the destination (barring



route reconvergence in the face of failures). The simplicity
of this abstraction means that a variety of network devices
can implement different multipath schemes with only min-
imal additional functionality in the forwarding plane.

We provide network support for different multipath
routing protocols by having the bits serve as an index
into different forwarding table entries and changing how
the path bits are used to index into the different forward-
ing table entries. For example, routing deflections [33]
could be implemented at a router by using the path bits
to switch forwarding to a pre-computed next-hop that is
closer downstream to the destination. Path splicing [20]
could be implemented by using the bits as an index into
one of k pre-computed slices. Pathlet routing [11] could
be implemented by pre-computing labels for pathlets, and
setting up those paths in the forwarding tables, and us-
ing the bits to index into different pathlets. A variant of
ECMP could be implemented by installing multiple paths
of almost equal length into the forwarding table and using
the path bits to select one of multiple possible next hops.
Table 1 describes how to map some of the multi-path rout-
ing schemes to the path bits interface.

A key design decision for implementing the narrow
waist at network devices is which bits the devices should
use to index into different forwarding table entries. Op-
tions include the IP ID and TOS fields in the IP header to
the VLAN ID in the layer-two header. The main criteria
are: (1) every network device along the path that interprets
path bits should interpret the same set of bits; (2) the path
bits should not affect other functions in the network. For
most of our implementations in Section 6, we use the IP
ID and TOS fields; because the current implementation of
OpenFlow does not allow rules for these fields, we use the
VLAD ID for our OpenFlow implementation.

5. End-System Implementation

End-system support for path bits consists of an inter-
face for applications to specify the performance metrics
that are relevant for them and a monitoring daemon that
monitors the path quality on behalf of the applications.
Figure 2 shows an overview of the extensions we make
to end hosts to support the path bits interface. The end-
system implementation has three components: (1) a socket
capture library; (2) a path monitoring daemon; and (3) a
kernel interface. In this section, we describe and evaluate
each aspect of the implementation.

Our goals in evaluating the end-system component are
to show that the interface is simple and general, that the
interface to the monitoring daemon permits a variety of
monitoring strategies, and that the function enabled by
path bits can be implemented simply and efficiently.

5.1 Socket Capture Library

Applications that wish to use multiple paths may do so
without modifications. To keep track of a set of desirable

1.connect() licati
or sendto() . app |cat|9n
data traffic
2a.new flow
capture_socket notification Monitoring
library [Tt Daemon
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entry for ™ . path bits
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A Ay e Kernel |
Click Router
\ outgoing traffic /

Figure 2: Design of the different components of the failure recovery
system at the end system. Applications supply policy configuration
files to the monitoring daemon which uses the information to mon-
itor performance of paths. Click router adds appropriate routing
bits to data traffic as specified by the monitoring daemon.

paths for each application, the system provides a socket
capture library that intercepts connect() calls for TCP
and sendto() calls for UDP flows. The library deter-
mines when new flows are initiated from the end host and
works transparent to the application as shown in Figure 2.

5.2 Kernel Interface

Our current implementation runs Click [16] as a kernel
module to replace the Linux network stack. The Click
module consists of a table that stores information about
which path bits are currently used for a particular flow.
The Click module captures packets from the network in-
terface, matches the packet flow identifier with the entries
in its table, and applies the corresponding path bits if there
is a match. The Click module also provides an RPC inter-
face for the monitoring agent to read, modify, and delete
path bits from the table. The module also provides sup-
port for wild-card entries: the source and destination ports
could be wild cards to enable matching for all packets
going to the destination. The module considers specific
matches to be higher priority than wild card matches.

5.3 Path Monitoring Daemon

The monitoring daemon runs as a separate process that
monitors paths either actively or passively based on the
requirements specified by the applications. It updates the
path bits in the kernel to reflect the current set of best paths
for each application that satisfy the performance require-
ments specified by the applications. The monitoring dae-
mon in our prototype uses active probes to monitor paths;
the framework is general enough to support different mon-
itoring strategies. Our monitoring daemon is intended
mostly as a proof-of-concept to ensure that the interface
works and is general, and not to design or evaluate path
monitoring strategies, deferring such tasks to future work.

The monitoring daemon receives a notification from the
socket capture library when a new flow is initiated by
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Figure 3: Topology used for Emulab experiments. The source
and destination nodes are Emulab hosts connected to other Emu-
lab nodes acting as routers. The different colored arrows show the
next hop for reaching the destination along an example spliced path.

an application. The current implementation receives the
identification of each flow (the four tuple <src ip, dst ip,
src port, dst port>), as well as acceptable thresholds for
the latency and loss rate which the flow for each appli-
cation type. The application can, if it chooses to use the
notification interface explicitly, specify if the flow should
use a single best path or multiple paths simultaneously.

The daemon records performance information in a mon-
itoring table for a set of paths (i.e., paths with different
path bits). The application can specify to the monitoring
daemon how many alternate paths to monitor on its behalf.
The daemon then periodically sends probes on each of the
monitored paths and updates the performance information
in the table. If the performance of the current path fails
to meet the latency and loss rate thresholds specified by
the application, the daemon communicates with the ker-
nel module via RPC to initiate a path switch. The daemon
replaces paths in its monitoring table that do not meet the
thresholds with a new paths that are selected via a selec-
tion of random path bits. The monitoring daemon interacts
with the Click kernel module on the end system to set or
modify path bits for the monitored flows.

6. Network Implementations

To understand the generality, power, and efficiency of
the path bits interface, we implemented three multipath
routing schemes on a mix of four different platforms:
software-based implementations in Click, and hardware
implementations on NetFPGA, OpenFlow [21], and the
Intel IXP network processor. One of the main goals of
this exercise is to demonstrate that the simple interface
provided by path bits—and its function as an index into
multiple forwarding tables—can be used to implement a
variety of multipath routing schemes in very few lines of
code and using only modest resources. In all cases, we
embed path bits in the IP ID field in the IP header. The
TTL field value is used to index into the appropriate set of
bits in the IP ID field by the routers along the path. All of
our implementations, along with details on configuration,
are available on our project Web page [2].

6.1 Click Software Router

We implement three multipath schemes as Click ele-
ments: Path Splicing, Routing Deflections, and a modified
version of ECMP that we call ECMP++. The Click mod-
ules for these are available for use by researchers on our
Web site [2].

6.1.1

Figure 3 shows the experimental topology with an ex-
ample of a spliced path. The IP ID field encodes the for-
warding tree that each router along the path should use to
forward the packet en route to the desintation. Routers
read the appropriate bit position in the IP ID field accord-
ing to the index in the TTL field; the IP ID serves as an
index into the forwarding table (“slice”) that the router
should use to forward the packet. In our experiments,
we use the TTL field instead of the TOS field because
switches in the Emulab testbed filter packets with certain
TOS values. The code for the Path Splicing implemen-
tation consists of a new Click element that reads the IP
ID field in the packets and selects the appropriate routing
table to use for forwarding the packet. This element (Get-
Slice) required only seven semicolon-containing lines of
C++, as shown in Figure 4(a). Lines 7-10 extract the for-
warding table index number (or slice) from the IP ID and
TTL fields of the packet. The Click element then outputs
the packet on the appropriate output port of the element
(Line 11). configuration file

Each router has a Click configuration file that specifies
the connections for the multiple forwarding tables at the
router and connects the output of the Click element Get-
Slice with the appropriate forwarding table. For example,
Figure 4(b) shows the Click configuration for router R2 in
Figure 3. Lines 16-18 direct the output of GetSlice to the
appropriate routing table, whose connections are specified
for example in Lines 20-22 in Figure 4(b).

Path Splicing

6.1.2  Routing deflections

Routing Deflections [33] uses the bits in a similar man-
ner as Path Splicing. Each router has a deflection set con-
sisting of next hops that may be used for a packet depend-
ing on the packet’s previous hop and destination address.
Thus, the deflection set is a function of (ingress inter-
face, destination ip address). The IP ID and TTL fields
index into the deflection set at each router, as described
in [33]. We implemented Routing Deflections by precom-
puting the deflection set for each router and including it in
the Click configuration files. We also implemented a Click
element that reads the IP ID and TTL fields to output the
index number in the deflection set. This Click element,
shown in Figure 5(a), is about nine semicolon-containing
lines of C++. Lines 7-12 compute the tag, which is ex-
tracted only if the TTL is greater than 160 and less than
200. The tag is then used to compute the index into the



1 | void GetSlice::push(int port, Packet xp_in)
2 4
3 const click_ip *ip-in = p_in—>ip_-header ()
4 assert(ip-in);
5
6 //extract the slice number based on TTL
7 uintl6_t my_id = ntohs(ip_in—>ip.id);
8 uint8_t ttl = ip-in—>ip_ttl;
9 uint8_t index = ttl % 8;
10 uintl6_t slice = ((my.id & (0x0003 << (2
* index))) >> (2 x index)) & 0x0003;
11 output(slice).push(p-in);
12 |}
(a) Click element code.
1 | elementclass RTable { $destO , $destl |
2 input —> rtable RadixIPLookup(
3 $dest0 O,
4 $destl 1,
5 0/0 2,);
6 rtable [0] — [0] output;
7 rtable[1] — [1] output;
8 rtable [2] —> [2] output; }
9
10 | slicer :: GetSlice;
11 | // Create 4 routing tables
12 | rtable0 RTable (src_ip , dst_ip);
13 | rtable1 RTable (src_ip , dst_ip);
14 | ...
15 | // GetSlice connected to appropriate table
16 | slicer[0] —> DecIPTTL—> rtableO;
17 | slicer[1] —> DecIPTTL—> rtablel ;
18 | ...
19 | //Connections for table 0
20 | rtable0[0] — to._router0
21 | rtable0[1] — to._router4
22 | rtable0[2] —> Unstrip(14) —> ToHost();
23 .... //Three more tables

(b) Click configuration file.

Figure 4: Path Splicing.

deflection set for the incoming interface and destination
IP address (Line 13).

Figure 5(b) shows the Click configuration for the Rout-
ing Deflections elements at Router R2. The configura-
tion is similar to the Path Splicing configuration, except
the configuration now specifies a deflection set for each
neighbor, as opposed to individual routing tables per slice.
Lines 3-7 configure the GetDeflection element and the
connections to the routing tables (deflection set) for pack-
ets coming from neighbor RO.

6.1.3 ECMP++

ECMP++ is a version of ECMP in which the outgoing
interface for a packet is decided based on hash of (src ip,
dst ip, path bits) in the packet header. The path bits are
included as part of the IP ID field in the packet header;
the TTL field can be used similar to the implementation of
Path Splicing to help the routers index in the IP ID field
to read the path bits corresponding to the router. Figure 6
shows the implementation of this Click element; in the
interest of space, we have not shown the Click configura-
tion for this setup. It is similar to that for other multipath

1 | void GetDeflection :: push(int port, Packet =
p-in)

2

3 const click_ip =ip-in = p-in—>ip_header ()

4 assert(ip-in);

5

6 uintl6_t my_id = ntohs(ip_in—>ip.id);

7 my_id = my_.id & 0x03ff; //use only the
last 10 bits

8 uint8_t ttl = ip_in—>ip_ttl;

9 uintl6.t tag = 0;

10 if (ttl > 160 && ttl < 200) {

11 tag = my.id;

12

13 uintl6_t deflection = (tag % prime) %
size;

14 output(deflection).push(p_-in);

15 |}

(a) Click element code.

1
2 | // Deflection set for neighbor RO

3 | deflect_0:: GetDeflection(2);

4 | rtable_R0.0::RTable(src_ip, dst_ip);

5 |rtable_RO_1::RTable(src_.ip, dst_ip);

6 | deflect_0[0] —> DecIPTTL —> rtable_R0.0;
7 | deflect_0[1] —> DecIPTTL —> rtable_R0_1;
8

9

// Deflection set for neighbor R3

10 | deflect_3:: GetDeflection(2);

11 | rtable_R3_.0::RTable(src_ip , dst_ip);
12 | rtable_R3_1::RTable(src_ip , dst_ip);

15 | //Connections for pkts coming from neighbor
RO

16 | rtable_R0_0[0] —> to_router0;

17 | rtable_RO_0[1] —> to_router4;

18 | rtable_R0_0[2] —> Unstrip(14) —> ToHost();

20 |rtable_R0O_1[0] —> to_router0;

21 |rtable_RO_1[1] —> to_router3;

22 | rtable_R0O_1[2] — Unstrip(14) — ToHost();
23 .... I/ Similarly for other neigbors

(b) Click configuration file for router R2.

Figure 5: Routing Deflections.

routing implementations. Lines 6-9 are same as in imple-
mentation of Path Splicing, while Lines 11-14 determine
the output port (either O or 1) by hashing the ip addresses
with the path bits.

6.2 NetFPGA

We implemented Path Splicing and Routing Deflections
using NetFPGA [1]. Our implementations are loosely
based on the implementation for building a fast, virtual-
ized data plane with NetFPGA [6]. We implemented these
schemes on the Xilinx Virtex-II Pro 50 FPGA.

6.2.1

The implementation instantiates four forwarding tables
and four ARP tables in the base router. Because a des-
tination IP address can exist multiple forwarding tables,
the implementation requires separate ARP tables to have
different ARP entries for same IP address.

Path Splicing



void GetECMP::push(int port, Packet xp_in)
{

const click_ip =ip-in p-in—>ip_header () ;

assert(ip-in);
= ntohs (ip-in—ip-id);
ip-in—ip_ttl;

uintl6_t my._id

uint8_t ttl

uint8_t index ttl % 8;

uintl6_t bits ((my_id & (0x0003 << (2 =*
index))) >> (2 = index)) & 0x0003;

O 001NN R WM -

int src_addr
int dst_addr
int hash = Hash(src.addr,
hash = hash%?2;

output(hash).push(p_in);

ip-in—>ip_src.s_addr;
ip-in—>ip_dst.s_addr;
dst_addr ,

bits);

Figure 6: Click element for ECMP++.
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Figure 7: Router pipeline for the NetFPGA implementation of Path
Splicing.

The implementation uses four 32-entry TCAMs and
four 32-entry ARP tables. The lookup modules are imple-
mented using SRL16e while ARP CAMs are implemented
using dual port Block RAM (BRAM). These 32-entry ta-
bles correspond to available resources on the NetFPGA
base router implementation: the card has one 32-entry
TCAM longest-prefix match module with its lookup table
and one 32-entry ARP table.

Our implementation creates the path bits using three bits
from the TTL field plus the IP ID field. The high three bits
are used to divide the lower 16 bits into eight entries. Each
entry determines which of the four routing tables should
be used at each hop. We use on-chip memory to store the
forwarding tables. The base router implementation used in
this design is the reference router implementation from the
NetFPGA group [1]. Figure 7 shows the base router im-
plementation and the modules that are added or modified

10

in the reference design. The path splicer performs collects
the path bits and informs the output port lookup module
which forwarding table to use to determine the next hop.

By separating forwarding table selection from forward-
ing, the multipath module in Figure 7 allows designers to
use any kind of path bits selection mechanism that can act
on the packet header. We use this feature to ease the imple-
mentation of both Path Splicing and Routing Deflections.
In Section 4.3, we observed that the common denomina-
tor among different multipath schemes is to have separate
forwarding tables for different paths; different multipath
algorithms merely change how the path bits are used to se-
lect among these forwarding tables. Our multipath module
can be used easily to implement a new multipath routing
scheme by changing the table selection register shown in
Figure 7.

Resource utilization We use Xilinx’s ISE 9.2i to deter-
mine the fraction of the FPGA used for our implemen-
tation. Path Splicing accounts for accounts for approxi-
mately 62% of LUTs on the Virtex-II Pro FPGA that is
available on the NetFPGA card for logic, as shown in Ta-
ble 2. Of this percentage, approximately 7.2% of LUTs
are used for shift registers. Route through is responsible
for 7.1% of four input LUTs. This implementation uses
162 BlockRAMs, or 69% of available BRAMs. A more
efficient implementation can reduce the resource utiliza-
tion further, however, our focus here was towards a more
generic design to ease implementation of different multi-
path mechanisms.

Performance Figure 8 shows the NetFPGA based testbed
we used to test our Path Splicing implementation. We used
the NetFPGA-based hardware packet generator [9] devel-
oped by the NetFPGA group to send and receive traffic.
All nodes shown in Figure 8 are rack-mountable servers
with one NetFPGA card installed in each of them. Router
RO in Figure 8 allowed us to measure the effectiveness of
splicing, whereas routers RO and R2 helped us determine
the efficiency of the implementation at line rates. This
topology, though minimal, allows us to study whether the
basic implementation is functional.

Figure 9 shows the packet forwarding rates of this
NetFPGA-based implementation, as observed at the sink
node. While observing these rates, no packet loss occurred
on any of the nodes shown in Figure 8. The blue bars show
the results when we sent two flows with same destination
IP address but using different path bits to direct them to
different intermediate router. Packets from one flow were
sent to R2 via R1, while the other went directly to R2.

In another iteration, we introduced four different flows
in the network, such that all four forwarding tables at
router RO and R2 were looked up with equal probability.
Four is the maximum number of forwarding tables sup-



Router | Total % LUT Total

‘ LUTs ‘ Utilization ‘ BRAMs Usage

Base Router 23K 45% 123
Path Splicing 30K 62% 162
Deflections 35K 73% 194

Table 2: Multi-path scheme’s hardware resource usage

ported in our current implementation but this can easily
be increased to eight forwarding tables.

Both these experiments show that multipath routing
schemes like Path Splicing can be implemented using
hardware without sacrificing performance. Path splitting
of flows on R0 shows that our implementation is efficient
to split traffic while looking up in two different forward-
ing tables at line rate. In second iteration where we in-
creased the number of flows, it resulted in lookups in all
four forwarding tables but still there was no performance
degradation.From our experiences in [6] we are confident
that this number can be increased to eight for multi-path
routing without sacrificing line rate performance.

6.2.2 Routing deflections

Design and implementation We modify the multipath
module, as shown in Figure 7 to design the pipeline for im-
plementing Routing Deflections. We implement a slightly
modified design for Routing Deflections to make it more
similar to the Path Splicing implementation, where each
router looks up the appropriate path bits from the IP ID
field based on the value of the packet’s TTL. Since the
NetFPGA [1] card has four Ethernet ports, we can instan-
tiate eight forwarding tables with eight ARP tables on it.
For each incoming packet the input port appends its port
number to the packet.

Each incoming packet’s port number, TTL and IP ID
fields determine which routing table will be looked up for
the particular packet. Four input ports divide eight for-
warding tables into four sets of twos. Then we use TTL
and IP ID field to select one of the two forwarding table
for that particular packet. For this we use four LSB bits
of TTL field to index into 16-bit field of IP ID. Depending
upon the value in the IP ID field either first or 2nd table is
selected for the particular packet.

Resource utilization and performance Routing Deflec-
tions implementation in hardware uses 73% of available
LUTs on the FPGA as shown in Table 2. Of this 73%
LUTs, 12% LUTs are used by shift registers. Route
through is responsible for 6.4% of total 73% LUTs being
utilized. BlockRAM usage accounts for 83% of available
BRAMs on FPGA.

This increase in BRAM and LUT usage can be at-
tributed to increased number of Forwarding and ARP ta-
bles in routing deflections implementation. Since we are
in regression testing phase therefore we are not report-
ing forwarding rates for this implementation but we can
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Figure 9: Path Splicing router performance with varying load com-
pared with base router.

say with some confidence that this implementation should
not result in any performacne degradation considering the
pipelined architecture being used in design.

6.3 OpenFlow

We describe our design and implmementation of Path
Splicing using OpenFlow. OpenFlow is suited for de-
ployment in an enterprise network or in a datacenter net-
work environment, where all the network elements (i.e.,
the routers and switches) are owned by a single entity.
OpenFlow setup consists of switches which support the
OpenFlow specification and an OpenFlow controller. The
controller has full view of the topology and can commu-
nicate with the OpenFlow switches to install forwarding
rules. The controller also receives any frames which do
not match the forwarding rules in the switches.

Design Using the switch topology information, the Open-
Flow controller computes multiple spanning trees for the
network topology and installs the appropriate forwarding
rules in the OpenFlow switches. When a new end host
sends a frame to the switch that it is attached to (e.g., for an
ARP request), the switch will not find a matching rule in
the flow table and forwards the frame to the controller. The
controller uses this frame to learn the location (i.e., switch
and port) of the host. The controller then installs multi-
ple forwarding rules on all the switches in the network,
based on the spanning trees that it has computed; there is
one forwarding rule per spanning tree. Subsequently, as
other hosts send frame to this host, the switches forward
them using the rules installed by the controller. To avoid
loops for broadcast frames, the controller installs rules to



forward broadcast messages from each host on only one
of the spanning trees.

Because current OpenFlow switches allow specifying
forwarding rules based on limited number of fields in the
Ethernet frames or IP packets, we cannot use the IP ID or
TTL fields for the path bits. Instead, we use the source
VLAN ID tag field to carry the path bits; this ID actually
lends itself to a natural mapping between a single network
that provides multiple paths and a network that is over-
laid with multiple networks. Using the VLAN ID field
also preserves semantics at layer two and higher, since no
other fields in the Ethernet frame or IP header are modi-
fied. Unfortunately, unlike the IP header fields, the VLAN
ID is not modifiable by applications. To allow hosts to
modify the VLAN ID, hosts must implement a module
that copies path bits to the VLAN ID tag field in the pack-
ets when they are sent on the network. This design is fea-
sible, because an enterprise (or datacenter operator) has
much tighter control over the host operating systems.

We have implemented the above design with a custom
NOX controller [12] and reference software switches for
a three switch and two host network topology, similar to
NetFPGA testbed topology shown in Figure 8. We are
in the process of implementing the host modifications to
allow setting the VLAN ID.

Resource utilization Implementing Path Splicing using
OpenFlow requires additional space in the switch flow ta-
bles, as well as additional communication overhead with
the controller. If there are k trees and N active hosts in
the network, then we need kN rules in the flow table of
every switch. By comparison, a classical learning switch
that is part of a single spanning tree maintains N entries
in its bridge table. Second, the network incurs overhead
in terms of communication with the controller. If there
are M switches in the network, the controller sends kM
messages: one message per switch per spanning tree. The
host’s switch only forwards the first frame from a host to
the controller, so this overhead is fixed. Our current im-
plementation does not refresh the rules or expunge stale
entries; these functions are important if hosts are silent for
extended periods, leave the network, or relocate in the net-
work. Implementing these features requires kM N mes-
sages per refresh cycle across all switches. The network
in Figure 8 has 4 rules (2 trees, 2 hosts) in switches R0 and
R2. R1 has only 2 forwarding rules, one per host, because
it is part of only one of the spanning trees. We can op-
tionally install rules on R2 so that it drops frames carrying
VLAN ID of the other spanning tree.

6.4 Network Processors

We also developed an implementation of Path Splicing
using the programmable Network Processors (Intel IXP)
from the Open Network Lab [22,30]. The implementation
consists of a plugin for the Intel IXP network processors

1 | void handle_pkt_user () {

2

3 // Calculate the buffer descriptor location in
SRAM

4 onl_api_get_buf_handle(&buf_handle);

5 bufDescPtr = onl_api_-getBufferDescriptorPtr (
buf_handle);

6 // Read the buffer Descriptor from SRAM

7 onl_api_-readBufferDescriptor (bufDescPtr, &
bufDescr);

8 dramBufPtr = onl_api_getBufferPtr(buf_handle);

9

10 // calculate ip header DRAM ptr and read into a
buffer

11 ipv4HdrPtr = onl_api_-getlpv4HdrPtr(dramBufPtr ,
bufDescr. offset);

12 onl_api-readlpv4Hdr (ipv4HdrPtr , &ipv4_hdr);

13

14 if (ipv4_hdr.ip-v == 4) {

15 ip-id = ipv4_hdr.ip_id;

16 index = ipv4_hdr.ip_ttl % 8;

17 //Get the appropriate routing table number

18 slice = ((ip-id & (0x0003 << (2 * index))) >>

(2 % index)) & 0x0003;

19 helper_set_-meta_default (MUX) ;

20 helper_set_meta_mux_tag (slice);

21 }

22 |}
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Figure 10: Plugin code for path splicing on network processors.

that processes the IP ID and TTL fields from the packet
headers and extracts the corresponding forwarding table
number. The relevant part of the plugin code, which is
written in about 30 lines of C++, is shown in Figure 10.
Our tech report [19] has more details about this and our
other implementations.

7. Building Applications Using Path Bits

We perform experiments to demonstrate the benefits
path bits could provide to applications. Using a very
simple and naive monitoring algorithm (as described in
Section 5.3), end-systems can still benefit from multiple
paths. We show two benefits: recovery from failed or
highly lossy paths, and higher throughput by using mul-
tiple paths simultaneously. We also explore some trade-
offs of our monitoring algorithm. We performed all of
these experiments on Emulab; the end system is running
the implementation described in Section 5, and the routers
are Emulab nodes running the Click software router im-
plementations of Path Splicing, Routing Deflections, and
ECMP++, as described in Section 6.1.

7.1 Failure Recovery

Real-time applications must quickly find a working path
in the network. Available bandwidth is also a concern, but
the overriding criteria is that the network is able to pro-
vide a working path to the application and fast recovery
in the event of failures. We run our monitoring daemon
and fail links from the topology shown in Figure 3. We
measure the average number of path switches and average
failure recovery time for different parameters of the mon-
itoring algorithm. Table 3 shows the overheads depend-



Paths | Average | Average Recovery Probing Rate
Monitored | Switches Time (seconds) | (probes/second)
1 1.7 14 2

2 3 4.3 3.8

4 2.5 3.8 7.5

8 1.85 2.1 13.7

Table 3: Monitoring overhead.

ing on the number of paths that the monitoring algorithm
monitors simultaneously. The probing overhead (in terms
of the number of probes) increases as the monitoring dae-
mon monitors a larger set of paths. Owing to the small
size of the topology used for our experiment, we find that
just monitoring one path and switching to a new random
path when the performance of the path degrades is suffi-
cient for fast recovery.

The plots in Figure 11 use the same Emulab setup as
shown in Figure 3. In the experiment, we randomly in-
troduce loss on each of links between the nodes R1, R2,
R3 and R4. We also recover the links after some interval
of time. The experiment consists of sending a TCP flow
from src and dst nodes and recording the throughput ob-
served at the dst. Figure 11(a) shows the baseline, where
there is no monitoring of paths or switching of paths while
the TCP flow is in action. We then run the experiment by
making the routers in the network aware of multiple paths
and running the monitoring daemon to monitor the paths
and switch the TCP flow to a different path, via the set-
ting of appropriate path bits, when it detects high losses
on the current path. Figures 11(b) and 11(c) shows the
throughput plots when the network is using Path Splicing
and ECMP++ respectively, as the multi-path mechanism.

We did not modify the monitoring daemon even when
we changed the multi-path mechanism being used by the
network. The path bitsmechanism ensures that the moni-
toring can be oblivious to the underlying multi-path mech-
anism. We can also run multiple, multi-path protocols at
the same time in the network. In our setup, it is possible
to have a few routers running Path Splicing and the others
running Routing Deflections or ECMP++.

7.2 Bulk Transfer

Bulk transfer applications can benefit from simultane-
ous use of multiple paths in the network. Also, critical but
short communications like DNS queries can be simultane-
ously sent on multiple paths to get a quick reply (in case
on of the paths or DNS servers has failed), which is crit-
ical to establishing communication. In this experiment,
we allow a flow to use multiple paths, specified by differ-
ent path bits simultaneously. The Click module can keep
multiple entries corresponding to each flow in its path bit-
stable. For enabling use of multiple paths, the Click mod-
ule simply multiplexes packets from a flow on each of the
multiple paths in a round-robin fashion. We are aware of
more sophisticated techniques like flowlet switching [25]
which ensures that packets are sent on paths with similar
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Figure 12: Higher throughput by simultaneously using multiple
paths in parallel for a single TCP connection.

delay to avoid issues with reordering of packets in a flow.
However, our goal here is to demonstrate the use of mul-
tiple paths by a flow. Figure 12 shows the throughput plot
for a flow on which the use of multiple paths (two paths in
this case) is enabled and disabled periodically.

8. Conclusion

Many networked applications benefit from access to
multiple paths for improved performance and rapid failure
recovery. Despite its benefits, however, no standard inter-
face has emerged that provides applications access to these
paths, nor one that multipath mechanisms can use to pro-
vide such access. Path bits is a new narrow waist for multi-
path routing—a standard interface that makes minimal de-
mands of applications and of the network—that we believe
will enable evolution of protocols and implementations
below the waist, and applications above it. The interface
is simple, and thus easy to use by applications, and, while
general, admits efficient implementation in both hardware
and software, as demonstrated by our implementation of
a path bits interface on four hardware/software platforms
for three different multipath mechanisms.

We have released the implementations from this paper
to the community as the first framework that will allow
the community to compare both different multipath al-
gorithms and different real-time monitoring and recovery
frameworks in a common context. We hope that both re-
searchers and practitioners will extend and evolve this ref-
erence implementation to support new multipath routing
protocols implementations, new applications that use the
interface, and provide access to multipath routing in new
environments, from interdomain routing to data centers.
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