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ABSTRACT However, many home users have difficulty doing such

As networking moves into the home, home users aremanagement jobs, and so home networking has become the
increasingly being faced with complex network focus of a growing body of work in the HCI community [5,
management chores. Previous research, however, hag 8, 9, 13].Today, the state of network management tools
demonstrated the difficulty many users have in managingor the home is impoverished at best; most users rely solely
their networks. This difficulty is compounded by the fact on the built-in tools that come with their operating systems
that advanced network management toolsNsuch as thosand routers (such as the basic Windows TCP/IP control
developed for the enterpriseNare generally too complex forpanel, or the web interfaces built into routers and access
home users, do not support the common tasks they face, ammbints). With these modest tools, users must understand
are not a good fit for the technical peculiarities of the home.aspects of network architecture (that a router is the
This paper presentEden an interactive, direct OcentralO device on the home network), concepts such as IP
manipulation home network management system aimed aaddresses (whether to use static or dynamic addresses, for
end users. Eden supports a range of common tasks, andstance), wireless security (SSID, various forms of
provides a simple conceptual model that can help usergncryption), and more. Yet many of the essential details of
understand key aspects of networking better. The systerhome networking are effectively invisible. Notions such as
leverages a novel home network router that acts as a Odrolegical network topology, configuration settings, and traffic
inO replacement for usersO current router. We demonstrdtews are ephemeral, and poorly presented to users, when
that Eden not only improves the user experience ofthey are presented at all. Unsurprisingly, then, prior work
networking, but also aids users in forming workable has demonstrated that most home users have poor

conceptual models of how the network works. conceptual models of these notions, impeding their ability
ACM Classification: H5.2 [Information interfaces and (© Manage, upgrade, or troubleshoot the home network [17].
presentation]: User InterfacesGraphical user interfaces. One approach to addressing the conceptual complexity of
General terms: Design Human home networking might be to create direct manipulation

) . [20] tools that expose a unified visual interface to the now-
Keywords: Home network, human-network interaction hidden aspects of home networking. The value of such
INTRODUCTION approaches, with their continuous representation of objects,
As the home network becomes an essential part of people@8d support for incremental action and feedback, has been
daily life, network management has become a regularshown numerous times in the past; such systems allow
household task1D, 22]. People need to configure new users to form actionable conceptual models about the
devices to connect them to the network, set upOmodel worldO interface in which they are working.

infrastructure devices (such as routers and wireless accessowever, creating such tools for home networking presents
points) for connectivity with their Internet Service Provider 5 two-fold challenge. The first of these is tinéeraction
(ISP) and with the devices inside the home, managejesign challenge: what underlying concepts should be
security in order to defend their networks against unwanteq_}xposed, anthow should those concepts be represented to
access, potentially configure _parental contrqls to restrictgers? Simply creating a visual representation of every low-
Internet usage for their children, and diagnose andieye| aspect of the network infrastructure is unlikely to be a
troubleshoot connectivity problems, to name buta few.  workable solution; rather, we must understand the specific
management tasks faced by users, and how to create a

o o , _ holistic set of interface abstractions that support these tasks.
Permission to make digital or hard copies of all or part of this work for

personal or classroom use is granted without fee provided that copies ar&econd is theéechnical challengef creating a system that
not made or distributed for profit or commercial advantage and that goes beyond a mere interface front-end, and can robustly
copies bear this notice and the full citation on the first page. To copy effect change in the network in response to user actions at
otherwise, or republish, to post on servers or to redistribute to lists, ; P : ; ;
requires prior specific permission and/or a fee. the interface. This mvo_Ives instrumenting and augmenting
UISTO1Mctober 3-6, 2010, New York, New York, USA the home network infrastructure to provide these

Copyright 2010 ACM 978-1-4503-0271-5/10/10E.$10.00. management capabilitiewhile maintaining compatibility
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Figure 1. A screenshot of the Eden user interface

RELATED WORK

Network management has a long history. With tremendous
growth in network deployment in the 1980s and 1990s,
tools and standards to allow administrators to more
efficiently manage large networks became prevalent.
Among the most well-known of these are the SNME],[
CMIS/CMIP [3], and TMN [3]. Based on these standards,
many complexmanagement suitesuch as IBMNetview

[1] and HP OpenView [16] were introduced to support
management of enterprise-class networks; further, open
source tools, such as PacketTrap (www.packettrap.com),
provide in-depth features for network analysis, building
directly on the underlying TCP/IP network stack. Some of
these tools are shown in Figure 2.

However, these tools are intended primarily to help network
professionals manage large enterprise-wide networks by
centralizing account management, providing unified
accounting of network resources for internal cost recovery,
measuring performance in complex network topologies,
configuring routing policies for networks with hundreds or
even thousands of routers, and so on. Not only are home

with the diverse ecosystem of existing devices andnetworks generally muctsmaller than the enterprise
applications that are the reasons home users adopietworks targeted by these tools, the day-to-day tasks of

networking in the first place.

In this paper we introducEden (Figure 1), an interactive

network management are generally fhfferent as well
(few homes would likely consider implementing centralized

home network management system that exposes a dire@cCount management, or internal billing for printer use, for
manipulation, model-world style of interaction for a wide €xample). Perhaps most importantly, most homes do not

range of home network tasks. Eden is based on empirical oo o SEEES B Bl s
work aimed both at uncovering usersO needs, and at [ dg*éi"@’@ TS &
developing a coherent set of interface concepts that are @ - S e®oo®E
approachable and understandable by ugaten eliminates T e oS S =
the need for users to deal with the technical minutia of the & e

network, instead allowing them to perform management
tasks with a simple drag-and-drop of visually represented
networking devices and network settings. Our evaluations
show that not only does Eden perform well at supporting a
wide range of common home network management tasks,
the visual model presented by the system also helps users
form actionable models of the networkOs behaviorNin
effect OteachingO them about networking.

Our contributions are threefold. First, we present what is to
our knowledge the first fully direct manipulation system
designed specifically for home network management, along
with the design process that informed this syst8etond,

we present an approach to actually implementing network
policy controls in response to user interface actions, while
maintaining compatibility with the diverse, deeply
heterogeneous environment in the home network. Finally,
our evaluation demonstrates substantial improvements (and
user preference) for this tool over alternative approaches.

In the following sections, we present an overview of
existing network management tools. Next, we provide an
overview of our design process, including a formative study
to elicit requirements for the tool, as well as evaluation of a
range of prototypes. We then present Eden and its basic
conceptual model. Finally, we give results of an evaluation
of the systemOs conceptual model and usability, and
conclude with directions for future research in home
network management tools.
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Figure 2. HP OpenView Network Node Manager
(top) and PacketTrap (bottom)



have access to professional network managers who carf?
effectively learn and use these complex tools.

The tools and protocols thate generally available to home
networks typically do not address the full range of home
network managemenor example, DHCIP6] removes the
need for manual configuration of IP addresses and other |
network parameters; UPnH.2] and Zeroconf [4] allow
devices in the network to automatically discover each other,
easing the sharing of content and services; and system
such as Network-in-a-Box2], Windows Connect Now
[15], and ICEbox [23] remove the need for manual
configuration to provision client devices for a secure
wireless networkAll of these tools, however, only partially
address the problems of home network management,
focusing only on single aspects of configuration (such as IP
address assignment or WEP key settings) rather than

providing a holistic model for home network management. how these are knitted into a coherent, consistent set of
. I ._interface abstractions that are understandable to users.
One exception to this is a system called Network Magic

(www.purenetworks.com)Network Magic is the work We believed that by better understanding usersO
most closely related to ours because, to our knowledge, it i§anagement needs and desires we could constrain the
the only purpose-built system designed to provide a high-design space, and from there begin to iterate with
level interface for network management in the home.alterr_\atlve mteyface designs with users. Thus, the initial
Network Magic supporta comprehensive set of household- Step in our design process was to create a OcatalogO Qf home
oriented tasks including device configuration, wireless Neétwork management tasks. After this, we created a diverse
security, network speed and status monitoring, andrange of prototypes and evaluated these with users; this
troubleshooting through a wizard-oriented interface. That@llowed us to experiment with a number of conceptual
is, although the tool has a graphical interface, themodels for how to represent the details needed to support
interaction style it presents is wizard-based, not a highlyuSe€rsO management tasks. The sections below briefly
interactive, direct manipulation style of interactidhile describe our design process

the system provides a visual OmapO of the home networldnderstanding Home Network Management Needs

interaction with this map is limited to viewing a selected Our first step was to create a basic catalog of home network
deviceOs configuration, and changing its name or icon typemanagement tasks to provide us with insight into how to

While Network Magic is undoubtedly an improvement over SCOPe the systemOs design. We combined two techniques to

rudimentary, per-device tools such as the Windows contro@ather this data. First, we developed a catalog of the tasks
panels or router configuration web pages, we were inspired’@t can be performed now using the tools commonly
by work that has demonstrated the degree to which highl)ﬁva'lab,le to householdersNthese.|ncluded the router web
interactive direct manipulation systems have the potential t?29€ interfaces used by multiple vendors, operating
increase user performance, confidence, and knowledge ovel/StemsO network control panels, and so forth.

more text-heavy tools. For example, the Sesame systenfhis technique yieldethe set of actions that aceirrently

[21] demonstrated substantial improvements in firewall possible(albeit perhaps not easy) using available tools, but
performance over traditional text-heavy firewalls through of course could not yield insight into activities that might be
an interface that provided a coherent, and manipulablenot possible, yet still desiredy householders. Thus, we
conceptual model to its users. Thus, our goal with Eden wasombined this data with the results from a study designed to
to construct a coherent interactive visual model for thereveal householdersO frustrations and desires with respect to
home network to support common management tasks. home network management. Ostudy included 14 users

ADDRESSING THE INTERACTION DESIGN CHALLENGE with a range of networking skills, from completely novice

As noted earlier, one key challenge in providing a visualYSe's to a professional network administrator. Our goal in
interface to home network management is that it is not cleaP@MPling so widely was to understand not only what current
what aspects of the netwoskouldbe exposed to users, nor tasks novice or intermediate users find difficult, and which

how these should be represented. For example, should low’€ Might makeeasier but also to catalog a range of more

level concepts such as traffic types and flows, NAT settingsdvanced tasks performed by experts that we hoped to

TCPI/IP ports, and so forth be presented in the interface? Of@ke possibleby less experienced users. This formative
should the tool only expose high-level details, perhaps suctftudy included both survey and interview components. The
as aggregate bandwidth on the network? There is a trade-offUIVey contained instruments to collect participantsO self-
here between potentially overwhelming users with '6POrs of their knowledge of networking, as well as
irrelevant details, versus not providing them with enoughPaseline data about their current networks and practices
details to be actionable in problem diagnosis. Further, oncénumber of devices on the network, for example, and which

these details are decided upon, there is still the question gP0!S they currently use to manage the network). Semi-
structured interviews were then used to elicit usersO desires
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Figure 3. Network Magic’s Task Panel



for their home network, many of which they reported as notusersO goals, while omitting low-level, unnecessary, or
currently achievable given either the state of the tools oroverly complex details.

their knowledge of network management. We were guided in this effort by prior research that has
Participants expressed a range of desires in this study, bsuggested that users often rely on self-created visual
three categories of tasks stood out as being desirable, yeepresentations of their home networks, in an attempt to
not currently practical. First among these was networklend concreteness and visibility to what may otherwise be
monitoring, primarily to give insight into why the network an abstract and largely invisible infrastructu&?][ We

was behaving in a certain way or to assist inhoped that by understanding usersO visual depictions of their
troubleshooting. Participants expressed this as a keyetworks, we could gain insight into haystem-generated
frustration, and desirean easy way to see the status of the visual depictions might echo and support these practices.

network at a glance, or check network speed. There is a challenge here, however, in that prior resegych [
A second desired feature was security. Although we had, 17] that has studied usersO visual depictions of their own
expected general fears or unease about security to manifeebme networks has indicated that a disparity exists in how
themselves in our interviews, a number of participantshouseholders view the networkhe more technical
expressed specific, concrete desires. These included thenoweldge users have, the more they tend to think of the
ability to provide household guests with access to the homeetwork from a logical perspectiveNas a set of technical
Internet connection without implicitly providing that guest relationships among networking devices. In contrast, less
with access to all of the resources on the home network. (Itechnically-inclined users tend to view the network from a
most currenhome networks, any device on the network hasphysical or spatial perspectiveNbased on the locations of
unfettered access to all other devices on that network; thisietworking devices in the built environment of their homes.

behavior is d(;stifnct from dev_icam_tsidethle 30”?9' Whri]‘:h This led us to create a number of interface mockups that
are restricted from accessing internal devices throughynanned the range of representations created by users, from

Network Address Translation (NAT) implemented at the yiiqritizing the technical relationships among devices, to

router).A desire for parental controls to regulate childrenOg,iyjleging the physical setting in which those devices are
Internet use was also widespread among participants. deployed. Figure 4, for example, shows two mockup

Finally, a third desire was gaining more control over interface designs, one using a OlogicalO representation
network performance, to ensure that network resourcegusing a tree-like view common in commercial network
were being used for the task at hand. In networkingmanagement tools, and in the drawings of technically
parlance, this is calleuality-of-Service(QoS) control.  inclined home network users) and one using a OspatialO
Largely this desire surfaced among participants who madeepresentation (in which devices are located in the physical
regular use of high-bandwidth, latency-sensitive space of the home). In addition to these logical and spatial
applications (such as Internet telephony, media applicationsjesign prototypes, we also generated a number of more
or games), and was expressed as a desire that OtfmbstractO design ideas. These included a game-like visual
important stuff work.O representation (reminiscent of prior work using game

From our analyses, we defined a range of home networintérfaces for system controlj)), an on-screen fish tank

management tasks which we group into the following broadf®Presentation (in which devices are represented as fish;
categories. interactions among fish represent interactions among

. ) ] devices, and so forth), and a more abstract and OsketchyO
* Membership management: this category includes thgersion of a house depiction.

tasks associated with adding new devices to the

network and removing devices from the network. In addition to the basic visual representation paradigm, we

also wanted to explore alternative interaction styles; thus,
® Access control: this includes basic security we designed two interaction alternatives for each of our
functionality, as well as access controls for guestvisual designs. One was based on a highly direct
machines and parental controls for children. manipulation-style approach, in which users select, drag,
and drop on-screen objects in order to control them; the

Network monitoring: this includes basic visibility of other was a more OtraditionalO interface, relying heavily on

the overall home network, the ability to monitor
particular devicesO Internet usage, and the overall

connectivity to the Internet. C—
® QoS policy for bandwidth priority: this includes the _w _
ability to indicate that certain OimportantO applications - -
or devices should have priority in the home network. | ' | | [ =
w

Interaction Concepts and Prototypes

range of design concepts for interfaces that could embody
the various management tasks enumerated above. Our goals
with this phase of our design process were to explore ways
to make necessary concepts visible in a way that supports

Figure 4. Design alternatives for visual
representation paradigms for the home network.
Left is a “tree map” representation common in
networking tools; right is a spatial representation.



selection to indicate a target object of interest, coupled withThe Home is a spatial representation of the invisible home
menus to indicate a desired action on that object. network: the physical boundary of the Home maps the
Evaluation of Design Prototypes logical boundary of the home network, such that devices

To gather feedback on our paper prototypes, we performewside the on-screen Home are those that are OonO the home
a basic evaluation with the same 14 study participants as iR€tWwork, while those outside are not. This depiction
the requirements gathering phase, using think-aloud as welprovides an a_t-a-glar_lce representation for users to easily see
as questioning them to ascertain their understanding of th&hat networking devices are currently on the network.

various designs, as well as to determine their preferences. Within the Home are a number of sub-regions, which serve

Four knowledgeable users preferred the tree representatiol® Separate user-facing devices from infrastructure devices,
due to its simplicity and depiction of topology. However, @nd also provide a means for users to create groupings of
the users with less networking knowledge overwhelmingly their own devices for management purposes. Infrastructure-
preferred the spatial and abstract representations, with mostiented devices appear in an automatically-created region
favoring the spatial depiction (three very novice userscalled Network Center, which is located near a wall of the
preferred the abstract representations; the rest, howeveflome, adjacent to the Internet icon, which represents the
were extremely negative toward the abstract representatior/S€ros ISP; these devices are visually separated from others
feeling that the mappings between the interface and© indicate their unique roles in the network, as well as the
network concepts were unclear, or that the representatiof@Ct that they sit ObetweenO the end-user devices and the

This region also contains controls to enable or disable the

Further, even the technically sophisticated users, WhQieing of network status, and the logical overlay of links
overall preferred the tree representation due to its closger the home spatial representation.

correspondance with the actual network infrastructure, saw . . . .
value in the spatial representation. Users liked the mappingion-infrastructure devicesNlaptops, game machines,
with the physical locations of the devices in home. The usén€dia adapters, and so onNappear in Rooms contained
of a physical boundary to represent the logical homeWithin the Home. The system obviously cannot intuit the
network boundary was especially intuitive to users. physical layout of the home automatically; rather, users

. W . .~ create and name their own Rooms in the system when it is
This result suggested thatamixed modeQ representationN fgt ge up. These can be changed later at any time. Devices
in which a spatial representation was overlaid with logical

inf . b h K | d traffic f that are connected to the network appear in Rooms. Again,
information about the network topology and traffic flowN o gystem does not automatically detect the locations of

may be a workable visual representation for users Ofygyjces, but rather allows users to place them within Rooms
various levels of expertise. to reflect their own configurations and semantics, much as
From an interaction style perspective, users overallin usersO own sketches. As described shortly, in addition to
preferred the drag-and-drop interaction over a heavily tool-providing basic cues for physical locations in the home,
and menu-based design due to the OsimplicityO of draggirngrtain controls can be applied not only to individual
and dropping. This suggesed the utility of a highly directdevices, but to entire rooms to affect the behavior of
manipulation-oriented interaction style with visually devices organized into that room.

represented devices, and tasks invoked by actions directlyynile our interface strongly leverages the concept of

on those visual objects. Rooms as a way to convey information about physical
THE EDEN USER INTERFACE location as well as logical groupings, we realize that there
Based on the formative study results, we created a fullyare potential problems with this representationNproblems
functional implementation of the Eden system, including anthat we might term Ometaphorical breakdowns.O For
overall interface design with interactive elements suggeste@xample, mobile devices might be regularly used in
by our formative studies. In this section we discuss the finaimultiple rooms. Since the visual representations of devices
Eden user interface; in the next, we discuss thein Eden do not automatically update their locations, this can
implementation of the system, and our approach to allowingead to a device-to-room mapping that becomes out of date.
the Eden interface to effect a range of monitoring andThere are several approaches one could imagine users
policy controls in the home network. might take to manage this breakdown, and which we sought
to explore in our evaluation. For example, prior witk]

The overall visual and behavioral model of Eden leveraged!2S shown that mobile devices are often labeled according
a combined spatial/logical view as shown in Figure 1: spacd® OWnership in usersO network sketches; this might suggest
is represented by a pictoral representation of a home, withhat users place devices in Rooms to indicate ownership
various OroomsO contained within. Interactive graphicadther than strict physical presence (BobOs laptop may be
objects that represent users® devices, and various netwd?@cled in BobOs Ir?]oom, forhlnstance, r'egardlleﬁs of Whetk|1er it
infrastructure devices, are placed within this representation'S &ways used there). Other strategies might be to place
and afford dragging and dropping to perform network mobile devices in the locations in which they are most

configuration tasks (more on this shortly). Topology in this requently usedor potentially creating an entirely new
interface is represented by visible links that connectd™0UPINg for mobile device8Vhether users understood this

devices; these links can be disabled by users. mapping and could cope with the breakdown was
something we aimed to test in our evaluation.

Overall Model: Spatial + Logical



Membership Management

Earlier empirical studies of usersO home networ
management experiences have indicated that managin
OmembershipO in the home network can be problematic.
membership management, we mean the tasks associat
with getting new devices onto the network, and
(potentially) excluding unwanted devices from the network.
For example, adding a new device may require
configurations at the new device (setting SSID, WEP keys
perhaps IP addresses and so forth) and potentially at th
home network infrastructure (such as changing MAC
access controls). Users who run OopenO wireless netwo
(meaning networks without password controls) may find
that a neighborOs device has joined their network, whether Figure 6. Enabling the ‘Show Topology’ and ‘Show

intentionally or not. Net Status’ options

Eden supports membership management through automatiinks are animated flows of dots that indicate the traffic
detection of devices, coupled with simple drag-and-dropamong devices in the network, and make visible the logical
operations to allow users to signal their intent when a newopology of the network. They also provide a means to get
device is detected. Our system detects when a new devicen at-a-glance view of connectivity and performance; they
appears on either the wired or wireless home networkallow users to tell which devices are communicating, how
When a new device is seen for the first time, it appears irmuch they are communicating, and whether or not the home
the Onewly detected device areaO outside the Home. In this experiencing connectivity problems with the ISP. The
mode, the new device is visible to the system, but not yeDShow Net StatusO enhances this view by showing which
allowed to connect to the network (meaning that it canspecific applications on each device (as determined by
neither access the Internet nor other devices on the homstandard Internet Protocol port numbers) are generating or
network). If a user wishes to add this device to the homereceiving traffic; these applications are depicted as icons
network, it can be dragged into one of the Rooms inside th@bove the originating devices.

Home (Figure 5). To remove a device from the network
users simply drag it out of the Home.
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’ Access Control, QoS, and Server Management

In most current home networks, users have few affordances
Viewing Network Trafpc and Connectivity for managing aspects of networking such as access controls
In its default view, Eden only shows the spatial (determining what devices can communicate with which
representation of devices within Rooms. However, networkother devices on the network), and quality of service
topology and traffic informationNin a highly simplified  (assigning pr|or|t|es to devices or applications); even
form intended for use in common troubleshooting tasksN though users in our formative studies expressed a desire for
can be overlaid atop this representation. Controls in thethe ability to control their networks in these ways, access
Network Center region allow users to OShow TopologyO ogontrol and QoS settings are often buried within complex
OShow Net StatusO (Figure 6). router setup panels, when they are available at all.

Enabling the topology and network status views overlays aEden provides access to these concepts through an interface
series of visibldinks over the spatial representation. These element called eadge Badges are meant to associate
particular properties with a device, or group of devices, in
( q W the Eden interface, much like people may place badges or

stickers on real world objects to convey some property
about them (such as price, or Othis is brokenO). Badges not

Lo L s n 00O 2 b only provide affordances for this class of network controls,
I [ ra—" making them visible and draggable, they also provide at-a-

glance awareness of the network settings that are associated
with client devices.

'9 A fixed set of different types of badges are available (Figure
7). Anumber of access control badges allow users to restrict
s oadossets vt b yar b et a deviceOs access to certain resources on the network, and
N i NGTa e o s e T ’ can be used for parental controls as well as more complex
Hae management of access controls. For instance, a parent may
block all Internet access by a childOs computer by dragging
an Internet Restrictionbadge to the childOs device; this
badge then is visually attached to the icon until it is dragged
Newly detected device off. Parents can also restrict certain websites, or certain
Figure 5. New device’s appearing in the newly networked applications, from being used v&ites
detected device area (left); Dragging the device Restrictionor Application Restrictiorbadges. When these
inside the Home (right) badges are added, a pop-up window asks the user to

New device Bob




configure which specific websites or applications will be

blocked. Finally, aDevices Restrictiorbadge prevents the g@ B P
device it is attached to from connectingother devices in @ i

the home network; this is useful, for instance, for guest iehone -

machines that may need a connection to the Internet bu i foxe

should not have access to other devices in the home. ' \ & '

A different set of badges are used to alter QoS settings i , Blocked websies
the network. If a user wants to ensure that a particula:I .!g g r e
applications (such as World of Warcraft, or Skype), or a i jﬂ

particular device (such as a streaming media adapter) is nd J
interrupted by other traffic, users can placEaster badge

on the device; similarly, low-priority traffic (such as peer- [ )I
to-peer downloads) can be assignedslawer badge to

ensure that they relinquish bandwidth to other applications. Figure 7. Placing Applications and Sites access

These badges effectively group devices into three classes: control badges on the Children’s Room, a Device

high, low, and default. Each device within a class has the access control badge on a visitor’s device, and QoS

same priority as others in its class (thus, two devices with a badges on devices

Fasterbadge will be prioritized over ones with no badges, One challenge arises from the deep heterogeneity of the
but have the same level of priority with each other). home network. Unlike in corporate networksNin which

Badges also leverage the spatial and grouping mechanisniPport departments may have some control over the sorts
in the Eden interface to allow users to express differentof devices that are deployed onto their networksNhome
granularities of control. The above badges, for example, caff€tworks are a site of great diversity and experimentation.
be placed on individual device icons, on a Room, or on thelNis means that a wide range of different device types are
network itself. Placing a badge on a specific device onlyPresentNnot just computers, but media devices, networked
conveys the associated property to that one device; on th@@ming consoles, digital video recorders, and WiFi-enabled
other hand, when a user puts a badge on a Room, all tha@obile ph_ones: This dlverslty immediately negates one of
devices in that Room are controlled, and when a user placd§€ Possible implementation avenues common in the
a badge in the Network Center, all the devices in the homé&orporate world, which is to rely on specialized middleware
network are controlled. This allows, for example, users tofunning on each client device (such as an SNMP 4d8ht

easily prioritize the OworkO traffic by dropping a badge orfhat allows it to be managed from a centralized tool; homes
the home office Room depiction. are unlikely to have such software installed, and creating it

for every platform (including embedded devices and
yaming consoles) is unworkable.

Eden uses badges for one other feature, intended primaril
for advanced users. On current home networks, running an ] ) ) )
type of server at home (such as a web server, or simpl second possible |mpl_ementat|0n apprqach is to allow
sharing a folder of files outside the home network) is veryEden to control the settings on the existing home router,
complex, involving configuring firewall rules, configuring Perhaps by Oscreen scrapingO the web-based interfaces
Network Address Translation (NAT) to pass traffic from the Provided by such routers. This approach is also unworkable,
Internet to a certain machine in the interior of the homehowever, largely because Eden provides a much richer set
network, and so forth. Thus, Eden provides Oservepf polic_y controls than are available on most hom_e routers.
badgesONincludingVeb ServeandFile SharingbadgesN ~ There is no way, for example, to implement high-level
that users can associate with a machine on the homfgatures such as EdenOs access control policies using the
network. Doing so automatically configures NAT port rudimentary features available in most routers.

forwarding and firewall rules to make the requested Thus, we implemented Eden as a custom Linux-based
application on that machine visible to the external network. wireless router/access point, intended as a Odrop inO

interface element for possibly other tasks, such as mediflashed to the firmware of common consumer routers based

management between UPnP devices. We have not yen the Broadcom chipset, such as the popular OWRTO
explored this notion further, however. routers from Linksys. This system is fully compatible with

existing IP-based applications and devices, and requires no
ADDRESSING THE IMPLEMENTATION CHALLENGE . special support from clientsNindeed, it is transparent to
As noted in the introduction to this paper, our goal with

other devices on the network.
Eden was not merely to create a home network ] ] N o .
managemerinterface but also to create a fully functioning BY instrumenting the routerNa privileged point on the
network managemensystemthat reliably and robustly —home networkNwe can not only monitor all traffic in the

challenges inherent in actually implementing the controlsin response to access control settings, limit the routability of
provided by the Eden interface. certain devices on the network, or throttle flows in response

to QoS requirements. By exploiting this privileged position



in the network, Eden has access toNand the ability toformal technical training; we added these users to better
controlNnot just traffic between devices and the Internet understand how well our tools would address the needs of
(both upstream and downstream traffic), but also betweenthose users who currently are most likely to undertake
devices on the home network, all of which must management and troubleshooting of the network.
communicate via the router, using Qlther Its ereq O For the experiment, we built a home network environment
wireless interfacesNote that while this |mplementat|_on equipped with Eden and a range of client devices in our lab,
; ; : ) @hich allowed us to conduct the evaluation in a controlled
home (misconfigured hosts, incompatible software geing. One drawback of a lab experiment is that it does not
versions, and so forth), it does provide an approach 9oy evaluation in real home network settings, with the

addressing a wide range of management needs that can Byjces and configurations that participants are used to.

implemented in the network. Nonetheless, we chose a lab experiment because individual
Internally, the system uses common, low-level networkvariation in home networks would have made it difficult for
management tools to effect changes; for example, then in-situ evaluation to control for different device types,
system uses$c-based traffic shaping to implement priority topology, and uses of the home network.

badges; server and access control badges are mplementg%nceptual Evaluation

via_iptables along with NAT and firewall rules. These |5 oyr conceptual evaluation, we wanted to get a qualitative
facilities are exposed to the front-end interface throughganse of first. whether users understood the overall

XML-RPC based communications channel built using i cryre of the interface and its various representations,
Ruby. Requests issued by the interface are executed by,q second, whether exposure to the Eden interface

reconfiguringiptablesandtc and so forth. changed users® understanding of the network itself. For this,
The user interface portion of Eden is implemented in Adobewe used open-ended questioning about the conceptual and
Flash CS 3 and ActionScript 3.0, and embedded in aroperational model of the home network. We then used a
HTML file that is served by our router. We pursued this think-aloud protocol while users performed a set of basic

web-based management approach for several reasons. Firsbanagement tasks with Edadsers had no pre-evaluation

it allows universal access to the management interfaceinstruction on the Eden user interface.

since users can access it from any device in the networlyyerg|, the basic spatial organizing concept of the Home
capable of running Flash: users simply enter the vedeh worked well in conveying the home network and in

in the address bar of any browser running on the homeyijitating management. Novice users in particular found
network; this request is detected by the router and returng,e Home concept very familiar and intuitive; P7, for

the IEdedn E.Se; interfa]E:e”. Secontc)i,band(?lthough ‘a’e frf1ave Q%B(ample, noted that the design was favored OBecause |
explored this feature fully, a web-based approach oflers Mgyiny of it [the home network] in very physical terms.O
possibility of remote family, friends, or network . ) o
professionals to participate in management of the home®ll 20 participants understood the intended association
network, a practice that is followed by many householdersP€tween device icons in Rooms and the physical locations
[18]. Of course, whichever device attempts to load the EderPf devices in the real house. However, two users (P1 and
user interface must be able to connect to the router in th&3) inferred an association between device placement and
first place; however, this is no different than current aCCess rights th_at did not exist. For instance, wht_en a device
systems that require that the router be accessible via a we§a@s in a specific bedroom, these users thought it was only
browser in order to configure or troubleshoot it. accessible by the owner of that bedroom; but when the
same device was in a public space such as a living room,

EVALUATION . these participants viewed it as being accessible by anyone
In our evaluation of Eden we wanted to focus particularly i, the home.

on two related but separate issues: first, how well users ) . )
grasped the overall user interface concepts provided by th¥Vith regard to our earlier questions about metaphorical

system, and second, how usable and effective the systelféakdowns associated with mobile devices, all users
was in comparison to existing management tools. except one preferred ownership-based placement for mobile

devices, rather than common use-based placement or other
approaches. However, one user noted that creating custom

A : ategories such as  Omobile devicesO or Ogeneral
500s .by yvord of mouth {:md by gmalls to a ngmber of locghiscellaneous® might be useful.
organizations. We recruited mainly users without strong o ] )
technical backgrounds, since they are the primary target oPUr participants largely grasped our intended mapping of
our system. Amongthese 20, five were self-described the spatial boundary of the Home as the logical boundary of

novices withno technical knowledge of networking nor the home network, inferring that the devices inside were a
experience with managemerthe devices they used at Partof the home network and that devices outside were not.

home had been set up for them by others in theirHowever, several users had an overly literal interpretation

households. Twelvevere self-described intermediate users; ©f the spatial representation. For instance, P2 and P3
they reported having informal knowledge of networking Mmentioned that devices appearing outside the Home might
and could connect devices to their home network. In b€ wireless devices outside the house, perhaps in the yard
addition to these novice and intermediate users, we als@" on the deck.

included three self-described experts, with some form of

Study Participants and Evaluation Methodology .
We recruited 20 participants of ages ranging from 200s t



When asked to add or remove a device from the networkand the various network connection wizards and tools built
most users immediately moved the device inside or outsidénto Windows). We selected tools built-in to the router and
the Home based on their analogies of the on-screenhe OS since they were found to be the tools that most users
representation with the home network. However, for severakelied on from our formative study.

users, the cht Fhat a device was inside the Home was n(;ilo compare usability, we cataloged the tasks supported by
sufficient to indicate membership; these users emphasize

. o m HO e three tools and categorized them as described earlier.
the role of the topology display in giving a clear indication Then, we asked users to perform one or two tasks per

of the connectedness of a device. category. Users had a 10-minute instructional session and a
All users liked the visual traffic map of the home network. brief explanation of each tool. In this paper, due to page
This visual map contributed significantly to OteachingO thdéimits, we only briefly discuss the overall usability
users about the basic structure of the network. During oucomparison results.

study, ten users reported that exposure to the syste

h d th h K traffic i terred f "Rigure 8 shows the tool preferences of the users from the
showed them how network traffic Is transterred from a ,qapijity evaluation. Seventeen out of 20 particpants

computer in the home network to the router and then 1o theyonaiy preferred Eden over the other tools. Two users
Internet, and believed that this knowledge would help thempreferred a hybrid of Network Magic and Eden. One novice

in OfixingO the network in the future. P1, for example, qe preferred Network Magic. The tools included with the
noted, Ol feel like I (can) master home networking now. Ing 404 router were the last choiceewéry user

can imagine how home networking works in my mind.O , o
Further, all five novice users and several intermediate userd e main features that led to this wide preference were the
also learned the concept of bandwidth as a shared resourddsual nature of the interface, and the lack of technical
intermediate user, P9, stated, Ol didnOt realize that the roug&emed to provide better feedback and affordances for
carries the total amount of the speed and the total amount ¢{S€rsO actions. In contrast, the OS- and router-supplied tools
the speed breaks down depending on the number of'€ almost entirely structured around text-based forms, with
computers that are using it.O P7, a novice user, stated, OIB#¢h technical jargon (this was noted by participants as an

so disappointed. | thought | had (an) infinite amount of especially we_ak aspect of th_e Linksys router interface).
network available to meO. Network Magic occupies a middle ground between these

. ... tools and EdenNit provides a visual map of devices, but all
Users used the badges effectively, although se\_/eral 'n't'a”ymanagement tasks are done through text-based menus and
tried ways other than drag-and-drop to associate a badg

) . i S . §ialog boxes that require several steps to accomplish a task.
with a device, such as right-clicking a target device or a g 9 P P

badge at the first trial. All users stated that they liked theThe users who preferred Eden noted the integration of the
easy visibility of the badges as a way to convey availabledeévice map and tasks as an advantégeability to group

functionality, and the ease of dragging and dropping badge§ontrols, by associating badges with rooms rather than
to activate them. individual machines, was a strong point for many of these

sers.These users also preferred the visual, drag-and-drop
pproach over Network MagicOs wizard style. For instance,
. ) ) P6, an expert user who felt comfortable with both Eden and
managing groups of devices. For instance, P6, who has WRienyork Magic, emphasized the visual feedback of Eden as
children, stated that OFor a childOs room, |etOs suppose {idest part compared to the other tools. The wizard-based

there are three laptops. Then you donOt have to do one abgn 5ach of Network Magic was described as Oineffective®
time and one at a time. Sometimes, my childOs friends comgnq often Oinefficient.O Novice users had problems with

in. So 10m gonna put this guy right here [place the friendQgq completion; for instance, four novice users failed to

laptop in the childOs room] so that automatically all those.,mplete the wizard for adding a new device; for those who
controls that 10ve done are applied so | donOt have {gy ‘accomplish the task, the time ranged between 30
reconfigure for these kids.O seconds to several minutes. On the other hand, all users
Most users gained a sense of how to assign badges atcomplished the task with Eden within five seconds.
different levels of granularity as they worked with the

interface. For instance, P11 said OBefore, | didn't know !

could block an individual computer. Now if | put a badge 12 :

here on a computer, | don't need to block the whole routel g Novice USErs

and | can block an individual computer or | can block a Intermdiate users

living room (for a group of computers).O w Expert users

In particular, participants found Room-based access controg
to be intuitive and very useful in real situations for

Functionality and Usability Evaluation

In our next evaluation, we wished to test the effectiveness
of Eden versus existing home management tools. Thus, w
compared Eden with Network Magic (the only comparable — .
home network management tool at this point), and with the OSfLinksys  Network Magic Network Magic Eden
tools built into a router and the Windows OS (specifically, + Eden

the Linksys Wireless-G Broadband Router web interface

w
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Figure 8. Users’ tool preferences



Even though Network Magic removes some technical3. Black, U. Network Management Standards: SNMP, CMIP,
jargon (e.g. referring to devices by name instead of by IP or TMN, MIBs, and Object LibrariesNew York: McGraw-
MAC address), it still was considered too complex by all  Hill, Inc., 1995.

but one of the novice users in our study, as well as by many. Cheshire, S. and Steinberg, Xero Configuration
intermediate users. For instance, intermediate user P11 said, Networking: The Definitive GuideOOReilly Associates,
Ol donOt like Network Magic because | have to read ISBN 0596101007, (December, 2005).

something that | donOt understand.O On the other hand, the Chetty, M., Sung, J., and Grinter, R. E. How Smart Homes
three users who preferred either Network Magic, or a Learn: The Evolution of the Networked Home and
combination of Network Magic with Eden, liked the Household. Ubicomp 2007, 127-144.

procedural nature of the toolOs wizard-oriented interface. 6. Droms, R.: Dynamic Host Configuration Protocol, Internet

Users had a stronger positive response to the access control Engineering Task Force Request for Comment (RFC) 2131,
features of Eden than weOd initially anticipated. In fact, 1997.

Internet access control was the primary concern for study/. Edwards, W. K. and Grinter, R. E. At Home with
participants with children. These participants greatly valued Ubiquitous Computing: Seven Challenges, Ubicomp 2001.
this aspect of Eden, which gave them an ability they did not8. Franzke, M. and McClard, A. Winona Gets Wired:
have at all before. P9, a self-described intermediate user Technical Difficulties in the Home. CACM 39 (12), 1996.
and a mother of three, did not know of any technical means) Grinter, R. E. and Edwards, W. K. The Work to Make a
for restricting Internet usage by her children; her approach  Home Network Work, In Proc. ECSCWO05, 2005.

was to put the family desktop in her own room so that SheJ.O.Grinter, R. E. et alThe Ins and Outs of Home Networking:

could make ensure that it was used for approprial€” “the case for Useful and Usable Domestic Networking.
purposes. Other users, such as P7 who has a 17-year old aocm ToCHI, 16(2), June 2009, 1-28.

high school student, used access control for punishmen
and suggested badges as a way to communicate amo
householders: OBadges could be different colors. There

could be pink badges for Mom and blue badges for Dad thai2 Jeronimo, M. and Weast, UPnP Design by Example: A

could actually indicate who did the blocking.O Software DeveloperOs Guide to Universal Plug and Play.
DISCUSSION AND CONCLUSION Intel Press, ISBN 0971786199, 2003.

In this paper, we have explored the challenges of exposing 93 kiesler S. Lundmark. V.. Zdaniuk. B. Kraut. R. E.
largely invisible, infrastructure-layer technology using a = Troubles with the Internet: The Dynamics of Help at Home.
highly visual, direct manipulation interface; these include  Human Computer Interaction, 15(4), 2000.

the interaction challenge of producing workable interface14 Kraut, R., Scherlis, W., Mukhopadhyay, T., Manning, J
abstractions for networking, as well as the technical™ "4 kiesier, S. The HomeNet Field Trial of Residential

challenge of providing control and instrumentation in  |ntemet Services. CACM, 39(12), 1996, 55-63.
diverse home networks. Eden provides a range of

mechanisms for supporting end user management of homi155'\'\//lv'r(]:.rtos'Oft Czrp._l I’l"nzdooo"és Connect Now Architecture
networks while retaining compatibility with existing IP- epaper. Aprt L4, ' .

based applications and devices. While our evaluationl6:-Muller, N. J. The OpenView Enterprise Management
demonstrates the advantages of the system, we envision a gramework. hternational Journal of Network Management,
number of ways that this tool may be extended in the (5). 1996, 271-283.

future; in the near term, we aim to explore the utility of the 17.Poole, E., Chetty, M., Grinter, R. E., and Edwards, W. K.
system foremotehome administration, to support practices ~ More Than Meets the Eye: Transforming the User
of family and friends in managing each others® networks. Experience of Home Network Managemefitoceedings of

- ] ACM DIS 2008, 25b27.
Th_e results from our formatlve_study a_nd our evaluat'onl&Poole E., Chetty M., Morgan T., Grinter R. E., and
point to several areas that we think require further research. Edwards W. K. Computer help at home: methods and
Perhaps most importantly, usersO reactions to the access motivations for informal technical support. In Proc. of
control features in Eden suggest that a better understanding ACM CHI, 2009, 739-748.
of the dynamics of parental controlNas well as tensions in 19.Rose, M.T. The Simple Book: An Introductioto
the power relationships in the homeNcould provide insight Management of TCP/IP-Based Interné®sentice Hall,

into new ways to support home network access controls. ) . . .
20.Shneiderman, B. Direct Manipulation: A Step Beyond
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