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Abstract

With scaling of data centers, clusters, and grids, it is going to be increasingly difficult to download,
configure, install, update, and manage the software stack on the constituent nodes. Automation of this
process is needed for the system to scale beyond a few hundred nodes. We present system architec-
ture for a middleware service that performs this task in an automated manner. We propose that various
components of our architecture can be implemented as grid services with clearly defined interfaces. Fur-
thermore, we demonstrate the usefulness of the architecture through sequence diagrams and a prototype
implementation. Our prototype implementation automates the whole process of provisioning a complete
software stack by integrating various existing solutions, such as kickstart and smartfrog, along with
building intelligence into the middleware to handle such tasks. Preliminary experimental results show
that the installation time increased slowly at an acceptable rate of 30% as we moved from 1 machine to
6 machines.

1 Introduction

Grid Computing has its roots in solving compute intensive problems. Traditional use of grid has been
in solving compute intensive medical research problems, weather forecasting, and scientific visualization
applications. But the application domain for grid is continually expanding with recent efforts focusing
on the use of grid in supporting data centers and interactive application environment. In a data center
environment, grid computing can be used to provide various features such as security, virtualization,
naming, and discovery.

With scaling of data centers, clusters, and grids, we predict that it is going to be increasingly difficult
to install, configure, update, and manage the software stack installed on the machines. For a small data
center, most of the configuration management tasks can be performed manually, but when the size of
the data center increases to a few hundreds or thousands of nodes, manually performing the configura-
tion tasks become practically impossible. Additional complications arise due to the heterogeneity in the
software and hardware configuration. If all the machines in the grid have same hardware and software
configuration, a simple script may be enough in configuring and maintaining them, but such a homo-
geneous configuration is not possible due to various reasons. Differences in the hardware configuration
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may come due to newly bought machines or upgraded machines in the data center. The software con-
figuration may become different because of different customer needs. All of the different configurations
are necessary if a data center is to be used efficiently with minimal financial impact. Because of these
heterogeneity in the configurations, a higher level representation of configuration attributes, and vali-
dation is needed. In addition, the system should also have monitoring and fault recovery services and
security features to protect the resources from malicious use.

Thus, we argue that automation of the whole process of installation and deployment of complete
software stack is needed for the system to scale beyond a few hundred machines. Many design choices
exist, however, we describe a general system architecture that can take care of the issues mentioned
above. In our prototype implementation, we focus on automating the whole process by integrating
various existing solutions along with building intelligence into the middleware to handle such tasks. We
have identified following set of tasks as crucial in automating provisioning of complete software stack
in a grid environment.

• Software Install: Software installation step includes installation of OS as well as the application
packages. We consider a data center providing resources for hosting e-commerce applications. In
this case, the various tiers of a n-tier e-commerce application should be installed in addition to the
OS. The system architecture should take care of dependencies between various tiers. In addition,
the system should also automate this process with support for remote administrations in order for
it to be scalable.

• Version Upgrade: This process involves applying routine upgrades to already installed applications
on various machines. The upgrades should be done seamlessly with minimal system downtime.

• Software Configuration: The software installed on the machines may need to be configured prop-
erly before they can be deployed. A web server typically is configured to run on a specific port and
access data from specific directory. Similar configuration steps are needed for application servers
and database servers. Some of the configuration aspects may be related to security while others
may be related to runtime parameters. Our system architecture performs these software configu-
rations automatically based on higher level policies specified typically by a grid administrator.

• Deployment: This step involves running the applications on the specific nodes of the data center.
The system should take care of dependencies between various applications and deploy them in
order.

• Life-cycle Management: The life-cycle management component monitors the deployed applica-
tions and take corrective actions based on the system load, or application failures. The various
decisions related to life-cycle management are taken based on policies. Life-cycle management
task is typically performed in conjunction with the resource allocator.

• Termination: The deployed applications may need to be terminated based on the user request or
by the system as part of life-cycle management.

• Software Uninstall: Software may need to be uninstalled driven by the user request or by the need
for efficient utilization of resources in the grid.

Separate tools exist which address some of the problems mentioned above, but none of the existing
solution is capable of automating the whole process in an intelligent way. We have taken into account
all of the above issues in coming up with a solution for automatic provisioning of complete software
stack (operating system as well as an e-commerce application) in a grid environment. Our contributions
in this paper are as follows:



1. we present a system architecture that can be used to automatically install and deploy the complete
software stack in a grid environment

2. we propose that the various components of our architecture can be implemented as grid service

3. we demonstrate the usefulness of the architecture through sequence diagrams and a prototype
implementation.

The rest of the paper is organized as follows: In section 2 we describe our system architecture. In
section 3 we discuss sequence diagrams and our system implementation in detail which provide primary
validation for the usefulness of the architecture .We put our work in the context of other related works
in section 4 and finally, present our conclusions in section 5.

2 Architecture
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Figure 1. System Architecture

Our system architecture is represented in figure 1. The user submits request for deploying an e-
commerce application through the grid portal .The resource allocator takes the requests from the input
queue and assigns resources based on scheduling algorithms. Details of our resource allocator system
can be found from [13].

In this paper, our focus is on the installation and deployment system. Based on the resource assign-
ments, the installation system performs OS installation on the target nodes. The system takes decisions
based on policies specified by the grid administrator. Based on policy, the system will decide the pack-
ages that should be installed on the target nodes. Once the installation is complete , the e-commerce
application will be deployed using the deployment system.

Figure 2 shows the architecture of the installation and deployment system in detail. We present a
component based architecture with each component responsible for a specific part of the installation and
deployment process. There are four main components of the system, OS installation engine, application
installation engine, application deployment engine and the monitoring engine. Each of these compo-
nents can be implemented as a grid service. In the remainder of this section, we describe these various
components and their interfaces in detail.

The OS installation engine performs the automated OS installation. It contacts the network boot
server for bootstrapping the installation process. The network boot server will typically be a bootp
server used for performing network installation. The data servers will contain the installation packages
and the kernel images for initiating the installation and can potentially be distributed for load balancing
purpose. The OS profiles will determine the particular softwares that will be installed on a machine.
These profiles are generated automatically based on policies. For example, all machines in the product
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Figure 2. Installation and Deployment System Architecture

group of an enterprise may require a specific machine configuration which is different from the machines
in the research and development group. These policies can be used to customize the grid environment.
In order to integrate with the application installation engine, the OS installation engine performs the
following steps.

• OS installation engine sends a completion message to the application installation engine so that
application installation can be initiated.

• OS installation engine installs a specific application at the end of OS installation. This specific
application is responsible for installing and deploying the e-commerce application. In our imple-
mentation, we used SmartFrog[8] as the specific application.

• OS installation engine should send progress information to the monitoring engine periodically so
that any failure can be identified and corrective action can be taken.

Once OS installation engine has completed its task, the application installation engine takes over
the target nodes and is responsible for installing the applications. In this paper we focus on e-commerce
application installation in a grid environment though our solution is generalizable to other applications as
well. The application installation engine will consult the appropriate application packages (webserver,
app server, and database server in our case) and install it on the allocated machines. The application
installation engine integrates with the application deployment engine through the exchange of following
messages:

• Application installation engine sends a completion message to the application deployment engine
so that the application deployment can be initiated.

• Application installation engine should send progress information to the monitoring engine period-
ically so that any failure can be identified and corrective action can be taken. Failure in this case



can be related to application packages being unavailable or improper configuration of the target
node. The monitoring engine can instruct the application installation engine to install all the de-
pendent packages before proceeding with the application installation. The monitoring engine can
also decide to chose another target node for the application installation in case of node failure. The
monitoring engine will contact the resource allocation system for getting access to a new target
node.

Once the application is installed, the application deployment engine is responsible for starting and
stopping the application. The deployment engine is also responsible for managing the life-cycle of the
running applications. This requires continuous monitoring of the running applications and adapting the
running application based on system load. System wide policy will dictate the actions that need to be
taken in case the system load exceeds a threshold. An example of policy that a typical e-commerce
application may specify is to have certain number of instances of the various servers running at any
time depending on the load. Such policies are enforced by the application deployment engine as part of
life-cycle management. The various configuration parameters related to application deployment and life-
cycle management are read from the application configuration module. These application configurations
are generated at run time based on policies. In our implementation, the application deployment system
is used to deploy the webserver, application server, and the database server. The application deployment
system is integrated with the other components through the exchange of following messages:

• Application deployment engine sends progress information periodically to the monitoring engine.

• The life-cycle management component of the application deployment engine should notify the
monitoring engine in case of any failure. Failure can be due to changes in the configuration of
the target node which prohibit deployment of the application. The monitoring engine can try to
correct the node configuration or may decide to deploy the application on a different target nodes
depending on policy. Deploying the application on a different node will require notifying all the
dependent applications so that connectivity is maintained between the different components of the
e-commerce application.

The monitoring engine is responsible for monitoring the progress of the different system components.
It monitors the progress of the OS-installation engine, the application installation engine and the ap-
plication deployment engine. The system progress is written to the log files for analysis. In case of
failures of any particular component, the monitoring engine provides feedback based on various policies
as mentioned above.

The above system architecture can be used to deploy any OS (linux, windows, solaris) and any e-
commerce application in an automated manner. We have identified the interfaces between the various
engines so that the OS installation engine, application installation engine and the application deploy-
ment engine can be implemented as grid services. In the next section we briefly describe our system
implementation.

3 Implementation

In our implementation, we chose to install redhat linux OS and a 3-tier application in an automated
manner. The 3-tier application consists of a web server, an application server, and a database server. We
have used kickstart [11] with preboot execution environment (PXE) [9] as the underlying technology for
automating OS installation in a grid environment. The 3-tier application is installed and deployed using
SmartFrog [8]. Though we demonstrate the usefulness of the system through these specific examples,
our architecture is general enough so that it can be used to perform similar tasks for other applications
and OS as well. The details of each of the system components are described below.



3.1 OS Installation

In a large data center or grid environment, it is not possible to do OS installation using floppy drive or
CD-ROM as is traditionally done. Even when OS is installed through the network, the bootstrap method
traditionally used makes use of a floppy with the minimal linux kernel. This set up is not scalable as
the number of machines increases beyond a few hundreds. Our system uses a combination of PXE and
Kickstart to completely automate the process of OS installation without the need for any floppy or cd-
rom. The system includes a DHCP Server, TFTP Server, and NFS server. The target nodes use the above
servers for getting the different pieces required for OS installation. The servers may all be located on
one machine or they may be distributed. There may be multiple servers for load sharing in our system.
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Figure 3. Sequence Diagram for OS installation

The figure 3 describes the sequence diagram for automating the operating system installation. The
system administrator will power on the target node to initiate the OS installation. The DHCP server is
used to assign an IP address to the target nodes. The TFTP server is used to provide various files to
the target nodes. For OS installation or re-installation, the target node first gets the network boot pro-
gram(PXE bootloader) from the TFTP server and starts booting from it. In contrast, when the machine
is restarted after a normal shutdown, the target node starts booting from the disk. The TFTP server is
configured at the end of OS installation to enable this switching. These different use cases are shown in
the sequence diagram in step 3.

In the case of OS installation and re-installation, the PXE bootloader gets the linux kernel and the
image files from the TFTP server and starts loading the kernel. The kernel is passed, as argument, the
location of the kickstart file on the network (NFS server). The NFS server is used to provide the kickstart
file as well as the RPM packages that need to be installed to the target nodes. The kickstart configuration
file contains the choices that are to be made during the OS installation. It also contains the location of
the packages that are to be installed.

In our particular implementation the NFS server, DHCP server, and TFTP server were running on
a single machine with two network card, one for connecting to the internal network and another for



connecting to the internet. The target nodes were on the internal network. The installation progress can
be visualized through this external network interface on an administrator console.

The new target node needs to be configured for booting over the network before the installation can
proceed. This step may require changing the BIOS configuration to enable booting over the network.
Once the target node is configured for booting over the network, it is powered up by the system admin-
istrator through an administration console. After that, all the installation steps are carried out without
any human input. Once OS installation is complete, a notification message is sent so that application in-
stallation and deployment step can be carried out. As part of the post-installation process, we performed
the installation and configuration of smartfrog [8] which is the special software we used for installation
and deployment of application.

3.2 Application Installation and Deployment

This section describes our implementation for performing a 3-tier application installation and de-
ployment. The automation process goes through the sequence of downloads, installation, configuration,
deployment, life-cycle management, and termination for the 3-tier application. In our set up, we chose
to follow these steps for the application server (JBoss) [10], the database server (postgres) [2], and a
servlet application (guest book) built by us. The guest book application allows a guest to enter his name
and some messages through a browser. The messages are stored in the database and the system responds
with all the messages that are stored as well as the number of times the user has logged in after querying
the database. This servlet application uses JDBC [1] API’s to connect to a database. In our particular
testbed, we chose not to install and configure the web server component, though the system can easily
support it as well.
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Figure 4. Sequence Diagram for Application installation

Figure 4 shows the sequence diagram for installation and deployment of a generic application. The
installation and deployment process is initiated by an administrator or an automation agent. As a re-
sult, the target node downloads the application packages from a web server or a NFS server. After the
application package is downloaded, it is configured, compiled, and installed at the target node. After



that, some post-install configuration may be needed. For example, when installing a database server,
special directories for holding the database may need to be created. Also, additional configurations may
be needed for integrating various applications. In our system, the applications server, and the database
servers are configured to work together as part of this integration step. Once the software is installed, it is
deployed by the administrator or the automation agent. As part of the deployment process, the life-cycle
management component of the application is started. Finally, the application is terminated on a future
request and the accounting logs are updated. Please note that some of these steps may not be needed
depending on the applications targeted. However, an automated system should be able to take care of
each of these steps.

We use SmartFrog [8] as the underlying technology for automating the installation and deployment
of application. SmartFrog is a framework for describing, deploying, igniting, and managing distributed
applications. SmartFrog focuses on the higher level of the configuration task like application service
configuration and ignition. The SmartFrog framework consists of a configuration description language,
component model, and the deployment infrastructure. Its life-cycle management infrastructure is able to
deal with a software system as a single entity even though it may be running over multiple, distributed
nodes.

The smartfrog components are described using smartfrog description language. The description in-
cludes details that corresponds to the particular components to be deployed on a particular nodes and the
configuration parameters needed by the components. The smartfrog daemon running on each node is
responsible for deploying and terminating the various components. The daemon loads the configuration
description and the component implementation code from the repositories and deploys the component
at appropriate nodes. The smartfrog daemon running on various nodes discover and communicate using
peer to peer protocols.

Smartfrog is a general and useful framework capable of maintaining the configuration of large scale,
diverse, and dynamic environment. Appropriately built components will reduce the time needed to
automate the configuration tasks considerably. We have used smartfrog’s built-in components wherever
possible and have written additional components as necessary. In order to ensure that the newly installed
target node can run smartfrog components, we install smartfrog package as part of the OS installation.
We also configure the target node so that the smart frog daemon starts up at boot time. All of this is done
through kickstart configuration. As a result, when the OS installation is complete, the target node comes
up with smart frog installed, and the smartfrog daemon running and configured to deploy applications.
In the absence of smartfrog, custom written scripts can be used to aid in installation and deployment of
applications.

In our set up, the application packages are downloaded from a web server. We extended the smartfrog
in-built components to download as well as install jboss and postgres applications automatically. Some
application specific configuration may be needed once the application is installed. In the case of postgres
database, a directory for holding the data need to be created and initialized before anyone can use the
database. Also, setting up accounts for creating and accessing database, creation of database itself
may need to be performed. Each of these post-install configuration task was performed by writing a
smartfrog component with properly defined attribute values. We performed special configuration needed
to integrate jboss with postgres through appropriate smartfrog components. In order to automate the
whole process of deploying the 3-tier application, jboss, postgres as well as the servlet application needs
to be deployed in a particular order. Smartfrog component model takes care of the specific order in
which these various applications are deployed.

In summary, we used smartfrog components to automate the whole process of application deployment.
Using smartfrog for deploying any applications requires a description of the component in the smart frog
language, an implementation of the component and its life-cycle management functionalities through a
java program or wrapper. Various tasks such as setting up database and environment variable for all the
users were performed through appropriate components.



3.3 Discussion

We were able to completely automate the process of OS installation and 3-tier application installation
on small number of machines (<5) in the data center. In our preliminary experiments, we wanted to find
out the benefits of automation. We performed postgres installation multiple times, varying the number
of machines. These experiments were conducted on 6 machines, 3 of which have Intel XEON 2.2GHz
processor, 1GB memory and 4 processors per node. The remaining 3 machines are Intel Pentium III
1.2GHz dual processors with 384MB memory. We calculated the total amount of time it took to install
the software on all the machines through our system. As the result in figure 5 shows, the installation
time increased slowly at an acceptable rate of 30% as we moved from 1 machine to 6 machines. The
finish time for 6 machine configuration varied from 232 seconds to 358 seconds for the faster and slower
machines respectively.
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Further quantitative analysis of scalability of the system was not possible at the time of this writing.
However, since the system takes decisions based on policies, and since resource allocation system is
coupled with the installation and deployment system, hence, if system load exceeds beyond acceptable
limit (as defined by policy), new servers can be installed and deployed. Future experimental studies will
be conducted to give guideline for defining policies related to performance.

4 Related Work

We are not aware of any system which performs the automatic provisioning of the complete software
stack in a grid environment. However, separate solutions exist which perform the OS installation, ap-
plication installation and deployment. NPACI Rocks [6], Kickstart [11], Jumpstart [12] are some of the
tools for automating the OS installation. SmartFrog [8], LCFG [4], and cfEngine [7] are some of the
tools used for configuration management of a node. cfEngine can be used to perform specific configu-
ration tasks such as file operations(linking, setting permissions), editing text files, bringing up network
interfaces, and monitoring important files for changes. However, cfEngine doesn’t provide support for
OS installation or e-commerce application deployment. SmartFrog provides a general framework for
deployment and life-cycle management of applications but it doesn’t provide support for OS installa-
tion. Moreover, our implementation uses specialized SmartFrog component for deploying e-commerce
applications. LCFG provides support for automating the OS installation but as such, it is not suitable for
provisioning e-commerce applications in grid environment.

GridWeaver [5] is closest to our work. They use SmartFrog in combination with LCFG for automating
the OS and application installation. In contrast, we present a general architecture for automating software
provisioning in grid environment and demonstrate the usefulness of the architecture through sequence
diagrams and a prototype implementation. Also, our focus is on provisioning e-commerce applications
in the grid environment. The virtual data toolkit(VDT) [3] is an integration of grid middleware that can
be easily installed and configured. We believe that VDT is complementary to our work, since we can



automate the complete process of installing VDT through our architecture. Also, our system takes care
of OS installation in addition to application installation.

In summary, none of these existing tools is suited alone for the provisioning of the complete soft-
ware stack in a grid. We have integrated SmartFrog and kickstart with intelligence in the middleware,
which leads to a more scalable solution. We have also identified the various components which can be
implemented as grid services.

5 Conclusion

As the grid scales to thousands or millions of nodes, it will be crucial to automate the process of
software installation and deployment on those nodes. We take the initial step in that direction by demon-
strating the automation of installation, configuration, and deployment of software stack in a data center
environment. We presented our system architecture and identified various components of the architec-
ture which can be implemented as grid services. The usefulness of the architecture was demonstrated
through a specific implementation. Our implementation was used to install linux OS and 3-tier applica-
tion as well as deploy the 3-tier application in a data center. It used kickstart and PXE for performing
OS installation and smartfrog in order to install as well as deploy applications on the target nodes. All
of these steps were performed automatically without any human intervention.

Separating various system components, defining clear interfaces between the various components
through grid services, policy based decision making, having multiple servers for load balancing, and
automation of the whole process leads to a scalable solution to the problem of provisioning a complete
software stack in grid setting. However, security, remote monitoring, policies, and algorithms for load
sharing of the various server components are some of the issues that can be looked into in the future.
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