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Abstract. Servicecompositionhasemergedasa fundamentaltech-
niquefor developingWebapplications.Multiple services,often from
different organizationsor trust domains,may be dynamicallycom-
posedto satisfy a user's request. Accesscontrol in the presenceof
servicecompositionsis a challengingsecurityproblem.In this paper,
we presentanaccesscontrolmodelandtechniquesfor specifyingand
enforcingaccesscontrol ruleson Web servicecompositions.A key
advantageof our approachis thatpasthistoriesof serviceinvocations
canbe usedto make accesscontrol decisions.Our approachallows
role hierarchiesand separationof duty constraints. Accesscontrols
rulesmaybeparameterizedby oneor morearguments.We have im-
plementedour accesscontrolmodelvia a declarative policy speci�ca-
tion languagewhichusespure-pastlineartemporallogic (PPLTL). We
describeanimplementationof ourapproachusingasupplychainman-
agement(SCM) application.Our experimentsshow thatour approach
canenforceexpressiveand�e xible accesscontrolpolicieswhile incur-
ring reasonableperformanceoverheadon theapplication.

1 Intr oduction
Service-orientedcomputing(SOC)hasemergedasa powerful
paradigmfor building complex Webapplicationsfrom simpler
componentsknown asservices[6]. In SOC,independentlyde-
velopedservicesinteroperatewith eachothervia well-de�ned
interfaces.Theservicesmaybeheterogeneousandpossiblyim-
plementedin differentlanguages.This approachprovidescon-
siderable�e xibility in building applicationsasdifferentcompo-
nentservicesmay be usedat differenttimesfor implementing
partsof theapplication. It canalsoprovide isolationandfault
tolerancefor individualservices.SOChasbeenwidely usedfor
integratingbothbusinessandscienti�c applicationsthatoperate
in distributedheterogeneousenvironments.

Thereareanumberof challengesthatarisein implementing
SOC.Oneof themis accesscontrol. An applicationmayneed
to provide a wide variety of different privilegesfor allowing
clientsto accessservicesanddata.Thelevel of accessa client
is grantedwould typically dependon the identity of theclient.
Furthercomplicationsareintroducedby servicecompositions.
Servicecompositionis oneof thefundamentalaspectsof SOC
[22, 7]. Whena client attemptsto accessa Web servicecom-
posedof oneor moreservices,it is oftendesirableto consider
thehistoryof previousWebserviceinvocationsin orderto de-
cidewhetherto grantaccess;simplyconsideringtheidentityof
theclientmaynotbesuf�cient.

This paperpresentsan accesscontrol systemfor Web ser-

Figure1: SCMApplication

viceswhich is particularlywell-suitedto Web servicecompo-
sition. A key advantageof our approachover pastonesis that
servicecompositionis treatedas a �rst classentity. For ex-
ample,considera supplychainmanagementapplicationcom-
posedof three entities: customers,a retailer systemand a
manufacturersystem.The applicationmay includea retail
manager roleandthefollowing services:a retail service ,
a warehouse service anda database service . The re-
tailer systemneedsto distinguisha retail manager access-
ing the database service through the retail service
and a retail manager accessingthe database service
throughthewarehouse service . While theformermayhave
retail manager -like privilegeson the databaseservice,the
latter may have more restrictedprivileges(detailedexamples
follow in Section2). Our systemallows an applicationwriter
to easily specify accesscontrol rules which take pastservice
invocationsinto account.

We presentan accesscontrol policy speci�cation language
basedon pure-pastlinear temporallogic (PPLTL). It includes
standardBooleanpredicatesas well as supportfor temporal
predicateswhich formalize conceptssuchas sometimein the
past, subsequently, last time, since, etc. Accesscontrol rules
maybedependentononeor moreparametersassociatedwith a
serviceinvocation.Theapplicationwriter mayalsode�ne role
hierarchiesin whichrelationshipsbetweentheaccessprivileges
of differenttypesof clientsmaybespeci�ed.
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2 AccessControl Requirements
In this sectionwe discussseveral accesscontrol requirements
for Web servicecompositions.We provide concretescenarios
with illustrationsfrom a supplychainmanagement(SCM) ap-
plication which hasbeende�ned by the Web ServicesInter-
operabilityOrganizationWS-I [24] (seeFigure1). The SCM
applicationconsistsof at leastthreesystems:thecustomer, the
retailerandthe manufacturer(s).Eachsystemrefersto an au-
tonomousorganizationor a trust domain. The retailersystem
is composedof the following services:retailer service ,
and one or more warehouse services . The retailer
service acceptsorders,processesthemandschedulesdeliv-
eriesfor theordereditemsfrom oneor moreof thewarehouses
using the warehouse service . The manufacturersystem
is composedof the following services:inventory service
anda manufacturer service . The inventory service
is responsiblefor maintainingitem inventorylevels,delivering
items to retail warehouses,and throttling the productionrate
of itemsusingthe manufacturer service . In addition,all
systemsincludea standardsetof servicesincluding: a binding
or gateway service , a database service andanauditor
logging service . All inter-organizationalcommunications
areroutedusingthe gateway service, andall transactions
areloggedby the logging service .

The retailer systemmay have several principals that can
play differentorganizationalrolessuchasemployee , retail
manager , warehouse manager andchief manager . Con-
cretely, a principal P refersto a person,useror client, anda
role R refersto a job functionor title which de�nesanauthor-
ity level. Theserolesaretypically organizedhierarchically, say,
employee < R f retail manager , warehouse manager g
< R chief manager . Note that R1 � R R2 denotesthe fact
thattherole R1 dominatestherole R2, thatis, theprivilegesof
R1 areasupersetof thoseof R2.

A key featurein supportingservicecompositionsis to retain
apasthistoryof serviceinvocationsin orderto make futurede-
cisionsaboutaccesscontrol. For example,considera situation
in whichaclient is attemptingto accessaservices1 throughan-
otherservices2 which waspreviously invokedby anotherser-
vices3. Thefactthattheclientaccesseds3 meansthatit should
notaccesss1 becauseit coulduseinformationobtainedfrom s3

alongwith theserviceinvocationof s1 to eithercauseharmor
obtaininformationwhich it shouldnot have. Therefore,theac-
cesscontrolsystemshoulddeny accessto s1. In orderto make
this decision,knowledgeaboutpreviousserviceinvocationsis
required.

In anotherscenario,supposethat theclient normallywould
not have enoughprivilegesto invoke s1 just basedon its iden-
tity. However, the fact that the invocationtook placetransi-
tively throughs3 changesthings becauses3 performedsome
additionalsecuritychecksbeforeallowing theclient to proceed
to the point at which it could invoke s1. Therefore,the client
can,in fact,safelyinvoke s1. Hence,theprimary requirement
is to maintainminimal andyet suf�cient informationaboutthe
call invocationhistorysuchthatonecandeterminetheprivilege

informationfor a requestaftermultipleserviceinvocations.
In thesupplychainmanagementscenario,wemayneedto be

ableto distinguishbetweena retail manager accessingthe
database service through the retail service from a
retail manager accessingthedatabase service through
the warehouse service . Other examples include: An
employee operatingthroughthe retailer service should
beableto readrecordsin theorder databasebut shouldnotbe
ablewrite or updatetheserecords;a chief manager should
beableto read,write, or updaterecordsin theorder database
evenif theoperationis notmediatedby theretail service .
In our system,we do this usingtemporal predicateson a com-
positeprincipalwhich allow usto formalizetemporalconcepts
suchassometimein thepast, subsequently, last time, since, etc.

Anotherkey requirementis role translationwhich we illus-
trate using the SCM application. The warehouse service
permits the manufacturer's inventory service to inspect
the inventorylevel of its itemsin thewarehouse.If the inven-
tory of its itemswere to fall below a threshold,the manufac-
turermayautomaticallyincreaseits productionof that item (if
needed)and ship thoseitems to the warehouse1. Suchinter-
organizationalserviceinvocationsrequireanentity in theman-
ufacturer's trustdomainto berecognizedby theretailersystem.
In this example,the retailerR needsto recognizea role (say
inventory manager ) from themanufacturerM andtranslate
it to anappropriaterole in its trustdomain(say, anemployee ).

While roletranslationallowsaninventory manager from
M to operatewith employee -like privilegeson the retailer
service managedby R, we needto restrict the privilege to
only thoseitems in the retailer's warehousethat areprocured
from the manufacturerM . For instance,a manufacturerM
shouldnotableto readtheinventorylevel of someitemI thatis
suppliedby anothermanufacturerM 0. Hence,anaccesscontrol
modelneedsto supportthenotionof scopedrolesby tagginga
role(employee ) with ascope(manufacturerM 'sID) to restrict
theprivilegesof translatedroles.

Another key requirementfor large applicationsis the en-
forcementof separation of duty (SoD) constraints.For exam-
ple, an applicationmay requirethat a principal shouldnot be
ableto both approve an orderandprocessits payment.How-
ever, a principal should be able to approve an order o1 and
processthe paymentfor an ordero2 if o1 6= o2. We support
separationof duty constraintsvia scopedaccesscontrol rules.
Scopingallows parameterizationof theaccesscontrol rule and
thusimposestheruleonly within thescope(theorderID in this
example).

Apart from theabove featureswhich aregearedspeci�cally
towards servicecompositions,we supportstandardBoolean
predicateson roles,methodnamesandmethodargumentval-
uesfor data-driven accesscontrol. For an examplerule could
be: an employee cannotapprove an orderif the ordercost is
largerthana thresholdc.

1This modelis similar to theoneusedby WalMart (retailer)andProcter&
Gamble(manufacturer)[23]

2



3 AccessControl Model
In this sectionwe presentour accesscontrolmodelfor service
compositions.Our model usesthe notion of compositeprin-
cipals to abstractthe relevant temporal,causaland privilege
(roles) informationrequiredfor enforcingaccesscontrol rules
for suchactivities. In therestof thissection,weformally de�ne
compositeprincipalsanduseit asa building block for reason-
ing aboutseparationof dutyconstraintsandinter-organizational
serviceinvocations.

3.1 CompositeRolesand Principals

A compositerole (CR) or a compositeprincipal (CP) allows
usto reasonaboutWebservicecompositionsas�rst classenti-
ties. Recallthata principalP refersto a person,useror client
andaroleR refersto ajob functionor title whichde�nesanau-
thority level. A compositeroleconsistsof a temporallyordered
sequenceof rolesandservicesthat are involved in a transac-
tion. Similarly, a compositeprincipal consistsof a temporally
orderedsequenceof principals(playinga certainrole) andser-
vice instances(actingasacertainservice)thatareinvolvedin a
transaction.Concretely, acompositeroleandacompositeprin-
cipalarerepresentedin BNF form asshown below.

CR := (S j R)+

CP := (SI as S j P as R)+

Temporal Constraint. For example,compositerolesmaycap-
ture the fact that a write on the order databasetable is per-
formedby CR = (customer , retail service ). The state-
mentCR = (customer , retail service ) invokesa method
M onthedatabase service shouldbereadas:acustomer
operatingvia the retail service invoked a methodM on
the database service . This allows us to explicitly deny
write operationson the databaseto compositeroles CR1 =
(customer ) andCR2 = (retail service ).

3.2 Separationof Duty Constraints

Compositerolesabstractaway theconcreteprincipals(andser-
vice instances)thatparticipatein atransaction.Wecapturesep-
arationof duty (SoD) constraintson concreteprincipalsusing
compositeprincipals. Unlike a serviceinvocationbasedcon-
straint,a SoD constraintencompassesan activity. An activity
is modeledas a temporallyorderedsequenceof transactions;
notethateachof thesetransactionsis in turn associatedwith a
compositeprincipal making that invocation. An activity A is
representedin BNF as:

A := CP+

Temporal Constraint. Supposein an order activity, a
compositeprincipal CP o

app = (emp1 as employee , rs 1 as
retail service ) hasapprovedacustomerordero. Thespec-
i�cations for an orderactivity statesthat beforethe ordero is
approved,its paymentneedsto beveri�ed. Let ussupposethat
a compositeprincipalCP o

pay = (emp1 as employee , rs 1 as
retail service ) attemptsto authorizethepaymentfor order

o. Thetemporalconstraintthatfollowsfrom thespeci�cationis
thatCPo

pay shouldprecedeCP o
app .

ScopeConstraints. SoDconstraintstypically spanacrossmul-
tiple serviceinvocations(multiple compositeprincipals), but
are all relatedto one scopedactivity. In the above example,
the scopedactivity is a customer order and its scopeis a
uniqueorderidenti�er. A scopedSoDconstraintis represented
asthe following Booleanconstraint:(o1 = o2) ) CPo1

app :emp
6= CPo2

pay :emp.

3.3 Inter -OrganizationService Invocations

We implementaccesscontrol in inter-organizationalWeb ser-
vice invocationsthroughrole translation.An organizationorg1

de�nes theserole translationsin the form of a tablethat maps
a role R2 in org2 to somerole R1 that is understoodby theac-
cesscontrol servicein org1. Formally, this is representedasa
mapping:Ror g2

2 ! Ror g1
1 .

ScopedRoles. In many instances,however, thetranslatedrole
needsto bescopedby the identity of theorganizationthecon-
creteprincipal belongsto. Formally, this is representedas a
mapping:Ror g2

2 ! Ror g1
1 horg2i . For example,a manufacturer

M 's inventory manager maybemappedby theretailersys-
temto therole of a scopedemployee: employee hM i . We can
representthe fact that the scopedrole employee hM i hasthe
statusof anemployee only for thoseitemsthatarepurchased
from manufacturerM usingBooleanconstraintson the scope
M .

4 AccessControl Speci�cation
Having describedthebasicbuilding blockswe next presentan
accesscontrolspeci�cationlanguagethat integratesthemwith
thegoalof meetingall therequirementsdiscussedin Section2.

4.1 Speci�cation Language

In Section3, we modeleda compositeprincipal as a tempo-
rally orderedsequenceof principalsor serviceinstancesthatare
responsiblefor a serviceinvocation. Suchtemporallyordered
structuresmay be viewed as �nite modelsof linear temporal
logic (LTL) [19]. In this paper, we specifyaccesscontrolpoli-
cies using pure-pastlinear temporallogic basedspeci�cation
language.The pure-pastvariantof LTL [13] doesnot include
future temporaloperatorsand is suf�cient for expressingour
accesscontrolpolicies. In therestof this section,we presenta
declarative languagethatis suitablefor representingour access
controlpolicies.

The syntaxof our accesscontrol languageis speci�ed by
the following BNF for Kripke structures[19]. Note that p is
an atomicproposition. The operatorsX � 1 (last time) andS
(since) arethepasttime temporaloperators:X � 1 is true if
andonly if  weretrue in theprevious time stepand 0S 1

is true if andonly if  1 was true at somepoint in the past
and 0 hasbeentrue at all pointsin time since 1 evaluated
to false (morerigorousde�nition in equation1).

 := p j  0 _  1 j  0 ^  1 j :  j X � 1 j  0S 1
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WespecifyaccesscontrolrulesonserviceinvocationsandSoD
constraintsusing propositionsthat are constructedas Kripke
structures.For accesscontrol ruleson serviceinvocations,we
de�ne asatisfactionrelationj= betweenthepolicy  andacom-
positerole CR. A compositerole CR caninvoke the method
M only if CR j=  . Let CR = (x1, x2, � � � , xN ), whereeachx i

is eithera role or a service.Then,we saythatCR j=  if and
only if (CR, jCRj) j=  . We de�ne (CR, i ) j=  by structural
induction[13] on  asfollows:

(CR; i ) j= p iff p 2 x i

(CR; i ) j=  0 ^  1 if f (CR; i ) j=  0 and(CR; i ) j=  1

(CR; i ) j=  0 _  1 if f (CR; i ) j=  0 or (CR; i ) j=  1

(CR; i ) j= :  if f (CR; i ) 6j=  

(CR; i ) j= X � 1 if f (CR; i � 1) j=  

(CR; i ) j=  0S 1 if f 9j � i; [(CR; j ) j=  1 and

8k; (j < k � i ) (CR; k) j=  0)] (1)

4.2 SamplePolicies

We now show how one can useour policy speci�cation lan-
guageto encodesomesampleaccesscontrol policies. Let us
considertheorderapproval processin the retailersystemwith
thefollowing list of accesscontrolrules:

� An employee operatingthroughthe retail service
canapprove anorderif theordercostis lessthanc.

� A retail manager operating through the retail
service canapprove all orders.

� A chief manager canapprove all orders.

For notationalconveniencewe introducea temporaloperator
F � 1 suchthatF � 1( ) = true S  ; that is, theproposition 
was true at somepoint in the past. We also usea shorthand
Booleanoperator) suchthat  1 )  2 = :  1 _  2. We
encodetheabove policiesasproposition :

 =  0 _  1 _  2

 0 = (F � 1(employee) ^ X � 1(retailservice ) ^

(ordercost < c))

 1 = (F � 1(retailmanager ) ^ X � 1(retailservice ))

 2 = F � 1(chiefmanager ) (1)

Note that we evaluatethe policy  against a compositerole
that attemptsto invoke an order approval method and the
methodarguments(ordercost in this example). Note that
F � 1(employee) meansthatsomeprincipalplayingtherole of
an employee shouldhave initiated the orderapproval proce-
dure. Also, X � 1(retailservice ) meansthat the last step
of the order approval processhasbeenperformedunder the
supervisionof the retail service. Jointly, F � 1(employee)
^ X � 1(retailservice ) would ensurethat the order ap-
proval processwas initiated by an employee and was last
veri�ed by the retail service . A compositerole CR =
(retail manager , retail service ) invokingtheorderap-
proval methodwith ordercostgreaterthanc is checkedagainst

the policy  describedabove as follows. Note that sinceall
retail managers areemployees , CR j= F � 1(employee ).
Hence,therule  0 evaluatesto false . On theotherhand,the
rule  1 evaluatesto true andrule  2 evaluatesto false and
thustherule  evaluatesto true .

Let usconsidertheseparationof dutyconstraintbasedonthe
following accesscontrolpolicies:

� An orderis approvedonly afterits paymentis veri�ed.
� A employee or a retail manager can verify a cus-

tomer'spaymentfor anorderaslongastheconcreteprin-
cipal initiating thepaymentveri�cation andtheorderap-
proval arenot thesame.

� A chief manager canapprove andverify any order.

We canencodetheseaccesscontrolpoliciesusingtheproposi-
tion  describedbelow.

 o =  o
0 ^ ( o

1 _  o
2)

 o
0 = (F � 1(CPo

pay ) ^ X � 1(CPo
app ))

 o
1 = ((CPo

app j= F � 1(employee) ^

(orderApprover(o) 6= paymentAuthor izer(o))

 o
2 = (CPo

app j= F � 1(chiefmanager )) (2)

We evaluatethe policy  o against a temporally orderedse-
quenceof compositeprincipals(SCP) that have participated
in theorderactivity. In this example,a valid SCP o = (CPo

pay ,
CPo

app ), whereCP o
pay is the compositeprincipal that veri�ed

the paymentfor order o and CP o
app is the compositeprinci-

pal thatmakesa serviceinvocationto approve andcommit the
ordero. The constraint o

0 ensuresthat an ordero canbe ap-
proved by CP o

app only if its paymenthasbeenveri�ed in the
pastby CP o

pay . ThepredicateCP o
app j= F � 1(employee) eval-

uatesto true if theapproval processwasinitiatedeitherby an
employee or by a retail manager . In this case,therule  o

1
imposesaSoDconstrainton theconcreteprincipalsconcerned.
For notationalconvenience,we have usedorderApprover and
paymentAuthor izer asmacrosde�ned onSCP o.

Let us consider access control policies on inter-
organizationalWebserviceinvocationwith role translation:

� A manufacturerM 's inventory manager hasthesame
statusasthatof anemployee in theretailersystem.

� A manufacturerM 's inventory manager is scopedto
operateon only thoseitemsthatarepurchasedby there-
tailer systemfrom themanufacturerM .

 = ( 0 ^  3hM i ) _  1 _  2

 0 = (F � 1(employee) ^ X � 1(retailservice ) ^

(ordercost < c))

 1 = (F � 1(retailmanager ) ^ X � 1(retailservice ))

 2 = F � 1(chiefmanager )

 3hM i = (F � 1(employeehMi ) ) (manuf actur er(M ) ^

purchase(itemID ; M )) (3)
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Figure2: AccessControlin ServiceCompositions

We encodetheseaccesscontrol policies using a role transla-
tion tableanda PPLTL rule  describedabove. Therole trans-
lation tablemaintainedby the retailersystem's gateway maps
M 's inventory manager to a scopedrole employee hM i in
theretailersystem.

We evaluatethe policy  againsta compositerole that at-
temptsto invoke an order approval methodand the method
arguments(ordercost and itemID ). For notationalconve-
nience,we usethe following macros:manuf actur er(M ) is
true if M is a manufacturerand purchase(itemID , M ) is
true if theretailersystempurchasestheitem itemID from the
manufacturerM . Note that the �rst threeconstraints 0,  1

and 2 comprisea policy thatappliesto all employees in the
retailersystem;thefourthconstraint 3hM i appliesto ascoped
roleemployee hM i , sayaninventory manager from aman-
ufacturerM .

4.3 Policy Evaluation

Theproblemof verifying a policy with respectto a composite
role (or a sequenceof compositeprincipals)is a modelcheck-
ing problem: doesCR j=  hold? Havelund and Rosu[11]
have recently presentedan ef�cient memorizationbaseddy-
namicprogrammingalgorithmfor modelcheckingPPLTL with
time complexity of �( jCRj � j j) andspacecomplexity 2*j j
+ 1 bits. Note that jCRj denotesthe lengthof the composite
roleCR andj j denotesthelengthPPLTL proposition .

5 AccessControl Implementation
In this section,we describean implementationof our access
controlmodulein anapplicationoverlaynetwork (AON) host-
ing theSCM application.AON stronglyadvocatesthe ideaof
building middleware featuresas light-weight on-demandser-
vices. An applicationcandynamicallydiscover andusethese
servicesasinteroperabilityrequirementsaredetermined.A sin-
gle logical applicationcan itself be partitionedand managed
acrossthenetwork. Figure1 shows anAON basedimplemen-
tationof theSCMapplication.TheSCMapplicationconsistsof

hcomplexType name=``Service'' i
hsequence i

helement minOccurs=``0'' maxOccurs=``unbounded''
ref=``sca:operation'' =i

helement minOccurs=``0'' maxOccurs=``unbounded''
ref=``sca:accessControlRule'' =i

� � �
h=sequence i

h=complexType i

hcomplexType name=``accessControlRule'' i
hattribute name=``name'' type=``string''

use=``required'' =i
hattribute name=``rule'' type=``string''

use=``optional'' default=``true'' =i
h=complexType i

Figure3: Extensionsto theServiceSchema
hservice name=``retailer'' i

hinterface.wsdl interface=``http://ws-i.org/ � � � /Retailer.wsdl'' =i
hoperation.js name=``processOrder'' onInvoke=``order'' =i
haccessControlRule name=``processOrder'' rule=``(( F (employee)
^ X (retailservice) ^ (ordercost( cost , c)) ^ ( F (employee) )
( manuf actur er (M ) ^ pur chase ( itemI D , M ))) _
( F (retailmanager) ^ X (retailservice)) _ F (chiefmanager))'' =i
� � �

h=service i

Figure4: AccesscontrolruleonprocessOrder

two AONs: a retailersystemanda manufacturersystem.The
retailersystemhasseveralnodesthathostmiddlewarefunction-
ality suchas: binding/gateway service,audit/loggingservice,
JavaScriptengineasaservice,databaseengineasaserviceand
businesslogic services(retailserviceandwarehouseservices).

5.1 AccessControl Service

Figure2 showsourimplementationof theaccesscontrolservice
in anAON. Thebinding/gateway service �rst receivesa
serviceinvocation.It performsroletranslationandforwardsthe
requestto theappropriateservice(sayS) on its AON. Service
S on receiving a methodinvocation�rst checksif the invoca-
tion is permissibleusingtheaccesscontrolmodule. Note that
aninvocationto theaccesscontrolservicemayrequiresomein-
vocationhistoryinformationto beretrievedfrom the logging
service . Theaccesscontrolmoduleis itself implementedas
a middleware featurethat can be hostedas a serviceby the
AON. The servicecontainerinvokesan accesscontrol service
(possiblehostedon an entirely different containerand a thin
server) to performtherequiredaccesscontrolcheck.Oncethe
accesscheckpasses,the serviceS executesthe invocationon
its businesslogic module; this executionmay trigger further
methodinvocationson servicesin the sameAON or an inter-
organizationalcall to aservicein anentirelydifferentAON.

The access control service exports an interface as
shown in Figure 5. In the following portionsof this section,
wedescribeourinstrumentationsto theunderlyingAON infras-
tructureto supportthe access control service . Our im-
plementationrequiresno changesto the applicationcode. We
focusonthefourparametersrequiredby ouraccess control
service interface(Figure5), namely, the accesscontrol rule
 , the compositeprincipal CP, the methodsignaturesig and
themethod's input valuesinput .

Boolean verify(AccessControlRule  , CompositePrincipal C P ,
MethodSig sig , XMLObject input )

Figure5: AccesscontrolServiceInterface
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AccessControl Rule  . Wehavemodi�ed theservicedescrip-
tion schemausedby AON to includeoneor moreaccesscon-
trol rules for every serviceinterface(seeFigure 3). The ac-
cesscontrol rule itself is a name andr ule tuple,wherename
refersto the nameof the operation/methodandr ule refersto
the PPLTL rule that must be satis�ed in order for an invoca-
tion onmethodname to bepermissible(seeexamplein Figure
4). This framework achievesa clearseparationand language
independencebetweentheapplicationlogic andtheaccesscon-
trol policy speci�cation.It alsopermitshighly �e xible and�ne
grained(methodlevel) speci�cationof accesscontrolrules.Fi-
nally, bundlingaccesscontrolrulesfor a servicealongwith the
servicedescriptionrespectstheautonomousnatureof eachWeb
service.

CompositePrincipal CP. The compositeprincipal invoking
a serviceis obtainedby instrumentingtheservicecontainersin
the AON infrastructure. A servicecontainerin the AON re-
ceives a requestfrom a caller, triggersthe serviceto process
therequest,andhandlessubsequentnestedserviceinvocations
or returnsto the caller. We instrumentthe servicecontainers
to constructa temporallyorderedlist of principalsandservices
involvedin aserviceinvocation.

For accesscontrol rulesthat spanmultiple compositeprin-
cipals(say, SoDconstraintin Policy 2), theaccess control
service usesthe logging service to obtainthecomposite
principal(s)that have participatedin the activity of interestin
thepast.We have modi�ed theservicecontainerto log service
invocationsalongwith thescopenameandscopeID usingthe
logging service . Theservicecontainerinfersascopename
from thepoliciesin a servicedescription(say, M in Figure4).
ThescopeID is obtainedfrom theargumentvaluesin theser-
vice invocationsuchthattheargumentnamematchesthescope
name.

Method Signature sig and Inputs input . Themethodsigna-
turesig containsa WSDL descriptionof theinvokedmethod's
signature. The XMLObject input containsmethod invoca-
tion arguments. Coupledwith the methodsignaturesig, it
enablestheaccess control service to interprettheargu-
menttypesandvaluesin input . Thesig andinput parameters
arerequiredto supportdata-drivenaccesscontrolpolicies(see
orderCost constraintin policy 1).

In the following sections,we describehow we deploy and
enforceaccesscontrolrulesin oursystem.

5.2 Policy Deployment

Let us considera samplepolicy  describedby Equation3 in
Section4.2. We deploy the policy  through the following
steps.The deploymentprocessis completelyautomatedother
thandeterminingthepolicy enforcementpointsin step2 (simi-
lar to otherapproacheslike[18, 12]) andtherelevantrole trans-
lation rulesin step3.

1. Given a policy  the administratorhasto determinepolicy
enforcementpoints(PEPs).In this casethe admindetermines
thatthepolicy mustbeenforcedat theprocessOrder method
in theretailer service andthegateway service .

2. Add the new policy  asan XML componentto the PEP's
servicedescriptionas shown in Figure 4. Note that the pol-
icy  is storedalongwith theservicedescriptionandnot at the
access control service .

3. The administratoraddsa role translationrule to the gate-
way's policy DB. A role translation rule is a three tuple:
horganization-name,role-name,translated-rolei . In this exam-
ple a tableentry would look like hPG, inventory manager ,
employee hPGi i , wherePG is the manufacturer(Procterand
Gamble).

5.3 Policy Enforcement

The deployed accesscontrol policiesareenforcedas follows.
Whentheretailersystem's gateway servicereceivesa Webser-
vice invocationon themethodprocessOrder it automatically
enforcesaccesscontrolpoliciesasfollows:

1. Thegateway serviceperformsrole translation.Thetransla-
tion is achieved by replacingevery occurrenceof inventory
manager in thecompositeprincipalwith employee hPGi .

2. Thegateway serviceforwardsthemethodinvocationto the
containerhostingthe retailer service . The servicerun-
timelooksuptheservicedescription(Figure4) to checkif there
areany rulesassociatedwith theoperationprocessOrder . If
so,it invokestheaccess control service with thefollow-
ing arguments:thecompositeprincipalCP, therule  , andthe
argumentscontainedin thecall to theprocessOrder method
andareferenceto theWSDL descriptionof theprocessOrder
method.

3. The modelchecker parsesthe rule  (onelinear scan)and
breaksit down into atomicpredicates.For the samplepolicy
in Figure4, theatomicpredicatesareshown in Figure6. Note
that the policy  in Figure4 is equivalent to  22 in Figure6.
Givenanatomicpredicateit canbecategorizedinto oneof the
following � ve types:a roleor service(likeemployee , retail
service ), a scopedrole (like employee hM i ), Booleanopera-
tors(^ , _ , � , ) ), temporaloperators(F � 1, X � 1), andmacros
(ordercost, manuf actur er, purchase).

3a. A scopedrole is usedto extract the scopevariable. The
value for a scopedvariable(if any) is obtainedfrom a linear
scanonthecompositeprincipal. In thiscase,thescopevariable
is M andits valueis PG.

3b. We evaluate macrosusing method calls that return a
Booleanvalue. In this casetherearethreemacros:ordercost,
manuf actur er andpurchase. We usere�ection to determine
theJavamethodfrom themacroname;thenwepassarguments
to thesemethodsfromthreesources:(i) scoperesolution(in this
case,M = PG),(ii) argumentsin thecall ontheprocessOrder
method(in this case:cost, itemI D), and(iii) policy speci�ed
constants(in this case,the cost threshold,c). Scoperesolu-
tions arehandledasfollows: (ia) a scopedrole is alreadyin-
ferredin step3a,and(ib) ascopedactivity requirestheaccess
control service to look upthelogging service to iden-
tify pastserviceinvocations(compositeprincipals) that have
participatedin thescopedactivity.

3c. A role or a serviceis an atomic literal. Theseliterals are
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 0 = employee  1 = F � 1  0  2 = retail service  3 = X � 1  2

 4 =  1 ^  3  5 = ordercost(cost; c)  6 =  4 ^  5  7 = employee hM i
 8 = F � 1  7  9 = manuf actur er(M )  10 = pur chase(itemI D ; M )  11 =  9 ^  10

 12 =  8 )  11  13 =  6 ^  12  14 = retail manager  15 = F � 1  14

 16 = retail service  17 = X � 1  16  18 =  15 ^  17  19 =  13 _  18

 20 = chief manager  21 = F � 1  20  22 =  19 _  21

Figure6: ParsinganAccessControlRule

evaluatedusingthe role hierarchy predicates.We usePPLTL
to evaluatetemporaloperators(seeEquation1). The Boolean
operatorsaretrivial to evaluate.

4. If theaccesscontrol servicereturnstrue , thenthe runtime
forwards the methodinvocation to the retailer service ;
elsethemethodinvocationfails.

5.4 Experimental Results

In this section,we reportour resultsfrom experimentswith the
accesscontrolservice.Theseexperimentswererun on 2.4GHz
Windows XP boxes hosting the SCM application. Figure 7
shows rule veri�cation time versusrule size for a servicein-
vocationchainof lengthtwo (jCRj = 2). Thesizeof a rule  is
de�ned asthesumof thenumberof literalsandthenumberof
operators(Boolean,temporalandmacros)in  . For example,
thepolicy in Figure4 is of sizej j = 22,seeFigure6. Observe
thatthepolicy veri�cation overheadon anapplication's critical
path(verify) is only of theorderof a few milliseconds.

Figure8 shows that theuserperceived latency for the three
policies describedin Section4.2 is about10-24%. Figure 9
shows the costbreakup for the accesscontrol overhead.The
barsin thisgraphmeanthefollowing:
RT (role translation):Policies1 and2 requireno role transla-
tion andthusincurno role translationcost.
RL (rule lookup):Rulelookupincursasmallhashtablelookup
cost.
PR (parserule): Parsinga rule requiresa linear scanof the
PPLTL rule andincursO(j j) cost. Note that policy 1 is the
shortestpolicy andpolicy 3 is thelongestpolicy.
SR(scoperesolution):Scoperesolutionfor rolesrequiresa lin-
earscanon the compositeprincipal andincursO(jCPj) cost.
Policy 1 requiresno scoperesolution,while policies 2 and 3
needto be dynamicallyinstantiatedfor the given scope(o for
policy 2 andM for policy 3).
EA (extractargumenttypesandvaluesusingWSDL reference):
Extractingargumentsincurshighercostsfor parsingtheWSDL
reference.Policy 2 hasno constraintson methodarguments,
while policy 1 hasoneargument(cost) andpolicy 3 hastwo
arguments:cost anditemI D .
EC (extractconstanttypesandvaluesfrom policy): Extracting
constantvaluesrequiresan inexpensive lexical analysison the
policy. The policies1 and3 usea constantfor the ordercost
threshold.
EM (evaluatemacros):Evaluatingamacrodependsonthecon-
crete macro: policy 1 includesan orderCost macro which
performsa simple comparisonoperation,while policy 2 in-
cludes a macro on service invocationsCP o

pay and CPo
app .

The compositeprincipal CP o
pay has to be obtainedfrom a

lookup on the audit/loggingservice. Policy 3 includestwo
macros,manuf actur er andpurchase, whichareevaluatedas
databasequeriesandarethusthemostexpensive.
MC (PPLTL model check): Rule veri�cation time incurs a
smallO(jCPj � j j) cost.

6 RelatedWork
A largebodyof work existsin the�eld of authenticationandac-
cesscontrol for autonomousdistributedsystems.The seminal
work by Lampson[14] establishedthe foundationsfor access
control in distributedsystems.Rolebasedaccesscontrolmod-
els[20] introducedthenotionof rolesto allow cleanseparation
betweenusers,rolesandobjects.

The recentemergenceof serviceorientedarchitecturesand
composableWebservicesaddseveralnew securitychallenges.
WS-I (Web servicesinteroperability)presentsdetaileddesign
andimplementationof a supplychainmanagement(SCM) ap-
plication [24]. WS-Security[17] describesenhancementsto
SOAP messagingto provide messageintegrity, con�dentiality,
andsinglemessageauthenticationin a way thatcanaccommo-
dateawidevarietyof securitymodelsandencryptiontechnolo-
gies. WS-Policy [3] providesa generalpurposemodelanda
speci�cation languageto describeandcommunicatethe poli-
ciesof aWebservice.WS-SecurityPolicy [8], built ontheWS-
Policy andtheWS-Policy Assertion[4], is a declarative XML
format for programmingthe precisetechniquesusedby Web
serviceimplementationsto constructand checkWS-Security
[17] headers.

Abadi et al [1] proposea framework that usesthe concept
of delegation for authenticationand accesscontrol in loosely
distributed systems. The OASIS architecturepresentsa pol-
icy descriptionlanguageto reasonaboutrolesanddelegations
in autonomousdistributedsystems[12]. XACML is a markup
languagedesignedto expresswell-establishedideasfrom OA-
SIS in accesscontrol using XML extensions[18]. However,
XACML doesnot provide explicit constructsto reasonabout
transactionalhistories. Bhargavan et. al. [16] proposetech-
niquesto verify securitypolicieson Web services.Theseap-
proachesneithertreatservicecompositionasa �rst classentity
norprovideauni�ed methodologyfor expressingandenforcing
accesscontrol rulesin largeandcomplex Webservicecompo-
sitions.

Securityautomata[10] andthe notion of history basedac-
cesscontrol(HBAC) [9, 13] havebeensubjectto aconsiderable
amountof research.SeveralJVM basedsecuritypaperspresent
stackintrospectiontechniquesfor implementingaccesscontrol
policies[2]. Severalauthorshavedevelopedaccesscontrolpoli-
cies on stand-aloneWeb services. Mecellaet al [15] present
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techniquesto incrementallyexchangecredentialsin a Webser-
vice conversation. Sirer andWang[21] presenttechniquesto
uselinear temporallogic (LTL) to enforcesanity checksand
detectpossiblesecurityviolationsonaWebserver.

Carminatiet al [5] describetechniquesto constructa com-
positionthatsatis�esacertainpropertygivenpolicy level spec-
i�cations for severalcomponentservices.Ourpaperfocuseson
onesuchsecurityproperty, namelyaccesscontrol,andpresents
not only policy level speci�cationsof accesscontrol policies,
but also a concretespeci�cation language,a soundand ef�-
cient veri�cation mechanism,a deployment and enforcement
methodology, andanimplementation.

7 Conclusion
We have presentedan accesscontrol model and a language
basedon this modelfor specifyingaccesscontrolpolicies;our
approachis particularlywell suitedfor Web servicecomposi-
tions. We have demonstratedtechniquesto handleaccesscon-
trol rulesbasedoncompositionhistory, separationof dutycon-
straints,and inter-organizationalroles. We have describeda
policy speci�cation languagefor describingtheseaccesscon-
trol policies using pure-pastlinear temporal logic (PPLTL).
We have alsodescribedan implementationof the accesscon-
trol moduleasa middlewareserviceon anapplicationoverlay
network (AON). Our experimentsshow that our approachcan
enforcehighly �e xible and expressive accesscontrol policies
while incurringreasonableperformanceoverheads(10-24%)on
theapplication.

References
[1] M. Abadi, M. Burrows, B. Lampson,andG. Plotkin. A calcu-

lus for accesscontrol in distributedsystems.In ACM TOPLAS,
15(4),pp706-734, 1993.

[2] M. Abadi and C. Fournet. Accesscontrol basedon execution
history. In ISOCNDSS, 2003.

[3] D. Box, F. Curbera, M. Hondo, C. Kaler, D. Langwor-
thy, A. Nadalin, J. N. Nagaratnam, M. Nottingham, C. V.
Riegen, and J. Shewchuk. Web servicespolicy framework.
http://www.ibm.com/developerworks/library/ws-polfram/.

[4] D. Box, M. Hondo, C. Kaler, H. Maruyama, A. Nadalin,
J. N. Nagaratnam, P. patrick, C. V. Riegen, and
J. Shewchuk. Web services policy assertionslanguage.
http://www.ibm.com/developerworks/library/ws-polas/.

[5] B. Carminati,E. Ferrari,andP. C. K. Hung. Securityconscious
webservicecomposition.In ICWS, 2006.

[6] F. Curbera,D. F. Ferguson,M. Nally, andM. L. Stockton. To-
wardsa programmingmodelfor service-orientedcomputing.In
ICSOC, 2005.

[7] DAML. Automating DAML-S servicescomposition using
SHOP2.In 2ndISWC, 2002.

[8] G. Della-Libera, P. Hallam-Baker, M. Hondo, T. Janczuk,
C. Kaler, H. Maruyama, J. N. Nagaratnam, A. Nash,
R. Philpott, H. Prafullchandra, J. Shewchuk, and E. W.
Zolfonoon. Web services security policy language.
http://www.verisign.com/wss/WS-SecurityPolicy.pdf.

[9] G. Edjlali, A. Acharya,andV. Chaudhary. History-basedaccess
controlfor mobilecode.In 5thACM CCS, 1998.

[10] P. W. L. Fong. Accesscontrol by tracking shallow execution
history. In IEEE Symposiumon SecurityandPrivacy, pp.43-55,
2004.

[11] K. HavelundandG.Rosu.Synthesizingmonitorsfor safetyprop-
erties.In 8thTACAS,Vol 2280LNCS,pp342-356, 2002.

[12] R. J. Hayton,J. M. Bacon,andK. Moody. Accesscontrol in an
opendistributedenvironment. In IEEE Symposiumon Security
andPrivacy, 1998.

[13] K. Krukow, M. Nielsen,andV. Sassone.A framework for con-
cretereputation-systemswith applicationstohistorybasedaccess
control. In 12thACM CCS, 2005.

[14] B. W. Lampson. Protection. In Proceedingsof 5th Princeton
Symposiumon InformationSciencesand Systems,pp. 437-443,
1974.

[15] M. Mecella,M. Ouzzani,F. Paci,andE. Bertino. Accesscontrol
enforcementfor conversation-basedwebservices.In 15thWWW
Conference, 2006.

[16] N. Mukhi andP. Plebani. Supportingpolicy-driven behavior in
webservices:Experiencesandissues.In ICSOC, 2004.

[17] A. Nadalin,C. Kaler, P. Hallam-Baker, andR. Monzillo. OASIS
webservicessecurity:SOAP messagesecurity1.0. http://oasis-
open.org.

[18] Oasis. OASIS extensible accesscontrol markup language
(XACML). http://www.oasis-open.org.

[19] A. Pnueli.Thetemporallogic of programs.In 18thAnnualSym-
posiumonFOCS, 1977.

[20] R. Sandhu,E. Coyne,H. Feinstein,andC. Youman.Role-based
accesscontrolmodels.In IEEEComputer, Vol. 29,No.2, 1996.

[21] E. G. Sirer andK. Wang. An accesscontrol languagefor web
services.In 7thACM SACMAT, 2002.

[22] M. Solanki,A. Cau,andH. Zedan. Augmentingsemanticweb
servicedescriptionwith compositionalspeci�cation. In 13th
WWWConference, 2004.

[23] B. Worthen. Supply chain management research.
http://www.cio.com/research/scm/edit/012202scm.html.

[24] WSI. Supplychainmanagementusecasemodel.http://www.ws-
i.org/.

8


