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Abstract. Servicecompositionhasemegedasa fundamentatech-
niquefor developingWeb applications.Multiple servicespoftenfrom
different organizationsor trust domains,may be dynamically com-
posedto satisfy a users request. Accesscontrol in the presenceof
servicecompositionds a challengingsecurityproblem. In this paper
we presen@anaccessontrolmodelandtechniquedor specifyingand
enforcingaccesscontrol rules on Web servicecompositions. A key
adwantageof our approactis thatpasthistoriesof serviceinvocations
canbe usedto make accessontrol decisions. Our approachallows
role hierarchiesand separatiorof duty constraints. Accesscontrols
rulesmay be parameterizetby one or morearguments.We have im-
plementedur accessontrolmodelvia a declaratve policy speci ca-
tion languagevhich usespure-pastineartemporallogic (PPLTL). We
describeanimplementatiorof ourapproachusingasupplychainman-
agemen{SCM) application.Our experimentsshav thatour approach
canenforceexpressie and e xible accesgontrolpolicieswhile incur-
ring reasonabl@erformanceverheadn the application.

1 Intr oduction

Service-orientedomputing(SOC)hasemegedasa powerful

paradigmfor building complex Web applicationdrom simpler
component&nown asserviceg6]. In SOC,independentiyde-
velopedservicesinteroperatevith eachothervia well-de ned

interfaces.Theservicesnaybeheterogeneousndpossiblyim-

plementedn differentlanguagesThis approachprovidescon-
siderablee xibility in building applicationsasdifferentcompo-
nentservicesmay be usedat differenttimesfor implementing
partsof the application. It canalsoprovide isolationandfault

tolerancéor individual services SOChasbeenwidely usedfor

integratingbothbusines&ndscienti ¢ applicationghatoperate
in distributedheterogeneousrvironments.

Therearea numberof challengeghatarisein implementing
SOC.Oneof themis accesontrol. An applicationmay need
to provide a wide variety of different privilegesfor allowing
clientsto accesservicesanddata. The level of access client
is grantedwould typically dependon the identity of the client.
Furthercomplicationsareintroducedby servicecompositions.
Servicecompositionis oneof the fundamentahspectof SOC
[22, 7]. Whena client attemptsto accessa Web servicecom-
posedof oneor moreservicesijt is oftendesirableto consider
the history of previous Web serviceinvocationsin orderto de-
cidewhetherto grantaccesssimply consideringheidentity of
theclientmaynotbesufcient.

This paperpresentsan accessontrol systemfor Web ser
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viceswhich is particularlywell-suitedto Web servicecompo-
sition. A key advantageof our approactover pastonesis that
servicecompositionis treatedasa rst classentity. For ex-
ample,considera supply chainmanagemenapplicationcom-
posedof three entities: customers,a retailer systemand a
manufcturersystem. The applicationmay include a retail
manager role andthefollowing servicesaretail service
awarehouse service andadatabase service . There-
tailer systemneedsto distinguisha retail manager access-
ing the database service throughthe retail  service
and a retail manager accessinghe database service
throughthewarehouse service . Whiletheformermayhave
retail manager -like privilegeson the databaseservice,the
latter may have more restrictedprivileges (detailedexamples
follow in Section2). Our systemallows an applicationwriter
to easily specify accesscontrol rules which take pastservice
invocationsinto account.

We presentan accesscontrol policy speci cationlanguage
basedon pure-pastinear temporallogic (PPLTL). It includes
standardBooleanpredicatesas well as supportfor temporal
predicatesvhich formalize conceptssuchas sometiméan the
past, subsequentjylast time since etc. Accesscontrol rules
may be dependenbn oneor moreparametergassociateavith a
serviceinvocation. The applicationwriter mayalsode ne role
hierarchiesin whichrelationshipdetweertheaccesprivileges
of differenttypesof clientsmaybe speci ed.



2 AccessControl Requirements

In this sectionwe discussseveral accesscontrol requirements
for Web servicecompositions.We provide concretescenarios
with illustrationsfrom a supplychainmanagemen{SCM) ap-
plication which hasbeende ned by the Web Servicesinter
operability OrganizationWS-1 [24] (seeFigurel). The SCM
applicationconsistf atleastthreesystemsthe customerthe
retailerandthe manufcturer(s).Eachsystemrefersto an au-
tonomousorganizationor a trustdomain. The retailer system
is composedf the following services:retailer service
and one or more warehouse services The retailer
service acceptsorders,processeshemandschedulesieliv-
eriesfor the orderedtemsfrom oneor moreof thewarehouses
using the warehouse service The manugcturer system
is composedf thefollowing services:inventory  service
and a manufacturer service . Theinventory service

is responsibldor maintainingitem inventorylevels, delivering
itemsto retail warehousesand throttling the productionrate
of itemsusingthe manufacturer service . In addition,all
systemsncludea standardsetof servicesncluding: a binding
orgateway service ,adatabase service andanauditor
logging service . All inter-organizationalcommunications
areroutedusingthe gateway service, andall transactions
areloggedby thelogging  service

The retailer systemmay have several principals that can
play differentorganizationalrolessuchasemployee , retail
manager , warehouse manager andchief manager. Con-
cretely a principal P refersto a person,useror client, anda
role R refersto ajob functionor title which de nes anauthor
ity level. Theserolesaretypically organizedhierarchicallysay
employee <pg fretail manager , warehouse manager g
<R chief manager. NotethatR; r R, denoteshe fact
thattherole R; dominategherole R, thatis, the privilegesof
R1 areasupersebf thoseof R5.

A key featurein supportingservicecompositionss to retain
apasthistoryof serviceinvocationsin orderto make futurede-
cisionsaboutaccessontrol. For example,considera situation
in whichaclientis attemptingo accessservices; throughan-
otherservices, which waspreviously invoked by anotherser
vice s;. Thefactthattheclientaccessed; meanghatit should
notaccess; becausd coulduseinformationobtainedrom s;
alongwith the serviceinvocationof s; to eithercauseharmor
obtaininformationwhichit shouldnot have. Thereforetheac-
cesscontrol systemshoulddery accesdo s; . In orderto make
this decision knowvledgeaboutprevious serviceinvocationsis
required.

In anotherscenario supposehatthe client normally would
not have enoughprivilegesto invoke s; justbasedonits iden-
tity. However, the fact that the invocationtook place transi-
tively throughs; changeghings becauses; performedsome
additionalsecuritychecksheforeallowing theclientto proceed
to the point at which it could invoke s;. Therefore the client
can,in fact, safelyinvoke s;. Hence,the primary requirement
is to maintainminimal andyet sufcient informationaboutthe
call invocationhistorysuchthatonecandeterminehe privilege

informationfor arequestftermultiple serviceinvocations.

In thesupplychainmanagemerdcenarioywe mayneecto be
ableto distinguishbetweena retail manager accessinghe
database service through the retail service from a
retail manager accessinghedatabase service through
the warehouse service Other examplesinclude: An
employee operatingthroughtheretailer service should
beableto readrecordsin theorder databaséut shouldnotbe
ablewrite or updatetheserecords;a chief manager should
beableto read,write, or updaterecordsin theorder database
evenif theoperationis not mediatedy theretail service
In our systemwe do this usingtempoal predicateson a com-
positeprincipalwhich allow usto formalizetemporalconcepts
suchassometimeén thepast subsequentlyasttime, since etc.

Anotherkey requirements role translationwhich we illus-
trate using the SCM application. The warehouse service
permits the manufcturers inventory  service  to inspect
theinventorylevel of its itemsin the warehouself the inven-
tory of its itemswereto fall belov a threshold,the manufc-
turer may automaticallyincreasats productionof thatitem (if
needed)and ship thoseitemsto the warehous& Suchinter-
organizationalserviceinvocationsrequirean entity in the man-
ufacturerstrustdomainto berecognizedy theretailersystem.
In this example,the retailer R needsto recognizea role (say
inventory  manager ) fromthemanugcturerM andtranslate
it to anappropriateolein its trustdomain(say anemployee ).

While roletranslatiorallowsaninventory ~ manager from
M to operatewith employee -like privilegeson theretailer
service manageddy R, we needto restrictthe privilege to
only thoseitemsin the retailer's warehousehat are procured
from the manufcturerM . For instance,a manugcturerM
shouldnotableto readtheinventorylevel of someitem| thatis
suppliedby anothemanugcturem °. Hence anaccesgontrol
modelneedgo supportthe notion of scopedolesby tagginga
role (employee ) with ascopgmanufcturemM 'sID) torestrict
theprivilegesof translatedoles.

Another key requirementfor large applicationsis the en-
forcementof sepaation of duty (SoD) constraints.For exam-
ple, an applicationmay requirethat a principal shouldnot be
ableto both apprase an orderand processts payment. How-
ever, a principal shouldbe able to approve an ordero; and
processhe paymentfor an ordero, if o; 6 0,. We support
separatiorof duty constraintsvia scopedacces<ontrol rules
Scopingallows parameterizationf the accessontrolrule and
thusimposegherule only within thescope(theorderID in this
example).

Apart from the above featureswhich aregearedspeci cally
towards service compositions,we supportstandardBoolean
predicateson roles, methodnamesand methodamgumentval-
uesfor data-drven accessontrol. For an examplerule could
be: anemployee cannotapprose anorderif the ordercostis
largerthanathresholdc.

1This modelis similar to the oneusedby WalMart (retailer)and Procter&
Gamble(manufcturer)[23]



3 AccessControl Model

In this sectionwe presenbur accessontrol modelfor service
compositions. Our model usesthe notion of compositeprin-

cipals to abstractthe relevant temporal, causaland privilege

(roles)informationrequiredfor enforcingaccesscontrol rules
for suchactvities. In therestof this sectionwe formally de ne

compositeprincipalsanduseit asa building block for reason-
ing aboutseparatiof duty constraintandinter-organizational
serviceinvocations.

3.1 CompositeRolesand Principals

A compositerole (CR) or a compositeprincipal (CP) allows

usto reasoraboutWeb servicecompositionsas rst classenti-

ties. Recallthata principal P refersto a person,useror client

andaroleR refersto ajob functionor title whichde nesanau-
thority level. A compositeole consistsof atemporallyordered
sequencef roles and servicesthat areinvolved in a transac-
tion. Similarly, a compositeprincipal consistsof a temporally
orderedsequencef principals(playinga certainrole) andser

vice instancegactingasa certainservice)thatareinvolvedin a

transactionConcretelyacompositeole anda compositeprin-

cipal arerepresenteth BNF form asshavn below.

CR
CpP

(SiR)"
(Sl asSjP asR)*

Temporal Constraint. For example,compositerolesmay cap-
ture the fact that a write on the order databasdableis per
formedby CR = (customer , retail service ). The state-
mentCR = (customer , retail service ) invokesa method
M onthedatabase service shouldbereadas:acustomer
operatingvia the retail service invoked a methodM on
the database service This allows us to explicitly dery
write operationson the databasdo compositeroles CR; =
(customer ) andCRj = (retail service ).

3.2 Separationof Duty Constraints

Compositeolesabstractway the concreteprincipals(andser
viceinstances)hatparticipatein atransaction\We capturesep-
arationof duty (SoD) constraintson concreteprincipalsusing
compositeprincipals. Unlike a serviceinvocationbasedcon-
straint,a SoD constraintencompassean actiity. An activity
is modeledas a temporallyorderedsequencef transactions;
notethateachof thesetransactionss in turn associatedvith a
compositeprincipal making that invocation. An activity A is
representeth BNF as:

A = CP*

Temporal Constraint. Supposein an order activity, a
compositeprincipal CPg,, = (emp. as employee , rs 1 as
retail service ) hasapproedacustomeordero. Thespec-
i cations for anorderactvity statesthat beforethe ordero is
approed, its paymentieedso beveri ed. Let ussupposéhat
acompositeprincipal CPS,, = (emp. as employee ,rs 1 as

pay
retail  service ) attemptdo authorizehepaymentor order

0. Thetemporalconstrainthatfollows from the speci cationis

thatCPg,, shouldprecedeCPg,,.

ScopeConstraints. SoDconstraintgypically spanacrossnul-
tiple serviceinvocations(multiple compositeprincipals), but
are all relatedto one scopedactiity. In the abore example,
the scopedactvity is a customer order andits scopeis a
uniqueorderidenti er. A scopedSoD constraintis represented
asthefollowing Booleanconstraint:(o; = 0,) ) CPZSL :emp

o - app
& CPg3, :emp.

3.3 Inter-Organization Service Invocations

We implementaccessontrol in interorganizationalWeb ser
vice invocationgthroughrole translation.An organizationorg;
de nestheserole translationsn the form of a tablethat maps
arole R, in org, to somerole R; thatis understoody theac-
cesscontrolservicein org;. Formally, this is representedsa
mapping:R3' % I R} 9.

ScopedRoles. In mary instanceshowever, the translatedole
needgo be scopedby theidentity of the organizationthe con-
creteprincipal belongsto. Formally, this is representeds a
mapping:Ry % 1 RY" % horg,i. For example,a manufcturer
M 'sinventory  manager maybemappedyy theretailersys-
temto therole of a scopedemployee: employee hMi. We can
representhe fact that the scopedrole employee M i hasthe
statusof anemployee only for thoseitemsthatarepurchased
from manufcturerM usingBooleanconstraintson the scope
M.

4 AccessControl Speci cation

Having describedhe basicbuilding blockswe next presentan
accesgontrol speci cationlanguagehatintegratesthemwith
thegoalof meetingall therequirementsliscussedh Section2.

4.1 Speci cation Language

In Section3, we modeleda compositeprincipal as a tempo-
rally orderedsequencef principalsor serviceinstanceshatare
responsibldor a serviceinvocation. Suchtemporallyordered
structuresmay be viewed as nite modelsof linear temporal
logic (LTL) [19]. In this paperwe specifyaccessontrol poli-
cies using pure-pastinear temporallogic basedspeci cation
language.The pure-paswariantof LTL [13] doesnot include
future temporaloperatorsandis sufcient for expressingour
accesgontrolpolicies. In the restof this section,we presenta
declaratve languagehatis suitablefor representingur access
controlpolicies.

The syntaxof our accesscontrol languageis speci ed by
the following BNF for Kripke structureq19]. Note thatp is
an atomic proposition. The operatorsX ! (lasttime) and S
(sincg arethe pasttime temporaloperatorsX ! istrue if
andonly if  weretrue in theprevioustime stepand ¢S 1
is true if andonly if ; wastrue atsomepointin the past
and ( hasbeentrue atall pointsin time since ; evaluated
tofalse (morerigorousde nition in equationt).

AN

=pj o_ 1] o™ 1j: iX ' j oS 1



We specifyaccessontrolruleson serviceinvocationsandSoD
constraintsusing propositionsthat are constructedas Kripke
structures.For accessontrol ruleson serviceinvocations,we
de ne asatishctionrelationF betweerthepolicy andacom-
positerole CR. A compositerole CR caninvoke the method

M onlyif CRE .LetCR=(x1,X2, ,Xn),Whereeachx;
is eitherarole or a service.Then,we saythatCR = if and
onlyif (CR,jCRj)E .Wedene(CR,i)F by structural
induction[13] on asfollows:
(CR;i) F piffp2x
(CRii) F  o” 1iff(CRji)F oand(CR;i)F 1
(CRi) F  o_ 1iff(CRII)F oOr(CRI)F 1
(CR;i) F iff (CR;i) 6
(CR;i) F X ! iff(CR;i 1E
(CR;i) F oS 1iff9) i [(CR;j)F 1and

8k;(j <k 1) (CRIK)F o)l

4.2 SamplePolicies

We now shawv how one can useour policy speci cation lan-
guageto encodesomesampleaccessontrol policies. Let us
considerthe orderapprosal processn the retailersystemwith
thefollowing list of accessontrolrules:

An employee operatingthroughthe retail service
canapprore anorderif theordercostis lessthanc.

A retail manager operating through the retail
service canapproe all orders.
A chief manager canapproe all orders.

For notationalconveniencewe introducea temporaloperator
F !suchthatF ( )=true S ;thatis, theproposition
wastrue at somepoint in the past. We also usea shorthand

Booleanoperator) suchthat ;) . = 1 2. We
encodeheabove policiesasproposition :
= 0_ 1_ 2
o = (F (employee)» X I(retailservice )~
(ordercost < c))
1 = (F Yretailmanager )~ X I(retailservice ))
» = F Y(chiefmanager) (1)

Note that we evaluatethe policy  againsta compositerole
that attemptsto invoke an order approval method and the
methodarguments(ordercost  in this example). Note that
F !(employee) meanghatsomeprincipal playingtherole of
an employee shouldhave initiated the order approal proce-
dure. Also, X I(retailservice ) meansthat the last step
of the order approval processhas beenperformedunderthe
supervisionof the retail service. Jointly, F *(employee)
A X I(retailservice ) would ensurethat the order ap-
proval processwas initiated by an employee and was last
veri ed by the retail service A compositerole CR =
(retail manager , retail service ) invokingtheorderap-
proval methodwith ordercostgreaterthanc is checledagainst

1)

the policy  describedabove asfollows. Note that sinceall
retail managers areemployees ,CR F F !(employee ).
Hencetherule g evaluatedo false . Ontheotherhand,the
rule ; evaluatesotrue andrule > evaluatedso false and
thustherule evaluatedotrue .

Letusconsidettheseparatiorf duty constrainbasednthe
following accessontrolpolicies:

An orderis appraedonly afterits paymentis veri ed.

A employee or a retail manager canverify a cus-
tomer's paymenfor anorderaslong astheconcreteprin-
cipalinitiating the paymentveri cation andthe orderap-
proval arenotthe same.

A chief manager canapproe andverify ary ordet

We canencodetheseaccessontrol policiesusingthe proposi-

tion describedelow.
= (7 3
§ = (F YCPgy)" X *CPg)
§ = ((CPgp, F F *(employee) A

(orderApprover(o) 6 paymentAuthor izer(0))
(CP2_ F F !(chiefmanager)) 2)

app
We evaluatethe policy ©° against a temporally orderedse-
guenceof compositeprincipals(SCP) that have participated
in the orderactvity. In thisexample,avalid SCP° = (CPg,, ,
CPgp), whereCPp,, is the compositeprincipal that veri ed
the paymentfor ordero and CPg,, is the compositeprinci-
pal thatmalkesa serviceinvocationto approse andcommitthe
ordero. Theconstraint 3 ensureghatan ordero canbe ap-
proved by CPg,, only if its paymenthasbeenveri ed in the
pastby CPg,, . ThepredicateCPg,, = F L(employee) eval-
uatesto true if theapproval processvasinitiated eitherby an
employee or by aretail manager . In thiscasetherule ?
imposesa SoDconstrainbnthe concreteprincipalsconcerned.
For notationalcorveniencewe have usedorderApprover and

paymentAuthor izer asmacrosde ned on SCP°.

Let us consider access control policies on inter-
organizationaM/eb serviceinvocationwith role translation:

o]
2

A manufcturemM 'sinventory  manager hasthesame
statusasthatof anemployee in theretailersystem.

A manufcturerM 'sinventory  manager is scopedo
operateon only thoseitemsthatarepurchasedy there-
tailer systemfrom the manugcturerM .

(o™ sfMi)_ 1_ 2
(F (employee) » X I(retailservice
(ordercost < c))

)/\

1 = (F Yretailmanager )~ X !(retailservice ))
» = F (chiefmanager)
siMi = (F *(employeehiM)) (manuf acturer(M)”
purchasg(itemID ;M )) 3)
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Figure2: AccessControlin ServiceCompositions

We encodetheseaccesscontrol policies using a role transla-
tion tableanda PPLTL rule describedabore. Therole trans-
lation table maintainedby the retailer systems$ gatevay maps
M 'sinventory  manager to ascopedole employee hMi in
theretailersystem.

We evaluatethe policy againsta compositerole that at-
temptsto invoke an order approval methodand the method
arguments(ordercost  anditemID ). For notational corve-
nience,we usethe following macros: manuf acturer(M) is
true if M is a manufcturerand purchasgitemiD , M) is
true if theretailersystempurchasetheitemitemID fromthe
manufcturerM . Note thatthe rst threeconstraints ¢, 1
and , comprisea policy thatappliesto all employees in the
retailersystemthefourthconstraint 3hM i appliesto ascoped
roleemployee hM i, sayaninventory ~ manager fromaman-
ufacturerM .

4.3 Policy Evaluation

The problemof verifying a policy with respecto a composite
role (or a sequencef compositeprincipals)is a modelcheck-
ing problem: doesCR F  hold? Havelundand Rosu[11]

have recently presentedan ef cient memorizationbaseddy-

namicprogrammingalgorithmfor modelcheckingPPLTL with

time compl«ity of ( JCRj | j) andspacecompleity 2*%j |

+ 1 bits. NotethatjCRj denoteghe length of the composite
roleCR andj j denoteghelengthPPLTL proposition .

5 AccessControl Implementation

In this section,we describean implementationof our access
controlmodulein an applicationoverlay network (AON) host-
ing the SCM application. AON stronglyadwcatesthe ideaof
building middlewnare featuresas light-weight on-demandser
vices. An applicationcandynamicallydiscorer andusethese
servicesasinteroperabilityrequirementaredeterminedA sin-
gle logical applicationcanitself be partitionedand managed
acrosghe network. Figurel shavs an AON basedmplemen-
tationof the SCMapplication.The SCM applicationconsistof

hcomplexType name=""Service" i

hsequence i

helement minOccurs=""0"
ref=""sca:operation" =i
helement minOccurs=""0" maxOccurs=""unbounded"
ref=""sca:accessControlRule" =i

maxOccurs=""unbounded"

h=sequence i
h=complexType i
hcomplexType name=""accessControlRule" i
hattribute name=""name"  type=string"
use=""required" =i
hattribute name=""rule" type=""string"
use=""optional" default=""true" =i
h=complexType i

Figure3: Extensiongo the ServiceSchema

hservice  name=""retailer" i
hinterface.wsdl interface=""http://ws-i.org/ /Retailer.wsdl"
hoperation.js name=""processOrder" oninvoke=""order" =i

haccessControlRule name=""processOrder"
N X (retailservice) A (ordercost(  cost, c))
(manuf actur er(M) ~ pur chase (iteml D, M)))

( F (retailmanager) A X (retailservice)) _ F(Ehiefmanager))"

rule=""((
N (F (employee)

h=service i

F (employee)

)

Figure4: Accesscontrolrule on processOrder

two AONSs: aretailersystemanda manufcturersystem. The
retailersystemhasseveralnodeghathostmiddlevarefunction-
ality suchas: binding/cgatevay service,audit/loggingservice,
JavaScriptengineasaservice databasengineasa serviceand
businesdogic serviceqretail serviceandwarehouseervices).

5.1 AccessControl Sewice

Figure2 shavs ourimplementatiorof theaccesgontrolservice
in an AON. The binding/gateway service  rst recevesa
serviceinvocation.It performsrole translatiorandforwardsthe
requesto the appropriateservice(sayS) on its AON. Service
S on receving a methodinvocation rst checksif theinvoca-
tion is permissibleusingthe accesscontrol module. Note that
aninvocationto theaccesgontrolservicemayrequiresomein-
vocationhistoryinformationto beretrieved from the logging
service . Theaccessontrolmoduleis itself implementedas
a middlewvare featurethat can be hostedas a serviceby the
AON. The servicecontainerinvokesan accessontrol service
(possiblehostedon an entirely different containerand a thin
sener) to performthe requiredaccessontrolcheck. Oncethe
accescheckpassesthe serviceS executesthe invocationon
its businesslogic module; this execution may trigger further
methodinvocationson servicesin the sameAON or aninter-
organizationakall to a servicein anentirely differentAON.
The access control  service exports an interface as
shavn in Figure5. In the following portionsof this section,
we describeourinstrumentationto theunderlyingAON infras-
tructureto supportthe access control  service . Ourim-
plementatiorrequiresno changeso the applicationcode. We
focusonthefour parametersequiredby ouraccess control
service interface(Figure5), namely the accesscontrol rule
, the compositeprincipal CP, the methodsignaturesig and
themethodsinputvaluesinput .

verify(AccessControlRule
MethodSig sig,

, CompositePrincipal
XMLObject input )

‘ Boolean CP,

Figure5: Accesscontrol Servicelnterface




AccessControl Rule . Wehave modi ed theservicedescrip-
tion schemausedby AON to includeoneor moreaccesson-
trol rules for every serviceinterface (seeFigure 3). The ac-
cesscontrolrule itself is aname andrule tuple,wherename
refersto the nameof the operation/methoéndrule refersto
the PPLTL rule that mustbe satis ed in orderfor an invoca-
tion on methodname to be permissiblgseeexamplein Figure
4). This framework achiezes a clear separatiorand language
independencbetweertheapplicationlogic andtheaccesson-
trol policy speci cation. It alsopermitshighly e xible and ne
grained(methodlevel) speci cationof accesgontrolrules. Fi-
nally, bundlingaccessontrolrulesfor a servicealongwith the
servicedescriptiorrespectsheautonomousatureof eachWeb
service.

Composite Principal CP. The compositeprincipal invoking
aserviceis obtainedby instrumentinghe servicecontainersn
the AON infrastructure. A servicecontainerin the AON re-
ceives a requestfrom a caller, triggersthe serviceto process
therequestandhandlessubsequentestedserviceinvocations
or returnsto the caller We instrumentthe servicecontainers
to constructatemporallyorderedist of principalsandservices
involvedin aserviceinvocation.

For acceszontrol rulesthat spanmultiple compositeprin-
cipals(say SoD constraintn Policy 2), theaccess control
service usesthelogging service to obtainthecomposite
principal(s)that have participatedin the activity of interestin
the past. We have modi ed the servicecontainerto log service
invocationsalongwith the scopenameandscopelD usingthe
logging service . Theservicecontaineinfersascopename
from the policiesin a servicedescription(say M in Figure4).
The scopelD is obtainedfrom the agumentvaluesin the ser
viceinvocationsuchthattheagumenthamematcheshescope
name.

Method Signature sig and Inputs input. The methodsigna-
turesig containsa WSDL descriptionof the invoked methods
signature. The XMLObject input containsmethodinvoca-
tion aguments. Coupledwith the method signaturesig, it
enablegheaccess control  service to interpretthe amgu-
menttypesandvaluesin input . Thesig andinput parameters
arerequiredto supportdata-drven accessontrol policies(see
orderCost constrainin policy 1).

In the following sections,we describehow we deplgy and
enforceaccesgontrolrulesin our system.

5.2 Policy Deployment

Let usconsidera samplepolicy describedby Equation3 in
Section4.2. We deploy the policy  throughthe following
steps. The deploymentprocesds completelyautomatedther
thandeterminingthe policy enforcemenpointsin step2 (simi-
lar to otherapproachebke[18, 12]) andtherelevantrole trans-
lationrulesin step3.

1. Givenapolicy theadministratohasto determinepolicy
enforcemenpoints (PEPS).In this casethe admindetermines
thatthe policy mustbe enforcedat the processOrder method
in theretailer service andthegateway service

2. Add thenew policy asan XML componento the PEPS
servicedescriptionas shavn in Figure 4. Note that the pol-
icy isstoredalongwith the servicedescriptionandnotatthe
access control service

3. The administratoraddsa role translationrule to the gate-
way's policy DB. A role translationrule is a three tuple:
horganization-namerole-namejranslated-role In this exam-
ple a tableentry would look like PG inventory ~ manager,
employee hPQ@i, where PG is the manufcturer(Procterand
Gamble).

5.3 Policy Enforcement

The deplgyed accesscontrol policies are enforcedas follows.
Whentheretailersystems gatevay servicerecevesa Webser
vice invocationon the methodprocessOrder it automatically
enforcesaccescontrolpoliciesasfollows:

1. The gatevay serviceperformsrole translation.The transla-
tion is achieved by replacingevery occurrenceof inventory
manager in thecompositeprincipalwith employee hHPQG.

2. The gatevay serviceforwardsthe methodinvocationto the
containerhostingthe retailer service . The servicerun-
timelooksuptheservicedescriptionFigure4) to checkif there
areary rulesassociatedvith the operationprocessOrder . If
s0,it invokestheaccess control  service with thefollow-
ing argumentsthecompositeprincipal CP, therule , andthe
argumentscontainedn the call to the processOrder  method
andareferenceao theWSDL descriptiorof theprocessOrder
method.

3. Themodelchecler parsegherule (onelinearscan)and
breaksit down into atomic predicates.For the samplepolicy
in Figure4, the atomicpredicatesareshavn in Figure6. Note
thatthe policy in Figure4 is equivalentto 5, in Figure6.
Givenanatomicpredicatdt canbe cateyorizedinto oneof the
following vetypes:arole or service(like employee |, retail
service ), ascopedole (likeemployee hM i), Booleanopera-
tors(*, , ,) ),temporabperator§F 1, X *1),andmacros
(ordercost, manuf acturer, purchase.

3a. A scopedrole is usedto extract the scopevariable. The
value for a scopedvariable (if ary) is obtainedfrom a linear
scanonthecompositeprincipal. In this casethe scopevariable
is M andits valueis PG

3b. We evaluate macrosusing method calls that return a
Booleanvalue. In this casetherearethreemacros:ordercost,
manuf acturer andpurchase We usere ection to determine
the Java methodfrom the macroname;thenwe passamguments
tothesemethoddromthreesources(i) scopaesolution(in this
caseM =PG),(ii) agumentsn thecall ontheprocessOrder
method(in this case:cost, iteml D), and(iii) policy speci ed
constantg(in this case,the costthreshold,c). Scoperesolu-
tions are handledasfollows: (i5) a scopedrole is alreadyin-
ferredin step3a,and(ip) ascopedactiity requiretheaccess
control  service tolookupthelogging service toiden-
tify pastserviceinvocations(compositeprincipals)that have
participatedn the scopedactivity.

3c. A role or a serviceis an atomicliteral. Theseliterals are



o = employee 1=F 1o
4= 1" 3 5 = ordercost(cost; c)
s=F ' o =manuf acturer(M)
2= 8) 1 3= 6" 12
16 =retail  service 7=X 1 g
20 =chief  manager a=F 1 5

» = retall service 3=X 1,
6= 4" 5 7 =employee hM i
10 = purchase(iteml D; M) 1= 9™ 10
14 =retail  manager s=F ' 14
8= 15" 17 19= 13_ 18
2= 19_ 21

Figure6: Parsingan AccessControlRule

evaluatedusingtherole hierarcly predicates.We usePPLTL
to evaluatetemporaloperatorgseeEquationl). The Boolean
operatorsaretrivial to evaluate.

4. If the accessontrol servicereturnstrue , thentheruntime
forwards the methodinvocationto the retailer service
elsethe methodinvocationfails.

5.4 Experimental Results

In this sectionwe reportour resultsfrom experimentswith the
accesgontrolservice.Theseexperimentavererunon 2.4GHz
Windows XP boxes hostingthe SCM application. Figure 7
shaws rule veri cation time versusrule size for a servicein-
vocationchainof lengthtwo (JCRj = 2). Thesizeof arule is
de ned asthe sumof the numberof literals andthe numberof
operatorgBoolean,temporalandmacros)in . For example,
thepolicy in Figure4 is of sizej j=22,seeFigure6. Obsene
thatthe policy veri cation overheadon anapplications critical
path(verify) is only of theorderof afew milliseconds.

Figure 8 shaws thatthe userperceved lateng for thethree
policies describedin Section4.2 is about10-24%. Figure 9
shaws the costbreakup for the accessontrol overhead. The
barsin this graphmeanthefollowing:

RT (role translation):Policies1 and2 requireno role transla-
tion andthusincur norole translationcost.

RL (rulelookup): Rulelookupincursasmallhashtablelookup
cost.

PR (parserule): Parsinga rule requiresa linear scanof the
PPLTL rule andincursO(j j) cost. Note that policy 1 is the
shortespolicy andpolicy 3 is thelongestpolicy.

SR (scoperesolution):Scoperesolutionfor rolesrequiresalin-
earscanon the compositeprincipal andincurs O(jCPj) cost.
Policy 1 requiresno scoperesolution,while policies2 and 3
needto be dynamicallyinstantiatedor the given scope(o for
policy 2 andM for policy 3).

EA (extractagumentypesandvaluesusingWSDL reference):
Extractingargumentsncurshighercostsfor parsingthe WSDL
reference. Policy 2 hasno constraintson methodarguments,
while policy 1 hasone agument(cost) and policy 3 hastwo
arguments:cost anditeml D.

EC (extractconstantypesandvaluesfrom policy): Extracting
constantvaluesrequiresaninexpensve lexical analysison the
policy. The policies1 and3 usea constantfor the ordercost
threshold.

EM (evaluatemacros):Evaluatingamacrodepend®nthecon-
crete macro: policy 1 includesan orderCost macro which
performsa simple comparisonoperation,while policy 2 in-
cludes a macro on service invocationsCPS,,, and CP2

pay app”
The compositeprincipal CPg,, hasto be obtainedfrom a

lookup on the audit/loggingservice. Policy 3 includestwo
macrosmanuf actur er andpurchase which areevaluatedas
databasejueriesandarethusthe mostexpensve.

MC (PPLTL model check): Rule veri cation time incurs a
smallO(jCPj | j) cost.

6 RelatedWork

A largebodyof work existsin the eld of authenticatiomndac-

cesscontrol for autonomousglistributed systems.The seminal
work by Lampson[14] establishedhe foundationsfor access
controlin distributedsystems Role basedaccessontrolmod-

els[20] introducedhenotion of rolesto allow cleanseparation
betweerusersyolesandobjects.

The recentemepgenceof serviceorientedarchitecturesand
composabléVeb servicesaddseveral new securitychallenges.
WS-I (Web servicesinteroperability)presentdetaileddesign
andimplementatiorof a supplychainmanagementSCM) ap-
plication [24]. WS-Security[17] describesenhancementto
SQAP messagindo provide messagéntegrity, con dentiality,
andsinglemessagauthenticatiorin a way thatcanaccommo-
dateawide varietyof securitymodelsandencryptiontechnolo-
gies. WS-Poligy [3] providesa generalpurposemodelanda
speci cation languageto describeand communicatethe poli-
ciesof aWebservice.WS-SecurityPolicy [8], built ontheWS-
Policy andthe WS-Poligy Assertion[4], is a declaratve XML
format for programmingthe precisetechniquesusedby Web
serviceimplementationdo constructand check WS-Security
[17] headers.

Abadi et al [1] proposea framavork that usesthe concept
of delggation for authenticatiorand accesscontrolin loosely
distributed systems. The OASIS architecturepresentsa pol-
icy descriptionlanguageto reasonaboutrolesanddelegations
in autonomousdlistributedsystemdq12]. XACML is a markup
languageadesignedo expresswell-establisheddeasfrom OA-
SIS in accesscontrol using XML extensions[18]. However,
XACML doesnot provide explicit constructsto reasonabout
transactionahistories. Bhagavan et. al. [16] proposetech-
niguesto verify securitypolicieson Web services. Theseap-
proacheseithertreatservicecompositionasa rst classentity
nor provide auni ed methodologyor expressingandenforcing
accesgontrolrulesin large andcomplex Web servicecompo-
sitions.

Securityautomatg10] andthe notion of history basedac-
cesxontrol(HBAC) [9, 13] have beensubjecto aconsiderable
amountof researchSeveral JVM basedsecuritypapergresent
stackintrospectiortechniquedor implementingaccesgontrol
policies[2]. Severalauthorshave developedaccesgontrolpoli-
cieson stand-alonéNeb services. Mecellaet al [15] present
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techniguego incrementallyexchangecredentialsn a Web ser
vice corversation. Sirer and Wang[21] presenttechniquedo
uselinear temporallogic (LTL) to enforcesanity checksand
detectpossiblesecurityviolationson a Websener.

Carminatiet al [5] describetechniquego constructa com-
positionthatsatis esa certainpropertygivenpolicy level spec-
i cations for severalcomponenservices Our paperfocuseson
onesuchsecurityproperty namelyaccesgontrol,andpresents
not only policy level speci cationsof accesscontrol policies,
but also a concretespeci cation language,a soundand ef -
cient veri cation mechanisma deployment and enforcement
methodologyandanimplementation.

7 Conclusion

We have presentedan accesscontrol model and a language
basedon this modelfor specifyingaccessontrol policies;our
approachs particularlywell suitedfor Web servicecomposi-
tions. We have demonstratetechniquegso handleaccesson-
trol rulesbasedn compositiorhistory, separatiorof duty con-
straints,and inter-organizationalroles. We have describeda
policy speci cationlanguagefor describingtheseacceson-
trol policies using pure-pastlinear temporallogic (PPLTL).
We have alsodescribedan implementatiorof the accesson-
trol moduleasa middlenvareserviceon an applicationoverlay
network (AON). Our experimentsshow that our approachcan
enforcehighly e xible and expressie accesscontrol policies
while incurringreasonablperformanceverhead$10-24%)on
theapplication.
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