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Abstract. 1

Serverlessdistributed computinghas receivedsigni�cant attention
fromboththeindustryandtheresearch community. Amongthemost
popular applicationsare the wide area network�le systems,exem-
pli�ed by CFS[4], Farsite [1] andOceanStore [12]. These�le sys-
temsstore �les on a large collectionof untrustednodesthat form an
overlay network. They usecryptographic techniquesto secure �les
frommaliciousnodes.Unfortunately, cryptographic techniquescan-
not protect a �le holder from a Denial-of-Service(DoS) or a host
compromiseattack. Hence, mostof thesedistributed�le systemsare
vulnerable to targeted�le attacks,wherein an adversaryattemptsto
attack a small (chosen)setof �les by attacking the nodesthat host
them. ThispaperpresentsLocationGuard � a locationhiding tech-
niquefor securingoverlay �le storage systemsfrom targeted�le at-
tacks. LocationGuard has threeessentialcomponents:(i) location
key, consistingof a randombit string(e.g., 128bits) thatservesasthe
key to the locationof a �le , (ii) lookupguard, a secure algorithmto
locatea �le in theoverlaynetworkgivenits locationkey such thatnei-
therthekey nor thelocationis revealedto anadversary, and(iii) a set
of locationinferenceguards,which refer to an extensiblecomponent
of theLocationGuard. Thebasiccoreof thiscomponentincludesfour
pluggableinferenceguards: (a) lookupfrequencyinferenceguard, (b)
end-userIP-addressinferenceguard, (c) �le replicainferenceguard,
and (d) �le sizeinferenceguard. The combinationof location key,
lookupguard, and location inferenceguards makesit very hard for
an adversary to infer the location of a target �le by either actively
or passivelyobservingtheoverlaynetwork.In additionto traditional
cryptographicguaranteeslike �le con�dentiality andintegrity, Loca-
tionGuard canbeusedto mitigateDenial-of-Service(DoS)andhost
compromiseattacks by constructingan ef�cient �le accesscontrol
mechanism,whileaddingalmostzero performanceoverheadandvery
minimalstorage overheadto theoverlay�le system.Our experimen-
tal resultsquantify the overheadof employingLocationGuard and
demonstrate its effectivenessagainstDoSattacks, hostcompromise
attacksandvariouslocationinferenceattacks.

1 Intr oduction

A new breedof serverless�le storageservices,like CFS[4],
Farsite [1], OceanStore[12] and SiRiUS [7], have recently
emerged. In contrastto traditional �le systems,they harness
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the resourcesavailable at desktopworkstationsthat are dis-
tributed over a wide-areanetwork. The collective resources
availableat thesedesktopworkstationsamountto severalpeta-
�ops of computingpower andseveral hundredpeta-bytesof
storagespace[1].

Theseemerging trendshave motivatedserverless�le storage
asoneof themostpopularapplicationoverdecentralizedover-
lay networks. An overlaynetwork is a virtual network formed
by nodes(desktopworkstations)on topof anexistingTCP/IP-
network. Overlay networks typically supporta lookup proto-
col. A lookup operationidenti�es the locationof a �le given
its �lename. Locationof a �le denotesthe IP-addressof the
nodethatcurrentlyhoststhe�le. Therearefour importantis-
suesthat needto be addressedto enablewide deploymentof
serverless�le systemsfor missioncritical applications.

Ef�ciency of the lookup protocol. Thereare two kinds of
lookupprotocolthathavebeencommonlydeployed: theGnutella-
like broadcastbasedlookup protocols[6] andthe distributed
hashtable(DHT) basedlookupprotocols[23, 19, 20]. Filesys-
temslikeCFS,FarsiteandOceanStoreuseDHT-basedlookup
protocolsbecauseof their ability to locateany �le in a small
andboundednumberof hops.

Malicious and unreliable nodes. Serverless�le storageser-
vicesarefacedwith thechallengeof having to harnessthecol-
lective resourcesof looselycoupled,insecure,andunreliable
machinesto provide a secure,andreliable�le-storageservice.
To complicatemattersfurther, someof thenodesin theoverlay
network couldbemalicious.CFSemployscryptographictech-
niquesto maintain�le datacon�dentiality andintegrity. Far-
sitepermits�le write andupdateoperationsby usingaByzan-
tine fault-tolerantgroup of meta-dataservers (directory ser-
vice). Both CFSandFarsiteusereplicationasa techniqueto
providehigherfault-toleranceandavailability.

TargetedFile Attacks. A majordrawbackwith serverless�le
systemslike CFS,FarsiteandOceanStoreis thatthey arevul-
nerableto targetedattackson �les. In a targetedattack,an
adversaryis interestedin compromisinga small setof target
�les througha DoS attackor a host compromiseattack. A
denial-of-serviceattackwould renderthe target �le unavail-
able; a hostcompromiseattackcould corruptall the replicas
of a �le therebyeffectively wiping out the target �le from the
�le system. The fundamentalproblemwith thesesystemsis
that: (i) thenumberof replicas(R) maintainedby thesystem
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is usuallymuchsmallerthanthe numberof maliciousnodes
(B ), and(ii) thereplicasof a �le arestoredat publicly known
locations. Hence,maliciousnodescaneasily launchDoS or
hostcompromiseattackson the setof R replicaholdersof a
target�le (R � B ).

Ef�cient AccessControl. A read-only�le systemlike CFS
canexerciseaccesscontrolby simply encryptingthecontents
of each�le, anddistributing thekeys only to thelegal usersof
that�le. Farsite,aread-write�le system,exercisesaccesscon-
trol usingaccesscontrol lists (ACL) thataremaintainedusing
a Byzantine-fault-tolerantprotocol. However, accesscontrol
is not truly distributedin Farsitebecauseall usersareauthen-
ticatedby a small collectionof directory-groupservers. Fur-
ther, PKI (public-key Infrastructure)basedauthenticationand
Byzantinefault tolerancebasedauthorizationareknown to be
moreexpensive thana simpleandfastcapability-basedaccess
controlmechanism[3].

Bearingtheseissuesin mind, in this paperwe presentLoca-
tionGuard asaneffectivetechniquefor counteringtargeted�le
attacks.ThefundamentalideabehindLocationGuardis to hide
thevery locationof a �le andits replicassuchthat,a legal user
who possessesa �le' s locationkey caneasilyandsecurelylo-
catethe �le on theoverlaynetwork; but without knowing the
�le' s locationkey, anadversarywould not beableto even lo-
catethe �le, let aloneaccessit or attemptto attackit. Loca-
tionGuardimplementsanef�cient capability-based�le access
control mechanismthroughthreeessentialcomponents.The
�rst componentof LocationGuardis a locationkey, which is a
randombit string (128bits) usedasa key to the locationof a
�le in theoverlaynetwork,andaddressesthecapabilityrevoca-
tion problemby periodicor conditionalrekeying mechanisms.
A �le' s locationkey is usedto generatelegal capabilities(to-
kens)thatcanbeusedto accessits replicas.Thesecondcom-
ponentis thelookupguard,asecurealgorithmto locatea�le in
theoverlaynetwork givenits locationkey suchthatneitherthe
key northelocationis revealedto anadversary. Thethird com-
ponentis anextensiblecollectionof locationinferenceguards,
which protectthesystemfrom traf�c analysisbasedinference
attacks,suchaslookup frequency inferenceattacks,end-user
IP-addressinferenceattacks,�le replicainferenceattacks,and
�le size inferenceattacks. LocationGuardpresentsa careful
combinationof locationkey, lookupguard,andlocationinfer-
enceguards,aimingat makingit very hardfor anadversaryto
infer thelocationof a target�le by eitheractively or passively
observingtheoverlaynetwork.

In additionto providing anef�cient �le accesscontrolmech-
anismwith traditionalcryptographicguaranteeslike �le con-
�dentiality andintegrity, LocationGuardmitigatesDenial-of-
Service(DoS)andhostcompromiseattacks,while addingal-
mostzeroperformanceoverheadandveryminimalstorageover-
headto the �le system. Our initial experimentsquantify the
overheadof employing LocationGuardanddemonstrateits ef-
fectivenessagainstDoSattacks,hostcompromiseattacksand
variouslocationinferenceattacks.

The restof the paperis organizedasfollows. Section2 pro-
vides terminology and backgroundon overlay network and
serverless�le systemslike CFS and Farsite. Section3 de-
scribesour threatmodel in detail. We presentthe coretech-
niquesof LocationGuardin Sections4, 5, 6 and 7 followed
by abrief discussiononoverallsystemmanagementin Section
8. We presenta thoroughexperimentalevaluationof Loca-
tionGuardin Section9, relatedwork in Section10, andcon-
cludethepaperin Section11.

2 Background and Terminology

In this section,we give a brief overview on the vital proper-
tiesof DHT-basedoverlaynetworksandtheir lookupprotocols
(e.g.,Chord [23], CAN [19], Pastry [20]). All theselookup
protocolsarefundamentallybasedon distributedhashtables,
but differ in algorithmic and implementationdetails. All of
themstorethe mappingbetweena particularsearch key and
its associateddata (�le) in a distributed manneracrossthe
network, ratherthan storing them at a single location like a
conventionalhashtable. Givena search key, thesetechniques
locateits associateddata (�le) in a small andboundednum-
berof hopswithin theoverlaynetwork. This is realizedusing
threemainsteps.First, nodesandsearchkeys arehashedto a
commonidenti�er spacesuchthateachnodeis givenaunique
identi�er and is maderesponsiblefor a certainsetof search
keys. Second,themappingof searchkeys to nodesusespoli-
cies like numericalclosenessor contiguousregions between
two nodeidenti�ers to determinethe(non-overlapping)region
(segment)thateachnodewill beresponsiblefor. Third,asmall
andboundedlookup costis guaranteedby maintaininga tiny
routingtableandaneighborlist ateachnode.

In thecontext of a �le system,thesearchkey canbea�lename
andtheidenti�er canbetheIP addressof anode.All theavail-
ablenode's IP addressesarehashedusinga hashfunctionand
eachof themstorea smallroutingtable(for example,Chord's
routingtablehasonly m entriesfor anm-bit hashfunctionand
typically m = 128) to locateothernodes. Now, to locatea
particular�le, its �lename is hashedusingthesamehashfunc-
tion andthenoderesponsiblefor that�le is obtainedusingthe
concretemappingpolicy. Thisoperationof locatingtheappro-
priatenodeis calleda lookup.

Serverless�le systemlike CFS, Farsiteand OceanStoreare
layeredon top of DHT-basedprotocols. These�le systems
typically provide the following properties:(1) A �le lookup
is guaranteedto succeedif and only if the �le is presentin
thesystem,(2) File lookupterminatesin a smallandbounded
numberof hops,(3) The�les areuniformly distributedamong
all active nodes,and (4) The systemhandlesdynamicnode
joinsandleaves.

In the rest of this paper, we assumethat Chord [23] is used
as the overlay network's lookup protocol. However, the re-
sultspresentedin thispaperareapplicablefor mostDHT-based
lookupprotocols.
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3 Thr eatModel

Adversaryrefersto a logical entity that controlsandcoordi-
natesall actionsby maliciousnodesin thesystem.A nodeis
saidto bemaliciousif thenodeeitherintentionallyor uninten-
tionally failsto follow thesystem'sprotocolscorrectly. For ex-
ample,amaliciousnodemaycorruptthe�les assignedto them
andincorrectly(maliciously)implement�le read/writeopera-
tions. This de�nition of adversarypermitscollusionsamong
maliciousnodes.

WeassumethattheunderlyingIP-network layerissecure.Hence,
(i) a maliciousnodehasaccessonly to the packets that have
beenaddressedto it, (ii) all packetsaccessedby a malicious
nodecanbepotentiallycorruptedby themaliciousnode.More
speci�cally, if thepacket is not encryptedor doesnot include
amessageauthenticationcode(MAC) thenthemaliciousnode
maymodify thepacketto its own interest,and(iii) theunderly-
ing domainnameservice(DNS), thenetwork routers,andre-
latednetworking infrastructureareassumedto besecure,and
hencecannotbecompromisedby anadversary.

An adversaryis capableof performingtwo typesof attacks
on the �le system,namely, the denial-of-serviceattack,and
the host compromiseattack. When a nodeis underdenial-
of-serviceattack,the �les storedat thatnodeareunavailable.
When a node is compromised,the �les storedat that node
couldbeeitherunavailableor corrupted.We modelthemali-
ciousnodesashaving a largebut boundedamountof physical
resourcesat their disposal.More speci�cally, we assumethat
a maliciousnodemay be able to performa denial-of-service
attackonly ona �nite andboundednumberof goodnodes,de-
notedby � . We limit the rateat which maliciousnodesmay
compromisegoodnodesanduse� to denotethemeanrateper
maliciousnodeatwhichagoodnodecanbecompromised.For
instance,whenthereareB maliciousnodesin thesystem,the
netrateat which goodnodesarecompromisedis � � B (node
compromisesperunit time). Everycompromisednodebehaves
maliciously. For instance,acompromisednodemayattemptto
compromiseothergoodnodes.Every goodnodethat is com-
promisedwould independentlyrecover at rate� . Notethatthe
recovery of a compromisednodeis analogousto cleaningup
a virus or a worm from an infectednode. Whenthe recovery
processends,thenodestopsbehaving maliciously. Unlessand
otherwisespeci�edweassumethattherates� and� follow an
exponentialdistribution.

3.1 TargetedFile Attacks

Targeted�le attackrefersto an attackwhereinan adversary
attemptstoattackasmall(chosen)setof �les in thesystem.An
attackon a �le is successfulif thetarget �le is eitherrendered
unavailableor corrupted.Given R replicasof a �le f , �le f
is unavailable(or corrupted)if at leasta thresholdcr number
of its replicasareunavailable(or corrupted).For example,for
read/write�les maintainedby a Byzantinequorum[1], cr =

Figure1: LocationGuard:SystemArchitecture

Figure2: LocationGuard:ConceptualDesign

dR=3e. For encryptedandauthenticated�les, cr = R, since
the �le canbe successfullyrecoveredas long asat leastone
of its replicasis available(anduncorrupt)[4]. Most P2Ptrust
managementsystemssuchas[25] usesa simplemajority vote
onthereplicasto computetheactualtrustvaluesof peers,thus
wehave cr = dR=2e.

Distributed �le systemslike CFSandFarsitearehighly vul-
nerableto target �le attackssincethe target �le can be ren-
deredunavailable(or corrupted)by attackinga verysmall set
of nodesin thesystem.Thekey problemarisesfrom the fact
that thesesystemsstore the replicasof a �le f at publicly
knownlocations[11] for easylookup.For instance,CFSstores
a �le f at locationsderivablefrom thepublic-key of its owner.
An adversarycanattackany setof cr replicaholdersof �le
f , to render�le f unavailable(or corrupted).Farsiteutilizes
a small collectionof publicly known nodesfor implementing
aByzantinefault-tolerantdirectoryservice.Oncompromising
the directoryservice,an adversarycould obtainthe locations
of all thereplicasof a target�le.

Files on an overlay network have two primary attributes: (i)
contentand(ii) location. File contentcouldbeprotectedfrom
anadversaryusingcryptographictechniques.However, if the
location of a �le on the overlay network is publicly known,
thenthe�le holderis susceptibleto DoSandhostcompromise
attacks.LocationGuardprovidesmechanismsto hide �les in
anoverlaynetwork suchthatonly a legal userwho possesses
a �le' s locationkey caneasilylocateit. Thus,any previously
known attackson �le contentswould not beapplicableunless
the adversarysucceedsin locatingthe �le. It is importantto
notethatLocationGuardis obliviousto whetheror not�le con-
tentsareencrypted.Hence,LocationGuardcanbeusedto pro-
tect �les whosecontentscannotbe encrypted,say, to permit
regularexpressionbasedkeywordsearchon �le contents.
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4 LocationGuard

4.1 Overview

We �rst presenta high level overview of LocationGuard.Fig-
ure1 showsanarchitecturaloverview of a �le systempowered
by LocationGuard.LocationGuardoperateson topof anover-
lay network of N nodes. Figure 2 provides a sketch of the
conceptualdesignof LocationGuard.LocationGuardscheme
guardsthe locationof each�le andits accesswith two objec-
tives: (1) to hide the actuallocationof a �le andits replicas
suchthatonly legal userswho hold the�le' s locationkey can
easilylocatethe �le on theoverlaynetwork, and(2) to guard
lookupson the overlay network from beingeavesdroppedby
an adversary. LocationGuardconsistsof threecore compo-
nents.The�rst componentis locationkey, which controlsthe
transformationof a �lename into its location on the overlay
network, analogousto atraditionalcryptographickey thatcon-
trols the transformationof plaintext into ciphertext. The sec-
ond componentis the lookup guard, which makes the loca-
tion of a �le unintelligible. The lookupguardis, to someex-
tent,analogousto a traditionalcryptographicalgorithmwhich
makes a �le' s contentsunintelligible. The third component
of LocationGuardincludesan extensiblepackageof location
inferenceguardsthat protectthe �le systemfrom indirect at-
tacks. Indirect attacksare thoseattacksthat exploit a �le' s
metadatainformationsuchas �le accessfrequency, end-user
IP-address,equivalenceof �le replicacontentsand�le sizeto
infer thelocationof a target�le on theoverlaynetwork.

In thefollowingsubsections,we�rst presentthemainconcepts
behindlocationkeys andlocationhiding (Section4.2)andde-
scribeareferencemodelfor serverless�le systemsthatoperate
onLocationGuard(Section4.3).Thenwepresenttheconcrete
designof LocationGuard's threecorecomponents:the loca-
tion key (Section5), the lookupguard(Section6) anda suite
of locationinferenceguards(Section7).

4.2 Conceptsand De�nitions

In this sectionwe de�ne the conceptof locationkeys andits
locationhiding properties.We discusstheconcretedesignof
locationkey implementationandhow locationkeys andloca-
tion guardsprotecta �le systemfrom targeted�le attacksin
thesubsequentsections.

Consideranoverlaynetworkof sizeN with aChord-likelookup
protocol� . Let f 1; f 2; � � � ; f R denotetheR replicasof a �le
f . Locationof a replicaf i refersto theIP-addressof thenode
(replicaholder)thatstoresreplicaf i . A �le lookupalgorithm
is de�ned asa functionthatacceptsf i andoutputsits location
on theoverlaynetwork. Formally we have � : f i ! locmaps
a replicaf i to its locationlocon theoverlaynetwork P.

De�nition 1 Location Key: A location key lk of a �le f is
a relatively small amount(m-bit binary string, typically m =

128) of information that is usedby a Lookup algorithm	 :
(f ; lk) ! loc to customizethetransformationof a �le into its
locationsuchthatthefollowing threepropertiesaresatis�ed:

1. Giventhelocationkey of a �le f , it is easyto locatethe
R replicasof �le f .

2. Without knowing the locationkey of a �le f , it is hard
for anadversaryto locateany of its replicas.

3. Thelocationkey lk of a �le f shouldnot beexposedto
anadversarywhenit is usedto accessthe�le f .

Informally, locationkeys arekeys with location hiding prop-
erty. Each�le in thesystemis associatedwith a locationkey
that is keptsecretby theusersof that �le. A locationkey for
a �le f determinesthe locationsof its replicasin the overlay
network. Notethatthelookupalgorithm	 is publicly known;
only a �le' s locationkey is keptsecret.

Property1 ensuresthatvalid usersof a �le f caneasilyaccess
it provided they know its locationkey lk. Property2 guaran-
teesthatillegal userswho do not have thecorrectlocationkey
will notbeableto locatethe�le on theoverlaynetwork, mak-
ing it harderfor an adversaryto launcha targeted�le attack.
Property3 warrantsthatno informationaboutthelocationkey
lk of a �le f is revealedto an adversarywhenexecutingthe
lookupalgorithm	 .

Having de�ned theconceptof locationkey, wepresentarefer-
encemodelfor a �le systemthatoperateson LocationGuard.
We usethis referencemodel to presenta concretedesignof
LocationGuard's threecorecomponents:the locationkey, the
lookupguardandthelocationinferenceguards.

4.3 ReferenceModel

A serverless�le systemmayimplementread/writeoperations
by exercisingaccesscontrol in a numberof ways. For exam-
ple, Farsite[1] usesan accesscontrol list maintainedamong
a smallnumberof directoryserversthrougha Byzantinefault
tolerantprotocol.CFS[4], a read-only�le system,mayimple-
mentaccesscontrolby encryptingthe�les anddistributing the
�le encryptionkeysonly to thelegal usersof a �le. In thissec-
tion weshow how aLocationGuardbased�le systemexercises
accesscontrol.

In contrastto otherserverless�le systems,a LocationGuard
based�le systemdoesnot directly authenticateany userat-
temptingto accessa �le. Instead,it useslocationkeys to im-
plementa capability-basedaccesscontrolmechanism,that is,
any userwhopresentsthecorrect�le capability(token)is per-
mittedaccessto that�le. Furthermore,it utilizeslookupguard
and location inferenceguardsto securethe locationsof �les
being accessedon the overlay network. Our accesscontrol
policy is simple:if youcannamea �le , thenyoucanaccessit.
However, we do not usea �le namedirectly; instead,we usea
pseudo-�lename(128-bitbinarystring)generatedfrom a�le' s
nameandits locationkey (seeSection5 for detail). The re-
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sponsibilityof accesscontrol is dividedamongthe�le owner,
thelegal �le users,andthe�le replicaholdersandis managed
in adecentralizedmanner.

File Owner. Givena �le f , its owneru is responsiblefor se-
curelydistributingf 'slocationkey lk (only) to thoseuserswho
areauthorizedto accessthe�le f .

Legal User. A useru who hasobtainedthevalid locationkey
of �le f is calleda legal userof f . Legal usersareauthorized
to accessany replicaof �le f . Givena �le f 's locationkey lk,
alegal useru cangeneratethereplicalocationtokenr l t i for its
i th replica.Notethatwe user l t i asboththepseudo-�lename
andthecapabilityof f i . Theuseru now usesthelookupalgo-
rithm 	 to obtaintheIP-addressof noder = 	( r l t i ) (pseudo-
�lename r l t i ). Useru gainsaccessto replicaf i by presenting
thetokenr l t i to noder (capabilityr l t i ).

Good Replica Holder. Assumethat a noder is responsible
for storingreplicaf i . Internally, noder storesthis �le content
undera �le namer l t i . Notethatnoder doesnotneedto know
the actual�le name(f ) of a locally stored�le r l t i . Also, by
design,given the internal�le namer l t i , noder cannotguess
its actual�le name(seeSection5). Whena noder receivesa
read/writerequeston a �le r l t i it checksif a �le namedr l t i is
presentlocally. If so,it directlyperformstherequestedopera-
tion on thelocal �le r l t i . Accesscontrolfollows from thefact
thatit is veryhardfor anadversaryto guesscorrect�le tokens.

Malicious Replica Holder. Let us considerthe casewhere
the node r that storesa replica f i is malicious. Note that
noder 's responseto a �le read/writerequestcanbeunde�ned.
Notethatwehaveassumedthatthereplicasstoredatmalicious
nodesarealwaysunderattack(recall thatup to cr � 1 out of
R �le replicascouldbeunavailableor corrupted).Hence,the
factthata maliciousreplicaholderincorrectlyimplements�le
read/writeoperationor that the adversaryis awareof the to-
kensof those�le replicasstoredat maliciousnodesdoesnot
harmthe system. Also, by design,an adversarywho knows
onetokenr l t i for replicaf i wouldnotbeableto guessthe�le
namef or its locationkey lk or the tokensfor othersreplicas
of �le f (seeSection5).

Adversary. An adversarycannotaccessany replicaof �le f
storedatagoodnodesimplybecauseit cannotguessthetoken
r l t i without knowing its locationkey. However, whena good
nodeis compromisedan adversarywould be able to directly
obtainthe tokensfor all �les storedat that node. In general,
anadversarycouldcompilea list of tokensasit compromises
goodnodes,andcorruptthe�le replicascorrespondingto these
tokensat any later point in time. Eventually, the adversary
would succeedin corruptingcr or more replicasof a �le f
without knowing its location key. LocationGuardaddresses
suchattacksusing location rekeying techniquediscussedin
Section7.3.

In thesubsequentsections,we show how to generatea replica
locationtokenr l t i (1 � i � R) from a �le f andits location

key (Section5), andhow the lookup algorithm	 performsa
lookupon a pseudo-�lenamer l t i without revealingthecapa-
bility r l t i to maliciousnodesin theoverlaynetwork (Section
6). It is importantto notethattheability of guardingthelookup
from attackslike eavesdroppingis critical to theultimategoal
of �le locationhiding scheme,sincea lookupoperationusing
a lookup protocol(suchasChord)on identi�er r l t i typically
proceedsin plain-text throughasequenceof nodesontheover-
lay network. Hence,an adversarymay collect �le tokensby
simply snif�ng lookupqueriesover theoverlaynetwork. The
adversarycould usethesestolen�le tokensto performwrite
operationson thecorresponding�le replicas,andthuscorrupt
them,without theknowledgeof their locationkeys.

5 Location Keys

The �rst andmostsimplistic componentof LocationGuardis
theconceptof locationkeys. Thedesignof locationkey needs
to addressthefollowing two questions:(1) How to choosealo-
cationkey? (2) How to usea locationkey to generatea replica
locationtoken� thecapabilityto accessa �le replica?

The �rst stepin designinglocationkeys is to determiningthe
typeof string usedasthe identi�er of a locationkey. Let user
u be the owner of a �le f . Useru shouldchoosea long ran-
dombit string(128-bits)lk asthelocationkey for �le f . The
locationkey lk shouldbehardto guess.For example,thekey
lk shouldnot besemanticallyattachedto or derived from the
�le name(f ) or theownername(u).

Thesecondstepis to �nd a pseudo-randomfunctionto derive
thereplicalocationtokensr l t i (1 � i � R) from the�lename
f andits locationkey lk. Thepseudo-�lenamer l t i is usedas
a �le replicaidenti�er to locatethe i th replicaof �le f on the
overlay network. Let E l k (x) denotea keyed pseudo-random
functionwith input x anda secretkey lk andk denotesstring
concatenation.We derive the location token r l t i = E l k (f k
i ). Given a replica's identi�er r l t i , one can usethe lookup
protocol	 to locateit on theoverlaynetwork. ThefunctionE
shouldsatisfythefollowing conditions:

1a) Given(f k i ) andlk it is easyto computeE l k (f k i ).
2a) Given (f k i ) it is hard to guessE l k (f k i ) without

knowing lk.
2b) GivenE l k (f k i ) it is hardto guessthe�le namef .
2c) GivenE l k (f k i ) andf it is hardto guesslk.

Condition1a)ensuresthatit is veryeasyfor avalid userto lo-
catea �le f aslong asit is awareof the�le' s locationkey lk.
Condition2a),statesthat it shouldbevery hardfor anadver-
saryto guessthelocationof a target�le f withoutknowing its
locationkey. Condition2b) ensuresthat even if an adversary
obtainsthe identi�er r l t i of replicaf i , he/shecannotdeduce
the �le namef . Finally, Condition2c) requiresthat even if
anadversaryobtainsthe identi�ers of oneor morereplicasof
�le f , he/shewould not be ableto derive the locationkey lk
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from them. Hence,the adversarystill hasno clue aboutthe
remainingreplicasof the�le f (by Condition2a). Conditions
2b) and2c) play an importantrole in ensuringgoodlocation
hiding property. This is becausefor any given �le f , someof
thereplicasof �le f couldbestoredat maliciousnodes.Thus
anadversarycouldbeawareof someof thereplicaidenti�ers.
Finally, observe that Condition1a) andConditionsf 2a),2b),
2c)g mapto Property1 andProperty2 in De�nition 1 (in Sec-
tion 4.2)respectively.

Thereareanumberof cryptographictoolsthatsatis�esour re-
quirementsspeci�edin Conditions1a),2a),2b)and2c). Some
possiblecandidatesfor the function E are (i) a keyed-hash
function like HMAC-MD5 [9], (ii) a symmetrickey encryp-
tion algorithmlikeDES[5] or AES[15], and(iii) aPKI based
encryptionalgorithmlikeRSA[13]. Wechoseto useakeyed-
hashfunction like HMAC becauseit can be computedvery
ef�ciently . HMAC-MD5 computationis about40 timesfaster
than AES encryptionand about1000 times fasterthan RSA
encryptionusing the standardOpenSSLlibrary [16]. In the
remainingpartof this paper, we usekhash to denotea keyed-
hashfunctionthat is usedto derive a �le' s replicalocationto-
kensfrom its nameandits secretlocationkey.

6 Lookup Guard

Thesecondandfundamentalcomponentof LocationGuardis
thelookupguard.Thedesignof lookupguardaimsatsecuring
thelookupof �le f suchthatit will bevery hardfor anadver-
saryto obtainthereplicalocationtokensby eavesdroppingon
theoverlaynetwork. Concretely, let r l t i (1 � i � R) denotea
replicalocationtokenderivedfrom the�le namef , thereplica
numberi , andf `s locationkey identi�er lk. Weneedto secure
thelookupalgorithm	( r l t i ) suchthat thelookupon pseudo-
�lename r l t i doesnot revealthecapabilityr l t i to othernodes
on theoverlaynetwork. Note thata �le' s capabilityr l t i does
notrevealthe�le' sname;but it allowsanadversaryto write on
the�le andthuscorruptit (seereference�le systemin Section
4.3).

Therearetwopossibleapproachesto implementasecurelookup
algorithm: (1) centralizedapproachand(2) decentralizedap-
proach. In the centralizedapproach,onecould usea trusted
location server [10] to return the location of any �le on the
overlay network. However, sucha locationserver would be-
comeaviabletargetfor DoSandhostcompromiseattacks.

In thissection,wepresentadecentralizedsecurelookupproto-
col thatis built ontopof theChordprotocol.Notethatanative
Chord-like lookupprotocol�( r l t i ) cannotbedirectlyusedbe-
causeit revealsthe token r l t i to other nodeson the overlay
network.

6.1 Overview

The fundamentalideabehindthe lookup guardis asfollows.
Givena �le f 's locationkey lk andreplicanumberi , we want

rr'

1

2

rlttk

tk

Figure3: LookupUsingFile Identi�er Obfuscation:Illustration

to �nd asaferegionin theidenti�er spacewherewecanobtain
a hugecollection of obfuscatedtokens, denotedby f TK i g,
suchthat,with highprobability, �( tk i ) = �( r l t i ), 8tk i 2 TK i .
We call tk i 2 TK i anobfuscatedidenti�er of the tokenr l t i .
Eachtime a useru wishesto lookupa tokenr l t i , it performs
a lookupon somerandomlychosentokentk i from theobfus-
catedidenti�er setTK i . Lookup guardensuresthat even if
anadversarywereto observeobfuscatedidenti�er from theset
TK i for one full year, it would be highly infeasiblefor the
adversaryto guessthetokenr l t i .

We now describethe concreteimplementationof the lookup
guard. For thesake of simplicity, we assumea unit circle for
the Chord's identi�er space;that is, nodeidenti�ers and �le
identi�ers arerealvaluesfrom 0 to 1 thatarearrangedon the
Chordring in theanti-clockwisedirection. Let I D (r ) denote
theidenti�er of noder . If r is thedestinationnodeof a lookup
on �le identi�er r l t i , i.e., r = �( r l t i ), thenr is thenodethat
immediatelysucceedsr l t i in the anti-clockwisedirectionon
theChordring. Formally, r = �( r l t i ) if I D (r ) geq r l t i and
thereexistsno othernodes,sayv, on theChordring suchthat
I D (r ) > I D (v) � r l t i .

We �rst introducetheconceptof safeobfuscationto guideus
in �nding anobfuscatedidenti�er setTK i for a givenreplica
location token r l t i . We say that an obfuscatedidenti�er tk i

is a safeobfuscationof identi�er r l t i if andonly if a lookup
on both r l t i andtk i result in the samephysical noder . For
example, in Figure 3, identi�er tk i

1 is a safeobfuscationof
identi�er r l t i (�( r l t i ) = �( tk i

1) = r ), while identi�er tk i
2 is

unsafe(�( tk i
2) = r 0 6= r ).

We de�ne the setTK i asa setof all identi�ers in the range
(r l t i � srg, r l t i ), wheresrg denotesa safeobfuscationrange
(0 � srg < 1). Whena userintendsto queryfor a replicalo-
cationtokenr l t i , theuseractuallyperformsalookuponanob-
fuscatedidenti�er tk i = obfuscate(r l t i ) = r l t i � r andom(0; srg).
The function r andom(0; srg) returnsa numberchosenuni-
formly andrandomlyin therange(0; srg).

Wechooseasafevaluesrg suchthat:

(C1) With high probability, any obfuscatedidenti�er tk i is a
safeobfuscationof thetokenr l t i .

(C2) Givenanobfuscatedidenti�er tk i it is very hardfor an
adversaryto guesstheactualidenti�er r l t i .

Note that if srg is too small condition C1 is more likely to
hold, while conditionC2 is morelikely to fail. In contrast,if
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srg is toobig,conditionC2is morelikely to holdbut condition
C1 is more likely to fail. In our �rst prototypedevelopment
of LocationGuard,we introducea systemde�ned parameter
sq to denotetheminimumprobability thatany obfuscationis
requiredto be safe. In the subsequentsections,we presenta
techniqueto derive srg asa functionof sq. This permitsusto
quantifythetradeoff betweenconditionC1andconditionC2.

6.2 Determining the SafeObfuscationRange

Observe from Figure3 that a obfuscationr and on identi�er
r l t i is safeif r l t i � r and > I D(r 0), wherer 0 is the immedi-
atepredecessorof noder on the Chordring. Thus,we have
r and < r l t i � I D (r 0). The expressionr l t i � I D (r 0) denotes
thedistancebetweenidenti�ers r l t i andI D(r 0) on theChord
identi�er ring, denotedby dist (r l t i , I D (r 0)). Hence,we say
thata obfuscationr and is safewith respectto identi�er r l t i if
andonly if r and < dist (r l t i , I D (r 0)), or equivalently, r and
is chosenfrom therange(0, dist (r l t i , I D (r 0))).

We useTheorem6.1 to show thatPr(dist (r l t i , I D (r 0)) > r g)
= e� r g� N , whereN denotesthenumberof nodeson theover-
lay network and r g denotesany value satisfying0 � r g �
1. Sincean obfuscationr and is safewith respectto r l t i if
dist (r l t i , I D (r 0)) > r and, the probability that a obfuscation
r and is safecanbecalculatedusinge� r and � N .

Now, onecanensurethat theminimumprobabilityof any ob-
fuscationbeingsafeis sq asfollows. We �rst usesq to obtain
anupperboundonr and: By e� r and � N � sq, wehave,r and �
� l oge (sq)

N . Hence,if r and is chosenfrom asaferange(0; srg),

wheresrg = � l oge (sq)
N , thenall obfuscationsareguaranteedto

besafewith aprobabilitygreaterthanor equalto sq.

For instance,whenwe setsq = 1 � 2� 20 andN = 1 million
nodes,srg = � l oge (sq)

N = 2� 40. Hence,on a 128-bitChord
ring r and couldbechosenfrom a rangeof sizesrg = 2128 �
2� 40 = 288. Table1 shows thesizeof a sq� safeobfuscation
rangesrg for different valuesof sq. Observe that if we set
sq = 1, then srg = l oge (sq)

N = 0. Hence,if we want 100%
safety, theobfuscationrangesrg mustbezero,i.e., the token
r l t i cannotbeobfuscated.

Theorem6.1 Let N denotethe total numberof nodesin the
system.Let dist (x; y) denotethe distancebetweentwo iden-
ti�er s x and y on a Chord's unit circle. Let noder 0 be the
nodethat is the immediatepredecessorfor an identi�er r l t i

on the anti-clockwiseunit circle Chord ring. Let I D (r 0) de-
note the identi�er of the noder 0. Then,the probability that
the distancebetweenidenti�ers r l t i and I D(r 0) exceedsr g
is given by Pr(dist (r l t i , I D (r 0)) > r g) = e� r g� N for some
0 � r g < 1.

Proof Let Z be a randomvariablethat denotesthe distance
betweenan identi�er r l t i andnoder 0. Let f Z (r g) denotethe
probability distribution function (pdf) that the noder 0 is at a
distancer g from the identi�er r l t i , i.e., dist (I D (r 0), r l t i ) =

r g. We �rst derive theprobabilitydistribution f Z (r g) anduse
it to computePr(Z > r g) = Pr(dist (r l t i , I D (r 0)) > r g).

By theuniform andrandomdistribution propertiesof thehash
function the identi�er of a nodewill be uniformly and ran-
domly distributedbetween(0, 1). Hence,theprobability that
theidenti�er of any nodefalls in asegmentof lengthx is equal
to x. Hence,with probability 4 r g, a given nodeexists be-
tweena distanceof (r g; r g + 4 r g) from the identi�er r l t i .
WhenthereareN nodesin thesystem,theprobabilitythatone
of themexistsbetweenadistance(r g; r g + 4 r g) is N � 4 r g.
Similarly, theprobabilitythatnoneof othernodeN � 1 nodes
lie within a distancer g from identi�er r l t i is (1 � r g)N � 1.
Therefore,f Z (x) is givenby Equation1.

f Z (r g) = N � (1 � r g)N � 1 (1)

Now, usingtheprobabilitydensityfunctionin Equation1 one
canderive the cumulative distribution function (cdf), Pr(Z >
r g) = e� r g� N using standardtechniquesin probability the-
ory.

6.3 Ensuring SafeObfuscation

Giventhatwhensq < 1, thereis smallprobabilitythatanob-
fuscatedidenti�er is notsafe,i.e.,1 � sq > 0. We�rst discuss
themotivationfor detectingandrepairingunsafeobfuscations
andthendescribehow to guaranteegoodsafetyby our lookup
guardthroughaself-detectionandself-healingprocess.

Let noder betheresultof a lookupon identi�er r l t i andnode
v (v 6= r ) be the resultof a lookup on an unsafeobfuscated
identi�er tk i . To performa �le read/writeoperationafter lo-
cating the nodethat storesthe �le f , the userhasto present
the locationtokenr l t i to nodev. If a userdoesnot checkfor
unsafeobfuscation,thenthe �le token r l t i would beexposed
to someothernodev 6= r . If nodev weremalicious,thenit
could misusethis informationto corruptthe �le replicaactu-
ally storedatnoder (usingthecapabilityr l t i ).

We requirea userto verify whetheranobfuscatedidenti�er is
safeor notusingthefollowing check:An obfuscatedidenti�er
tk i is consideredsafeif andonly if r l t i 2 (tk i ; I D (v)) , where
v = �( tk i ). By the de�nition of v and tk i , we have tk i �
I D (v) andtk i � r l t i (r and � 0). By tk i � r l t i � I D (v),
nodev shouldbetheimmediatesuccessorof theidenti�er r l t i

andthusberesponsiblefor it. If thecheckfailed, i.e., r l t i >
I D(v), thennodev isde�nitely notasuccessorof theidenti�er
r l t i . Hence,theusercan�ag tk i asanunsafeobfuscationof
r l t i . For example,referringFigure3, tk i

1 is safebecause,r l t i

2 (tk i
1; I D (r )) andr = �( tk i

1), andtk i
2 is unsafebecause,r l t i

=2 (tk i
2; I D (r 0)) andr 0 = �( tk i

2).

When an obfuscatedidenti�er is �agged as unsafe,the user
needsto retrythelookupoperationwith anew obfuscatediden-
ti�er . This retry processcontinuesuntil max retriesroundsor
until a safeobfuscationis found. Thanksto the fact that the
probability of an unsafeobfuscationcanbe extremelysmall,
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1 � sq 2� 10 2� 15 2� 20 2� 25 2� 30

srg 298 293 288 283 278

E [r etr ies] 2� 10 2� 15 2� 20 2� 25 2� 30

hardness(years) 238 233 228 223 218

Table1: LookupIdenti�er obfuscation

thecall for retryrarelyhappens.Wealsofoundfromourexper-
imentsthatthenumberof retriesrequiredis almostalwayszero
and seldomexceedsone. We believe that using max retries
equalto two would suf�ce even in a highly conservative set-
ting. Table1 shows the expectednumberof retriesrequired
for a lookupoperationfor differentvaluesof sq.

6.4 Strengthof Lookup Guard

The strengthof a lookup guardrefersto its ability to counter
lookupsnif�ng basedattacks.A typical lookupsnif�ng attack
is calledtherange sieving attack. Informally, in a rangesiev-
ing attack,an adversarysniffs lookup querieson the overlay
network, andattemptsto deducetheactualidenti�er r l t i from
its multiple obfuscatedidenti�ers. We show thatanadversary
would have to expend228 yearsto discover a replicalocation
tokenr l t i evenif it hasobserved225 obfuscatedidenti�ers of
r l t i . Notethat225 obfuscatedidenti�ers wouldbeavailableto
anadversaryif the �le replicaf i wasaccessedoncea second
for onefull yearby somelegal userof the�le f .

Onecanshow that given multiple obfuscatedidenti�ers it is
non-trivial for anadversarytocategorizethemintogroupssuch
thatall obfuscatedidenti�ers in a groupareactuallyobfusca-
tions of oneidenti�er. To simplify the descriptionof a range
sieving attack,we considerthe worst casescenariowherean
adversaryis capableof categorizingobfuscatedidenti�ers (say,
basedon their numericalproximity).

We �rst concretelydescribethe rangesieving attackassum-
ing thatsq andsrg (from Theorem6.1)arepublicknowledge.
When an adversaryobtainsan obfuscatedidenti�er tk i , the
adversaryknows that the actual capability r l t i is de�nitely
within the rangeRG = (tk i ; tk i + srg), where(0; srg) de-
notesa sq� saferange. In fact, if obfuscationsareuniformly
andrandomlychosenfrom (0; srg), thengivenanobfuscated
identi�er tk i , theadversaryknows nothingmore thanthefact
thattheactualidenti�er r l t i couldbeuniformly anddistributed
over therangeRG = (tk i ; tk i + srg). However, if apersistent
adversaryobtainsmultipleobfuscatedidenti�ers thatbelongto
thesametarget�le, theadversarycansievetheidenti�er space
asfollows. Let RG1; RG2; � � � ; RGnid denotetherangescor-
respondingto nid randomobfuscationson the identi�er r l t i .
Thenthecapabilityof thetarget �le is guaranteedto lie in the
sieved rangeRGs = \ nid

j =1 RGj . Intuitively, if thenumberof
obfuscatedidenti�ers (nid ) increases,the size of the sieved
rangeRGs decreases.

Let E [RGs] denotetheexpectedsizeof thesievedrange.The-
orem6.2 shows thatE [RGs] = sr g

nid . Hence,if thesaferange
srg is signi�cantly larger thannid thenthe lookupguardcan
toleratetherangesieving attack.Recalltheexamplein Section

6 wheresq = 1 � 2� 20, N = 106, thesaferangesrg = 288.
Supposethata target �le is accessedoncepersecondfor one
year; this resultsin 225 �le accesses.An adversarywho logs
all obfuscatedidenti�ers over a yearcould sieve the rangeto
aboutE [jRGs j] = 263. Assumingthattheadversaryperforms
a brute force attackon the sieved range,by attemptinga �le
readoperationat the rateof onereadpermillisecond,thead-
versarywould have tried 235 readoperationsper year. Thus,
it would take theadversaryabout263=235 = 228 yearsto dis-
covertheactual�le identi�er. Table1summarizesthehardness
of breakingthe obfuscationschemefor differentvaluesof sq
(minimumprobabilityof safeobfuscation),assumingthat the
adversaryhaslogged225 �le accesses(oneaccesspersecond
for oneyear)andthatthenodespermitat mostone�le access
permillisecond.

Discussion.An interestingobservationfollowsfrom theabove
discussion:theamountof timetakento breakthe�le identi�er
obfuscationtechniqueis almostindependentof thenumberof
attackers. This is a desirableproperty. It implies that as the
numberof attackers increasesin the system,the hardnessof
breakingthe�le capabilitieswill not decrease.Thereasonfor
locationkey basedsystemsto havethispropertyis becausethe
time takenfor a bruteforceattackon a �le identi�er is funda-
mentally limited by the rateat which a hostingnodepermits
accesseson �les storedlocally. On thecontrary, a bruteforce
attackon a cryptographickey is inherentlyparallelizableand
thus becomesmore powerful as the numberof attackers in-
creases.

Theorem6.2 Letnid denotethenumberof obfuscatedidenti-
�er sthatcorrespondto a target �le . LetRGs denotethesieved
range usingtherange sieving attack. Let srg denotethemax-
imumamountof obfuscationthatcouldbesq� safelyaddedto
a �le identi�er. Then,theexpectedsizeof range RGs canbe
calculatedbyE[jRGs j] = sr g

nid .

Proof Let tk i
min = r l t i � r andmax and tk i

max = r l t i �
r andmin denotethe minimum andthe maximumvalueof an
obfuscatedidenti�er that hasbeenobtainedby an adversary,
wherer andmax andr andmin arechosenfrom thesaferange
(0; srg). Then,wehavethesievedrangeRGs = (tk i

max ; tk i
min +

srg), namely, from thehighestlower boundto the lowestup-
perbound.ThesievedrangeRGs canbepartitionedinto two
rangesRGmin andRGmax , whereRGmin = (tk i

max ; r l t i )
andRGmax = (r l t i ; tk i

min + srg). ThuswehaveE[jRGs j] =
E [jRGmin j] + E [jRGmax j].

Thesizeof therangeRGmin , denotedasjRGmin j, equalsto
r andmin sinceis r l t i � tk i

max = r andmin . We show that
the cumulative distribution function of r andmin is given by
Equation2.

Pr (r andmin > r g) =
�

1 �
r g
srg

� nid

(2)

Sinceanobfuscationr and is chosenuniformly andrandomly
over a range(0; srg), for 0 � r g � srg, theprobability that
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any obfuscationr and issmallerthanr g, denotedbyPr (r and �
r g), is r g

sr g . Hence,theprobability thatany obfuscationr and
is greaterthanr g is Pr (r and > r g) = 1 � Pr (r and � r g)
= 1 � r g

sr g . Now we computethe probability that r andmin

= min f r and1, r and2; � � � ; r andnid g is greaterthanr g. We
have Pr (r andmin > r g) = Pr((r and1 > r g) ^ (r and2 >
r g) ^ � � � ^ (r andnid > r g)) =

Q nid
j =1 Pr(r andj > r g) =

�
1 � r g

sr g

� nid
.

Now, using standardtechniquesfrom probability theory and
Equation2, one can derive the expectedvalue of r andmin :
E [jRGmin j] = E [r andmin ] � sr g

nid . Symmetrically, onecan
show thattheexpectedsizeof rangeRGmax is E [jRGmax j] �
sr g
nid . Hencethe expectedsizeof sieved rangeis E [jRGs j] =
E [jRGmin j] + E [jRGmax j] � sr g

nid .

7 Location Infer enceGuards

Location inferenceattacksrefer to thoseattackswhereinan
adversaryattemptsto infer the location of a �le using indi-
rect techniquesthat exploit �le metadatainformationsuchas
�le accessfrequency, �le size,andso forth. LocationGuard
includesasuiteof four fundamentalandinexpensive inference
guards:lookupfrequency inferenceguard,end-userIP-address
inferenceguard,�le replicainferenceguardand�le sizeinfer-
enceguard. LocationGuardalso includesa capability revo-
cationbasedlocationrekeying mechanismasa generalguard
against any inferenceattack. In this section,we presentthe
four fundamentalinferenceguardsand the location rekeying
techniquein detail.

7.1 Passive Infer enceGuards

Passive inferenceattacksrefer to thoseattackswhereinanad-
versaryattemptsto infer the locationof a target �le by pas-
sively observingthe overlay network. We presenttwo infer-
enceguards:lookup frequency inferenceguardandend-user
IP-addressinferenceguardto guardthe�le systemagainsttwo
commonpassive inferenceattacks.The lookup frequency in-
ferenceattackis basedon theability of maliciousnodesto ob-
serve thefrequency of lookupquerieson theoverlaynetwork.
Assumingthattheadversaryknows therelative �le popularity,
it canusethetarget�le' s lookupfrequency to infer its location.
Theend-userIP-addressinferenceattackis basedon assump-
tion that the identity of the end-usercanbe inferredfrom its
IP-addressby an overlay network noder , when the userre-
questsnoder to performalookupon its behalf.Themalicious
noder couldlog andreportthis informationto theadversary.

7.1.1 Lookup FrequencyInfer enceGuard

In this sectionwe presentlookup frequency inferenceattack
thatwould helpa strategic adversaryto infer the locationof a
target�le ontheoverlaynetwork. It hasbeenobservedthatthe
generalpopularityof thewebpagesaccessedover theInternet

follows a Zipf-lik e distribution [25]. An adversarymaystudy
the frequency of �le accessesby snif�ng lookup queriesand
matchtheobserved �le accessfrequency pro�le with a actual
(pre-determined)frequency pro�le to infer thelocationof atar-
get�le 2. Notethatif thefrequency pro�le of the�les storedin
the �le systemis �at (all �les areaccessedwith thesamefre-
quency) thenanadversarywill not beableto infer any infor-
mation.Lemma7.1formalizesthenotionof perfectlyhidinga
�le from a frequency inferenceattack.

Lemma 7.1 Let F denotethecollectionof �les in the�le sys-
tem. Let � 0

f denotetheapparent frequencyof accessesto �le
f as perceivedby an adversary. Then,the collectionof �les
is perfectlyhiddenfromfrequencyinferenceattack if � 0

f = c:
8f 2 F andsomeconstantc.

Corollary 7.2 A collectionof read-only�les canbeperfectly
hiddenfromfrequencyinferenceattack.

Proof Let � f denotetheactualfrequency of accessesona �le
f . Setthe numberreplicasfor �le f to be proportionalto its
accessfrequency, namelyRf = 1

c � � f (for someconstant
c > 0). Whena userwishesto readthe �le f , the userran-
domly choosesonereplicaof �le f andissuesa lookupquery
on it. Fromanadversary'spointof view it wouldseemthatthe
accessfrequency to all the �le replicasin the systemis iden-
tical, namely, 8f � 0

f i = � f

R f
= c (1 � i � Rf for �le f ).

By Lemma7.1, anadversarywould not beableto derive any
usefulinformationfrom a frequency inferenceattack.

Interestingly, thereplicationstrategy usedin Corollary7.2im-
proves the performanceand load balancingaspectof the �le
system.However, it is not applicableto read-write�les since
anupdateoperationon a �le mayneedto updateall therepli-
casof a �le. In thefollowing portionsof this section,we pro-
posetwo techniquesto �atten the apparent frequency pro�le
of read/write�les.

Guard by Result Caching. The �rst techniqueto mitigate
thefrequency inferenceattackis to obfuscatetheapparent�le
accessfrequency with lookup result caching. Lookup result
caching,asthenameindicates,refersto cachingtheresultsof
alookupquery. Recallthatwide-areanetwork �le systemslike
CFS,FarsiteandOceanStorepermit nodesto join and leave
the overlay network. Let us for now consideronly nodede-
partures. Considera �le f storedat noden. Let � f denote
the rate at which usersaccessesthe �le f . Let � dep denote
the rateat which a nodeleavestheoverlaynetwork (ratesare
assumedto be exponentiallydistributed). The �rst time the
useraccessesthe �le f , the lookup result (namely, noden)
is cached. The lookup result is implicitly invalidatedwhen
the userattemptsto access�le f the �rst time after noden

2This is analogousto performinga frequency analysisattackon old sym-
metrickey cipherslike theCaesar's cipher[24]

9



leavestheoverlaynetwork. Whenthe lookup resultis invali-
dated,theuserissuesa freshlookupqueryfor �le f . Onecan
show thattheapparentfrequency of �le accessasobservedby
an adversaryis � 0

f = � f � dep

� f + � dep
(assumingexponentialdistri-

bution for � f and � dep). The probability that any given �le
accessresultsis a lookup is equalto the probability that the
noderesponsiblefor the�le leavesbeforethenext accessand
is given by Pr l ook up = � dep

� f + � dep
. Hence,the apparent�le

accessfrequency is equalto the productof the actual�le ac-
cessfrequency (� f ) and the probability that a �le accessre-
sultsin a lookup operation(Pr l ook up ). Intuitively, in a static
scenariowherenodesnever leave the network (� dep � � f ),
� 0

f � � dep ; andwhennodesleave thenetwork very frequently
(� dep � � f ), � 0

f � � f . Hence,morestaticthe overlay net-
work is, harderit is for an adversaryto performa frequency
inferenceattacksinceit would appearasif all �les in thesys-
temareaccessedatanuniform frequency � dep .

It is very importantto notethata nodem storinga �le f may
infer f 'snamesincetheuserhastoultimatelyaccessnodem to
operateon �le f . Hence,anadversarymayinfer theidentities
of �les storedat maliciousnodes.However, it would bevery
hardfor anadversaryto infer �les storedatgoodnodes.

Guard by File Identi�er Obfuscation. Thesecondtechnique
that makesthe frequency inferenceattackharderis basedon
the �le identi�er obfuscationtechniquedescribedin Section
6. Let f 1; f 2; � � � ; f nf denotethe �les storedat somenoden.
Let theidenti�ers of thesereplicasber l t1; r l t2; � � � r l tnf . Let
the target �le be f 1. The key ideais to obfuscatethe identi-
�ers suchthat an adversarywould not be able to distinguish
betweenan obfuscatedidenti�er intendedfor locating�le f 1

andthatfor someother�le f j (2 � j � nf ) storedatnoden.

More concretely, whena userperformsa lookup for f 1, the
userwould choosesomerandomidenti�er in therangeR1 =
(r l t1 � thr saf e

N ; r l t1). A clever adversarymay cluster iden-
ti�ers basedon their numericalclosenessandperforma fre-
quency inferenceattackon theseclusters.However, onecould
defendthe systemagainstsucha clusteringtechniqueby ap-
propriatelychoosingasafeobfuscationrange.Figure4presents
the key intuition behindthis idea diagrammatically. As the
rangeR1 overlapswith therangesof moreandmore�les stored
at noden, the clusteringtechniqueandconsequentlythe fre-
quency inferenceattackwould performpoorly. Let R1 \ R2

denotethe set of identi�ers that belongsthe intersectionof
rangesR1 andR2. Then,given an identi�er tk 2 R1 \ R2,
anadversarywouldnotableto distinguishwhetherthelookup
was intendedfor �le f 1 or f 2; but the adversarywould de�-
nitely know that the lookup wasintendedeitherfor �le f 1 or
f 2. Observe that amountof information inferred by an ad-
versarybecomespoorerandpoorerasmoreandmoreranges
overlap.Also, asthenumberof �les (nf ) storedat noden in-
creases,even a small obfuscationmight introducesigni�cant
overlapbetweenrangesof different�les storedatnoden.

Figure4: CounteringFrequency AnalysisAttackby �le identi�er
obfuscation.X 1X 2 , Y1Y2 andZ1Z2 denotetherangesof the

obfuscatedidenti�ers of �les f 1 ; f 2 ; f 3 storedatnoden. Frequency
inferenceattacksworksin scenario(i), but not in scenario(ii). Given
anidenti�er tk 2 Y1Z1 , it is hardfor anadversaryto guesswhether

thelookupwasfor �le f 1 or f 2 .

The apparentaccessfrequency of a �le f is computedas a
weightedsumof theactualaccessfrequenciesof all �les that
sharetheir rangewith �le f . For instance,theapparentaccess
frequency of �le f 1 (seeFigure4) is givenby Equation3.

� 0
f 1

=
X 1 Y1 � � f 1 + Y1 Z 1 �

�
� f 1

+ � f 2
2

�
+ Z 1 X 2 �

�
� f 1

+ � f 2
+ � f 3

3

�

thr saf e

(3)

The apparentaccessfrequency of a �le evensout the sharp
variationsbetweenthefrequenciesof different�les storedat a
node,therebymakingfrequency inferenceattacksigni�cantly
harder. We discussmoreon how to quantify theeffect of �le
identi�er obfuscationon frequency inferenceattackin our ex-
perimentalsection9.

7.1.2 End-User IP-Addr essInfer enceGuard

In this section,we describean end-userIP-addressinference
attackthatassumesthat the identity of anend-usercanbe in-
ferredfrom his/herIP-address.Note that this is a worst-case-
assumption;in mostcasesit may not possibleto associatea
userwith oneor a smallnumberIP-addresses.This is partic-
ularly true if theuserobtainsIP-addressdynamically(DHCP
[2]) from a largeISP(InternetServiceProvider).

A usertypically locatetheir �les on theoverlaynetwork by is-
suinga lookupqueryto somenoder on theoverlaynetwork.
If noder were maliciousthen it may log the �le identi�ers
looked up by a user. Assumingthat a useraccessesonly a
small subsetof the total numberof �les on the overlay net-
work (includingthetarget�le) theadversarycannarrow down
the setof nodeson the overlay network that may potentially
hold thetarget �le. Onepossiblesolutionis for usersto issue
lookupqueriesthrougha trustedanonymizer. Theanonymizer
acceptslookupqueriesfrom usersanddispatchesit to theover-
lay network without revealingtheuser's IP-address.However,
theanonymizercould itself becomea viable target for thead-
versary.

A more promisingsolution is for the user to join the over-
lay network (just like othernodeshosting�les on theoverlay
network). When the userissueslookup queries,it is routed
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throughsomeof its neighbors;if someof its neighborsarema-
licious, thenthey maylog theselookupqueries.However, it is
non-trivial for anadversaryto distinguishbetweenthequeries
that originatedat the userandthosethat weresimply routed
throughit.

For the sake of simplicity, let us assumethat q denotesthe
numberof lookupsissuedper userper unit time. Assuming
thereareN users,the total lookup traf�c is N q lookupsper
unit time. Eachlookupon anaveragerequires1

2 log2 N hops
on Chord. Hence,the total lookup traf�c is N q * 1

2 log2 N
hops per unit time. By the designof the overlay network,
the lookup traf�c is uniformly sharedamongall nodesin the
system. Hencethe numberof lookup queries(per unit time)
routedthroughany nodeu is 1

N * 1
2 qN log2 N = q * 1

2 log2 N .
Therefore,the ratio of lookupqueriesthatoriginateat a node
to that routedthroughit is q

q� 1
2 log 2 N = 2

log 2 N . For N = 106,
this ratio is about0.1, therebymakingit hardfor anadversary
to selectively pick only thosequeriesthatoriginatedat a par-
ticular node.Further, not all neighborsof a nodearelikely to
bebad;hence,it is ratherinfeasiblefor anadversaryto collect
all lookuptraf�c �o wing throughanoverlaynode.

7.2 Host CompromisebasedInfer enceGuards

Host compromisebasedinferenceattacksrequirethe adver-
sary to perform an active host compromiseattack before it
can infer the locationof a target �le. We presenttwo infer-
enceguards:�le replicainferenceguardand�le sizeinference
guardto guardthe�le systemagainsttwo commonhostcom-
promisebasedinferenceattacks.The�le replicainferenceat-
tack attemptsto infer the identity of a �le from its contents.
Notethatanadversarycanreachthecontentsof a �le only af-
ter it compromisesthereplicaholder(unlessthereplicaholder
is malicious). The �le size inferenceattackattemptsto infer
theidentityof a �le from its size.If thesizesof �les storedon
theoverlaynetwork aresuf�ciently skewed,the�le sizecould
by itself besuf�cient to identify a target�le.

7.2.1 File Replica Infer enceGuard

Despitemakingthe�le capabilitiesand�le accessfrequencies
appearrandomto anadversary, thecontentsof a �le couldby
itself reveal the identity of the �le f . The �le f couldbeen-
cryptedto rule out thepossibilityof identifying a �le from its
contents.Evenwhenthereplicasareencrypted,anadversary
canexploit the fact thatall the replicasof �le f areidentical.
Whenanadversarycompromisesa goodnode,it canextracta
list of identi�er and�le contentpairs(or ahashof the�le con-
tents)storedatthatnode.Notethatanadversarycouldperform
afrequency inferenceattackonthereplicasstoredatmalicious
nodesandinfer their �lenames.Hence,if anadversarywereto
obtaintheencryptedcontentsof oneof thereplicasof a target
�le f , it couldexaminetheextractedlist of identi�ers and�le
contentsto obtain the identitiesof other replicas. Once,the
adversaryhasthelocationsof cr copiesof a �le f , thef could

beattackedeasily. This attackis especiallymoreplausibleon
read-only�les sincetheir contentsdo not changeover a long
periodof time. On the otherhand,the updatefrequency on
read-write�les mightguardthem�le replicainferenceattack.

We guardread-only�les (and�les updatedvery infrequently)
by makingtheir replicasnon-identical;this is achievedby en-
crypting eachreplicawith a differentcryptographickey. We
derive thecryptographickey for the i th replicaof �le f using
its locationkey lk ask i = khashl k (f k i k `cryptkey'). Further,
if oneusesa symmetrickey encryptionalgorithm in cipher-
block-chainingmode(CBC mode[15, 5]), thenwe could re-
ducetheencryptioncostby usingthesamecryptographickey,
but adifferentinitializationvector(iv ) for encryptingdifferent
�le replicas:k i = khashl k (f k `cryptkey') andiv i = khashl k (f
k i k `ivec').

We show in our experimentalsectionthatevena smallupdate
frequency onread-write�les is suf�cient to guardthemthe�le
replicainferenceattack. Additionally, onecould alsochoose
to encryptread-write�le replicaswith differentcryptographic
keys (to make the replicasnon-identical)to improve their re-
silienceto �le replicainferenceattack.

7.2.2 File SizeInfer enceGuard

File size inferenceattackis basedon the assumptionthat an
adversarymight be awareof the target �le' s size. Malicious
nodes(and compromisednodes)report the size of the �les
storedat themto an adversary. If the sizeof �les storedon
theoverlaynetwork follows a skeweddistribution, theadver-
sary would be able to identify the target �le (much like the
lookup frequency inferenceattack). We guardthe �le system
from this attackby fragmenting�les into multiple �le blocks
of equalsize. For instance,CFSdivides �les into blocksof
8 KByteseachandstoreseach�le block separately. We hide
the locationof the j th block in the i th replicaof �le f using
its locationkey lk andtoken r l t ( i;j ) = khashl k (f k i k j ).
Note that the last �le block may have to be paddedto make
its size8 KBytes. Now, sinceall �le blocksareof the same
size,it wouldbevaryhardfor anadversaryto perform�le size
inferenceattack.It is interestingto notethatdividing �les into
blocks is useful in minimizing the communicationoverhead
for smallreads/writeson large�les.

7.3 Location Rekeying

In additionto theinferenceattackslistedabove,therecouldbe
otherpossibleinferenceattacksona LocationGuardbased�le
system.In duecourseof time, theadversarymight beableto
gatherenoughinformationto infer thelocationof a target�le.
Locationrekeying is ageneraldefenseagainstbothknownand
unknowninferenceattacks.Userscanperiodicallychoosenew
locationkeys so as to renderall pastinferencesmadeby an
adversaryuseless. This is analogousto periodic rekeying of
cryptographickeys. Unfortunately, rekeying is an expensive
operation:rekeying cryptographickeys requiresdatato bere-
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encrypted;rekeying locationkeysrequires�les to berelocated
on the overlay network. Hence,it is important to keepthe
rekeying frequency smallenoughto reduceperformanceover-
headsandlargeenoughto secure�les on theoverlaynetwork.
In our experimentssection,we estimatethe periodicity with
which locationkeys have to bechangedin orderto reducethe
probabilityof anattackona target�le.

8 Discussion

In thissection,webrie�y discussanumberof issuesrelatedto
security, distributionandmanagementof LocationGuard.

Key Security. We have assumedthat in LocationGuardbased
�le systemsit is theresponsibilityof the legal usersto secure
locationkeys from anadversary. If a userhasto accessthou-
sandsof �les thentheusermustberesponsiblefor thesecrecy
of thousandsof locationkeys. Oneviable solutioncould be
to compileall locationkeys into onekey-list �le, encryptthe
�le andstoreit on theoverlaynetwork. Theusernow needsto
keepsecretonly onelocationkey thatcorrespondsto thekey-
list. This 128-bit locationkey could be physically protected
usingtamper-proofhardwaredevices,smartcards,etc.

Key Distrib ution. Securedistribution of keys hasbeena ma-
jor challengein largescaledistributedsystems.Theproblem
of distributing locationkeys is verysimilar to thatof distribut-
ing cryptographickeys. Typically, keys aredistributedusing
out-of-bandtechniques.For instance,onecouldusePGP[18]
basedsecureemailserviceto transferlocationkeys from a �le
ownerto �le users.

Key Management. Managinglocation keys ef�ciently be-
comesanimportantissuewhen(i) anownerownsseveralthou-
sand�les, and(ii) thesetof legal usersfor a �le vary signi�-
cantlyover time. In the formerscenario,the �le ownercould
reducethekey managementcostby assigningonelocationkey
for a groupof �les. Any userwho obtainsthelocationkey for
a �le f would implicitly beauthorizedto accessthegroupof
�les to which f belong. However, the later scenariomay se-
riously impedethe system's performancein situationswhere
it mayrequirelocationkey to bechangedeachtime thegroup
membershipchanges.

The major overheadfor LocationGuardarisesfrom key dis-
tribution andkey management.Also, locationrekeying could
beanimportantfactor. Key security, distribution andmanage-
ment in LocationGuardusing group key managementproto-
cols[8] areapartof ourongoingresearchwork.

Other issuesthat are not discussedin this paperinclude the
problemof a valid userillegally distributing the capabilities
(tokens)to anadversary, andtherobustnessof thelookuppro-
tocol and the overlay network in the presenceof malicious
nodes. In this paperwe assumethat all valid usersarewell
behaved andthe lookup protocol is robust. Readersmay re-
fer to [22] for detaileddiscussionon therobustnessof lookup
protocolsonDHT basedoverlaynetworks.

9 Experimental Evaluation

In thissection,wereportresultsfrom oursimulationbasedex-
perimentsto evaluatethe LocationGuardapproachfor build-
ing securewide-areanetwork �le systems.We implemented
our simulatorusinga discreteeventsimulation[5] model,and
implementedthe Chord lookup protocol [23] on the overlay
network compromisingof N = 1024 nodes. In all experi-
mentsreportedin this paper, a randomp = 10%of N nodes
arechosento behave maliciously. We setthenumberof repli-
casof a �le to be R = 7 andvary the corruptionthreshold
cr in our experiments.We simulatedthebadnodesashaving
largebut boundedpower basedon theparameters� (DoSat-
tackstrength),� (nodecompromiserate)and� (noderecovery
rate)(seethethreatmodelin Section3). Wequantifytheover-
headdueto LocationGuardanddemonstratetheeffectiveness
of LocationGuardagainstDoSandhostcompromisebasedtar-
get�le attacks.

9.1 LocationGuard

Operational Overhead.3 We �rst quantify the performance
andstorageoverheadsincurredby LocationGuard.Let uscon-
sidera typical �le read/writeoperation.Theoperationconsists
of thefollowing steps:(i) generatethereplicalocationtokens,
(ii) lookupthereplicaholderson theoverlaynetwork, and(iii)
processthe requestat replicaholders. Step(i) requirescom-
putationsusing the keyed-hashfunction with location keys,
which otherwisewould have requiredcomputationsusing a
normal hashfunction. We found that the computationtime
differencebetweenHMAC (a keyed-hashfunction)andMD5
(normalhashfunction) is negligibly small (orderof a few mi-
croseconds)usingthestandardOpenSSLlibrary [16]. Step(ii)
involvesa pseudo-randomnumbergeneration(few microsec-
ondsusingthe OpenSSLlibrary) andmay requirelookupsto
beretriedin theeventthattheobfuscatedidenti�er turnsout to
be unsafe.Given that unsafeobfuscationsareextremelyrare
(seeTable 1) retriesare only requiredoccasionallyand thus
this overheadis negligible. Step(iii) addsno overheadbe-
causeour accesscheckis almostfree. As long astheusercan
presentthecorrectpseudo-�lename(token),thereplicaholder
wouldhonora requeston that�le.

Now, let uscomparethestorageoverheadat theusersandthe
nodesthat are a part of the overlay network. Usersneedto
storeonly anadditional128-bit locationkey (16 Bytes)along
with other�le meta-datafor each�le they wantto access.Even
auserwhouses1 million �les ontheoverlaynetwork needsto
storeonly an additional16MBytesof locationkeys. Further,
thereis no extra storageoverheadon the restof thenodeson
theoverlaynetwork.

Denial of Service Attacks. Figure 5 shows the probability
of an attackfor varying � anddifferentvaluesof corruption

3As measuredon a 900MHz Intel PentiumIII processorrunningRedHat
Linux 9.0
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from compromisednodes

threshold(cr). Without the knowledgeof the locationof �le
replicasan adversaryis forcedto attack(DoS)a randomcol-
lection of nodesin the systemandhopethat that at leastcr
replicasof thetarget �le is attacked. Observe that if themali-
ciousnodesaremorepowerful (larger � ) or if the corruption
thresholdcr is very low, then the probability of an attackis
higher. If anadversarywereawareof theR replicaholdersof
a target�le thenaweakcollectionof B maliciousnodes,such
asB = 102(i.e., 10%of N ) with � = R

B = 7
102 = 0:07, can

easilyattackthetarget�le. Also, for a�le systemto handlethe
DoSattacksona�le with � = 1, it wouldrequirea largenum-
ber of replicas(R closeto B ) to be maintainedfor each�le.
For example,in thecasewhereB = 10%� N andN = 1024,
thesystemneedsto maintainaslargeas100+replicasfor each
�le. Clearly, without locationkeys, the effort requiredfor an
adversaryto attacka target �le is dependentonly on R, but is
independentof the numberof goodnodes(G) in the system.
On the contrary, the locationkey basedtechniquesscalethe
hardnessof an attackwith the numberof goodnodesin the
system.Thusevenwith averysmallR, thelocationkey based
systemcan make it very hard for any adversaryto launcha
targeted�le attack.

Host CompromiseAttacks. To furtherevaluatetheeffective-
nessof locationkeys againsttargeted�le attacks,we evaluate
locationkeysagainsthostcompromiseattacks.Our�rst exper-
imenton hostcompromiseattackshows theprobabilityof an
attackon the target �le assumingthat the adversarydoesnot
collectcapabilities(tokens)storedat thecompromisednodes.
Hence,thetarget�le is attackedif cr or moreof its replicasare
storedateithermaliciousnodesor compromisednodes.Figure
6 showstheprobabilityof anattackfor differentvaluesof cor-
ruptionthreshold(cr) andvarying� = �

� (measuredin number
of noderecoveriespernodecompromise).We ranthesimula-
tion for a durationof 100

� time units. Recall that 1
� denotes

themeantime requiredfor onemaliciousnodeto compromise
a goodnode. Note that if thesimulationwererun for in�nite
time thenthe probability of attackis alwaysone. This is be-
cause,atsomepoint in time,cr or morereplicasof a target�le
wouldbeassignedto maliciousnodes(or compromisednodes)
in thesystem.

� 0.5 1.0 1.1 1.2 1.5 3.0
G0 0 0 0.05 0.44 0.77 0.96

Table2: MeanFractionof GoodNodesin UncompromisedState
(G0)

From Figure 6 we observe that when � � 1, the systemis
highly vulnerablesincethe noderecovery rate is lower than
thenodecompromiserate.Notethatwhile aDoSattackcould
toleratepowerful maliciousnodes(� > 1), the hostcompro-
miseattackcannottoleratethesituationwherethenodecom-
promiserateis higherthantheir recovery rate(� � 1). This is
primarily becauseof thecascadingeffect of hostcompromise
attack.Thelargerthenumberof compromisednodeswehave,
the higheris the rateat which othergoodnodesarecompro-
mised(seethe adversarymodelin Section3). Table2 shows
themeanfractionof goodnodes(G0) thatarein anuncompro-
misedstatefor differentvaluesof � . Observefrom Table2 that
when � = 1, mostof the goodnodesare in a compromised
state.

As wehavementionedin Section4.3,theadversarycouldcol-
lect thecapabilities(tokens)of the�le replicasstoredat com-
promisednodes;thesetokenscan be usedby the adversary
at any point in future to corruptthesereplicasusinga simple
write operation.Hence,our secondexperimenton hostcom-
promiseattackmeasuresthe probability of a attackassuming
that the adversarycollects the �le tokensstoredat compro-
misednodes.Figure7 showsthemeaneffort requiredto locate
all the replicasof a target �le (cr = R). The effort required
is expressedin termsof the fraction of goodthat needto be
compromisedby theadversaryto attackthetarget�le.

Note that in theabsenceof locationkeys, anadversaryneeds
to compromiseat most R good nodesin order to succeeda
targeted�le attack.Clearly, locationkey basedtechniquesin-
creasetherequiredeffort by severalordersof magnitude.For
instance,when� = 3, anadversaryhasto compromise70%of
thegoodnodesin thesystemin orderto increasetheprobabil-
ity of an attackto a nominalvalueof 0:1, even underthe as-
sumptionthatanadversarycollects�le capabilitiesfrom com-
promisednodes. Observe that if an adversarycompromises
every goodnodein the systemonce,it getsto know the to-
kensof all �les storedon theoverlaynetwork. In Section7.3
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� 0.5 1.0 1.1 1.2 1.5 3.0
Rekeying Interval 0 0 0.43 1.8 4.5 6.6

Table3: Time Interval betweenLocationReKeying (normalizedby
1
� timeunits)

we hadproposedlocationrekeying to protectthe �le system
from suchattacks.The exact periodof locationrekeying can
bederivedfrom Figure7. For instance,when� = 3, if a user
wantsto retaintheattackprobabilitybelow 0.1,thetime inter-
val betweenrekeying shouldequaltheamountof time it takes
for anadversaryto compromise70%of thegoodnodesin the
system.Table3 shows the time taken (normalizedby 1

� ) for
anadversaryto increasetheattackprobabilityon a target �le
to 0.1 for differentvaluesof � . Observe that as � increases,
locationrekeying canbemoreandmoreinfrequent.

9.2 Location Infer enceGuards

In this sectionwe show theeffectivenessof locationinference
guardsagainstthe lookup frequency inferenceattack,andthe
�le replicainferenceattack.For a morecomprehensive evalu-
ationof inferenceguards,referto our tech-report[21].

Lookup Frequency Infer enceGuard. We have presented
lookup result cachingand �le identi�er obfuscationas two
techniquesto thwart frequency inferenceattack. Recall that
our solutionsattemptto �atten the frequency pro�le of �les
storedin the system(seeLemma7.1). Note that we do not
changetheactualfrequency pro�le of �les; insteadwe �atten
theapparentfrequency pro�le of �les asperceivedby anadver-
sary. We assumethat �les areaccessedin proportionto their
popularity. File popularitiesarederived from a Zipf-lik e dis-
tribution [25], wherein,thepopularityof the i th mostpopular
�le in thesystemis proportionalto 1

i 
 with 
 = 1.

Our �rst experimenton inferenceattacksshows theeffective-
nessof lookup result cachingin mitigating frequency analy-
sis attackby measuringthe entropy [14] of the apparentfre-
quency pro�le (measuredas numberof bits of information).
Giventheapparentaccessfrequenciesof F �les, namely, � 0

f 1
,

� 0
f 2

, � � � , � 0
f F

, theentropy S is computedasfollows. First the

frequenciesare normalizedsuchthat
P F

i =1 � 0
f i

= 1. Then,

S = �
P F

i =1 � 0
f i

� log2 � 0
f i

. Whenall �les areaccesseduni-
formly andrandomly, that is, � 0

f i
= 1

F for 1 � i � F , the
entropy S is maximumSmax = log2 F . The entropy S de-
creasesastheaccesspro�le becomesmoreandmoreskewed.
Note that if S = log2 F , no matterhow clever the adversary
is, he/shecannotderive any usefulinformationaboutthe �les
storedat goodnodes(from Lemma7.1). Table4 shows the
maximumentropy (Smax ) andthe entropy of a zipf-like dis-
tribution (Szipf ) for different valuesof F . Note that every
additionalbit of entropy, doublestheeffort requiredfor a suc-
cessfulattack;hence,a frequency inferenceattackon a Zipf
distributed4K �les is about19 times(212� 7:75) easierthanthe
ideal scenariowhereall �les areuniformly andrandomlyac-
cessed.

Table5 shows theentropy of apparent�le accessfrequency as
perceivedby anadversarywhenlookup resultcachingis em-
ployedby thesystemfor F = 32K �les. We assumethat the
actualaccessfrequency pro�le of these�les followsaZipf dis-
tribution with thefrequency of accessto themostpopular�le
(f 1) normalizedto one accessper unit time. Table 5 shows
theentropy of theapparentlookupfrequency for differentval-
uesof � dep (the meanrate at which a nodejoins/leaves the
system).Observe if � dep is large, theentropy of apparent�le
accessfrequency is quitecloseto thatof Zipf-distribution (see
Table4 for 32K �les); andif thenodesaremorestable(� dep

is small),thentheapparentfrequency of all �les wouldappear
to beidenticallyequalto � dep .

In our secondexperiment,we show the effectivenessof �le
identi�er obfuscationin mitigatingfrequency inferenceattack.
Figure 8 shows the entropy of the apparent�le accessfre-
quency for varying valuesof sq (the probability that obfus-
catedqueriesaresafe,seeTheorem6.1) for differentvalues
of nf , the meannumberof �les per node. Recall that an
obfuscatedidenti�er is safeif both the original identi�er and
theobfuscatedidenti�er areassignedto thesamenodein the
system. Higher the valuesq, smalleris the safeobfuscation
range(srg); and thus, the lookup queriesfor a replica loca-
tion tokenaredistributedoverasmallerregion in theidenti�er
space.This decreasesthe entropy of the apparent�le access
frequency. Also, as the numberof �les storedat a nodein-
creases,therewouldbelargeroverlapsbetweenthesaferanges
of different�les assignedto a node(seeFigure4). This evens
out (partially) the differencesbetweendifferentapparent�le
accessfrequenciesandthus,increasesits entropy.

File Replica Infer enceGuard. We studythe severity of �le
replica inferenceattackwith respectto the updatefrequency
of �les in the �le system. We measuredthe probability that
an adversarymay be ableto successfullylocateall the repli-
casof a target �le usingthe �le replicainferenceattackwhen
all the replicasof a �le areencryptedwith thesamekey. We
assumethat theadversaryperformsa hostcompromiseattack
with � = 3. Figure9 shows theprobabilityof a successfulat-
tackona target�le for differentvaluesof its updatefrequency
anddifferentvaluesof rekeying durations.Note that the time
periodat which locationkeys arechangedandthetime period
between�le updatesarenormalizedby 1

� (meantime to com-
promisea goodnode). Observe the sharpkneein Figure 9;
oncethe�le updatefrequency increasesbeyond3� (thricethe
nodecompromiserate)thenprobabilityof a successfulattack
is verysmall.

Note that � , the rateat which a nodecanbecompromisedby
onemaliciousnodeis likely to bequitesmall. Hence,even if
a �le is infrequentlyupdated,it couldsurvive a �le replicain-
ferenceattack.However, read-only�les needto beencrypted
with differentcryptographickeys to make their replicasnon-
identical. Figure9 also illustratesthat lowering the time pe-
riod betweenkey changeslowerstheattackprobabilitysignif-
icantly. This is becauseeachtimethelocationkey of a �le f is
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F 4K 8K 16K 32K
Smax 12 13 14 15
Sz ipf 7.75 8.36 8.95 9.55

Table4: Entropy (in numberof bits)of a
Zipf-distribution

� dep 0 1/256 1/16 1
S 15 12.64 11.30 10.63

� dep 16 256 4096 1
S 10.00 9.71 9.57 9.55

Table5: CounteringLookupFrequency
InferenceAttackApproachI: ResultCaching

(with 32K �les)
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InferenceAttackApproachII: File Identi�er
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changedall the informationcollectedby anadversaryregard-
ing f wouldberenderedentirelyuseless.

Infer enceAttacks Discussion.Wehave presentedtechniques
to mitigate somepopular inferenceattacks. Therecould be
otherinferenceattacksthathavenotbeenaddressedin thispa-
per. Eventhelocationinferenceguardspresentedin thispaper
doesnotentirelyruleout thepossibilityof aninferenceattack.
For instance,evenwhenwe usedresultcachingand�le iden-
ti�er perturbationin combination,we could not increasethe
entropy of apparentlookupfrequency to thetheoreticalmaxi-
mum(Smax in Table4). Identifying otherpotentialinference
attacksanddevelopingbetterdefensesagainsttheinferenceat-
tacksthatwehavealreadypointedout in thispaperis apartof
ourongoingwork.

10 RelatedWork

Serverlessdistributed �le systemslike CFS [4], Farsite [1],
OceanStore[12] andSiRiUS [7] have received signi�cant at-
tention from both the industry and the researchcommunity.
These�le systemsstore�les ona largecollectionof untrusted
nodesthat form an overlay network. They usecryptographic
techniquestosecure�les frommaliciousnodes.Unfortunately,
cryptographictechniquescannotprotecta�le holderfrom DoS
or hostcompromiseattacks.LocationGuardpresentslow over-
headandhighly effective techniquesto guarda distributed�le
systemfrom suchtargeted�le attacks.

ThesecureOverlayServices(SOS)paper[11] presentsanar-
chitecturethat proactively preventsDoS attacksusingsecure
overlay tunnelingand routing via consistenthashing. How-
ever, the assumptionsandthe applicationsin [11] arenotice-
ably different from that of ours. For example, the SOSpa-
perusestheoverlaynetwork for introducingrandomnessand
anonymity into the SOSarchitectureto make it dif�cult for
maliciousnodesto attacktarget applicationsof interest. Lo-
cationGuardtreatsthe overlay network as a part of the tar-
getapplicationsweareinterestedin andintroducerandomness
andanonymity throughlocationkey basedhashingandlookup
based�le identi�er obfuscation,making it dif�cult for mali-
ciousnodesto target their attackson a small subsetof nodes
in thesystem,who arethe replicaholdersof the target �le of

interest.

TheHydraOS[3] proposedacapability-based�le accesscon-
trol mechanism.LocationGuardimplementsa simpleandef-
�cient capability-basedaccesscontrolon a wide-areanetwork
�le system.Themostimportantchallengefor LocationGuard
is thatof keepinga�le' scapabilitysecretandyetbeingableto
performa lookupon it (seeSection6).

Indirectattackssuchasattemptsto compromisecryptographic
keys from the systemadministratoror usefault attackslike
RSA timing attacks,glitch attacks,hardwareandsoftwareim-
plementationbugs[17] havebeenthemostpopulartechniques
to attackcryptographicalgorithms.Similarly, attackersmight
resortto inferenceattacksonLocationGuardsinceabruteforce
attack(evenwith rangesieving) on locationkeys is highly in-
feasible.

11 Conclusion

We have describedLocationGuard� a techniquefor securing
wide areaserverless�le sharingsystemsfrom targeted�le at-
tacks. Analogousto traditionalcryptographickeys that hide
the contentsof a �le, LocationGuardhidesthe locationof a
�le on an overlay network. LocationGuardprotectsa target
�le from DoSattacks,hostcompromiseattacks,and�le loca-
tion inferenceattacksby providing a simpleandef�cient ac-
cesscontrol mechanismwith minimal performanceandstor-
ageoverhead. The uniquecharacteristicsof LocationGuard
approachis the careful combinationof location key, lookup
guard,andanextensiblepackageof locationinferenceguards,
which makes it very hard for an adversaryto infer the loca-
tion of a target �le by either actively or passively observing
the overlay network. Our experimentalresultsquantify the
overheadof employing location guardsand demonstratethe
effectivenessof the LocationGuardschemeagainst DoS at-
tacks,hostcompromiseattacksandvariouslocationinference
attacks.

Our researchon LocationGuardcontinuesalong several di-
mensions.First,wearecurrentlyworkingon identifyingother
potentialandpossiblymoresophisticatedinferenceattacksand,
aimingat developingbetterdefensesagainstvariousinference
attacks.Second,we areactively working on securekey distri-
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bution algorithmsandinvestigating factorsthat canin�uence
the frequency and timing of rekeying process.Furthermore,
we have startedthe developmentof LocationGuardtoolkit as
a value-addedpackagethatcanbepluggedon top of existing
DHT-basedP2Psystems.We believe locationhiding is anim-
portantpropertyandthatLocationGuardmechanismsaresim-
ple,secure,ef�cient andapplicabletomany large-scaleoverlay
network basedapplications.
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