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Abstract

It is becoming increasingly evident that the growing
complexity of the enterprise-scale IT systems, both in terms
of underlying infrastructure and the user expectations, is
quickly surpassing the abilities of system administrators
to efficiently manage these systems. Existing solutions for
dealing with this management problem have not been up to
the mark on several fronts which include the lack of support
for automated reasoning and learning, the failure to scale
for large systems and their inadequate support for including
the administrator in the self-management mechanisms, etc.
In this paper, we describe a policy-driven self-management
solution for such enterprise-scale systems with a focus on
the issues of (1)wisdom incorporation- the solution allows
system administrators to embed their knowledge into the
mechanisms used for enabling self-management, (2)scal-
ability - our solution uses a novel system state-space parti-
tioning scheme to handle a multitude possible system events
and the corresponding corrective actions, (3)dynamism-
our solution is able to make suitable models of the system
behavior for various system state-space partitions and this
allows for abilities like policy-adaptation, policy learning
and conflict resolution, and finally (4)trust- our solution is
able to expose its reasoning for adaptations to the admin-
istrator and provides interfaces using which the ‘degree’
of self-management can be fine-tuned. Finally, we present
results from simulation experiments which corroborate the
claims made in this paper.

1 Introduction

We consider large systems that form an integral part of an
enterprise’s IT infrastructure. Examples of such systems in-
clude the one supporting the enterprise’s website, or the in-
ventory management subsystem, or even the distributed sys-
tem supporting the operational information system. The ad-
ministrators managing these systems are often expected to

make the system constantly meet some real-time processing
constraints, offer differentiated QoS, offer high-availability
and a list of other desirable features. However, the fact is
that even the occurrence of seemingly normal and regular
events like load changes, node and link failures, software
patches or a modification of some environment parameter
can cause the system to behave in unexpected ways and not
meet its objective, leaving even the experienced system ad-
ministrators searching for solutions. This inability of ad-
ministrators to efficiently manage such systems can be at-
tributed to growing complexity and the dynamic conditions
under which such systems operate, making it impossible for
human administrators to keep track of all system variables
and the ways in such system variables may interact with
each other. As the complexity of such systems keeps grow-
ing and as the enterprises keep becoming more and more
reliant on them it is becoming evident that it is beyond the
scope of human administrators to efficiently manage these
systems. This motivates the need for a solution that can en-
able self-management for such systems driven by high-level
business goals.

The state-of-the art in enabling self-management for
enterprise-scale systems includes the use of monitoring
tools like IBM’s Tivoli, HP’s OpenView and other related
products. These tools are equipped with methods for system
monitoring and graphically displaying system status to ad-
ministrators. However, their functionality is still rudimen-
tary when it comes to automated symptom determination or
reasoning and taking appropriate corrective actions, which
in part can be attributed to the general nature of these tools.
Researchers in the general domain of self-management have
proposed methods for learning the system behavior, while
others have suggested exhaustive enumeration of policies -
both of which fall short for large systems as the learning
methods can be exceedingly slow and exhaustive enumera-
tion of policies may not be possible. Some of the work done
for enabling self-management in such systems requires the
use of utility-functions that define a relationship between a
subset of system variables and the system optimality. How-



ever, based on our experience with using such functions, it
may be very hard to find a function that represents the opti-
mality of a system configuration for large systems (e.g. an
airline operational information system).

We are developing a framework for enabling self-
management of enterprise-scale systems such that the sys-
tem can then ‘autonomically’ manage itself in accordance
with the goals specified at a high-level. Our solution makes
use of existing ’wisdom’ and high-level goals in conjunc-
tion with learning techniques to dynamically refine and
learn policies that are then used for managing the system.
We represent the system state at any time as a point in a
multi-dimensional space (we refer to it as the system state-
space), where each axis represents an identifiable system
variable (e.g. end-to-end delay, throughput, etc.). The tech-
niques employed by our self-management algorithm make
use of a novel state-space partitioning scheme to achieve
scalability and to efficiently learn and improve policies. The
following are the main contributions of our framework for
enabling policy-driven self-management of enterprise-scale
systems.

• Wisdom Incorporation- We believe that self-managing
systems can benefit from the common wisdom that
exists for that application domain. Our techniques
for policy-driven self-management are such that the
system administrator can easily embed his knowledge
about the system into the mechanism used for enabling
self-management.

• Scalability - In an enterprise-scale system there is a
large set of variables that constitute the system’s state-
space and these variables are not independent of each
other. In most cases it might not be possible to de-
termine the interactions between the large number of
variables and consequently build a model of the sys-
tem. However, by making use of a novel state space
partitioning scheme we are able to build micro-models
for system sub-spaces.

• Dynamism- It is important that the system should be
able to modify the existing policies, learn new policies
or even discard older policies when the operating con-
ditions or the environment changes (e.g. new nodes
being added to the middleware). The ability of our
system to incorporate new observations into the exist-
ing system model helps us to deal with this problem

• Trust - An important criterion for making an accept-
able self-management solution is to expose the reason-
ing behind the adaptation actions, and to provide an in-
terface using which the degree of self-management can
be fine-tuned. To address this issue, we build system
models which are human understandable and we asso-
ciate each policy with a confidence attribute that acts

as the thresholding knob for controlling the degree of
self-management.

In the following section, we describe the information we
gathered about an operational information system deployed
by Delta Air Lines, one of our industry partners. Our in-
teraction with the administrators and developers exposed us
to the complex, globally distributed information system and
motivated us to examine the reasons for the lack of self-
managing capabilities and to think of solutions for such sys-
tems.

1.1 Motivating Example

The Passenger Information Delivery System – PIDS
(shown in Figure 1) – is a middleware developed at Delta
Technology, Inc. to serve two important needs of the air-
line. First, it is responsible for managing the passenger
data (sourcing the data from TPF). Second, it provides ac-
cess to passenger information via events and service inter-
faces. The PIDS middleware, which according to estimates
by Delta Technology processes around 9.5 billion events an-
nually, ensures near real-time delivery of processed events
to ‘consumers’ – programs that need to receive the events –
and to a database of current booking and flight information
used in activities like those in support of Delta’s web site.
PIDS collects data from all over the airline. While much of
its information comes out of the airline’s TPF-based Delta-
matic Reservation and Operational Support System (OSS),
additional inputs like gate information, information about
weather, etc. arrive from airports throughout Delta’s world-
wide system. Further, passenger information is provided by
the reservation system. Finally, most planes generate and
transmit their own landing time, which is provided to PIDS
via FPES (the flight progress event system).

There are hundreds of variables associated with the PIDS
system that represent its operational state. Some of these
variables are enumerated in Table 1. A system adminis-
trator manages the system by virtue of having the ability
to modify some of these variables, examples including the
number of client service threads or the number of workflow
service threads. More specifically, such modifications of
state variables constitute the set of actions allowed for man-
aging the system. The actions of a system administrator to
respond to an event (like increased workflow processing de-
lay) are based on his wisdom (mental model of the system
behavior) and the prevailing conditions (value of different
variables representing the current state). In the following
sections we will try to formalize these observations. There
are several goals associated with the PIDS system and some
of these may actually conflict with each other - like ‘the
system should not introduce more than 1 second of latency
in its processing workflow’ and ‘the system should be able
to support 3000 concurrent cache access requests from the

2



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

In-Terminal Displays 

PIDS Servers 

Baggage Claim  Gate Agents      Check-In Counters 

        Transaction Processing Facility 

This figure shows a schematic 
of the Passenger Information 
Delivery System used by 
Delta Air Lines. This is a 
highly distributed sub-system 
that serves several clients 
with priorities that 
dynamically change with time 
and mode of operation. 

Figure 1. Some Interactions in the PIDS Middleware System

clients’. Note that it is possible that supporting more clients
might lead to violation of the latency requirements.

1.2 Related Work

Policy Research.There has been a lot work in the domain
of using policies for simplifying the management tasks as-
sociated with system administration. Over the last decade,
researchers, both in academia and industry, have focused
on issues like policy specification languages [8], frame-
works [4, 19] and toolkits [17]. The research presented in
this paper builds on the work done in the above mentioned
areas and is a logical next-step, as the focus is on applying
the policy-research to the management intensive domain of
enterprise-scale systems. The policy research in the domain
of automated network management that deals with issues
like security, access control and other associated manage-
ment tasks [20, 18] justifies our stand on studying the im-
pact and application of policy research to another rich do-
main. More recently, researchers have started evaluating
the pros and cons of applying policy research for manag-
ing IT systems at large business enterprises [6]. This re-
search, which is in its nascent stages, promises to provide
systems that will manage themselves in accordance to high-
level business goals [1]. The issues concerning human ex-
pertise and policy representation have also been explored in
a recent paper [13].

Autonomic Computing & Self-Managing Systems.The task
of implementing self-managing systems is a multi-step pro-
cess in which policies can play an important role. Policies
are a way to dictate the behavior of a self-managing sys-
tem. This is in line with the vision of autonomic comput-
ing - ‘to design computing system that can manage them-
selves given high-level objectives from administrators’ - as
described in [14]. There has been a lot of work in the do-
main of enabling self-management for a wide variety of
systems. The SLA-based approach to manage systems has
been explored by number of researchers [21]. In our prior
work, we had focused on enabling self-management capa-
bilities for distributed data stream systems [16, 15]. Some
researchers have also explored the use of rule-based self-
management approach for managing applications [3]. The
use of utility-functions for self-management has also been
explored in specific reference to event-based systems [5]
and an interesting take on aggregate utility-functions is pre-
sented in [2]. It turns out that defining utility-functions for
enterprise-scale applications is a tough task because it may
not be possible to mathematically model all the factors that
can potentially effect the state of the enterprise system.

Bayesian Networks.Bayesian networks or the Belief net-
works have found applicability in a number of AI domains
and they represent one of the best classification tools avail-
able to researchers. A tutorial on Bayesian networks is pre-
sented in [11]. Several specializations of the Bayesian net-
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Table 1. Some variables associated with the PIDS middleware
Variable Description

E2EL The end-to-end latency introduced by the processing workflow.
ELPP The average queuing delay at individual PIDS processing nodes.
CLIE Number of cache access clients being served at any time.
ETTR Expected time to recover from a failure.
EDRR Events dropped in last 100,00,000 events.
CSTH Client service threads at individual PIDS processing nodes.
WSTH Workflow service threads at individual PIDS processing nodes.

works have been proposed in literature the most important
ones being the Naive Bayes [9] and the Tree Augmented
Naive Bayes or the TANs [10]. In reference to applying
Bayesian networks for modeling computer systems, a very
innovative approach for correlating instrumentation data to
system states is presented in [7].

1.3 Road Map

The rest of this paper is organized as follows. In Sec-
tion 2 we briefly describe the system state-space model fol-
lowed by an overview of the requirement for enabling poli-
cies in a computer system. Section 3 describes our ap-
proach in detail and focuses on the three main aspects of
our approach - the partitioning algorithm, the model build-
ing techniques and the confidence attribute. Implementation
details are presented in Section 4. In Section 5 we present
the evaluation of our techniques using the implementation
of our partitioning algorithm and the simulator. We finally
conclude in Section 6 with some open problems for further
research in this area.

2 System Overview

In this section we present a formal model for describing
the system state-space. We identify the kind of variables
that can possibly exist in a system state-space. The formal
model is used in the following sub-section which deals with
policy enablement.

2.1 System State-Space Model

We consider a system whose state can be represented by
a setV of n variables{v1, ..., vn}, which are not neces-
sarily independent. Out of thesen variables the systems
operational status (like failed, stable, unstable, etc.) can
be determined by using only a subsetVφ (an example of
such variable would be the delay experienced by the users
of an enterprise’s website) of the state variablesV. There-
fore,Vφ is the set of variables of interest as far as the sys-
tem’s operational status is concerned. We also note that

some variables (e.g. the length of input buffer at server
nodes) have actions associated with them, using which the
variable can be deterministically modified. We denote the
set of such variables usingVα which is a subset ofV, and
A = {(ai, v

α
i )|vα

i ∈ Vα} represents the action and variable
associations. The variables inVα are said to be determin-
istically modifiable because it is assumed that we know the
effect of applyingai on the corresponding variablevi. More
formally, if Ω represents the application of an action (or an
ordered list of actions) on a variable (or a set of variables),
thenΩ(ai, vi) is supposed to be known for a given system
state. Now, ifL represents an ordered list of actions (pos-
sibly repeated) from the setA. ThenV is closed under the
operationΩ for any possible member ofL. Mathematically,
this implies the following formulation

Ω(L1, V1) = V2 (1)

whereL1 is an instance ofL andV1, V2 are instances ofV.
The set of variablesV − (Vφ ∪ Vα) play an impor-

tant role in determining the effect of any action and are
not redundant. An example of such variable would be
a measurement of number of disk-operations - such a
variable is usually not a member ofVφ, which is used to
determine acceptable system operational status; and this
metric, in general, cannot be deterministically affected by
allowed system actions (e.g. allocating another disk-array).
However, such variables play an important role (as shown
in Section 3.1) in determining the action to be taken in
response to system events. The above discussion leads us
to a formal definition of a manageable system.

Definition - A system is said to be manageable if for all
possible and valid instancesV1, V2 of V there exists an
instanceL1 ofL such thatΩ(L1, V1) = V2.

The variables inVα are related in some way to the vari-
ables inVφ. Our aim is to discover a functionχ that maps
the space of variables of interest (Vφ) to the space of action-
able variables (Vα). Note that the functionχ may depend
on the variables inV − (Vφ ∪ Vα).

To put the above discussion in perspective, such a sys-
tem model can be readily applied to the example discussed
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in Section 1.1. For example, the list of variables, enumer-
ated in Table 1, constitute the setV of state variables for
the PIDS system. The set of variables{E2EL, CLIE} are
the variables of interest for determining the acceptable or
unacceptable system state and therefore constitute the set
Vφ. The setVα = {CSTH, WSTH} constitutes the set
of variables that have action associations. Finally, based
to our definition, the trivially represented PIDS system is
manageable because there exists an ordered list of actions
L ∈ L which can translate the PIDS system from one op-
erational state,V1 (possibly unacceptable) to another oper-
ational state,V2 (possibly acceptable).

2.2 Enabling Policies

There is a substantial amount of effort involved in mak-
ing a system ready for policy-based management. Firstly,
the system should be able to measure and export the cur-
rent value of variables that constitute the state-space for the
system. One can think of this as ‘dials’ on a control dash-
board used for managing a very large system. Secondly,
the ability to modify some of the variables is also central to
the idea of policy enablement. One can similarly think of
this capability as the ‘knobs’, which can deterministically
change the value displayed on some ‘dials’. In terms of our
system state-space model, the variables represented by ‘di-
als’ are the variables in the setV. The variables which have
an associated ‘knob’ constitute the setVα. The ‘knobs’ can
in turn be used to take actions specified usingΩ(ai, v

α
i ).

In order the enable policies in a policy-ready system we
need to have a way for representing the policies, mecha-
nisms that discover and learn policies at runtime (note that
this will require us to determine the functionχ that es-
sentially encapsulates the system model), ways to enforce
policies and techniques for keeping the policies updated
for the current system environment. The following sub-
sections briefly describe our approach to handling these is-
sues. Some of these issues will later be dealt in detail in
Section 3

Policy Specification- We use a modified form of the well
accepted event-condition-action (ECA) format for specify-
ing the policies. The ECA specification is very useful when
it comes to enforcing policies for any system. We however,
extend the specification to include a confidence-attribute
that is based on the amount of evidence on which the policy
is based. Theeventin our policy description is a change in
the value of some variable(s) inVφ. Theconditionthat trig-
gers the action associated with the policy is specified over
the set of variables inV. Theaction is similarly specified
as the modification in the value of some variables contained
in Vα as determined using the functionχ. The confidence-
attribute is matched against a system-wide threshold set by
the system administrator to check if a particular policy is en-

forceable or not, thereby giving the administrator a control
over the degree of self-management.

Policy Discovery- We believe that all policies cannot be
specified and that the system may need to discover some
policies on the fly. We use a novel state-space partition-
ing scheme, described in Section 3.1 to first reduce the sys-
tem state-space under consideration at any instant. Then for
each partition we make use of greedy algorithm to discover
the most important variables from the setVα (i.e. the right
knobs). We finally make use of bayesian networks to model
the state-space contained in each partition, enabling us to
find the values to which the ‘knobs’ should be adjusted to.
We elaborate on these techniques in the following sections.

Policy Enforcement- The interfaces that export the cur-
rent value of system variables are continuously monitored
for any changes. These changes in the value of some vari-
ables may cause some policy to evaluate its condition and
if the condition evaluates to true the action specified as part
of the policy is taken. In simple words, when a problem
occurs (i.e. the value on some dials signals something bad)
the self-management subsystem tries to (1) find the ‘right-
knobs’ and then (2) adjusts them to some appropriate new
values.

Policy Refinement- Policies that are either specified or
are learnt by the system may need to be changed because the
conditions under which such policies are valid may change
with time. An instance of this would be the addition of more
nodes to the network underlying the operational information
system. Such instances may lead to changes in threshold
values that trigger an action specified as part of the policy.
Our techniques are able to keep track of such changes in
the environment and in response, they suitably modify the
policies.

3 Solution Approach

The system state-space model proposed in Section 2.1
defines a manageable system and onceV, Vφ, Vα, A and
χ are known for a system, an adminitrator or the self-
management framework can easily navigate the system
from one state to another. We assume that the setsV, Vφ,
Vα, A are known apriori. This implies that the system
variables, the variables of interest and the deterministically
modifiable variables along with the ways to modify them
are known. This is true for distributed systems where the
system variables like number of network nodes, link ca-
pacities, etc. are known, similarly the variables of interest
like end-to-end delay are also a known value and lastly one
knows of variables like allocated buffer-length at network
nodes which can be deterministically modified by changing
some system parameters. The problem is to find the func-
tion χ, and this means that we need to find a way to model
the system. Remember that the functionχ relates the vari-
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ables inVφ to the variables inVα and the functionχ can
change for different values of variables inV − (Vφ ∪ Vα).
Once the functionχ has been determined for the system
state-space, one can easily find and/or adapt the actions that
form part of the policy specification.

However, building a model (i.e. determiningχ) for un-
derstanding the behavior of an enterprise-scale system is a
tough task. This can be attributed to the fact that in such sys-
tems there are a large number of variables (e.g., bandwidth,
workload, queue length at servers, etc.), each one of which
can potentially affect the state of the system and more often
than not these variables also interact amongst themselves.
For example, in a certain sub-space of the system’s state-
space the bandwidth between participating nodes may be
the bottleneck and any modification to the priority of pro-
cesses may have little or no effect to the observed perfor-
mance. The situation may similarly be reverse for some
other system state sub-space where server capacity may be
the bottleneck and any modification to the inter-node band-
widths may have no effect on the observed performance.
The two insights that follow from the above example are
that -

1. Finding a single function to model the entire state-
space of an enterprise-scale system might lead to very
crude and incorrect system models.

2. There exists system state sub-spaces where the effect
of certain variables can essentially be ignored from the
system model.

The above discussion motivates the need to partition the
system state-space. The following sub-section elaborates on
the specific requirements for the partitioning scheme.

3.1 System State-Space Partitioning

The aim of our partitioning scheme is to create system
state-space partitions such that -

• the involved system variables exhibit some homogene-
ity in their behavior inside the partition, which is ben-
eficial for building the system model.

• the number of ‘knobs’ required to manage the system
within the partition is minimized, which is beneficial
for the purpose of learning and adapting the actions
specified as part of policy.

To incorporate the concept of partition homogeneity we
create partitions such that operational states contained in
the partition are close to each other. Note that partition ho-
mogeneity corresponds to macro-level states of the system,
for instance in one partition the underlying network may be
the bottleneck (making server capacity redundant) while in

some other partition the server capacity may be the bottle-
neck (similarly making the network capacity redundant). In
order to minimize the ‘knobs’ we want to ensure the parti-
tions are created such that the ‘knobs’ needed in one parti-
tion are possibly not needed in the other. This corresponds
to making partitions which are orthogonal to each other.
The partitioning algorithm employed by our framework is
described next.

3.1.1 The Partitioning Algorithm

Let, S be the operational states contained in the initial sys-
tem state space for whichA defines the association of ac-
tions with the variables inVα. For simplicity the discussion
here assumes that it is possible to define a measure of nor-
malized distance between any two operational states. Tech-
niques for doing such operations exist and interested readers
may refer to well-known techniques like Mahalanobis dis-
tance. We define an operatorδV over a pair of operational
states from a partition, which finds the normalized distance
between the two operational states considering only the di-
mensions contained in the setV. We also define the opera-
tion θ over a pair of operational states from a partition. The
operationθ finds the number of places in which the two
states differ, considering only the dimensions correspond-
ing to the setVα for the partition under investigation. Fi-
nally, we define

υ(s1, s2) = η × δV(s1, s2) + µ× θ(s1, s2) (2)

where,η andµ can take values from the range [0,1] and
these are used to configureυ for weighted distance and or-
thogonality.

To evaluate if we need to partition a given system state-
spaceP , we try find a subsetV ′α of Vα such that∑

∀si,sj∈S

δVα−V′
α
(si, sj) ≤ ∆max (3)

|V ′α| ≤ f (4)

where∆max is a user defined parameter that represents the
maximum allowed representation error for the actionable
variables andf represents the maximum number of actions
that can be used to manage the system in the given partition.
We employ a greedy approach for findingV ′α, i.e. we add
the member ofVα toV ′α which causes the greatest reduction
in the L.H.S. of the equation 3. We repeat the above process
until the L.H.S. becomes lesser than∆max, at this point we
look at the cardinality of the setV ′α - if the cardinality is less
thanf we do not partition the system state-space, otherwise
we proceed to partition the system state-space. TheV ′α so
determined becomes theVα for the partition.

We start by finding a pair of statess1 ands2 from the set
of all such pairs contained in the setS such thatυ(s1, s2)
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is maximized. The pairs1 ands2 acts as the seed for the
two new system state sub-spacesS1 and S2 that will be
created. We then iterate through the remaining operational
states in the setS, adding the operational statesi to S1 if
δV(si, s1) ≤ δV(si, s2). One can alternatively use the cen-
troid of existing operational states in the evolving partitions
to determine the membership. Once the two new partitions
S1 andS2 have been created, we find the setVα for them
using the greedy approach described above. If the criteria
defined by∆max andf is not met by any partition then we
repeat the above scheme for that partition. We now enumer-
ate the advantages of the partitioning scheme for the pur-
pose of enabling policy-driven self-management.

• Simplifies Policy Learning. Our approach intelligently
reduces the space of possible actions that could be
taken in response to an event. This greatly simplifies
the process of correlating the events to actions for the
purpose of determining ECA policies.

• Assists in Problem Diagnosis. The system might mi-
grate through a series of system state ‘partitions’ be-
fore ending in an unacceptable state (e.g. SLA vio-
lation). The path followed by a system before a fail-
ure may contain information about the events that may
have led to a failure, and can therefore assist in prob-
lem diagnosis and constructing complex policies.

• Simplifies Problem Resolution. If a system enters an
unacceptable state during its operation. The model cor-
responding to the partition to which this unacceptable
state belongs can possibly be used to arrive at a reso-
lution to the problem.

• Reducing Monitoring Overhead. The partitions that
are created by our algorithm allow us to ignore a subset
of variables when the system is operating in that par-
tition. This can potentially allow us to monitor such
variables at reduced frequencies. However, we have
not fully explored this possibility.

Once the system state-space has been partitioned we
build a systemmicro-modelcorresponding to each parti-
tioned sub-space. A system model in our framework con-
sists of several micro-models each one of which models a
sub-space of possible system states. The micro-model to be
applied is determined based on the current state of the sys-
tem. Since, we attempt to model only a small partition of
the entire system state-space at a time we are able to build
models even for systems with a very high number of vari-
ables. This makes our approach highly scalable.

3.2 Building System Micro-Models

To build systemmicro-modelswe make use of a spe-
cial class of Bayesian Networks called the Tree Augmented

Naive Bayes or TANs. TANs have earlier been used to
model system behavior for automated problem diagnosis
and localization [7]. The main advantage of using bayesian
networks (or its variants) is that their representation pro-
vides and easy way to inspect the relationships between the
involved variables. This allows an expert to embed hiswis-
dominto the self-management framework by proposing ini-
tial model, which can be furtherrefinedusing learning tech-
niques. Furthermore, by simple inspection an expert can
single out any faults in the learnt system model.

A Bayesian network is represented as an acyclic graph
whose vertices encode random variables and the edges rep-
resent statistical dependence relations among the variables
and local probability distributions for each variable given
values of its parents. In general, a Bayesian network is com-
putationally very costly to build (i.e. if all dependencies
are evaluated). TANs offer a model that is computationally
cheap to build but at the same time it is sufficiently rich
to encode various dependencies amongst the system vari-
ables. TANs are an improvement over the naive Bayesian
networks which assume that all variables are fully indepen-
dent for the purpose of building models. To put this in con-
text, a naive Bayesian network would assume that all system
variables (like end-to-end delay, priority, queue-length, etc.)
are independent of each other. Thereafter, this assumption
is used to classify the state of the system (like stable, un-
stable, optimal, etc.). However, naive Bayesian networks
fail to capture dependencies amongst the variables which
can be captured (to some extent) by making use of TANs.
TANs impose a tree structured dependence graph between
the variables such that each variable can have at most one
parent other than the final variable of interest which deter-
mines the systems operational status and is determined by
making use of the variables inVφ.

To induce a model for a system using TAN one needs a
set of observations that record system variables and the cor-
responding system state from an operational system. These
observations are divided into the training set and the testing
set. Given a set of variables there can be multiple TANs
that can be formed and the problem is to find an optimal
TAN given the set of observations. This is where wisdom
can play an important role - a system administrator can pre-
specify some dependencies (like queue length is definitely
dependent on event rate) and can similarly rule out certain
dependencies. This greatly reduces the cost of inducing
TAN model for the system.

3.3 Policy Confidence Attribute

The confidence-attribute associated with each policy
helps us to deal with the issue of administratorstrust in our
self-management framework. The confidence attribute that
is associated with each learned policy is a result of the way
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Bayesian networks operate and the way the ECA policies
are specified. The ‘event’ in a policy is responsible for in-
voking the policy, the ‘conditions’ then dictate the kind of
‘action’ and if the ‘action’ should be taken in response to the
event. Applying the above to our state-space framework,
the conditions are defined as some boolean operation rep-
resented asC(v1, ..., vp), over the set ofm variables that
are contained inV. The ‘action’ is represented as assign-
ment of some new values to certain system variables that
belong toVα. Let the ‘action’ be represented as the assign-
ment of new values top variables(vi1

α = c1, ..., v
im
α = cm).

The partition for which the conditionC evaluates to true
is the model that is chosen. The model is then used to an-
swer the question -Given the system is in the goal state
V goal

φ . What is the probability that the setVα takes the val-
ues specified as part of the ‘action’? The variables whose
values are not specified as part of the ‘action’ are assumed
to maintainstatus quo. Therefore, ifV now

α represents the
current operational values corresponding to the setVα, the
new operational valuesV policy

α are obtained by assigning
the values from the action specification to the correspond-
ing variables. Given the chosen system model,V goal

φ and
V policy

α , the confidence-attributeκ is defined as -

κ = Pr(V policy
α |V goal

φ )

=
Pr(V policy

α , V goal
φ )

Pr(V goal
φ )

The system administrator can declare a threshold value
κthreshold to have control over the policies that will be en-
forced. Only the policies for whichκ ≥ κthreshold will
be autonomically enforced by the self-management frame-
work.

4 Implementation

We have implemented the system state-space partition-
ing algorithm in C++, which takes as input a set of data
which contains actual observed values from a running (or
simulated) system and the index of variables which can be
modified deterministically. The algorithm is currently im-
plemented to accept only numeric values for the observed
data. The user also needs to provide values for the two pa-
rametersη andµ as defined in Section 3.1.1. The output
from the partitioning algorithm is the set of partitions and
the corresponding index of variables which can be modi-
fied deterministically. The output is generated in the well-
known C4.5 format to facilitate further processing. We then
make use of jBNC [12], a java based implementation for
the Bayesian networks to find a TAN corresponding to each
partition. The TAN is then used for finding corrective ac-
tions, policy refinement, etc.

In order to evaluate our policy-driven self-management
implementation we needed a large system with a huge num-
ber of variables that could be observed (sensors) and a set
of variables that could be deterministically modified (actu-
ators) to manage the system. Many of the systems available
to us in our lab environment (like RuBiS and an implemen-
tation of industrial middleware from Delta Technologies)
were not instrumented well enough to sense and actuate a
sufficiently large set of variables, and often changing any
environment parameter required restarting the application
for the changes to take effect.

In order to overcome the problems mentioned above we
decided to design a well instrumented simulator for simu-
lating a large system implementing service oriented archi-
tecture. An implementation of service oriented architecture
contains a set of services running on a distributed network
of nodes that can be invoked by sending a message to the
service, messages may or may not be generated as a result
and if the messages are generated they may be forwarded
to the source, to a sink or to some other service(s). Our
implementation consists of four main components

• Server - A server represents a processing facility with
a limited number of cycles per second, a limited mem-
ory, connections to other servers, ability to throttle
server frequency at the expense of more power, etc.

• Service - A service represents the software which ac-
cepts certain types of messages, possibly generates
some messages in response, determines the server cy-
cles that will be used to process a certain message type
given the available memory. There may be more than
one service running on a server and they may have dif-
ferent priorities.

• Network-Link - A network link contains the band-
width, delay, and cost per unit of data transmitted as
attributes. A server may have multiple routes to the
same destination.

• Client - A client represents a source or a sink for the
messages. An event source‘can have a rate of gener-
ating events that can vary with time. A sink measures
the incoming event-rate, the average delay for update
propagation and the current delay measured over a re-
cent window.

A simulation can be started by adding a certain number
of servers, some inter-server links, some services for pro-
cessing messages and some clients. The simulation is run
for a pre-specified amount of time and it dumps the state at
configurable regular intervals. We make use of these state
dumps to evaluate our algorithms.
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Figure 2. TAN model resulting from a simple simulation

5 Experiments

In this section, we report some preliminary evaluation
that we conducted for our self-management framework. We
first ran a simple simulation that consisted of only one
server, one source client and one sink client connected to the
server. Thereafter we setup a simulation with 8 servers, 11
source clients, 10 sink clients and 11 services. The simula-
tion output consisted of 147 variable dump at each monitor-
ing checkpoint. We evaluated the effect of our partitioning
scheme on the inferencing capabilities of our TAN models.

5.1 Simple Simulation

We wanted to get the feel of the TAN models and if they
were intuitive. This is important because we wanted a sys-
tem administrator to be able to look at these models and
point out anything that is not in line with the ‘common wis-
dom’. We had to resort to a simple simulation that dumped
16 variables at each time-step to validate the model, which
might have not been possible if we had built a model with
hundreds of variables. The resulting TAN model is shown
in Figure 2, which is based on a half-an hour run of the
simulator dumping data every 30 seconds. There are very
intuitive patterns in the figure, like the dependency between
the input queue size and the output queue size. Similarly
observe the dependency between the server frequency and
the input queue size.

5.2 Complex Simulation

We ran the 8 server simulation for 1 hour. The simulation
dumped the 147 state variables every 30 seconds. During
the course of simulation we kept modifying the system con-
ditions like the event rates from the sources, modifying the
server frequencies, using alternate high or low-cost links to
the destination and changing the priorities for various ser-
vices running at a server. We also ran the simulation for

another 10 minutes, dumping data at every 30 seconds to
test the generated models against. We constructed the TAN
model using the original data and ran against our test data
to find the accuracy of the generated model. The partition-
ing algorithm divided the set of observations into 3 sets and
a micro-model was generated for each of them. In order to
test against our micro-models we directed the test data to the
micro-model for which theVα from test data state was clos-
est to the cluster seed on which the micro-model was based.
The results reported in Table 2 show that specialized micro-
models work better than a single model when the whole
data-set is considered. However, we notice that for one
of the partition the resulting micro-model performs worse
than the single model. This can be attributed to the type
of data that was collected for this experiment, which prob-
ably did not contain enough evidence for the micro-model
of partition-1. In general the micro-models performed bet-
ter with the test data as the partitioning was aimed to find
sub-spaces in the system state-space where the behavior of
the system is almost homogeneous.

Table 2. Comparison between the accuracies
(in %age) of single and micro-models

Data Type Single Model Micro-Model
Whole Data 92.3 95.4
Partition-1 94.5 93.9
Partition-2 91.2 96.3
Partition-3 91.9 94.8

6 Conclusions & Future Work

In this paper we have presented an overview of the ap-
proach that can be used for enabling policy-driven self-
management in enterprise-scale systems. There are several
issues that need to be addressed before such a framework
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can become useful for managing real-world applications.
These issues include the monitoring overhead that may be
imposed by the mechanism used to enable policies. More-
over, it might not be possible to monitor the complete set of
variables in several systems. We are still working to refine
our system and this work contains only the preliminary re-
sults that we have obtained using our prototype implemen-
tations.
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