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Abstract

This paper presentsa softwae architecture for contin-
uously mirroring streamingdata receivedby one node of
a clusterbasedserverto other cluster nodes. Theintent
is to distribute the load on the server geneated by the
data’s processingand distribution to manyclients. Thisis
particularly importantwhenthe servernot only processes
streamingdata, but also performsadditional processing
tasksthat heavilydependn currentapplicationstate One
sud taskis the prepaation of suitableinitialization state
for thin clients, so that sud clients can undesstandfuture
data eventsbeing streamedto them. In particular, when
large numbes of thin clientsmustbeinitialized at the same
time initialization mustbe performedwithoutjeopadizing
thequality of serviceofferedto regular clientscontinuingto
receivedatastreams.

Themirroring framevork presentedand evaluatedhere
hasseveral novel aspects.First, by performingmirroring
at the middleware level, applicationsemanticsnaybeused
to reducemirroring traffic, includingfiltering eventsbased
ontheir contentby coalescingcertainevents,or by simply
varying mirroring ratesaccoiding to current application
needsconcerningthe consistencie®f mirrored vs. origi-
nal data. Theintent of dynamicallyvaried mirroring is to
improve serverscalability, both with respectto its ability
to streamdata eventsto a large numberof clientsand to
deal with large and highly variable requestvolumesfrom
clientsthatrequire otherservicessud asnew initial states
computedrom incomingdata events. Secondwe present
an adaptivealgorithm that varies mirror consistencyand
thereby mirroring overheadsin responseto changesin
clients’ requestbehavior Third, our framewvork not only
mirrors events,but it can also mirror the new statescom-
putedfromincomingevents,thusenablingdynamictrade-
offs in the communicationvs. computationloadsimposed
ontheservernodereceivingeventsandonits mirror nodes.
This capabilityis usedfor adaptiveeventcoalescingn re-
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sponsdo increaser deceasesn clientrequestoads.

1 Operational Data Sewicesand Sewers

Sener systemsstructuredas clustermachineshave be-
comeincreasinglycommonto drive searchengined1], op-
eratemail seners[2], or provide scientificdataor compu-
tationalserviceq3, 4]. Our researclconcernsoneimpor-
tant propertyof suchclusterseners,which is their ability
to continueto provide high levels of serviceevenunderin-
creasingoadsor whenclients’ requestbehaiors vary dy-
namically
Operational Information Systems.In contrastto the in-
teractive high performanceapplicationsconsideredn our
previouswork [5, 6], this paperaddressean emeging ap-
plication domainfor high performancecomputingand for
theclustersenersonwhichtheseapplicationgun, whichis
that of operationainformationsystemg?7] (OIS). An OIS
is alarge-scaledistributedsystemthatprovidescontinuous
supportfor acompary’s or organizations daily operations.
One example of sucha systemwe have beenstudyingis
the OIS run by Delta Air Lines, which providesthe com-
pary with uptodatenformationaboutall of their flight op-
erations,including crews, passengerandbaggage Delta’s
OIS combineghreedifferentsetsof functionality:

e Continuousdata capture — aswith high performance
applicationghatcapturedatafrom remoteinstruments
like radarsor satellites,or from physicalinstruments
like the particle acceleratorglescribedn [8], an OIS
mustcontinuouslycaptureall datarelevantto anorga-
nization's operations.For airline operationssuchin-
formationincludescrew dispositions passengersir-
planesand their current locations determinedfrom
FAA radardata,etc.

e Continuousstate updates— as with digital library
seners that must both processnewly receved data
(e.g., NASA's satellitedata) and then distribute it to



clients that requestit [9], an OIS must both contin-
uously processall operationalinformationthatis be-
ing capturedi.e., by applyingrelevant’businesdogic’

to it) andthenstore/distrilute the resultingupdatesof

operationalstateto all interestedparties. In the case
of DeltaAir Lines, thisincludeslow enddeviceslike
airport flight displays,the PCsusedby gate agents,
and even large databasesn which operationalstate
changesrerecordedor logging purposes.

e Responseto client requests- an OIS not only cap-
turesdataandupdates/distribtesoperationaktate but
it mustalsorespondo explicit client requests.n the
caseof Delta’s OIS, clientsrequestnew initial states
whenairportor gatedisplaysarebroughtbackonline
after failures,or when agentsinitialize their displays
(e.g.,agentogin), andcertainclientsmaygenerated-
ditionalstateupdatessuchaschangeén flights, crews,
or passengers.

Problem: predictable performance despite bursty re-
guests. The ability to captureand manipulateoperational
informationin atimely fashionis critical to acomparty’sop-
erationsand profits. The problemaddressedby this paper
is how to offer predictableperformancen an operational
information system,even in the presenceof bursty client
requests Statedmoreexplicitly, for an OIS this meanghat
(1) thecentralsener mustcontinueto processapturediata
andupdateoperationaktate (2) thesener mustcontinueto
distribute stateupdatego clients,and(3) it mustrespondo
explicit clientrequestsn atimely fashion.In this example,
predictability canbe quantifiedprecisely: Delta Air Lines
currentlyrequiresthatno essentiabperationaktateis lost,
that the distribution of stateupdatesbe performedwithin
lessthan30 secondsfterthey have beenreceived,andthat
clientrequestdik e thosefor stateinitialization mustbe sat-
isfiedwithin lessthanaminute.
Predictabilityrequirementwary acrossapplications.In
multimediasystemsglientsmay be sentlossydataaslong
asreal-timedataratesare maintained.In Delta’s OIS, ac-
ceptabledelaysfor losslesslataaredeterminedy thebusi-
nessprocessebeingappliedto operationablataandby the
needto offer whatappearso be ‘zero’ downtime andcon-
sistentflight information to gate agents’and passengers’
views of suchdata. For applicationslike IBM’ s informa-
tion servicedor theAtlantaOlympic Gamesgvensmallde-
layswere devastating:bothtelevision viewersandjournal-
istsweredisappointedvhenIBM’ s senerscould not keep
up with bursty requestdor updateswvhile alsosteadilycol-
lectingandcollating the resultsof recentsportseventsin a
timely fashion.
Solution approach: dynamic mirr oring in cluster
sewvers. We offer the following solution to achieving
predictableperformancefor large-scaledataserviceslike

Delta’s OIS: (1) clustermachinesservingas dataseners
internally use high bandwidth, low lateng network con-
nectionsandcanbe connectedo the remainderof the OIS

via multiple network links, and (2) senerinternal mech-
anismsand policies dynamically ‘spread’ the operational
statebeing computedacrossthe clustermachine,as well

asdistribute clientrequestacrosshecluster Theintentis

to continuouslyprovide timely servicefor both operational
dataprocessin@ndclientrequests.

The technicalapproachimplementedand evaluatedin
this paperis that of data mirroring, where captureddata
structuredasapplication-le&el updateeventsis mirroredto
all other clustermachinesinterestedin suchevents. For
suchupdateevents,all mirror machinesexecutethe same
businesdogic, thusresultingin the OIS’s operationaktate
being naturally replicatedacrossall clustermachinespar
ticipatingin eventmirroring. The resultof suchmirroring
is thatclients’ requestdor IS statemaybe satisfiednot just
by one,but by ary oneof the mirror machines Theresult-
ing parallelizationof requesiprocessindor clientscoupled
with simple load balancingstrateies enablesus to offer
timely servicesto clientsevenwhenrequestoadsbecome
high.

Mirroring of updateeventsand the resultingload bal-
ancingof client requestsare madefeasiblein part by the
architectureof the clustercomputerusedfor implementing
the OIS. Thisis becauséntra-clustecommunicatiorband-
width andlateng arefar superiorto thoseexperiencedoy
dataprovidersand by clients. Furthermore we sharethe
assumptiorwith otherclusterbasedsener systemg?2] that
OIS softwareis structuredsuchthatall clustermachinesan
performall OIS tasks.This assumptions reasonablesince
it is not the complexity of OIS ‘businesdogic’ thatcauses
performanceroblemsbut instead problemsstemfrom the
potentially high ratesof incomingoperationadataandthe
large numberof clientsfor sener output(numberingn the
10’s of thousanddor Delta’s OIS, for example). Finally,
we do not assumehat all clustermachinesact as mirrors
andthatall OIS stateis replicated.Instead sinceOIS state
cangrow to mary gigabytesin generalupdatesventsmust
be mirrored both to sitesthat replicatelocal stateand to
sitesthat needsucheventsfor functionally differenttasks.
This alsoimplies that in general,client requestamustbe
distributedboth accordingto the functional distribution of
OIS softwareontheclusterandthe mirroring of statethatis
being performed. This paperignoresthe functional distri-
bution of OIS stateandinsteadfocuseson eventmirroring,
its performancémplications,andits utility.

Advantagesof mirr oring. We seektwo advantagegrom
datamirroring. First, by distributing client requestsacross
mirrors, requestioads may be distributed acrossmultiple
cluster machines,thus respondingto client requestsin a
timely fashionevenunderhighload conditions.Secondpy



reducingthe perturbationmposedon the OIS from bursty
clientrequeststhe predictabilitywith whichthe OIS sener

can continuouslycapture,processanddeliver operational
informationis improved. Resultspresentedn Section4

demonstrat¢hata clustermachinecanmirror updatesvents
to a moderatenumberof clustermachineswithout impos-
ing undueloadson the clusterinterconnect,and that the

perturbationcausedy client requestanbe controlledin

this fashion. In addition, prior work hasestablishedhat
simplerequestoadbalancingalgorithmsoffer goodperfor

manceon clustersener machineq1, 10]. Another, well-

known reasorfor datamirroring is theincreasedeliability

gainedfrom theavailability of critical dataon multiple clus-

ternodegq11], atopic notexploredin detailherein.

Performance issuesand solutions. The basictechnical
problemwe addresdor clustersenersusedin operational
information systemds their scalabilityin faceof dynamic
variationsin client requestpatternsand/orof the captured
information being processed.The scalability metric used
capturegshe predictability of the servicesmplementedby
the sener: how doesa sener reactto additionalloadsit
experienceswith respecto deviationsin thelevels of ser
vice offeredto its ‘regular’ clients? With this metric, high
sener scalability implies small deviations for large addi-
tionalloads.Theintentof this metricis simple.It measures
how anoperationalnformationsystemreactsto unusualor
irregularoperatingconditions with respecto its continued
ability to provide informationto its clientsat the ratesand
with the latenciesdictatedby ongoingbusinessprocesses.
In the caseof an airline, unusualoperatingconditionsin-
clude (1) ‘bringing up’ an airport terminal after a power
failure and (2) dealingwith inclementweatherconditions.
Case(1) requiresthe airportterminal’s mary ‘thin clients’
(e.g.,airportdisplays)to be re-suppliedquickly with suit-
ableinitial statestherebyonceagainenablingthemto in-
terpretthe regularflow of dataeventsissuedby the sener.
Case(2) resultsin changesn the distributionsof captured
eventsandtherefore changesn the loadsimposedon cer
tain servicetasks. For instancejn inclementweathercon-
ditions, it would be appropriateo track planesatincreased
levels of precision, thus resulting in increasedloads on
senerscausedy the additionaltrackingprocessingndin
increasedcommunicationloadsdue to the distribution of
trackingdata.

Both Caseq1) and(2) have similar effectson the data
sener: whenfacedwith theseadditionalloads,it cannot
continueto issueoutputeventsat the ratesrequiredby its
clients. Experimentsshovn in Section4 demonstratehis
fact. However, theseexperimentsalsodemonstrate prob-
lem causedby eventmirroring, which is thatthe overheads
of event mirroring itself can be significant. For instance,
mirroring canresultin a 30% slowdown on our clusterma-
chine when there are 4 mirror machines. The remainder

of this paperinvestigatesechnicalsolutionsto addresghis
problemandtherebyestablishthe practicality of eventmir-
roring:

e Mirroring overheads— the intent of mirroring is to
improve sener scalability in partby offloadingtasks
from certain sener nodes. Yet, at the sametime,
mirroring overheadsanslov down sener nodesand
therebyreducescalability The performanceeffects
of mirroring experiencedn a clustermachineare ex-
ploredin detailin Section4.1.

e Application-specifienirroring—mirroringdiffersfrom
messagdroadcasbr multicastin thatit is performed
attheapplicationlevel. Thisenablesisto substantially
reducemirroring traffic comparedo implementations
describedpreviously[11], by filtering eventsbasedon
their datatypes[12] and/ortheir datacontentd13], by
coalescingcertaineventsparticularlywhenthe effects
of alatereventoverwritesthoseof previousevents,or
by simply varyingmirroring ratesaccordingto current
applicationneedsconcerningthe consisteng of mir-
roredvs. original data.In Section4.2, we experimen-
tally evaluatethe performanceémplicationsof someof
thesechoices.

e Adaptivemirroring —overheadsn mirroring aredueto
theratesat which dataeventsaremirroredandthe de-
greesf dataconsisteng acrosanultiple clusternodes
enforcedby themirroring mechanismThus,by reduc-
ing ratesor consisteng when seners experiencein-
creasedequestfoadsdueto unusualoperatingcondi-
tions, sener scalabilitycanbe improvedsubstantially
We also presenta dynamic algorithm for mirroring
adaptatiorandevaluateits impactson sener scalabil-
ity in Sectior4.3.

Remainder of paper. In the remainderof this paper we
first explain in more detail the OIS applicationthat drives
our research.Next, we briefly outline a software architec-
ture for event mirroring, describethe mechanisms$ehind
application-specificand adaptve mirroring, and present
someimplementatiordetail. Sectiond present&xperimen-
tal resultsattainedon clustermachinesat Geogia Tech. At
theend,we compareour work to relatedresearchfollowed
by concludingremarksandfuturedirections.

2 The OIS Application

Figure 1 shavs how operationainformationcomprised
of updateeventsdescribingairplanes’locationsand crew
availability, for instance,is capturedby a wide areacol-
lection infrastructure. This resultsin a continuousstream
of updateeventsreceved by the OIS sener. The data
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Figure 1. Delta’s Operational Information System
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eventsbeing capturedfrom, processedand distributed to
large numbersof compaly sitesconcerrthe currentstateof
compary assetge.g.,airplanesor crews) andthat of their
customersneeds(e.g., passengeor luggagevolumesand
destinations)In thecaseof DeltaAir Lines,eventsarecap-
turedat systementry pointslik e gatereadersor radardata
collectedby the FAA, distributed via compaly-internalor
leasednetwork links, and processedy senerslocatedat
the compaly’s processingcenterin Atlanta. The outputs
generateddy the centers sener are usedby a myriad of
clients,rangingfrom simpleairportflight displaysto com-
plex web-basedesenationsystems.

The codeexecutedby the OIS seneris whatwe termits
EventDerivationEngine(EDE). EDE codeperformstrans-
actional and analytical processingof newly arrived data
events,accordingo asetof businessgules.A representatie
processingactionperformedby the EDE is onethatdeter
minesfrom multiple eventsreceved from gatereadershat
all passengersf a flight have boarded.The EDE alsoser
vicesincomingclients’ requests.For instance,t provides
clientswith initial views of the statesf operationatlataon
demandOncethey recevethesanitial views, clientsmain-
tain their own local views of the systems state which they
continuouslyupdatebasedn eventsreceivedfrom the OIS
sener.

3 Event Mirr oring — Software Ar chitecture
and Implementation

3.1 Software Ar chitecture

Basicarchitecture. The prototypearchitectureof our mir-
roring framawork is depictedin Figure2. Eventsmay be
provided by ary numberof datasourcesandthey arepro-

Central Site

Y v

auxiliary unit - main unit

Figure 2. Architecture of the mirroring framework

cessedy a ‘central’ site andits setof mirror machinesIn
our currentimplementationa singlecentralsite locatedon
the clustermachineactsasthe primary mirror, with other
sitesacting as secondarymirrors. In an actual,deployed
operationalsystem,it shouldbe possibleto separatedata
mirroring from processindgunctionality, therebypermitting
us to useapplication-specifiextensions[14, 15 of oper
ating systemkernelsof communicatiorco-processor§.e.,
network interface boards)to reducemirroring overheads.
The resulting software architectureusedfor data mirror-
ing, then,separatethe application-specificode(i.e., busi-
nesslogic) executedby the Event Derivation Enginefrom
the codethatimplementamirroring (labelledas‘main’ and
‘auxiliary’ units in the figure). Eventsproducedby each
mirror site aretypically generatedy businesdogic, in re-
sponseto receving multiple incoming updateevents. All
mirrors producethe sameoutputevents,andproduceiden-
tical modificationsto their locally maintainedapplication
states.

The mainfunctionality of the centralsiteis to distribute
continuousstateupdatesyvhile a mirror site’s primary task
isto respondo clientrequestsThreeseparatéasksexecute
within the auxiliary unit of the centralsite: (1) areceving
task,(2) asendingtask,and(3) acontroltask. Their execu-
tion is synchronizedvia accessefo commondataqueues,
whichincludethereadyandthebadkupdataqueuea status
tablecontainingrelevantstatusnformationfor application-
level processesge.g.,flight status),anda setof parameters
determinedby the applicationand embodyingthe seman-
tic rules thatareto be followed by the mirroring process.
A samplesemantiaule is onethattells the mirroring pro-
cessto eliminate certainincoming eventswhen mirroring
them(examplesappeabelow). Thereceving taskretrieves
eventsfrom theincomingdatastreamsperformsthetimes-
tampingand event corversionwhennecessaryand places
the resultingeventsinto the ready queue. Eventsare re-
moved from the readyqueue,sentonto all outgoingchan-
nels, and temporarily storedin the backupqueueby the
sendingask. Thecontroltaskrunsvariouscontrolroutines,
including (1) checkpointing,upon which all successfully



checkpointeceventsare removed from the backupqueue,
and(2) the exchangeof valuesof monitoredvariablesand
new settingsfor the mirroring parametersiuring the adap-
tation processas explainedfurtherin Section3.2.2. Ad-

ditional control tasksunderdevelopmentinclude recovery
in the presencef ill-formed communication®r failuresin

EDE processing.

3.2 Mirr oring Mechanisms

This sectiondescribeghe mechanismsvith which data
mirroring is performed,the API usedby applicationsto
modify mirroring, and the checkpointingprocedureghat
allow individual nodesto advancetheir applicationviews
while maintainingdesiredconsisteng levelsacrossnodes.

3.2.1 Application-SpecificMirr oring

Mirroring is triggered by the auxiliary unit at the cen-
tral site, and its executioninvolves multiple taskswithin
this unit. For default mirroring, the ‘receiving task’ com-
putesfor eachevent a timestampand placesit onto the
ready queue,the ‘sendingtask’ removes eventsfrom the
readyqueue mirrorsthemontoall of its outgoingchannels
and preseresa copy in the backupqueue,and the ‘con-
trol task’, uponexchangingappropriatecontrol eventsdur-
ing the executionof the checkpointingprocedureperforms
synchronizatiorto ensureconsistentviews of application
stateacrossall sites. It alsoupdateghe backupqueuesap-
propriately

If no agumentsare specifiedduring the initialization
processthe default mirroring function mirrors eachevent
to the auxiliary units of all mirrors sites, using mirror()
calls. It alsoforwardsall sucheventsto the mainunit, using
fwd() calls. The checkpointingmechanisrris invoked at a
constanfrequeny of onceper 50 processedvents,using
chedkpoint() calls. The distinctionbetweenevent ‘mirror-
ing’ and ‘forwarding’ senesto distinguishthe eventsre-
covering clientsreceve from mirror sitesfrom the events
recevedby ‘regular’ clientsonthemainsite.

Default mirroring canbe modified during the initializa-
tion processor dynamically usingan APl that affectsser-
eral mirroring parameters.Changesn mirroring parame-
terstrigger changesn the semanticrules associatedvith
mirroring. Parametersnclude (1) an indicator whether
eventsareto be mirroredindependentlyor whethermulti-
ple eventsareto becoalescedeforemirroring, (2) themax-
imum numberof eventsthat canbe coalesced(3) whether
overwriting is allowed for a particulareventtype, (4) the
maximum length of the sequenceof overwritten events,
(5) the frequeng at which the checkpointingprocedures
invoked, (6) and parametersassociatedvith the adapta-
tion mechanismexplainedin Section3.2.2. Thesecan ei-
ther be passedas argumentsof the init() call, or they can

be setdirectly with the calls setparams() setoverwrite(),
setcompleseq() setcompletuple()andsetadapt()
Theimplementatiorof mirroring usesstateto keeptrack
of eventhistory, suchasthe numberof overwriting events
or the valuesof combinedevents. Event coalescings per
formedby the sendingtask. The receving taskis respon-
sible for discardingeventsin an overwriting sequencenf
events,or for combiningeventsbasedon eventvalues.The
statugableis usedduringthis procesgo keeptrackof num-
berof overwrittenflight updatedor a particularflight, value
of aparticulareventthathasanactionassociatedith it, etc.

If an overwrite actionis setfor an eventtype, for ex-
amplethe event containinga certainflight’s positiondata,
with asequencéengthmaxlength thenthemirroringfunc-
tion will sendone event for eachflight, followed by dis-
cardingthe next maxlength-1mary eventsof thattype for
the sameflight. This is implementedusing history infor-
mation recordedin a statustable maintainedat the main
site. If FAA position updateevents arrive after a Delta
‘flight landed’eventhasalreadybeenrecevedfor the same
flight, thenthe FAA eventscan be discardedwith a call
to setcomplexseq(@enttype Delta, event *target value
eventtype FAA), wheretargetvalueis Delta event whose
statusfield value is ‘flight landed’. Similarly, multiple
eventslike ‘flight landed’,flight at runway’, and‘flight at
gate’ canbe collapsednto a singlecomplex event,termed
‘flight arrived’. The presencef suchaneventimpliesthat
all positioneventsfor thatflight canbe discardedrom the
gueues.

Programmerscan provide their own mirroring or for-
warding functions,therebycustomizinghow theseactions
areperformedusingthe callssetmirror() andsetfwd(). A
completedescriptionof the API supportedby our infras-
tructureappearsn Table1.

Checkpointing. The currentimplementationof mirroring
is coupledwith a slightly modified version of a standard
checkpointingmechanisnjl16]. This versionassumeseli-
ablecommunicatioracrosamirror sites.Lack of eventloss,
combinedwith thefactthatapplication-specifilmformation
is usedin the mirroring procesdo discardor combinedata
events,impliesthatanew checkpointanbeselectedefore
all eventswith in-sequencéimestampsave beenreceved.

The checkpointingprocedures invoked by the control
taskat the centralsite’s auxiliary unit. It executesat a rate
expressedn termsof the numberof eventssent. This rate
canbedynamicallysetwith thecall setparams() Theaux-
iliary unitis alsothecoordinatoiof amodified2-phaseom-
mit protocolin which all mirroring sitesparticipate. The
protocolis non-standardn that during the voting phase,
the main unit issuesa CHKPT control event and suggests
a timestampvalue up to which the consistenwiew canbe
adwancedthis valueis usuallythe mostrecentvaluefound
in its backupqueue. Whenrepliesare receved from the



function

description

init(int ¢, int numbeyint I)

initialize the mirroring with default or optionalparameters

mirror()

executemirroring function

fwd()

executesorwardingfunction

setmirror(void* func)

setnew mirroring functionfunc

setfwd(void* func)

setnew forwardingfunctionfunc

setparams(int, int numberint f)

coalescdc) up to numberevents;setcheckpointingat f

setoverwrite(ev_typet, int )

allow overwriting of eventsof t with maxlengthof sequencé

setcomplex_seq(@-_typetl, event*value,ev_typet2)

discardeventsof t2 aftereventof t1 hasvalue

setcomple_tuple(e/_type*t, event*values,nt n)

combinen eventswith respectie typesandvalues

setadapt(intp_id, int p)

modify parametep_id by p percent

setmonitorvalues(intindex, int p, int s)

for monitoredvariableindex setprimaryp andsecondans threshold

Table 1. Mirroring API

mirror sites,a commontimestampvalueis computedand
in thesecondghaseacommitis issuedor thisvalue.There
areno ‘N0’ votesin ourimplementationandno ‘ABORT’
messages.

Central Aux. Unit: Mirror Aux Unit:

init_CHKPT: { CHKPT: {
chkpt = last on backup queue forward to main unit
sent to all chkpt_event }
} CHKPT_REP: {
CHKPT_REP: { if chkpt_rep in backup qued
commit = min from all chkpt_reply forward to central cite
send to all commit_event }
} COMMIT: {
if commit in backup queue
Main Unit: update backup queue
forward to main unit
CHKPT: { }

chkpt_rep = min{chkpt, last in backup}
send to aux. chkpt_rep
}
COMMIT: {
if commit in backup queue
update backup queue

Figure 3. Checkpointing

Since the auxiliary units dependon the main units to
male decisionsaboutsafe,committabletimestampvalues,
control messagesare exchangedetweenmirror and main
sites. Thesecontrol messagesittemptto agreeupon the
most recentevent processedy the sites’ businesslogic,
prior to the oneindicatedin the CHKPT message.These
valuesare collectedat the centralssite, their minimum is
computedandduringthe commit stage eachunit candis-
cardeventsfrom its backupqueueup to this event.

It is not necessaryto wait for additional acknavledg-
mentsin the commit phasesince(1) if a mirror site fails,
theseeventshave alreadybeenprocessedby all mainunits,

or (2) if acontroleventis lost, the subsequentheckpoint-
ing callswill resultin commitsof morerecentevents.These
eventscanbe usedto updatesites’ backupgqueues.Time-
outs are not used,sinceif a checkpointingprocedurehas
not completeda commit beforethe following oneis initi-
ated,the later commitwill encapsulatéhe earlierone. If
a unit recevesa commitidentifying an eventno longerin
its backup this eventis ignored. Reliableunderlyingcom-
municationamply that checkpointingwill commiteventu-
ally. Figure3 summarizeshe checkpointingactiities un-
dertalenby differentparticipants.

3.2.2 Adaptive Mirr oring

The motivation behindapplication-specifienirroring is to
createmechanismghroughwhich the level of consisteng
acrossthe systemcan be tradedagainstthe quality of ser
vice obsenedby ‘regular’ clients. Sincesystemconditions
changedynamically it is importantto changemirroring pa-
rameteratruntime,aswell. Thatis, mirroringitself should
beadaptedo currentsystemconditionsapplicationbehar-
ior, andapplicationneeds.Oneinterestingchangen appli-
cationbehaior is the sudderreceiptof mary simultaneous
clientrequestgor new initial statesperhapsiueto a power
lossandrecoverythey have experiencedIn casedikethese,
one useful responsds to reducethe level of consisteng
maintainedacrossmirror sites,in orderto free up execu-
tion cyclesandnetwork bandwidthfor quickly responding
to suchclientrequestsandto reducethe perturbationin the
level of serviceobsenedby ‘regular’ clients.
Dynamictradeofs in systemconsisteng vs. quality of
serviceareimplementecby dynamicallymodifying a mir-
roring function and/orits parametersln addition,the run-
time quantitiesthat impact such adaptationdecisionsare
dynamicallymonitored.The simpleadaptatiorstrateyy im-
plementedn this paperis onethatmaintainsfor suchmon-
itored variablestwo values: a primary and a secondary
thresholdvalue, both of which are specifiedby the appli-



cation through setmonitor.values() The primary value,
whenreachedtriggersthe modificationsof the mirroring
algorithm. The secondaryalueindicatesthe rangewithin
which this modification remainsvalid. That is, the re-
installationof the original mechanisntakesplacewhenthe
monitoredvaluefalls below (primary - secondary)

In our currentimplementationwhile themonitoreddeci-
sion variablesare dispersedacrossmirror sites,adaptation
decisionsare madeat the main site, therebyensuringthat
all mirrors are adaptedn the samefashion. To avoid ad-
ditional ‘adaptationtraffic’ betweemmainandmirror sites,
adaptationmessagesire piggybaclked onto checkpointing
messages.Changesn client behaior and/or changesn
systemconditionsthat resultin degradedclient serviceare
monitoredby inspectinghelengthsof thereadyandbackup
gueuesn mirror sites. Clearly, the lengthsof thesequeues
arecorrelatedo therequestoad at eachmirror. The same
is true for the lengthof anapplicationlevel buffer holding
all pendingclient requestsFuturework will considerother
waysof measuringurrentsystemperformance.

The adaptation®f mirroring currentlyimplementedn
the systemincludethefollowing:

e coalescamultiple eventsvs. mirroring themindepen-
dently;

e setthemaximumnumberof eventsto be coalesced;

e setthe maximumnumberof eventsthat canbe over-
writtenin asequence;

e vary checkpointingrequeng; and
e installa differentmirroring function.

With the API call setadapt() weidentify which of these
parameterareto be modifiedif thethresholdvalueis sur
passedandby whatextent.

3.3 Implementation

We usethe EChoeventcommunicatiorinfrastructurg6]
to efficiently move dataacrossmachines. Thus, commu-
nicationis carriedout via multiple logical event channels,
both betweenmirrors and among sources,mirrors, and
clients. Two separat@ventchannelsxist betweerthe aux-
iliary andthe main unit on eachsite, aswell asamongthe
auxiliary units: a‘data’ channelkarriesapplication-specific
information, capturedin dataevents,and a bi-directional
‘control’ channekarriescontrolevents,necessarjor guar
anteeingconsistenttateacrossmirrors. Control channels
arealsousedto make changego theway in which mirror-
ing is performed.

Two typesof eventstreamsexist in our application:one
that carriesFAA flight position information, and another

thatcarriesDelta’s internalflight information,suchascur-
rentflight status(landed,taxiing), passengeandbaggage
information, etc. For both channelsgventsthemselesare
uniquelytimestampedvhenthey entertheprimarysite. We
usevectortimestampsn which eachvectorcomponentor-
respondso adifferentincomingstreamandwe assumehat
the event orderwithin a streamis capturedthroughevent
identifiersuniqueto eachstream.If anincomingeventto be
mirroredalreadyhastheappropriatdormat,thenno mirror-
relatedprocessindgs necessaryn the ‘auxiliary unit’. That
maynotbethecaseor the‘application-specificand‘adap-
tive mirroring’ demonstrateéh Section3.2, whereincom-
ing datais first extractedfrom the event stream,then fil-
tered, and then corverted into the appropriateoutgoing
eventformat.

4 Experimental Results

Experimentswith datamirroring first diagnosethe re-
sultingoverheadencountereduringOIS execution.Adap-
tive mirroring is introducedto reducetheseoverheadsTo-
wardthis end,we first evaluatethe benefitsof usingcertain
application-specifietnformationto reducemirroring traffic
andfrequeng, includingtheeffectsof thisapproacton sus-
tainablerequestoadsandon the updatedelaysexperienced
by theapplication.Finally, we analyzethe performanceém-
plicationsof dynamicmaodificationsto the mirroring func-
tion on overallapplicationperformancein termsof thepre-
dictability of the servicelevelsofferedto clients.

Experimentsare performedwith a mirrored sener run-
ning on up to eightnodesof a clusterof 300MHz Pentium
[l dual-processosenersrunningSolaris5.5.1. The flight
positions’datastreamusedin theseexperimentsoriginates
from ademoreplayof original FAA streamsandit contains
100, 000 flight positionentriesfor 50 differentflights. The
evaluationmetricis the total executiontime of the simula-
tion. To simulateclientrequestshataddloadto thesener’s
sites,we usehttperfversion0.8, a standardool for gener
ating HTTP traffic andmeasuringsener performancg17].
Httperfclientsrunon550MHzPentiumlll Xeonnodescon-
nectedo the sener clustervia 100Mbpsethernet.

4.1 Mirr oring Overheads

A set of microbenchmarksameasuresnirroring over-
headsasfunctionsof thedatasizeandthe numberof mirror
sites.No additionalloadis assumedtary of thesesitesasa
resultof incomingclientrequestsThe predictabilityof the
sener’s executionis obsened throughoutthe microbench-
marks’duration. The experimentterminatesafterthe entire
sequencef eventspresentedo the mirroring systemhas
beenprocessed.
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Figure 4. Overhead of mirr oring to asingle site with
‘simple’ and ‘selective’ mirr oring

Resultspresentedn Figure 4 indicatethat an approxi-
mately 15-20%increasein executiontime is experienced
when all incoming eventsare mirroredto a single mirror
site, the overheadbeinggreaterfor largereventsizes. This
increaseis due to event resubmissionthreadscheduling,
gueuemanagemenand execution of the control mecha-
nism. Overheadsan be reducedby replacingthe simple
mirroring functionwith onethatmirrors eventsselectvely.
In thecaseof FAA data,whenusingaselectve mirror func-
tion that mirrors only the mostrecenteventin a sequence
of up to 20 overwriting events,overheads reducedsignif-
icantly, with reductionsagainbecomingmore pronounced
for largereventsizes(seethedashedine in Figure4).

Thenext setof measurementdiagnosdhe effectsof in-
creasinghe numberof mirrors,while maintainingconstant
datasizesfor the eventsbeing mirrored. Resultsindicate
thaton theaveragethereis alessthan10%increasen the
executiontime of the applicationwhena new mirror siteis
added(seeFigure5).

4.2 Application-SpecificMirr oring

Next, weinvestigateourinfrastructuresimpactonsener
performancendscalability by analyzingthe performance
of amirroredsenerundervaryingclientrequestsoads,us-
ing different mirroring functions. Eachexperimentcom-
pareghetotal processingime for thesameeventsequence,
for mirrored seners with one, two and four mirror sites,
respectiely. In all caseswe operateundera constantre-
guestoadevenlydistributedacrossmirror sites.Ourresults
presentedn Figure6 considerthe total time takenfor both
processinghe entireeventsequencandalsoservicingall
client requests.The resultsshav that for datasizeslarger
thensomecross-oer size (whereexperimentallinesinter-
sect),mirroring overheadganbeoutweigheddy the perfor

Total execution time (s)
Y
5
T
.
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Number of mirror sites

Figure 5. Overheads implied by additional mirrors

mancemprovementsattainedrom mirroring. Smallertotal
executiontimesalsoindicatethatthe ‘regular’ stateupdates
issuedby the sener areexecutedmore promptly. Thisin-
dicatesheimprovedsener predictabilitywe areseekingto
attainby datamirroring.
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Figure 6. Mirroring to multiple mirror sites, un-
der constant request load of 100 reqg/sec balanced
across the mirrors

Sener scalability may be improved by using an
application-specifienirroring function that performssmall
amountf additionaleventprocessingn orderto filter out
someof the events,therebyreducingtotal mirroring traf-
fic. For varyingrequestioadsandfor onemirror, we com-
paretheuseof asimplevs. a‘selectve’ mirroring function.
Resultsindicatethat selectve mirroring canimprove per
formanceby morethan30% underhigh requestoads(see
the dottedline in Figure 7). Furtheradjustmentof other
mirroring parametersanresultin additionalimprovements.
For instanceby decreasinghe checkpointingrequeng by
50%, total executiontime is reducedby another10%, re-



sulting in a total reductionof more than40% in the total
time requiredto both processour event sequencend ser
vice somefixed, total numberof client requests. This is
shavn with thedashedine in Figure?.
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Figure 7. Comparison of three mirr oring functions:
‘simple’, ‘selective’, and ‘selective’ with decreased
checkpointing frequenc y
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Figure 8. Update delays with ‘selective’ vs. ‘sim-
ple’ mirr oring

Selectve mirroring alsoaffectsthe updatedelaysexpe-
riencedby operationaldataclients. Experimentalresults
suggesthattheexperiencedi0%reductionin thetotal exe-
cutiontime correspond$o a decreasén theaverageupdate
delayexperiencedy clientsof morethan50%,aspresented
in Figure8.

4.3 Adaptive Mirr oring

The experimentsdescribedin Section4.2 suggestthat
thereis no single‘best’ strateyy for mirroring eventsunder

certainclient loads. Instead,suchmirroring shouldbe ad-
justeddynamically as client requestioadsincreaseor de-
crease,thus continuouslyadjustingthe mirroring system
to provide suitableOIS serviceswhile alsorespondingto
clientsin atimely fashion.

Adaptive mirroring continually monitorsthe lengthsof
the ready and backupqueues,as well asthe sizesof the
application-leel buffersof pendingclientsrequestsBased
onthesemonitoredvaluesandusinga setof predetermined
thresholdvalues, we alternatelyuse two mirroring func-
tions. The first one coalesceap to 10 events and then
producesonemirror event,thusoverwriting up to 10 flight
positionevents. Checkpointingis performedfor every 50
events. The secondunction overwritesup to 20 flight po-
sition eventsandperformscheckpointingevery 100 events.
We thencomparethe OIS executionthatadaptvely selects
which oneof thesefunctionsto use,dependingnthesizes
of monitoredqueuesand buffers, with an OIS execution
thatperformsno suchruntimeadaptationComparisonsre
performedwith bursty clientsrequestgattern.The perfor
mancemetricis the processinglelayexperiencedy events
from the time they enterthe OIS systemuntil thetime they
aresentto clientsby the EDE at the centralsite. In other
words,we areevaluatingthe OIS’ contributionto thepertur
bationexperiencedy OIS clientsreceving stateupdates.

Theresultsin Figure9 shav thebenefitsof eventhesim-
ple methodof runtimeadaptatiordescribedabove. Specifi-
cally, total processindateng of the publishedeventsis re-
ducedby up to 40%, andthe performancdevels offeredto
clients experiencemuchlessperturbationthanin the non-
adaptve case.
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Figure 9. Performance implications of dynamic
adaptation of the mirroring function based on the
current operating conditions



5 RelatedWork

Mirroring and replicationare known to be usefultech-
niguesfor increasingthe reliability, scalability and avail-
ability of systemsand applications. ClassicalCBCAST
implementationd11] of replication strictly rely on mes-
sageorderings,without incorporatingthe application-leel
information usedfor mirroring in our infrastructure. Our
checkpointingmplementatiorrelieson pastwork on trans-
actionalprocessingn distributedsystemg18, 19].

Slice usesmirroring techniquego reliably mirror files
and thereby support failure-atomic file operationsin a
distributed, scalablenetwork storagesystem[20]. The
TACT [21] projectalsochoosegeplicationasa meansof
increasingserviceavailability, andit providesamiddlewvare
layer that enablesapplication-specificonsisteng require-
mentsto beenforcedbetweenreplicas whichwouldin turn
affect the experiencedavailability. This project explores
certain consisteng metricsin depth. In comparison,our
goal is not to provide a generalmechanisnfor bounding
consisteng, but instead,to provide a generalmechanism
throughwhich theseconsisteng requirementsan be ex-
pressedn termsof application-l&el semantics.

ThePorcupineelectronicmail sener[2] is areplication-
basedsolutiontowardsincreasedvailability and scalabil-
ity. We sharesimilar goals,suchasautomatednanageabil-
ity andincreasegerformancebut differ in thatPorcupine
doesnotoffer possibilitiesfor application-specificdynamic
systemadaptation.

Finally, we sharewith otherrecenteffortsthefactthatwe
areexploring applicationghat differ from the high perfor-
mancecodestraditionally investigatedoy the clustercom-
putingcommunity[21, 22].

6 Conclusionand Future Work

This paperis concernedwith Operationallnformation
SystemsThescalableconstructiorof suchsystem®nclus-
ter machiness facilitatedby whatwe termdata mirroring.
Datamirroringdiffersfrom multicastor broadcastunction-
ality offeredat the network level by its useof application-
level codeto decidewhatdatato mirror andhow suchmir-
roring shouldbe performed.Theresultingapplication-leel
approactto datamirroring is showvn to have two benefitson
clustermachineghatrun OIS applicationsy(1) thecontinu-
ousprocessin@f incomingdataeventsandsubsequergen-
erationof outgoingeventsis moreeasilyguaranteedvhen
unusuabr burstyclientrequestsredirectedto mirror sites,
ratherthanto the clusternode(s)thatperformOIS process-
ing, and(2) mirroring canhelp dealwith the bursty nature
of suchrequestsby effectively parallelizingclient request
processing.

Experimentalresults shav that while event mirroring
resultsin additional overheadsmposedon OIS process-
ing, suchoverheadsanbe reducedby useof application-
specificrulesthatdeterminavhatis beingmirroredandhow
frequentlymirroring is performed. By dynamicallyadapt-
ing mirroring while monitoringclientrequespatterns QIS
executioncanbe mademorepredictable andclientsexpe-
riencemoretimely responses.

Ourfutureeffortsincludeextendingthemirroringinfras-
tructurewith recovery support.for both client failures,and
failuresof a nodewithin the clustersener. We are also
modifying theproposedarchitectureo includenetwork co-
processors. Towardsthis end, we are splitting the func-
tionality of the ‘auxiliary’ units betweena hostnodeand
a Nl-residentprocessingunit, currently the Intel IXP1200
boards.
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