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Abstract

Recenthardware advancesare creatingmulti-core sys-
tems with heterogeneousfunctionality. This paper ex-
ploreshowapplicationsandmiddlewarecanutilizesystems
comprisedof processors specializedfor communicationvs.
computationaltasks. TheC-CORE executionenvironment
enablesapplications,throughmiddleware and underlying
systemfunctionality, to utilizeboththecomputationalcapa-
bilities of general purposeCPUsandthehighperformance
communicationhardware providedby specializedcommu-
nicationprocessors. Such future heterogeneousmulti-core
hardware is emulatedby attaching a representativenet-
work processor– Intel's IXP2400processor– to a general
purposeCPU via a dedicatedinterconnect. For this plat-
form,C-CORE providesabstractionsto representanappli-
cation's communicationactions,to ef�ciently couplesuch
actionswith application-levelcomputations,andto dynam-
ically createandcon�guretheplatform-resident̀ chains' of
computationalandcommunicationactionsusedbyapplica-
tions.C-CORE' s functionalityis evaluatedwith representa-
tive, communication-intensiveapplications.Measurements
onour experimentalplatformestablishtheperformancead-
vantagesaffordedto applicationsbyC-CORE.

1. Intr oduction

Large-scaledistributed applications increasingly use
middlewareto ef�ciently utilize underlyingsystems'com-
putationaland communicationservices. Middleware, in
turn, dynamicallydeploys processingalongthe datapaths
of application-level overlays[16]. Processingrangesfrom
simple datarouting and forwarding, to the booleanfunc-
tions carriedout in distributed publish/subscribe[21] in-
frastructures,to application-speci�cactionsthat manipu-
late,transform,aggregate,and/ordistribute informationon
setsof source-to-sinkpaths. For instance,in commercial
applicationslike the operationalinformationsystemsused

by airlines[13], middlewareservicesexecutesimplebusi-
nessrules to transformandroutebusinesseventsbetween
thecompany'scentralprocessingsiteandremotesiteslike
airport terminalsor baggageagents. In distributedscien-
ti�c collaborations,scientistsrely on middlewareservices
to monitorandsteerremoteexperiments,accessingthesub-
setsof experiments'outputsrelevant to their currentinter-
ests,at levelsof detailappropriatefor their local platforms
(e.g.,PCsvs. high endworkstations)or their communica-
tion resources(e.g.,availablenetwork bandwidth).An im-
portantattributeof all suchapplicationsis that they exhibit
substantialdynamicsin termsof datasourcesandclients,
platform resourcesor end-userinterests;this meansthat
overlaysandoverlayservicesmustbe constructed,con�g-
ured,andtunedat runtime.

Our researchgoal is to improve systems' abilities
to deliver high performancecommunicationservicesto
application-level overlay services. We leveragecurrent
hardwaretrends[4, 6], whichindicatethatfutureprocessors
will be multi-coresystemscomprisedof many processing
cores(processors)on the samechip. Moreover, therewill
bebothhomogeneous(likeSMPsbut moretightly coupled)
andheterogeneousmulti-coresystems,thelatterconsisting
of differentcoresoptimizedfor differentpurposes.Oneex-
ampleis IBM' scell processor[4], which hascoresspecial-
ized for gamingapplications. The exampleconsideredin
this paperis a multi-coreplatformwith computationaland
communicationcores,emulatedby usinga generalpurpose
CPU with an attachednetwork processor(NP). In particu-
lar, weareusinganIXP2400NP attachedto ageneralIntel
P4Linux hostthroughadedicatedPCIbus.

Our approach to improving the performance of
middleware-basedapplicationsis to enablethemto `best'
usetheheterogeneous,computationalvs. communication-
centric processorspresentin underlying hardware plat-
forms. Toward this end, the C-CORE executionenviron-
mentprovidesa setof abstractions(1) to representan ap-
plication's overlayservices,(2) to enableapplication-level
computationsto be executedon different cores, and (3)



to dynamicallycreateand con�gure the platform-resident
`chains'of servicescomputationalandcommunicationac-
tions.

While the basicC-CORE modelcanbe appliedto any
streamingdataapplication,in this paper, C-CORE is used
with applicationsusing the publish/subscribemessaging
model[15, 21]. Supportingthis modelis particularlychal-
lengingbecauseof the potentialpresenceof a large num-
ber of subscribersto the sameinformation,eachof which
mayrequiredatato becustomizedbeforereceiving it. Cus-
tomizationis expressedwith data�lters provided by sub-
scribersthatmustbeexecutedon messages.A speci�c ex-
ample is a set of �lters that extract different information
from the �ight recordssuchas thosethat extract passen-
ger vs. baggagevs. meal preferenceinformation. The
role of C-CORE, in this context, is to permitmiddlewareto
constructef�cient `processingchains' for application-level
messages,andto appropriatelyanddynamicallymapsuch
chainsacrossthe computationalandcommunicationcores
of underlyingmachineplatforms. More generally, thedis-
tributedbrokers[15, 21] or overlaynetworksconstructedby
middlewaresaremappedto setsof C-CORE executionen-
vironments.Middlewarefunctionsrealizedwith C-CORE

anddeployedacrossdistributednodesexecutefunctionality
that includesdatadistribution, manipulation,andtransfor-
mation,betweendatasourcesandsinks.

The technicalcontributionsof this paperare(1) the C-
CORE executionenvironmentsupportingtheprocessingof
application-level messagesacrossmultiple, heterogeneous
executionenginesonsinglemachinesandultimately, across
distributedsystems,(2) measurementson a prototypehet-
erogeneousmulti-core platform that demonstratethe per-
formanceadvantagesderivedfrom usingC-CORE to imple-
mentthecommunicationfunctionalityof distributedinfor-
mation�o w applications,and(3) experimentalresultsthat
illuminate what application-level functionsare suitableto
run on differentcoresof future multi-coremachines.The
latter goesbeyond standardpublish/subscribemessage�l-
teringandforwardingfunctionality, by implementingsome
of thedatabase-likequeryoperationspresentin theinforma-
tion �o w graphsconsideredin distributedinformation�o w
applications[11].

2. The C-CORE HardwarePlatform

Our goal is to createa runtime environment for ef-
�ciently carrying out the functions executedby broker
(overlay) nodesin contentdistribution systemslike pub-
lish/subscribeor distributed information�o ws. The novel
hardwareplatform being consideredis comprisedof both
general purpose and specializedcommunicationcores,
termedg- and c-cores,respectively. G- and c-coresare
tightly coupled,able to ef�ciently accesssharedmemory,

andeachc-corecaninteractwith multiplephysicalnetwork
interfaces.Threeassumptionsunderliethis research.First,
it assumesthatg- andc-coresaretightly coupled,moreso
thancurrentcombinedhost-NParchitectures,implying, for
example,theability to sharecertaincacheresources.Sec-
ond, it assumesthat c-coreswill have someof thecharac-
teristicsof currentnetwork processorarchitectures,special-
ized to ef�ciently executecommunicationstacks.Third, it
is not concernedwith otherspecializedcoresin futurema-
chines,suchasthosefocusedongraphicsor storagetasks.

2.1 Communication Core

c-core that is similar to those of current NPs, with
many internal processingunits, each independentlypro-
grammableandwith suf�cient resourcesto supportasingle
communicationstreamatlink speed.In Intel'sIXP NPs,for
instance,the c-corehashardwareprocessingunits termed
microenginesthat can operatein parallel, have their own
registersandsmallamountsof programmemory, andhave
sharedaccessto hierarchicallyarrangedmemoriesof differ-
entspeeds.Theseenginesareprogrammedsuchthatoneor
moreof themcanbeallocatedfor controlplaneoperations,
and otherscan be allocatedfor data-planeoperations. In
addition,engineactionscanbechainedto form processing
pipelinesthat implementmorecomplex messagingopera-
tions. Engineshave direct accessto high speednetwork
interfaces,with additionalhardwarepresent(in someIXP
processors)for specializedprocessingtaskslikeencryption.

3. Using C-Coresin a Middleware System

This sectionpresentsan architecturethat enhancesthe
capabilities of traditional publish/subscribemiddleware,
makingit `c-coreaware',by enablingit to dynamicallycre-
ate,deploy, andcon�gure c-coreprocessing.

Programmingc-coresis not a task for arbitrary appli-
cationdevelopers. Instead,aswith mathematicallibraries
supportedby FPGA coprocessorsin modern Cray ma-
chines[5], c-coreswill typically beusedwith librariesthat
implementstandardcommunicationfunctionality. Thecon-
tribution of our work is to go beyond such library-based
c-coreusageto also enablethem to executeapplication-
speci�c functionality, by using middleware as the `me-
diator' betweenapplicationsand communicationproces-
sors. The goal is to permit c-coresto performmeaningful
application-speci�cactions,therebypermittingapplications
to directly leveragetheir abilities to run at physical link
speeds,closeto the physicalnetwork, tightly linked with
standardcommunicationprocessingactions, and utilize
hardwareoptimizedfor communicationprocessing[14, 20]
(e.g.,multiple hardwarequeues,direct low latency access
to physicalnetwork links, etc.).
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The C-CORE software environment for executing
application-levelfunctionsoncommunicationcoreshastwo
main components,one residenton the genericcomputa-
tional core(g-core),the otherresidenton the communica-
tion core(c-core). Thesetwo componentspermit applica-
tions, via middleware,to establishpipeline-structuredsets
of communicationactionsthatspang- andc-cores.On the
g-core,suchactionsareexecutedatapplication-level,using
a reservation-basedapproachto give hostsaccessto cer-
tain communicationresources,and usea specializednet-
work driver to provide what appearsto be a standardnet-
work connectionbetweeng- vs. c-core-residentcommuni-
cationactions.Theremainderof this sectiondescribesthe
C-CORE environment's main componentsor modules,the
functionalityit provides,andits programmingabstractions.

3.1. C-CORE SoftwareAr chitecture

Figure1 depictsthe main componentsof the C-CORE

softwarearchitecture.Thearchitectureprovidesc-coreres-
identprocessingcontextsableto run middleware-provided
handlers. Processingcontextsandhandlersaremanagedby
asetof componentsthatinclude:

� aresourcemanager thatmonitorsthec-coreresources
(buffers, CPU cycles, network bandwidth)used by
handlersrunning on processingcontexts and reports
to the g-coreto re�ect currentc-coreload; handlers
are classi�ed into communication-and computation-
centricones;

� a handlermanager that controlshandlerdeployment,
implementshandlerhot-swapping,andmanageshan-
dlerstateinformation;and

� a data transfermodulethat handlespacket transfers
betweeng- andc-cores.

A typical setof actionscarriedout by thesecomponents
is the following. Whenthe publish/subscribemiddleware
usedin our experimentationreceivesa subscriptionrequest
from a new client, alongwith a handlerimplementingthe
subscription's logic, middlewarecan chooseto install the

handleron theg- or c-coresof its publish/subscribebroker
node,or, in the moresophisticatedpublish/subscribemid-
dleware now being developedby our group, middleware
can dynamicallycompile handlerfunctionality into some
suitablechainof primitive handlersmappedacrossbothg-
andc-cores[1]. In eithercase,theC-CORE softwarearchi-
tecture's role is to supportthe dynamiccreationandman-
agementof suchhandlerchains. The sequenceof actions
takento install achainbeginswith a requestthatchecksthe
c-core's currentwork load andresources(e.g., its buffers,
CPUcycles,etc.),andif af�rmati ve,createsahandlerchain
by installing suitablehandlerrepresentationson g- andc-
cores. The aforementioneddatatransfermodulehandles
packet transfersbetweenthe two cores. Anotheroption is
to createanew sub-channelfor analreadyestablishedcom-
municationchannel,wherea subscribersimply providesa
new handler, which is thenusedto installanadditionalhan-
dlerchainacrosssuitableg- andc-coresassociatedwith the
samecommunicationlinks.

Sincehandlersprocessapplication-level messages,the
C-CORE executionenvironmentimplementsbasicprotocol
processingfunctionality, including messagefragmentation
andreassemblyandin our currentimplementation,a vari-
antof reliableUDPrunningononeof theIXP microengines
doesmessagefragmentationand reassembly. In addition,
C-CORE maintainsinformation aboutthe type and struc-
tureof application-level messages,usinganef�cient binary
messageformatdevelopedin our previousresearch[3]. In
ongoingwork, we arealsoconsideringbinary XML mes-
sageformats. In any case,C-CORE provides suf�cient
functionality to essentiallymake c-cores̀ message-aware',
by maintainingmessageformat informationpassedby the
datasourceto theC-CORE duringchannelcreationandthen
usingsuchinformationfor messageassemblyandfor allow-
ing handlersto interpretmessagecontents.We notethatC-
CORE only assemblesthosemessagesto whichapplication-
level handlersmustbeapplied,therebyavoidingsuchover-
headsfor otherdata�o wing througha c-core.



Dealingwith heterogeneity. Sinceg- andc-coresareopti-
mizedfor computationalvs. communicationtasks,we sim-
ilarly separatethe handlersexecutedby publish/subscribe
middleware into computation-vs. communication-centric
codefragments.Our currentwork manuallyidenti�es the
natureof handlers,relying on developersto determinepos-
siblehandlerexecutionsites.[7] describesautomaticmeth-
ods for determiningwhethercertainhandlersare suitable
for c-core execution, at minimum involving assessments
of handlerresourcesrequirementsand correspondingre-
sourceavailabilities on c-cores. Our future work will de-
velop compiler-basedtechniquesto dynamicallygenerate
handlersanddeterminetheir appropriateexecutionsites.

Handler and data formats. Our previous work [8]
has developed the basic functionality neededto repre-
sent application-provided code on c-cores, describedas
streamhandlers, and to ef�ciently describethe structure
of application-level messagesvia message formats. This
paperusesstreamhandlersandmessageformatsfrom [8],
but extendsthatfunctionalityby (1) providing theability to
hot-swapstreamhandlers,(2) implementinganexplicit rep-
resentationfor thechainsof handlersappliedto theend-to-
endstreamdatapathacrossg- andc-cores,termedservice
paths, and(3) realizingdatastructuresthat explicitly rep-
resentthedifferentmessageformatsusedby handlers.The
ideaof (3) is to permitasinglehandlerto processmessages
with differing formats.

C-CORE relies on information aboutmessageformats
embeddedin application-level messages.Theseformats
specify data size and layout, offsets, and sizes of the
application-leveldata�elds thatcomprisethedataunit. The
actionsappliedto a messagearedeterminedby a combina-
tion of dataformat and network-level information, which
is maintainedin a format cache,usedby handlersto ac-
cessspeci�c data�elds. Streamhandlersareusedto imple-
mentC-CORE 's operatorsappliedto informationstreams.
By dynamicallydeploying operatorsacrossg- andc-cores
andby chainingandcon�guring them,we constructlinked
servicepaths,describedby executioncontexts thatexecute
operatorsandtheformatsof streamdataacceptedby oper-
ators.

Dynamic resource management and recon�guration.
The resourcemanageron the c-coremonitorscurrentre-
sourceusageandavailability. On g-cores,middlewaredis-
covers all c-coresand their statesthroughqueryingthem
for their currentresourceavailabilities andusage.We ex-
pectthis functionality to balanceanddynamicallyreassign
workloadacrossdifferentc-cores.Dynamicassignmentcan
involveruntimecodegenerationandspecialization.TheC-
CORE executionenvironmentsupportsthisby enablingrun-
time handlercon�guration andhot-swapping. This paper
usesthesecapabilitiesto bettermatchthebehavior andper-
formanceof c-corehandlersto currentapplicationneeds.

An effective way to improve the performance of
resource-limitedc-coresis to dynamicallyspecializemes-
sagehandlers. Speci�cally, considera genericdeployed
handler. Sucha handlermustreadinformationaboutdata
formatsand/orthecurrentparametersto be usedwhenin-
terpretingapplication-level datafrom memory. However, if
the handleris going to operateon someparticularstream
with �x edparameters,thehandlermanagercanrewrite the
handlerswith thestreamformatandparameterinformation
hardcodedin its implementation.Alternatively, formatand
parameterinformationcanbecachedin processorregisters.
Experimentsshow that suchspecializationhassubstantial
bene�ts for computationallyintensivestreamhandlers.

4. Implementation

Our prototypeimplementationof theC-CORE architec-
tureusesa Linux hostto representa g-cores,andIXP2400
networkprocessors[10] to representac-core,bothintercon-
nectedvia a dedicatedPCI interface. The 8 microengines
availableontheIXP2400providetheC-CORE architectures
processingcontextsandruneitherdedicatedcomponentsof
theexecutionenvironmentlike messagefragmentationand
reassemblyor provideprocessingcontextsavailablefor ex-
ecutingmiddleware-providedstreamhandlers.TheXScale
coreon the IXP runscontrol andinitialization operations,
facilitatesdatatransfersacrossthe PCI interface,andper-
formsc-corerecon�guration(e.g.,deploymentof new han-
dlers on the c-core). As shown in Figure 2, all 8 micro-
enginesareassignedto differenttasks,abletowork in paral-
lel on differentmessagestreamsand/orin a pipelinedfash-
ion for asinglestream.In ourcurrentimplementation,four
microenginesremainavailableto executehandlersorchains
of handlerson application-level messages.We expect fu-
ture c-coresto have additionalexecutionenginesavailable
for application-level processingtasks.

The remainderof this sectiondescribestheelementsof
our implementationneededto help explain and motivate
the experimentalresultspresentedin Section5, including
(1) how we describethestructureof application-level mes-
sagesandhow handlersaccessmessagesandusesuchstruc-
tureinformationand(2) how handlersarechainedto enable
morecomplex operationsonmessagecontents.(3) We also
describetheimplementationof handlerhot-swapping.
Understanding application-level messages.In order to
enablethe associationof handlerswith application-level
messages,we rely on (1) IP headerinformation and se-
quencenumbersto assemblethemessage,(2) thePBIO [3]
representationof thebinarymessagedataformat to under-
standmessagelayout in memory, and (3) uniquestream
identi�ers. The streamidenti�er representsa combination
of source-destinationaddresspair andport numberandthe
PBIO format id. This triple is usedto classifyapplication-



level messages.Basedon classi�cationoutcome,messages
maybetransferredto theg-core,or they maybequeuedto
a queuecorrespondingto the format id for additionalpro-
cessingon othermicroengines.Therearedifferentqueues
for different format ids, anda particularhandlerpicks up
messagesfrom thequeuecorrespondingto theformatiden-
ti�er onwhich it is operating.
Handlers and their executionenvir onment. Handlersare
speci�ed in microcodeobjectformat (.uof), which hasthe
capabilityto representmultipleprocessingcontextsandalso
hasinformationaboutwhich processingcontext shouldbe
run on which microengine.The loaderreadsthis informa-
tion fromthehandlerheaderandcopiesthespeci�c contexts
to theirrespectivemicroengines'instructionmemories.The
currentimplementationof C-CORE assumesthat handlers
areprovidedby theuppermiddlewarelayersor sentby sub-
scribers(clients),as precompiledbinary executables.We
arenow extendingC-CORE with a dynamiccodegenera-
tion mechanismto recognizehandlersprovided by clients
in somehigher level language(e.g., MicroengineC) and
dynamicallycall theappropriatecompilerto generateexe-
cutablecode.
Pipelined implementation of handler chains. Represent-
ing more complex application-level processingactionsas
setsof chainedhandlersenablesusto split theexecutionof
time-consumingprocessingacrossmultiple microengines,
to gain pipeline parallelism,and to prevent any one exe-
cutioncontext from becominga bottleneck.The C-CORE

pipelineimplementationusesnon-copying messagequeue-
ing betweendifferentpipelinestagesandimplementsanef-
�cient handoff protocol.
Processingdeploymenton IXP. In ordertodeploy astream
handler, C-CORE relieson runtimeresourcemanagement
andon informationprovidedwith thehandler, to determine
correctandsuitablehandlerdeployment.If thestreamhan-
dler is to be deployed on a speci�c context on the c-core,
the handlermanager(the XScalein this case)initiatesthe
recon�guration,mapsthehandlerto theappropriatemicro-
engine(s),copiesthe handlercodeto its instructionmem-
ory, initializes the correspondingstateanddatapaths,and
kick-startsthe`new' microengine(pipeline).
Dynamic recon�guration thr ough hot-swapping. In or-
der to best utilize resourcesand match current applica-
tion needsandplatformresources,handlersneedto bede-
ployed andcon�gured dynamically(hot-swappingof han-
dlers). This canbe initiated in responseto changesin sys-
tem resourcesor in enduserinterests. Simple recon�gu-
rationsinvolve changesto streamhandlerparameters,such
aschangingtheselectioncriteria in a selectqueryhandler.
More complex con�gurationsinvolve hot-swappingstream
handlers,including to addresslimitations in the amount
of instructionmemoryin themicroengines.Hot-swapping
of handlercodeis alsorequiredfor handlerspecialization
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Figure 3. A) Querythroughputon g-corevs. c-core,and
B) Processingtime of variouspipelinestages

wherea handleris redesignedto specializeit for its current
executionenvironmentandredeployedin placeof its older
version. Automatic handlerspecialization,basedon run-
time monitoringasin otherspecializationsystemshasnot
yetbeenimplemented.

The currentimplementationof hot-swappingkeepsone
of the microenginesin idle state,while othersareusedto
run handlers. During hot-swapping, the new handler is
loadedonto the idle microengineand then the control is
switchedfrom theold microengineto thenew one.Theidle
microengineis startedwhile theold microengineis stopped
andbecomesthe idle microengineto beusedfor next hot-
swap. This implies that the actualdowntime for handler
processingis equivalent to the costsof stoppingone mi-
croengineandstartingthe otherone. Measurementsshow
thatthiscanbedonein about30microsecondsascompared
to around400microsecondswhenthesamemicroengineis
stopped,new handlercodeis loadedandthenrestarted.The
drawbackof this methodis thatoneof theIXP2400micro-
enginesmustbekeptidle for hot-swapping.

5. Evaluation

We next presentan experimentalanalysisof the proto-
typeC-CORE implementationon Linux hostsandtheir at-
tachedIXP2400s.Theexperimentaltestbedis comprisedof
8 Dell Poweredge2650Machines(4 Xeon2.8 GHz each),
eachhaving one IXP2400 (Radisys' ENP2611board)at-
tachedto it via a PCI interface. IXPs are interconnected
via a Gigabit LAN. Resultsdemonstratethe importance
andfeasibilityof enablingtheexecutionof application-level
datamanipulationson c-cores.They alsoanalyzethepro-
cessingcostsandspeci�c bene�ts derived from the c-core
executionof selecthandlersrepresentingcommonlyused



publish/subscribeservices.
Feasibility of handler execution. The �rst setof experi-
mentsevaluatesthec-core's ability to executemiddleware-
providedhandlers.Our evaluationusesan implementation
of `continualdatabasequeries'[11], comparingits perfor-
mancewith a correspondingg-corebasedimplementation.
Queriesimplementedby operatorsareappliedto streaming
data in order to createcustomized/personalizedrepresen-
tationsof that streamfor different clients. The operators
evaluatedare the databaseoperators(i.e., select,project,
join) usedin publish/subscribeinfrastructureslike IBM' s
Gryphon[21] product. The following speci�c testcaseis
used.

Two publishersgeneratedatastreamsandsendthemto
asinglebroker. In addition,two subscriberssubmitqueries
to the broker, one query doing select/projecton individ-
ual streamsandthe otherdoing join operationon the two
streams. Total threesub-streamsare generated,two cor-
respondingto individual streamsandthe third is join sub-
stream. In the c-corebasedimplementation,the broker's
g-corereceivesthequeryhandlerfrom a subscriberandde-
ploys it on the c-core. The queryoperatorsareappliedto
datastreamsthat carry datafrom the operationalinforma-
tion systemof an airline (see [13] for moredetail on that
application).Thesedatastreamsaredirectly sentto thec-
corevia its gigabit links. Similarly, the sub-streamspro-
ducedby thec-corearedirectlysent,via its outputlinks, to
the subscribersthat desirethem. On the c-core,operators
are executedin pipelinedfashion. In comparison,the g-
coreimplementationdeploysqueryoperatorsontheg-core,
usinga multithreadedapproach,wherethe samemessage
streamsareprocessedwith thesameselect,project,andjoin
operatorsasthoseusedin thec-corescenario.

A representative query for stream A is as fol-
lows: selectpassengerList, mealPreferencefrom A where
A.source=”Atlanta” AND A.destination=”Paris” AND
A.departTime=”20:40 pm”. Note thatqueryoperatorscan
substantiallydiffer in complexity, where complexity not
only derivesfrom thenumberof conditionstestedandeval-
uated,but alsofrom thenumberof differentmessage�elds
accessed,thesizesof such�elds, andthesizesof themes-
sagescreatedfor outputsub-streams.

The experimentshown in Figure3.A comparesthe ex-
ecutionof a setof thesequerieson c- vs. g-core. The re-
sults shown are the attainedthroughputfor c-coreand g-
corefor differentquerycomplexities. We observe that for
all datasizes,thec-coreis capableof delivering improved
throughputlevelscomparedto thehost. Note that the rea-
sonsfor theseimprovementsarecomplex, involving both
the innatedifferencesin hardwarestructuresandcapabili-
tiesong- vs. c-coresandthegeneralvs. specializednature
of g- vs. c-coreexecutionenvironments,in thecritical data
pathinvolving an entireLinux OS on the g-corevs. min-

imal runtimesupporton c-cores.Additional resultson the
IXP'scapabilitiesto executeselectedapplication-levelhan-
dlersappearin [7].

Ability to deploy handler chains. We next analyzethe
ability of constructinganddeploying querychainson the
IXP c-core.

Figure 3.B presentstime in terms of the processing
cycles required by different componentsof the applica-
tion, and by different query handlers(for different mes-
sagesizes). We observe that queryoperationscanbe ex-
ecutedin approximatelythesameamountof timeasthere-
ceive operationfor output datastreamsof the samesize.
This demonstratesthat the c-coreis capableof supporting
chainedqueries.Moreover, we canhypothesizefrom these
resultsthatwhenoperatorsreducetheamountsof datapro-
ducedvs. received(e.g.,a sub-streamcontainsa subsetof
theinformationcontainedin thearrival stream),similarper-
formanceresultswill be attained.We notethat of course,
by executingstreamprocessingon thec-core,theg-coreis
freedto carryoutotherapplication-level tasks.

We next determinethe limits to which theIXP2400can
sustainqueryprocessingby increasingstreamthroughput.
The casemeasuredconstitutesa worst casein that it does
not reducethe size of outputcomparedto input data(us-
ing 600 byte messages).Table1 shows that the IXP2400
cansustaincloseto 350Mbpsof throughput.Beyondthat,
packet dropsbecomesigni�cant. We expectto be ableto
sustainhigher levels of throughputfor queriesthat lead
to reducedsizeoutputstreams(approximatinglink rates).
Measurementsalso show the overheadsincurredin query
execution.In fact,overheadsincreaseastheinputspeedin-
creasesbecauseof memoryandother resourcecontention
issues.Pleasenotethat theoutputthroughputis morethan
theinputthroughputin somecases.Thisis becausewesend
two inputstreams(of 100000packetseach)but outputthree
sub-streams,two correspondingto the individual streams
andthe third sub-streamasa resultof a join queryopera-
tion on thetwo streams.

Scalabledata distribution services. Multicastprotocols
aresimilar to publish/subscribemiddleware in naturedue
to their one-to-many semantics.We have implementedan
application-levelmulticastserviceusingthearchitecturede-
scribedin this paper. Theserviceimplementssubscription
channelsby building an application-level multicast over-
lay. Speci�cally, the C-CORE environmenton the g-core
of the broker hostbuilds a multicasttableandpassesit to
thec-core.This tableis thensharedwith themicroengines
executingthe multicasthandler. Messagesareassembled,
classi�ed into streams,andpassedto themulticasthandler,
which forwardsthemto everyaddressin thedestinationta-
ble. The implementationof the multicastservicesis de-
scribedin greaterdetail in [18].



I/P Thrput O/PThrput Overhead(usec) pktssent pktsprocessed pktsdropped
200Mbps 200Mbps 31 200000 255000 0
350Mbps 350Mbps 32 200000 230000 20000
495Mbps 450Mbps 35 200000 160000 80000
695Mbps 450Mbps 50 200000 160000 105000

Table 1. Querythroughputandoverheadcalculationfor variousinputstreamspeedson theIXP2400.

I/P Rate O/PRate TimeperPkt I/P pkts O/Ppkts droppedpkts
50Mbps 250Mbps 1.6usec 100000 500000 0
100Mbps 500Mbps 16.4usec 100000 500000 0
150Mbps 750Mbps 39.8usec 100000 500000 0
200Mbps 1000Mbps 42.8usec 100000 469246 6150

Table 2. Multicastthroughputandoverheadcalculationfor 5 destinationson theIXP2400.

The next set of measurementsevaluatesthe limits to
which the IXP2400 can sustainmulticastthroughput(for
5 destinations)asinput speedis increased.Table2 shows
thattheIXP2400cansustainapproximately1 Gbpsof out-
put rate (5 destinations)without droppingpackets,which
is the IXP's line rate. Pleasenote that the droppedpack-
etsaretheinput packets.Theconclusionis that this c-core
cansustainalmost1 Gbpsspeedfor application-level mul-
ticasting. Furtherexperimentsareneededto evaluatemul-
ticast combinedwith customizationoperationsfor this c-
core. Additional resultscomparingthe ability of the IXP
c-coreto enabledatadistributionservicesto thegeneralpur-
posehost,demonstratethat thec-coreimplementationcan
sustainthroughputlevels as the numberof destinationin-
creases,while with theg-coreimplementationperformance
rapidlydegrades.

Effects of handler specialization. Our �nal measure-
mentsdemonstratetheimportanceof dynamichandlerspe-
cialization. Table3 shows thespecializedhandler's (com-
paredto Table1) performancewhenthestreamformatand
query parametersare hardcodedinto its implementation.
Clearly, the specializedhandlercan sustainmuch higher
throughput(closerto 700 Mbps). This is becausewe are
avoiding readingformat andparametersinformation from
memoryfor everymessage,therebyalsoreducingpotential
memorybuscontentionfor othermemoryaccesses.Having
demonstratedthe importanceof this functionality, we are
now building amechanismto cachestreamformatandhan-
dler parameters,avoiding memoryreadsandtakingadvan-
tageof the improved performanceof specializedmessage
handlers.

6. RelatedWork

The work presentedin this paperbuilds on our previ-
ousresearchto createintegratedplatformsof hostsandat-

tachednetwork processors(NPs),soasto enabletheexecu-
tion of application-speci�cservicesontotheprogrammable
NP andcloserto thenetwork [7]. Theprogrammabilityof
network processorshasbeenwidely exploited in both in-
dustryandacademia,for deliveringmore�e xible network-
andapplication-level services[9, 19]. Our currentwork as-
sumesthattheseintegratedhost-NPplatformsexemplify fu-
tureheterogeneous,multi-coresystems.

The utility of executing compositions of various
protocol-vs. application-level actionsin differentprocess-
ing context is alreadywidely acknowledged.Examplesin-
cludesplittingtheTCP/IPstackacrossgeneralpurposepro-
cessorsand dedicatednetwork devices, such as network
processors,FPGA-basedline cards,or dedicatedproces-
sors in SMP systems[2, 17], or splitting the application
stackaswith content-basedloadbalancingfor anhttpserver
or for ef�cient implementationsof mediaservices. Simi-
larly, in moderninterconnectiontechnologies,thenetwork
interfacesrepresentseparateprocessingcontexts with ca-
pabilitiesfor protocoloff-load, direct dataplacement,and
OS-bypass[12, 20]. In addition to its focus on multi-
coreplatforms,our work differs from theseefforts by en-
ablingandevaluatingthejoint executionof networkingand
application-level operationson communicationshardware,
therebydeliveringadditionalbene�ts to applications.

Finally, the servicestargeted by the architecturede-
scribedin this paperarethoseof publish/subscribemiddle-
waresystems,suchasthosedescribedin [15, 21]. However,
theC-CORE architectureis suf�ciently generalto apply to
a wide rangeof distributed or Grid applicationsthat rely
on theability of underlyingmiddlewareto deliver anddis-
tribute`useful' datato selectnodesin theapplicationover-
lay, andto transformtheapplicationdatastream̀ in-transit'.



I/P Thrput O/PThrput Overhead(usec) pktssent pktsprocessed pktsdropped
330Mbps 445Mbps 15 200000 279000 0
495Mbps 705Mbps 11 200000 275000 2000
695Mbps 705Mbps 12 200000 240000 6000
830Mbps 701Mbps 12 200000 203000 10000

Table 3. Querythroughputandoverheadcalculationfor aspecializedhandler.

7. Conclusionsand Future Work

The goal of theC-CORE softwarearchitectureis to ef-
�ciently exploit thecommunicationcoresof futurehetero-
geneousmulti-coresystems.The architectureis shown to
offer improvedlevelsof performancefor applicationswrit-
ten with publish/subscribemiddleware comparedto solu-
tions that usestandardprocessorsand operatingsystems.
Improvementsareattainedby permittingmiddlewareto run
application-speci�cfunctionson c-cores,as single client-
providedhandlersor ascomplex handlersrealizedaspro-
cessingpipelines. Ef�cient implementationsof continual
databasequeriesandof application-level multicastareused
to evaluatethearchitecture.

TheC-CORE softwarearchitectureis not yet complete.
Still beingimplementedare(1) themechanismto dynami-
cally characterizeahandlerascomputationvs. communica-
tion centricand(2) themechanismto safelyexecuteclient-
provided handlerson c-cores. Further, our currentimple-
mentationis integratedwith publish/subscribemiddleware,
but it is now beinggeneralizedto work with awidervariety
of information�o w middlewareandapplications.

There is signi�cant security risk in permitting client-
providedhandlersto run in thecommunicationcore.While
generalpurposehostsoffer ef�cient hardwaretechniquesto
addressthis issue,the IXP2400usedin this work doesnot
have thehardwareneededfor full isolationacrossdifferent
processingcontexts. The implementationof isolation for
handlersandfor thestatethey useis an importanttopic of
futureresearch.
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