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Abstract

Recenthardware advancesre creating multi-core sys-
tems with heteogeneousfunctionality This paper ex-
ploreshowapplicationsandmiddlevare canutilize systems
comprisedf processos specializedor communicatiorvs.
computationatasks. The C-CORE executionervironment
enablesapplications,through middlevare and underlying
systenfunctionality to utilize boththecomputationatapa-
bilities of genemal purposeCPUsandthe high performance
communicatiorhardware provided by specializedcommu-
nication processos. Sud future hetepgeneouanulti-core
hardware is emulatedby attaching a representativenet-
work processor Intel's IXP2400processor to a geneal
purposeCPU via a dedicatedinterconnect. For this plat-
form, C-CORE providesabstactionsto representan appli-
cation's communicatioractions,to efciently couplesud
actionswith application-levelcomputationsandto dynam-
ically createandcon guretheplatform-resident chains' of
computationahndcommunicatioractionsusedby applica-
tions. C-CORE's functionalityis evaluatedwith representa-
tive, communication-intensivapplications.Measuements
onour experimentaplatformestablishtheperformancead-
vantagesaffordedto applicationsby C-CORE.

1. Intr oduction

Large-scaledistributed applications increasingly use
middlewareto ef ciently utilize underlyingsystems'‘com-
putationaland communicationservices. Middleware, in
turn, dynamicallydeploys processingalongthe datapaths
of application-leel overlays[16]. Processingangesfrom
simple datarouting and forwarding, to the booleanfunc-
tions carriedout in distributed publish/subscribg21] in-
frastructuresto application-speci cactionsthat manipu-
late, transform,aggreyate,and/ordistribute informationon
setsof source-to-sinkpaths. For instance,in commercial
applicationdik e the operationainformationsystemsused

by airlines[13], middlewvare servicesexecutesimple busi-
nessrulesto transformand route businesseventsbetween
the compaly's centralprocessingsite andremotesiteslike
airport terminalsor baggageagents. In distributed scien-
tic collaborationsscientistsrely on middleware services
to monitorandsteemremoteexperimentsaccessinghesub-
setsof experiments'outputsrelevantto their currentinter-
ests,at levels of detail appropriatefor their local platforms
(e.g.,PCsvs. high endworkstations)or their communica-
tion resourcege.g.,availablenetwork bandwidth).An im-
portantattribute of all suchapplicationds thatthey exhibit
substantialdynamicsin termsof datasourcesand clients,
platform resourcesor end-userinterests;this meansthat
overlaysandoverlay servicesnustbe constructedgon g-
ured,andtunedat runtime.

Our researchgoal is to improve systems' abilities
to deliver high performancecommunicationservicesto
application-leel overlay services. We leveragecurrent
hardwaretrendg4, 6], whichindicatethatfutureprocessors
will be multi-core systemscomprisedof mary processing
cores(processorspn the samechip. Moreover, therewill
bebothhomogeneouflike SMPsbut moretightly coupled)
andheterogeneousiulti-coresystemsthe latter consisting
of differentcoresoptimizedfor differentpurposesOneex-
ampleis IBM' s cell processof4], which hascoresspecial-
ized for gamingapplications. The exampleconsideredn
this paperis a multi-core platform with computationabnd
communicatiorcores,emulatedoy usinga generabpurpose
CPU with an attachedhetwork processo(NP). In particu-
lar, we areusingan|XP2400NP attachedo ageneralntel
P4 Linux hostthrougha dedicated®Cl bus.

Our approach to improving the performance of
middleware-basedpplicationsis to enablethemto “best'
usethe heterogeneougs,omputational's. communication-
centric processorspresentin underlying hardware plat-
forms. Toward this end, the C-CORE executionerviron-
mentprovidesa setof abstractiong1) to representn ap-
plication's overlay services(2) to enableapplication-leel
computationsto be executedon different cores, and (3)



to dynamicallycreateand con gure the platform-resident
“chains'of servicescomputationabndcommunicatiorac-
tions.

While the basicC-coRE model canbe appliedto ary
streamingdataapplication,in this paper C-CORE is used
with applicationsusing the publish/subscribemessaging
model[15, 21]. Supportingthis modelis particularlychal-
lenging becausef the potentialpresenceof a large num-
ber of subscribergo the sameinformation, eachof which
mayrequiredatato be customizeeforerecevingit. Cus-
tomizationis expressedwith data lters provided by sub-
scribersthat mustbe executedon messagesA speci ¢ ex-
ampleis a setof lIters that extract differentinformation
from the ight recordssuchas thosethat extract passen-
gervs. baggagevs. meal preferenceinformation. The
role of C-CORE, in this contet, is to permitmiddlevareto
constructef cient “processinghains'for application-leel
messagesndto appropriatelyand dynamicallymapsuch
chainsacrossthe computationabnd communicatiorcores
of underlyingmachineplatforms. More generally the dis-
tributedbrokers[15, 21] or overlaynetworksconstructedby
middlewaresare mappedo setsof C-CORE executionen-
vironments. Middleware functionsrealizedwith C-CORE
anddeployedacrosdistributednodesexecutefunctionality
thatincludesdatadistribution, manipulation,andtransfor
mation,betweerdatasourcesandsinks.

The technicalcontributionsof this paperare (1) the C-
CORE executionervironmentsupportingthe processingf
application-leel messagesacrossmultiple, heterogeneous
executionenginensinglemachinesandultimately, across
distributed systems{2) measurementsn a prototypehet-
erogeneousnulti-core platform that demonstratehe per
formanceadvantageslerivedfrom usingC-CcORE toimple-
mentthe communicatiorfunctionality of distributedinfor-
mation o w applicationsand(3) experimentalresultsthat
illuminate what application-l&el functionsare suitableto
run on differentcoresof future multi-core machines.The
latter goesbeyond standardbublish/subscribenessagel-
teringandforwardingfunctionality, by implementingsome
of thedatabase-ligqueryoperationgpresentn theinforma-
tion o w graphsconsideredn distributedinformation o w
applicationq11].

2. The C-corE Hardware Platform

Our goal is to createa runtime ervironment for ef-
ciently carrying out the functions executedby broker
(overlay) nodesin contentdistribution systemslike pub-
lish/subscribeor distributedinformation o ws. The novel
hardware platform being considereds comprisedof both
general purpose and specialized communication cores,
termedg- and c-cores,respectiely. G- and c-coresare
tightly coupled,ableto ef ciently accesssharedmemory

andeachc-corecaninteractwith multiple physicalnetwork
interfaces.Threeassumptionsinderliethis researchFirst,
it assumeshatg- andc-coresaretightly coupled,moreso
thancurrentcombinedhost-NParchitecturesimplying, for
example,the ability to sharecertaincacheresourcesSec-
ond, it assumeshat c-coreswill have someof the charac-
teristicsof currentnetwork processoarchitecturesspecial-
izedto efciently executecommunicatiorstacks. Third, it
is not concernedvith otherspecializeccoresin future ma-
chines suchasthosefocusedon graphicsor storagetasks.

2.1 Communication Core

c-core that is similar to those of current NPs, with
mary internal processingunits, eachindependentlypro-
grammableandwith sufcient resources$o supportasingle
communicatiorstreamatlink speedln Intel'sIXP NPs,for
instance the c-corehashardware processingunits termed
microengineghat can operatein parallel, have their own
registersandsmallamountsof programmemory andhave
sharedaccesso hierarchicallyarrangednemoriesf differ-
entspeedsTheseenginesareprogrammeduchthatoneor
moreof themcanbeallocatedfor control planeoperations,
and otherscan be allocatedfor data-planeoperations.In
addition,engineactionscanbe chainedto form processing
pipelinesthat implementmore complex messagingpera-
tions. Engineshave direct accesso high speednetwork
interfaces,with additionalhardware present(in somelXP
processordsipr specializegrocessingaskdik e encryption.

3. Using C-Coresin a Middlewar e System

This sectionpresentsan architecturethat enhanceghe
capabilities of traditional publish/subscribemiddleware,
makingit “c-coreaware', by enablingit to dynamicallycre-
ate,deploy, andcon gure c-coreprocessing.

Programmingc-coresis not a task for arbitrary appli-
cationdevelopers. Instead,aswith mathematicalibraries
supportedby FPGA coprocessorsn modern Cray ma-
chines[5], c-coreswill typically be usedwith librariesthat
implementstandarccommunicatiorfunctionality. Thecon-
tribution of our work is to go beyond suchlibrary-based
c-core usageto also enablethem to executeapplication-
speci ¢ functionality, by using middlewvare as the “me-
diator' betweenapplicationsand communicationproces-
sors. The goalis to permitc-coresto performmeaningful
application-speci actions therebypermittingapplications
to directly leveragetheir abilities to run at physical link
speedscloseto the physicalnetwork, tightly linked with
standardcommunicationprocessingactions, and utilize
hardwareoptimizedfor communicatiorprocessing14, 20]
(e.g., multiple hardware queuesdirect low lateng access
to physicalnetwork links, etc.).
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Figure 1. Architectureovervien: communication-
coreawaremiddlevaresystem.

The C-coORE software ervironment for executing
application-leel functionsoncommunicatiorcoreshastwo
main componentspne residenton the genericcomputa-
tional core (g-core),the otherresidenton the communica-
tion core (c-core). Thesetwo componentgpermit applica-
tions, via middleware, to establishpipeline-structurecets
of communicatioractionsthatspang- andc-cores.On the
g-core,suchactionsareexecutedat application-leel, using
a resenation-basedpproachto give hostsaccesso cer
tain communicationresourcesand use a specializednet-
work driver to provide what appeargo be a standardnet-
work connectiorbetweerg- vs. c-core-residentommuni-
cationactions. The remainderof this sectiondescribeghe
C-CORE environments main component®r modules the
functionalityit provides,andits programmingabstractions.

3.1 C-corE Software Ar chitecture

Figure 1 depictsthe main componentf the C-CORE
softwarearchitecture The architecturgrovidesc-coreres-
ident processingcontexts ableto run middlevare-proided
handless. Processingontextsandhandlersaremanagedy
asetof componentshatinclude:

aresouce manaer thatmonitorsthe c-coreresources
(buffers, CPU cycles, network bandwidth)used by
handlersrunning on processingcontets and reports
to the g-coreto re ect currentc-coreload; handlers
are classi ed into communication-and computation-
centricones;

a handlermanayer that controlshandlerdeployment,
implementshandlerhot-swapping,and manage$an-
dler stateinformation;and

a data transfermodulethat handlespaclet transfers
betweerg- andc-cores.

A typical setof actionscarriedout by thesecomponents
is the following. Whenthe publish/subscribeniddlevare
usedin our experimentatiorrecevesa subscriptiorrequest
from a new client, alongwith a handlerimplementingthe
subscriptions logic, middlevare can chooseto install the
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Figure 2. Architectureoverview: usinglXP2400in
ac-coreawaremiddlevaresystem.

handleron the g- or c-coresof its publish/subscrib&roker

node,or, in the more sophisticategublish/subscribenid-

dleware now being developedby our group, middlevare
can dynamically compile handlerfunctionality into some
suitablechainof primitive handlersmappedacrossboth g-

andc-coreq1]. In eithercasethe C-coRE softwarearchi-

tectures role is to supportthe dynamiccreationand man-
agemenbf suchhandlerchains. The sequencef actions
takento install achainbeginswith arequesthatcheckshe

c-cores currentwork load andresourcege.g., its buffers,

CPUcycles,etc.),andif af rmative,createsahandlerchain
by installing suitablehandlerrepresentationsn g- andc-

cores. The aforementionediatatransfermodule handles
paclet transfersbetweenthe two cores. Anotheroptionis

to createanew sub-channeior analreadyestablishedom-

municationchannelwherea subscribesimply providesa

new handlerwhichis thenusedto installanadditionalhan-
dlerchainacrosssuitableg- andc-coresassociatedvith the

samecommunicatiorinks.

Since handlersprocessapplication-l&el messagesthe
C-CORE executionervironmentimplementsasicprotocol
processindgunctionality, including messagdragmentation
andreassembhandin our currentimplementationa vari-
antof reliableUDP runningon oneof thelIXP microengines
doesmessagdragmentationrand reassembly In addition,
C-cORE maintainsinformation aboutthe type and struc-
ture of application-l&el messagesjsinganef cient binary
messagdormat developedin our previousresearcH3]. In
ongoingwork, we are also consideringbinary XML mes-
sageformats. In ary case,C-CORE provides sufcient
functionality to essentiallymake c-cores’ messagessare’,
by maintainingmessagdormat information passedy the
datasourceo theC-coRE duringchannetreatiorandthen
usingsuchinformationfor messagassemblyandfor allow-
ing handlergo interpretmessageontents We notethatC-
CORE only assemblethosemessage® which application-
level handlersmustbeapplied therebyavoiding suchover
headdor otherdata o wing throughac-core.



Dealing with heterogeneity Sinceg- andc-coresareopti-
mizedfor computational’s. communicatiortaskswe sim-
ilarly separatehe handlersexecutedby publish/subscribe
middleware into computation-vs. communication-centric
codefragments. Our currentwork manuallyidenti es the
natureof handlersrelying on developersto determingpos-
siblehandlerexecutionsites.[7] describeautomationeth-
ods for determiningwhethercertainhandlersare suitable
for c-core execution, at minimum involving assessments
of handlerresourcesequirementsand correspondinge-
sourceavailabilities on c-cores. Our future work will de-
velop compilerbasedtechniquegto dynamicallygenerate
handlersanddetermineheir appropriatesxecutionsites.

Handler and data formats. Our previous work [8]
has developed the basic functionality neededto repre-
sent application-preided code on c-cores, describedas
stream handless, and to efciently describethe structure
of application-le#el messagesia messge formats This
paperusesstreamhandlersand messagdormatsfrom [8],
but extendsthatfunctionality by (1) providing the ability to
hot-swapstreamhandlers(2) implementinganexplicit rep-
resentatiorfor the chainsof handlersappliedto the end-to-
endstreamdatapathacrossy- andc-corestermedservice
paths and (3) realizing datastructureshat explicitly rep-
resentthe differentmessagéormatsusedby handlers.The
ideaof (3) is to permitasinglehandlerto processnessages
with differing formats.

C-coRE relies on information about messagdormats
embeddedn application-l#el messages. Theseformats
specify data size and layout, offsets, and sizes of the
application-leel data elds thatcomprisehedataunit. The
actionsappliedto a messagaredeterminedyy a combina-
tion of dataformat and network-level information, which
is maintainedin a format cache,usedby handlersto ac-
cessspeci c data elds. Streamhandlersareusedto imple-
mentC-CORE 's operatorsaappliedto informationstreams.
By dynamicallydeploying operatorsacrossg- andc-cores
andby chainingandcon guring them,we constructinked
servicepaths,describedy executioncontexts thatexecute
operatorsandthe formatsof streamdataacceptedy oper
ators.

Dynamic resource management and recon guration.
The resourcemanageron the c-core monitors currentre-
sourceusageandavailability. On g-coresmiddlewaredis-
coversall c-coresand their statesthroughqueryingthem
for their currentresourceavailabilities and usage. We ex-
pectthis functionality to balanceanddynamicallyreassign
workloadacrosdifferentc-cores.Dynamicassignmentan
involve runtimecodegeneratiorandspecializationThe C-
CORE executionervironmentsupportghis by enablingrun-
time handlercon guration and hot-swapping. This paper
useghesecapabilitiesto bettermatchthebehaior andper
formanceof c-corehandlerdo currentapplicationneeds.

An effective way to improve the performance of
resource-limitect-coresis to dynamicallyspecializemes-
sagehandlers. Speci cally, considera genericdeployed
handler Sucha handlermustreadinformationaboutdata
formatsand/orthe currentparameterso be usedwhenin-
terpretingapplication-leel datafrom memory However, if
the handleris going to operateon someparticularstream
with x ed parameterghe handlermanagercanrewrite the
handlerawith the streamformatandparametemformation
hardcodedn its implementation Alternatively, formatand
parameteinformationcanbecachedn processoregisters.
Experimentsshav that suchspecializatiorhassubstantial
bene tsfor computationallyintensie streamhandlers.

4. Implementation

Our prototypeimplementatiorof the C-CORE architec-
ture usesa Linux hostto represent g-coresandIXP2400
network processorgl0] to represenac-core bothintercon-
nectedvia a dedicatedPCl interface. The 8 microengines
availableonthelXP2400providetheC-CcORE architectures
processingontexts andrun eitherdedicateccomponentsf
the executionervironmentlik e messagdéragmentatiorand
reassemblyr provide processingontexts availablefor ex-
ecutingmiddleware-pravidedstreamhandlers.The XScale
coreon the IXP runscontrol andinitialization operations,
facilitatesdatatransfersacrossthe PCl interface,and per
formsc-corerecon guration(e.g.,deploymentof new han-
dlerson the c-core). As shown in Figure 2, all 8 micro-
enginesareassignedo differenttasksableto work in paral-
lel on differentmessagstreamsand/orin a pipelinedfash-
ion for asinglestream.In our currentimplementationfour
microenginesemainavailableto executehandlersor chains
of handlerson application-l&el messagesWe expect fu-
ture c-coresto have additionalexecutionenginesavailable
for application-leel processindasks.

The remainderof this sectiondescribeghe elementf
our implementationneededto help explain and motivate
the experimentalresultspresentedn Section5, including
(1) how we describethe structureof application-leel mes-
sagesandhow handlersaaccessnessageandusesuchstruc-
tureinformationand(2) how handlersarechainedo enable
morecomple operation®n messageontents(3) We also
describegheimplementatiorof handlerhot-swapping.
Understanding application-level messages.In orderto
enablethe associationof handlerswith application-leel
messageswe rely on (1) IP headerinformation and se-
guencenumberdo assembleéhe message(2) the PBIO [3]
representationf the binary messagelataformatto under
standmessagdayout in memory and (3) unique stream
identi ers. The streamidenti er represents combination
of source-destinatioaddresgair andport numberandthe
PBIO formatid. Thistriple is usedto classifyapplication-



level messagesBasedon classi cationoutcome messages
may be transferredo the g-core,or they may be queuedo
a queuecorrespondindo the formatid for additionalpro-
cessingon othermicroengines.Therearedifferentqueues
for differentformatids, anda particularhandlerpicks up
messagefom thequeuecorrespondingo theformatiden-
ti er onwhichit is operating.

Handlers and their executionervironment. Handlersare
speci ed in microcodeobjectformat (.uof), which hasthe
capabilityto represeninultiple processingontextsandalso
hasinformationaboutwhich processingontet shouldbe
run on which microengine.The loaderreadsthis informa-
tion fromthehandletheadeandcopieghespeci ¢ contexts
to theirrespectie microenginesinstructionmemoriesThe
currentimplementatiorof C-CORE assumeshat handlers
areprovidedby theuppermiddlewarelayersor sentby sub-
scribers(clients), as precompiledbinary executables.We
arenow extendingC-coORE with a dynamiccodegenera-
tion mechanisnto recognizehandlersprovided by clients
in somehigher level language(e.g., MicroengineC) and
dynamicallycall the appropriatecompilerto generatesxe-
cutablecode.

Pipelined implementation of handler chains. Represent-
ing more complex application-leel processingactionsas
setsof chainedhandlerssnablesusto split the executionof
time-consumingprocessingacrossmultiple microengines,
to gain pipeline parallelism,and to prevent ary one exe-
cution context from becominga bottleneck. The C-CORE
pipelineimplementatiorusesnon-copying messaggueue-
ing betweerdifferentpipelinestagesandimplementsanef-
cient handof protocol.

Processingleploymenton IXP. In orderto deploy astream
handler C-cORE relies on runtime resourcemanagement
andon informationprovidedwith the handlerto determine
correctandsuitablehandlerdeployment.If the streamhan-
dler is to be deployed on a speci ¢ contect on the c-core,
the handlermanagel(the XScalein this case)initiatesthe
recon guration,mapsthe handlerto the appropriatemicro-
engine(s)copiesthe handlercodeto its instructionmem-
ory, initializes the correspondingtateand datapaths,and
kick-startsthe "new' microengingpipeline).

Dynamic recon guration thr ough hot-swapping In or-
der to bestutilize resourcesand match current applica-
tion needsandplatform resourceshandlersneedto be de-
ployed and con gured dynamically (hot-swappingof han-
dlers). This canbeinitiatedin responseo changesn sys-
tem resourcesr in end userinterests. Simple recon gu-
rationsinvolve changego streamhandlerparameterssuch
aschangingthe selectioncriteriain a selectqueryhandler
More complex con gurationsinvolve hot-swappingstream
handlers,including to addresdimitations in the amount
of instructionmemoryin the microengines Hot-swapping
of handlercodeis alsorequiredfor handlerspecialization
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wherea handleris redesignedo specializat for its current
executionervironmentandredeplyedin placeof its older
version. Automatic handlerspecialization basedon run-
time monitoringasin otherspecializatiorsystemshasnot
yetbeenimplemented.

The currentimplementatiorof hot-swappingkeepsone
of the microenginesn idle state,while othersare usedto
run handlers. During hot-swapping, the new handleris
loadedonto the idle microengineand then the control is
switchedfrom theold microengindo thenew one.Theidle
microenginds startedwhile theold microenginds stopped
andbecomeghe idle microengineto be usedfor next hot-
swap. This implies that the actualdowntime for handler
processings equialentto the costsof stoppingone mi-
croengineandstartingthe otherone. Measurementshov
thatthis canbe donein about30 microsecondascompared
to around400microsecondsvhenthe samemicroenginds
stoppednew handlercodeis loadedandthenrestartedThe
drawvbackof this methodis thatoneof the I XP2400micro-
engineganustbekeptidle for hot-swapping.

5. Evaluation

We next presentan experimentalanalysisof the proto-
type C-CORE implementatioron Linux hostsandtheir at-
tached XP2400s.Theexperimentatestbeds comprisedf
8 Dell Paveredge2650Machines(4 Xeon 2.8 GHz each),
eachhaving one IXP2400 (Radisys' ENP2611board) at-
tachedto it via a PCl interface. IXPs are interconnected
via a Gigabit LAN. Resultsdemonstratehe importance
andfeasibility of enablingtheexecutionof application-leel
datamanipulationson c-cores. They alsoanalyzethe pro-
cessingcostsandspeci ¢ bene ts derived from the c-core
executionof selecthandlersrepresentingcommonlyused



publish/subscribservices.

Feasibility of handler execution. The rst setof experi-

mentsevaluateghe c-cores ability to executemiddleware-
provided handlers.Our evaluationusesanimplementation
of “continualdatabasejueries'[11], comparingits perfor

mancewith a correspondingy-corebasedmplementation.
Queriesmplementedy operatorsareappliedto streaming
datain orderto createcustomized/personalize@presen-
tationsof that streamfor differentclients. The operators
evaluatedare the databaseoperators(i.e., select,project,

join) usedin publish/subscribénfrastructuredike IBM's

Gryphon[21] product. The following speci ¢ testcaseis

used.

Two publishersgeneratadatastreamsand sendthemto
asinglebroker. In addition,two subscribersubmitqueries
to the broker, one query doing select/projecton individ-
ual streamsandthe otherdoing join operationon the two
streams. Total three sub-streamare generatedfwo cor
respondingo individual streamsandthe third is join sub-
stream. In the c-core basedimplementation the broker's
g-corerecevvesthequeryhandlerfrom a subscribeandde-
ploys it on the c-core. The query operatorsare appliedto
datastreamghat carry datafrom the operationainforma-
tion systemof an airline (see [13] for moredetail on that
application). Thesedatastreamsaredirectly sentto the c-
corevia its gigabit links. Similarly, the sub-streamgro-
ducedby thec-corearedirectly sent,via its outputlinks, to
the subscriberghat desirethem. On the c-core,operators
are executedin pipelinedfashion. In comparisonthe g-
coreimplementatiordeploys queryoperatorontheg-core,
using a multithreadedapproachwherethe samemessage
streamareprocessedvith thesameselect project,andjoin
operatorsaasthoseusedin the c-corescenario.

A representatie query for stream A is as fol-
lows: selectpassengrList, mealPefeencefrom A whee
A.souce="Atlanta” AND A.destination="Raris” AND
A.departime="20:40 pm”. Notethatqueryoperatorcan
substantiallydiffer in compleity, where compleity not
only derivesfrom the numberof conditionstestedandeval-
uated but alsofrom the numberof differentmessageelds
accessedhe ssizesof such elds, andthe sizesof the mes-
sagesreatedor outputsub-streams.

The experimentshowvn in Figure 3.A compareghe ex-
ecutionof a setof thesequerieson c- vs. g-core. There-
sults shawvn are the attainedthroughputfor c-coreand g-
corefor differentquery compleities. We obsene that for
all datasizes,the c-coreis capableof deliveringimproved
throughputievels comparedo the host. Note thatthe rea-
sonsfor theseimprovementsare comple, involving both
the innatedifferencesn hardware structuresand capabili-
tieson g- vs. c-coresandthe generals. specializechature
of g- vs. c-coreexecutionervironmentsjn the critical data
pathinvolving an entire Linux OS on the g-corevs. min-

imal runtimesupporton c-cores.Additional resultson the
IXP's capabilitiesto executeselectedapplication-leel han-
dlersappeaiin [7].

Ability to deploy handler chains. We next analyzethe
ability of constructingand deploying query chainson the
IXP c-core.

Figure 3.B presentstime in terms of the processing
cycles required by different componentsof the applica-
tion, and by different query handlers(for different mes-
sagesizes). We obsene that query operationscan be ex-
ecutedn approximateljthe sameamountof time asthere-
ceive operationfor output datastreamsof the samesize.
This demonstratethat the c-coreis capableof supporting
chainedqueries.Moreover, we canhypothesizdrom these
resultsthatwhenoperatorgeducethe amountf datapro-
ducedvs. receved (e.g.,a sub-streantontainsa subsef
theinformationcontainedn thearrival stream) similar per
formanceresultswill be attained. We notethat of course,
by executingstreamprocessingn the c-core,the g-coreis
freedto carryout otherapplication-leel tasks.

We next determinethe limits to which the IXP2400can
sustainquery processinddy increasingstreamthroughput.
The casemeasuredtonstitutesa worst casein thatit does
not reducethe size of outputcomparedo input data(us-
ing 600 byte messages)Table 1 shows that the IXP2400
cansustaincloseto 350 Mbps of throughput.Beyondthat,
paclet dropsbecomesigni cant. We expectto be ableto
sustainhigher levels of throughputfor queriesthat lead
to reducedsize output streamgapproximatinglink rates).
Measurementslso shav the overheadsncurredin query
execution.In fact,overheadsncreasestheinputspeedn-
creasedecausef memoryand otherresourcecontention
issues.Pleasenotethatthe outputthroughputis morethan
theinputthroughpuin somecasesThisis becauseve send
two input streamgof 100000pacletseach)out outputthree
sub-streamstwo correspondingo the individual streams
andthe third sub-streanasa resultof a join queryopera-
tion onthetwo streams.

Scalabledata distrib ution serwvices. Multicast protocols
are similar to publish/subscribeniddlevarein naturedue
to their one-to-magy semantics.We have implementedan
application-leelmulticastserviceusingthearchitecturele-
scribedin this paper The serviceimplementssubscription
channelsby building an application-l&el multicast over-
lay. Speci cally, the C-CORE ervironmenton the g-core
of the broker hostbuilds a multicasttableand passest to
the c-core. This tableis thensharedwith the microengines
executingthe multicasthandler Messagesreassembled,
classi edinto streamsandpassedo the multicasthandler
which forwardsthemto every address$n the destinatiorta-
ble. The implementationof the multicastservicesis de-
scribedin greaterdetailin [18].



I/P Thrput | O/PThrput | Overhead(usec) pktssent | pktsprocessed pktsdropped
200Mbps | 200Mbps 31 200000 255000 0
350Mbps | 350Mbps 32 200000 230000 20000
495Mbps | 450Mbps 35 200000 160000 80000
695Mbps | 450Mbps 50 200000 160000 105000

Table 1. Querythroughputandoverheactalculationfor variousinput streamspeed®n the IXP2400.

I/PRate | O/PRate | TimeperPkt | I/P pkts | O/Ppkts | droppedokts
50Mbps | 250Mbps 1.6usec 100000 | 500000 0
100Mbps | 500Mbps 16.4usec | 100000| 500000 0
150Mbps | 750Mbps 39.8usec | 100000| 500000 0
200Mbps | 1000Mbps | 42.8usec | 100000 | 469246 6150

Table 2. Multicastthroughputandoverheacdcalculationfor 5 destination®n the IXP2400.

The next set of measurementsvaluatesthe limits to
which the IXP2400 can sustainmulticastthroughput(for
5 destinationshsinput speedis increased.Table 2 shavs
thatthe IXP2400cansustainapproximatelyl Gbpsof out-
put rate (5 destinations)without dropping packets, which
is the IXP's line rate. Pleasenote that the droppedpack-
etsaretheinput paclets. The conclusioris thatthis c-core
cansustainalmost1l Gbpsspeedor application-leel mul-
ticasting. Furtherexperimentsare neededo evaluatemul-
ticast combinedwith customizationoperationsfor this c-
core. Additional resultscomparingthe ability of the IXP
c-coreto enabledatadistributionservicego thegenerapur-
posehost,demonstratehat the c-coreimplementatiorcan
sustainthroughputlevels as the numberof destinationin-
creasesyhile with the g-coreimplementatiorperformance
rapidly degrades.

Effects of handler specialization. Our nal measure-
mentsdemonstratéheimportanceof dynamichandlerspe-
cialization. Table 3 shaws the specializechandlers (com-
paredto Tablel) performancavhenthe streamformatand
qguery parametersare hardcodednto its implementation.
Clearly, the specializedhandlercan sustainmuch higher
throughput(closerto 700 Mbps). This is becausewne are
avoiding readingformat and parametersnformation from
memoryfor every messagetherebyalsoreducingpotential
memorybuscontentiorfor othermemoryaccesseddaving
demonstratedhe importanceof this functionality, we are
now building amechanismo cachestreamformatandhan-
dler parametersavoiding memoryreadsandtaking advan-
tageof the improved performanceof specializednessage
handlers.

6. Related Work

The work presentedn this paperbuilds on our previ-
ousresearcho createintegratedplatformsof hostsandat-

tachedhetwork processorgNPs),soasto enablethe execu-
tion of application-speci cserviceontothe programmable
NP andcloserto the network [7]. The programmabilityof
network processorhasbeenwidely exploited in both in-
dustryandacademiafor deliveringmore e xible network-
andapplication-leel serviceq9, 19]. Our currentwork as-
sumeghatthesentegratechost-NPplatformsexemplify fu-
ture heterogeneousulti-coresystems.

The utility of executing compositions of various
protocol-vs. application-leel actionsin differentprocess-
ing context is alreadywidely acknavledged.Examplesn-
cludesplittingthe TCP/IPstackacrosggenerapurposeoro-
cessorsand dedicatednetwork devices, such as network
processorsFPGA-basedine cards,or dedicatedproces-
sorsin SMP systems[2, 17], or splitting the application
stackaswith content-baselbadbalancingor anhttp sener
or for efcient implementation®f mediaservices. Simi-
larly, in moderninterconnectiortechnologiesthe network
interfacesrepresentseparatgrocessingcontexts with ca-
pabilitiesfor protocoloff-load, direct dataplacementand
OS-bypasq12, 20]. In addition to its focus on multi-
core platforms,our work differs from theseefforts by en-
ablingandevaluatingthejoint executionof networkingand
application-leel operationson communicationdardware,
therebydeliveringadditionalbene tsto applications.

Finally, the servicestargeted by the architecturede-
scribedin this paperarethoseof publish/subscribeniddle-
waresystemssuchasthosedescribedn [15, 21]. However,
the C-cORE architecturds sufciently generalto applyto
a wide rangeof distributed or Grid applicationsthat rely
on the ability of underlyingmiddlewvareto deliver anddis-
tribute “useful' datato selectnodesin the applicationover-
lay, andto transformtheapplicationdatastream'in-transit'.



I/P Thrput | O/PThrput | Overhead(usec) pktssent | pktsprocessed pktsdropped
330Mbps | 445Mbps 15 200000 279000 0
495Mbps | 705Mbps 11 200000 275000 2000
695Mbps | 705Mbps 12 200000 240000 6000
830Mbps | 701Mbps 12 200000 203000 10000

Table 3. Querythroughputandoverheactalculationfor aspecializechandler

7. Conclusionsand Futur e Work

The goal of the C-cORE softwarearchitecturds to ef-
ciently exploit the communicatiorcoresof future hetero-
geneougnulti-core systems.The architecturds shavn to
offer improvedlevelsof performancdor applicationswrit-
ten with publish/subscribeniddlevare comparedo solu-
tions that use standardprocessor@and operatingsystems.
Improvementsareattainedby permittingmiddlewareto run
application-speci cfunctionson c-cores,as single client-
provided handlersor ascomplex handlersrealizedas pro-
cessingpipelines. Ef cient implementationf continual
databasgueriesandof application-l&el multicastareused
to evaluatethearchitecture.

The C-CcORE softwarearchitecturds not yet complete.
Still beingimplementecdare (1) the mechanisnto dynami-
cally characterize handlerascomputatiornvs. communica-
tion centricand(2) the mechanisnio safelyexecuteclient-
provided handlerson c-cores. Further our currentimple-
mentationis integratedwith publish/subscribeniddlewvare,
but it is now beinggeneralizedo work with awider variety
of information o w middlevareandapplications.

Thereis signi cant security risk in permitting client-
providedhandlergo runin the communicatiorcore. While
generapurposehostsoffer ef cient hardwaretechniqueso
addresghis issue,the IXP2400usedin this work doesnot
have the hardwareneededor full isolationacrosdifferent
processingcontets. The implementationof isolation for
handlersandfor the statethey useis animportanttopic of
futureresearch.
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