Composite schemes

* Fix a symmetric encryption scheme and a
message authentication code

* There are several ways to use them together
1. Encrypt-and-MAC
2. MAC-then-Encrypt
3. Encrypt-then-MAC

» If the components are secure, are the
composite schemes secure (provide privacy and
integrity)?

Another (stronger) security definition for MACs

Fix MN=(K,MAC,VF)
Run K to get K

For an adversary A consider an experiment Expﬁ‘f""""(A)

_IMAC (K,
#A > VF'(K”)
M,lTag

Return 1 iff VF(K,M,Tag)=1 and Tag was never returned by the
signing oracle as an answer to a query M.

The uf-cma advantage of A is defined as
Ad‘;ﬁf*unu (A) — Pr [EX];?}-‘[FC"‘H(A> _ 1]

Claim. SUF-CMA = UF-CMA
Conjecture. Most of known UF-CMA secure MACs are also SUF-CMA

Encrypt-and-MAC

¢ Fix a symmetric encryption scheme SE = (%, E,D)
and a MAC MAC = (%, T, V)

» Consider a symmetric encryption scheme EaM = (X, E,D)

Algorithm X Algorithm ?< KoKy (M) | Algorithm ﬁ< Ke ki) (C)
K, & % C' + Ex (M) Parse C as C'||7
K, 3 %, T Tk, (M) M + D, (C")

C+ O v Vi, (M, 1)

Ret K., K,
urn (Ko, Kin) Return C If v=1, return M

else return .

Theorem1l. There exist an IND-CPA SE and SUF-CMA
MAC s.t. EaM constructed as above is NOT IND-CPA
secure.

MAC-then-Encrypt

¢ Fix a symmetric encryption scheme SE = (%, Z,D)

and a MAC MAC = (%, T, V)

» Consider a symmetric encryption scheme M(E = (X, E, D)

Algorithm X Algorithm &k, k(M) | Algorithm Dy, x,.y(C)
K«i% T Ti,, (M) M’ « Dg.(C)
Kp & %, C « Ex (M) Parse M' as M|t

Return C v Vi, (M, 1)
If v =1, return M
else return L.

Return (K., K,;,)

Theorem?2. There exist an IND-CPA SE and SUF-CMA
MAC s.t. MtE constructed as above is NOT IND-CCA
secure.




Encrypt-then-MAC !

¢ Fix a symmetric encryption scheme SE = (%, E,D)
and a MAC MAC = (%, T, V)

¢ Consider a symmetric encryption scheme Em = (%, E,D)

Algorithm X Algorithm &k, k., (M) | Algorithm Dy, «,,)(C)
K& x C' &g, (M) Parse C as C'||7'
Kp & %, ™+ T, (C") M « Dk, (C")
n o\ )
Return (K, K,,) O« dr v Vi, (C',7)
Return C' If v=1, return M

else return L.

Theorem3. For every IND-CPA SE and SUF-CMA MAC,
EtM constructed as above is IND-CPA, INT-CTXT and IND-
CCA secure.

Proof. We will show that for every adversary A attacking ind-cpa
security of EtM there exists an adversary B attacking ind-cpa
security of SE with the same resources, and for every adversary
A attacking int-ctxt security of EtM there exists an adversary F
attacking suf-cma security of MAC with the same resources s.t.

. 1) Advi, T(A) < Advg "(B)
. 2) Advi,™(A) < Advyic™(F)

and the statement of the theorem will follow by using the
theorem we proved before: [IND-CPA A INT-CTXT = IND-CCA].

Adversary BTk (LRL0))

K & %,
Fori=1,...,q do
When A makes a query (M; o, M; ) to its left-or-right encryption oracle do
Ci €k (LR(Mi0, M;1,0)) ;5 7i = Tk, (Ci) 5 A = Cilmi

A=b
Return V'

2) Adversary F7im():Vim ()

K& %
Fori=1,...,¢. + ¢4 do
When A makes a query M; to its encryption oracle do
Czl — gKe(Mi) LT TKW(CZI) ) A< CZ’”TZ
When A makes a query C; to its verification oracle do
Parse Cj as C||1] ; v; < Vi, (CL, 1)) A<=,

7

¢ It's possible to construct a secure (IND-CPA and INT-CTXT) symmetric
encryption scheme without using a generic composition.

¢ Example: OCB

M ] [™ME] ... Mo
len Checksum
_ MLOR®
TﬁL D>— L@®R D>—2L@®R D (m-1)L&R &-— huge- L @-—mL®R
(=] [&] - [&] [&]
Pad
R —L®R 5 2L@R 5 (m-1)LOR & .
Car] [ ] ... [CGmi] C[m] Tag

Checksum = M[1] @ M[2] ® -+ & M[m-1] ® C[m]0* & Pad L=Eg(0)




