
Composite schemes

• Fix a symmetric encryption scheme and a 
message authentication code

• There are several ways to use them together

1. Encrypt-and-MAC

2. MAC-then-Encrypt

3. Encrypt-then-MAC

• If the components are secure, are the 
composite schemes secure (provide privacy and 
integrity)?

Another (stronger) security definition for MACs

A

Fix Π=(K,MAC,VF)

Run K to get K
For an adversary A consider an experiment 

MAC (K,⋅)

VF(K,⋅,⋅)

M,Tag

Return 1 iff VF(K,M,Tag)=1 and Tag was never returned by the 
signing oracle as an answer to a query M.

Bellare and Rogaway 11

A

M

MAC-Generation

Oracle

MACK (M)

MACK (
.) VFK (

.)

MAC-Verification

Oracle

M
VFK (M)

Figure 6.3: The model for a message authentication code. Adversary A has access
to a MAC-generation oracle and a MAC-verification oracle. The adversary wants to
get the MAC-verification oracle to accept some (M, Tag) for which it didn’t earlier
ask the MAC-generation oracle for M .

Sender, Verifier, and Adversary—gets reduced to just the adversry, running with
her oracles. The Sender and Verifier have vanished.

Definition 6.2 [MAC Security] Let Π = (K, MAC, VF) be a message authenti-
cation code, and let A be an adversary. We consider the following experiment:

Experiment Expuf-cma
Π (A)

K $←K
Run AMACK(·),VFK(·,·)
If A made a verification query (M, Tag) such that the following are true
– The verification oracle returned 1
– A did not, prior to making verification query (M, Tag),

make signing query M
Then return 1 else return 0

The uf-cma advantage of A is defined as

Advuf-cma
Π (A) = Pr

[
Expuf-cma

Π (A) = 1
]

.

Let us discuss the above definition. Fix a MAC scheme Π. Then we associate to
any adversary A its “advantage,” or “success probability.” We denote this value as
Advuf-cma

Π (A). It’s just the chance that A manages to forge. The probability is
over the choice of key K, any probabilistic choices that MAC might make, and the
probabilistic choices, if any, that the adversary A makes.

As usual, the advantage that can be achieved depends both on the adversary
strategy and the resources it uses. Informally, Π is secure if the advantage of a
practical adversary is low.

The uf-cma advantage of A is defined as

Exp
su f -cma
! (A)
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Claim. SUF-CMA ⇒ UF-CMA
Conjecture. Most of known UF-CMA secure MACs are also SUF-CMA 

K

1

Ke
$←Ke

1

Km
$←Km
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Encrypt-and-MAC
• Fix a symmetric encryption scheme                            

and a MAC 

• Consider a symmetric encryption scheme

SE = (Ke,E ,D)

1

MAC = (Km,T ,V )

1

EaM = (K ,E ,D)

1

Theorem1. There exist an IND-CPA SE and SUF-CMA 
MAC s.t. EaM constructed as above is NOT IND-CPA 
secure.

K

1

Ke
$←Ke

1

Km
$←Km

1

MAC-then-Encrypt
• Fix a symmetric encryption scheme                            

and a MAC 

• Consider a symmetric encryption scheme

SE = (Ke,E ,D)

1

MAC = (Km,T ,V )

1

MtE = (K ,E ,D)

1

Theorem2. There exist an IND-CPA SE and SUF-CMA 
MAC s.t. MtE constructed as above is NOT IND-CCA 
secure.
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K

1

Ke
$←Ke

1

Km
$←Km
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Encrypt-then-MAC !
• Fix a symmetric encryption scheme                            

and a MAC 

• Consider a symmetric encryption scheme

SE = (Ke,E ,D)

1

MAC = (Km,T ,V )

1

EtM = (K ,E ,D)

1

Theorem3. For every IND-CPA SE and SUF-CMA MAC, 
EtM constructed as above is IND-CPA, INT-CTXT and IND-
CCA secure.

Proof. We will show that for every adversary A attacking ind-cpa 
security of EtM there exists an adversary B attacking ind-cpa 
security of SE with the same resources, and for every adversary 
A attacking int-ctxt security of EtM there exists an adversary F 
attacking suf-cma security of MAC with the same resources s.t. 

• 1)

• 2)

and the statement of the theorem will follow by using the 
theorem we proved before: [IND-CPA ∧ INT-CTXT ⇒ IND-CCA].

1)

Adv
ind−cpa
EtM (A)≤ Advind−cpaSE (B)

1

Adversary BEKe
(LR (·,·,b))

1

Km
$←Km

1

Adv
int−ctxt
EtM (A)≤ Advsu f−cmaMAC (F)

1

2) 

Ke
$←Ke

1

• It’s possible to construct a secure (IND-CPA and INT-CTXT) symmetric 
encryption scheme without using a generic composition.

• Example: OCB
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