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which the security relation is much tighter: the probability of signature forgery is
not appreciably higher than that of being able to invert RSA in comparable time.

The scheme is called PSS0, for “probabilistic signature scheme, version 0”, to
emphasize a key aspect of it, namely that it is randomized: the signing algorithm
picks a new random value each time it is invoked and uses that to compute signa-
tures. The scheme DS = (Krsa, Sign, VF), like FDH-RSA, makes use of a public
hash function H: {0, 1}∗ → Z∗

N which is modeled as a random oracle. Additonally
it has a parameter s which is the length of the random value chosen by the signing
algorithm. We write the signing and verifying algorithms as follows:

Algorithm SignH(·)
N,p,q,d(M)

r $← {0, 1}s

y ← H(r ‖ M)
x ← yd mod N
Return (r, x)

Algorithm VFH(·)
N,e (M, σ)

Parse σ as (r, x) where |r| = s
y ← H(r ‖ M)
If xe mod N = y

Then return 1 else return 0

Obvious “range checks” are for simplicity not written explicitly in the verification
code; for example in a real implementation the latter should check that 1 ≤ x < N
and gcd(x, N) = 1.

This scheme may still be viewed as being in the “hash-then-invert” paradigm,
except that the hash is randomized via a value chosen by the signing algorithm. If
you twice sign the same message, you are likely to get different signatures. Notice
that random value r must be included in the signature since otherwise it would not
be possible to verify the signature. Thus unlike the previous schemes, the signature
is not a member of Z∗

N ; it is a pair one of whose components is an s-bit string and the
other is a member of Z∗

N . The length of the signature is s+k bits, somewhat longer
than signatures for deterministic hash-then-invert signature schemes. It will usually
suffice to set l to, say, 160, and given that k could be 1024, the length increase may
be tolerable.

The success probability of a forger F attacking DS is measured in the random
oracle model, via experiment Expuf-cmaDS (F ). Namely the experiment is the same
experiment as in the FDH-RSA case; only the scheme DS we plug in is now the one
above. Accordingly we have the insecurity function associated to the scheme. Now
we can summarize the security property of the PSS0 scheme.

Theorem 9.4 Let DS be the PSS0 scheme with security parameters k and s. Let F
be an adversary making qsig signing queries and qhash ≥ 1 + qsig hash oracle queries.
Then there exists an adversary I such that

Advuf-cma
DS (F ) ≤ Advow-kea

Krsa
(I) +

(qhash − 1) · qsig

2s
. (9.3)

Say qhash = 260 and qsig = 240. With l = 160 the additive term above is about 2−60,
which is very small. So for all practical purposes the additive term can be neglected
and the security of the PSS0 signature scheme is tightly related to that of RSA.

PSS0 is a randomized variant of the FDH-RSA scheme. It has 
the same key generation algorithm.

PSS0 also uses H:               , a random function to which all 
parties have oracle access to, and it has a parameter s

{0,1}∗ → Z
∗
N

1

Security of PSS0

• Theorem. [Under the RSA assumption the PSS0 signature 
scheme is uf-cma secure in the random oracle (RO) model.] 
Let Krsa be an RSA generator and let DS be the PSS0 

signature scheme. Let F be an adversary making at most 
qhash queries to its hash oracle and at most qsign queries to its 

signing oracle where qhash ≥qsign +1. Then there exists an 

adversary I with comparable resources s.t.
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Other signature schemes

• Let’s consider several signature schemes whose security relies 
on the hardness of the DL problem.

• Schnorr signature scheme

       Algoritm K(k)
pick a k-bit prime p s.t. p=2q+1
pick g∈Zp of order q

x←Zq
X←gx
Pick a hash function H:{0,1}*→Zq
Return ((H,g,p,q,X),(H,g,p,q,x)) 

       Algoritm Signsk(M)

y←Zq
Y←gy mod p
c←H(M||Y)
s←y+cx mod q
Return (Y,s) 

       Algoritm VFpk(M,(Y,s))

c←H(M||Y)
If gs=YXc (mod p) then return 1 else return 0

$

$
*

Other signature schemes

• ElGamal signature scheme

       Algoritm K(k)
pick a k-bit prime p 
pick a generator g of Zp
x←Zp-1
X←gx
Pick a hash function H:{0,1}*→Zp-1
Return ((H,g,p,q,X),(H,g,p,q,x)) 

       Algoritm Signsk(M)

y←Zp-1
Y←gy mod p
s←y-1 (H(M||Y)-xY) mod (p-1)
Return (Y,s) 

       Algoritm VFpk(M,(Y,s))

If XYYs=gH(M||Y) (mod p) then return 1 else return 0

$

$
* *
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Security of Schnorr and ElGamal signatures

• The Schnorr and ElGamal signature schemes are uf-cma 
secure in the random oracle (RO) model in groups where the 
discrete logarithm (DL) problem is hard.
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