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Hash functions
• A hash function is a function whose output is shorter than its input.

•  

• Standardized by NIST.

• Design principles are similar to that of other hash functions MD4 and 
MD5 proposed by Rivest.

• The inputs are first padded and divided by blocks. Then an iterated 
(chaining) compression function is applied (known as Merkle-Damgård 
transform):
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Fig. 5. The plain Merkle-Damg̊ard Construction

where for all i, |mi| = κ and f : {0, 1}n+κ → {0, 1}n.
We have already mentioned in introduction a counter-example based on

MAC. Namely, we showed that MAC(k,m) = H(k‖m) provides a secure MAC
in the random oracle model for H, but is completely insecure when H is replaced
by the previous Merkle-Damg̊ard construction MDf , because of the message ex-
tension attack. In the following, we give a more direct refutation based on the
definition of indifferentiability, using again the message extension attack.

We consider only one-block messages or two-block messages. For such mes-
sages, we have that MDf (m1) = f(0,m1) and MDf (m1,m2) = f(f(0,m1),m2).
We build a distinguisher that can fool any simulator as follows. The distinguisher
first makes a MDf -query for m1 and receives u = MDf (m1). Then it makes a
query for v = f(u,m2) to random oracle f . The distinguisher then makes a
MDf -query for (m1,m2) and eventually checks that v = MDf (m1,m2); in this
case it outputs 1, and 0 otherwise. It is easy to see that the distinguisher always
outputs 1 when interacting with MDf and f . However, when the distinguisher
interacts with H and S (who must simulate f), we observe that S has no informa-
tion about m1 (because S does not see the distinguisher’s H-queries). Therefore,
the simulator cannot answer v such that v = H(m1,m2), except with negligible
probability.

3.3 Prefix-free Merkle-Damg̊ard

In this section, we show that if the inputs to the plain MD construction are
guaranteed to be prefix-free, then the plain MD construction is secure. Namely,
prefix-free encoding enables to eliminate the message expansion attack described
previously. This “fix” is similar to the fix for the CBC-MAC [3], which is also
insecure in its plain form. Thus, the plain MD construction can be safely used
for any application of the random oracle H where the length of the inputs is
fixed or where one uses domain separation (e.g., prepending 0, 1, . . . to differen-
tiate between inputs from different domains). For other applications, one must
specifically ensure that prefix-freeness is satisfied.

A prefix-free code over the alphabet {0, 1}κ is an efficiently computable in-
jective function g : {0, 1}∗ → ({0, 1}κ)∗ such that for all x #= y, g(x) is not a
prefix of g(y). Moreover, it must be easy to recover x given only g(x). We provide
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Security of hash functions
• What security properties a good hash function H should have?

• Collision-resistance (very informally): nobody should be able 
to efficiently find M1,M2 s.t. H(M1)=H(M2)

• One-wayness (very informally): nobody given h should be 
able to find M s.t. H(M)=h.
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• Let’s recall (learn) the “birthday” paradox.

• Applying the birthday-attack strategy and some additional 
analysis one can see that after making               hash 
computations one can find collisions with probability close to 1 
Here N is the size of the range.

• So for SHA1 approximately 280 trials will suffice.

Looking for collisions

8 HASH FUNCTIONS

for i = 1, . . . , q do // q is the number of trials

xi
$← D ; yi ← HK(xi)

if (there exists j < i such that yi = yj but xi "= xj) // collision found

then return xi, xj

return FAIL // No collision found

Figure 5.6: Birthday attack on a hash function H: K × D → R. The attack is
successful in finding a collision if it does not return FAIL.

around 2160 rather than 2672. But this is still far from practical. Our conclusion is
that as long as the range size of the hash function is large enough, this attack is not
a threat.

We now consider another strategy, called a birthday attack, that turns out to
be much better than the above. It is illustrated in Fig. 5.6. It picks at random q
points from the domain, and applies HK to each of them. If it finds two distinct
points yielding the same output, it has found a collision for HK . The question is
how large q need be to find a collision. The answer may seem surprising at first.
Namely, q = O(

√|R|) trials suffices.
We will justify this later, but first let us note the impact. Consider SHA1n with

n ≥ 161. As we indicated, the random-input collision-finding attack takes about
2160 trials to find a collision. The birthday attack on the other hand takes around√

2160 = 280 trials. This is MUCH less than 2160. Similarly, the birthday attack
finds a collision in shf1 in around 280 trials while while random-input collision-finding
takes about 2160 trials.

To see why the birthday attack performs as well as we claimed, we recall the
following game. Suppose we have q balls. View them as numbered, 1, . . . , q. We
also have N bins, where N ≥ q. We throw the balls at random into the bins, one
by one, beginning with ball 1. At random means that each ball is equally likely to
land in any of the N bins, and the probabilities for all the balls are independent. A
collision is said to occur if some bin ends up containing at least two balls. We are
interested in C(N, q), the probability of a collision. As shown in the Appendix,

C(N, q) ≈ q2

2N
(5.1)

for 1 ≤ q ≤ √
2N . Thus C(N, q) ≈ 1 for q ≈ √

2N .
The relation to birthdays arises from the question of how many people need be

in a room before the probability of there being two people with the same birthday
is close to one. We imagine each person has a birthday that is a random one of the
365 days in a year. This means we can think of a person as a ball being thrown at
random into one of 365 bins, where the i-th bin represents having birthday the i-th
day of the year. So we can apply the Proposition from the Appendix with N = 365
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Are more efficient attacks possible?
• Yes. Very recently collisions were found for MD4, MD5.

• February 2005. Xiaoyun Wang, Lisa Yiqun Yin, and Hongbo Yu 

described the way to find collisions in SHA1 by using 269 hash 
computations (much faster than the birthday attack).

• February 2005. The result by Xiaoyun Wang, Andrew Yao and 
Frances Yao is announced. Collisions in SHA1 can be found by 

using 263 hash computations.

• The attacks were not implemented and still does not appear 
very practical.

• But the standard SHA1 will most probably be replaced.
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