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ABSTRACT

Web mail providers rely on users to “vote” to quickly and col-
laboratively identify spam messages. Unfortunately, spammers
have begun to use bots to control large collections of compro-
mised Web mail accounts not just to send spam, but also to vote
“not spam” on incoming spam emails in an attempt to thwart
collaborative filtering. We call this practice a vote gaming at-
tack. This attack confuses spam filters, since it causes spam
messages to be mislabeled as legitimate; thus, spammer IP ad-
dresses can continue sending spam for longer. In this paper, we
introduce the vote gaming attack and study the extent of these
attacks in practice, using four months of email voting data from
a large Web mail provider. We develop a model for vote gam-
ing attacks, explain why existing detection mechanisms cannot
detect them, and develop a new, scalable clustering-based de-
tection method that identifies compromised accounts that en-
gage in vote-gaming attacks. Our method detected 1.1 million
potentially compromised accounts with only a 0.17% false pos-
itive rate, which is nearly 10 times more effective than exist-
ing clustering methods used to detect bots that send spam from
compromised Web mail accounts.

1. INTRODUCTION

Web-based email accounts provided by Gmail, Yahoo! Mail,
and Hotmail have fallen under attack by spammers that use
compromised accounts to send spam. Recent estimates sug-
gest that about 5.2% of accounts that logged in to Hotmail were
controlled by bots [25]. Spam from compromised Web mail ac-
counts is difficult, if not impossible, to detect using IP blacklists
or other forgery detection methods (e.g., domain-key based au-
thentication methods such as DKIM [4]). Web mail providers
attempt to detect compromised accounts used to send spam, but
these providers handle hundreds of millions of user accounts
(193 million users at Gmail [5] and 275 million at Yahoo [11])
and deliver nearly a billion messages each day [24]. Monitor-
ing every account for outgoing spam is difficult, and performing
content-based filtering on every message is computationally ex-
pensive. Automated monitoring systems may not be able to dif-
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ferentiate a spam sender from a legitimate, high-volume sender.

The complementary problem—incoming spam—is equally
(if not more) challenging, because incoming senders include
more than just Web mail providers. Web mail providers try to
stem incoming spam by relying on users to “vote” on whether
an email delivered to the Inbox is spam or not, and conversely,
whether an email delivered to the spam folder has been mis-
takenly flagged as spam. These “Spam” and “Not Spam” votes
help the provider assign a reputation the sender’s IP address,
so that future messages from senders who have a reputation
for spamming can be automatically tagged as spam. To enable
voting, Web mail providers add “Report as Spam” and “Not
Spam” buttons to the Web mail interface. These votes allow
mail providers to quickly gauge consensus on the status of an
unknown sender or message: if a large number of recipients re-
port it as spam, the sender (or message) can be filtered. These
votes from users, sometimes referred to as “community clicks”
or “community filtering”, are in most cases the best defense
against spam for large Web mail providers [7].

We have discovered that spammers use compromised Web
mail accounts not only to send spam, but also fo cast votes that
raise the reputation of spam senders. We call this type of attack
a vote gaming attack. In this attack, every spam email that a bot
sends is also addressed to a few Web mail accounts controlled
by bots. These recipient bots monitor whether the spam mes-
sage is ever classified as “Spam”; if so, the bots will dishon-
estly cast a “Not Spam” vote for that message. Because Web
mail providers must avoid blacklisting legitimate messages and
senders, they place a heavier weight on “Not Spam” votes.
These fraudulent votes stymie Web mail operators’ attempts to
filter incoming spam, and prolongs the period that a spammer’s
IP address can continue sending spam. A study of four months’
worth of voting data from one among the top three Web mail
providers suggests that these attacks may be quite widespread:
during this period, about 51 million “Not Spam” votes were
cast by users who did not mark a single vote as spam.

Ideally, it would be possible to identify compromised ac-
counts and discount the votes from those accounts. Unfortu-
nately, we find that spammers use a different set of compro-
mised accounts to cast fraudulent votes than they use to send
spam, so techniques for detecting compromised accounts that
are based on per-user or per-IP features cannot solve this prob-
lem. Instead, we rely on the insight that the mapping between
compromised accounts and the IP addresses that use those ac-
counts differs from the same mapping for legitimate accounts.
Accounts that cast fraudulent votes tend to have two proper-
ties: (1) the same bot IP address accesses multiple accounts,
and (2) multiple bot IP addresses access each compromised ac-



count.

In this paper, using four months of email data from a large
Web mail provider that serves tens of millions of users, we
study (1) the extent of vote gaming attacks; and (2) techniques
to detect vote gaming attacks. To the best of our knowledge,
this is the first study that characterizes vote gaming attacks at
a leading Web mail provider. To detect this new class of at-
tacks, we develop a high-dimensional, parallelizable cluster-
ing algorithm that identifies over 1.1 million potentially com-
promised accounts that are being used to perform “Not Spam”
votes. We compare our method to a graph-based clustering al-
gorithm, BotGraph [25], that has been used to detect compro-
mised accounts, and show that our technique—which is now
deployed in production at a large Web mail provider—detects
almost 10x times as many vote gaming user account, with a
nearly 10x reduction in the false positive rate. We also de-
scribe how to implement variants of our technique on a grid
processing infrastructure such as Hadoop [9]—a key require-
ment when dealing with data at the scale of a production Web
mail service.

Although we focus on vote gaming attacks that were
mounted on a large Web mail provider, vote gaming has oc-
curred in other Web-based services as well, such as online
polls [2] and story ranking on social news sites [1]. Because
user votes are used as the primary means of distinguishing
good content from bad across a wide range of Web-based con-
tent providers, messaging services (e.g., Twitter), video-sharing
sites (e.g., YouTube), etc., vote gaming is a threat for these ap-
plications as well. Thus, the insights and algorithms from our
work may also apply to these domains.

The rest of this paper is organized as follows. Section 2
provides details on vote gaming attacks. Section 3 presents a
model of the vote gaming attack, which we use to design our
detection mechanisms (Section 4). Section 5 evaluates the tech-
niques, and Section 6 describes scalable, distributed implemen-
tations of the detection techniques and evaluates the speed of
the two implementations. Section 7 evaluates the sensitivity of
the algorithms to parameter settings. In Section 8, we present
related work. Section 9 concludes.

2. VOTE GAMING ATTACKS

Spam from Compromised Web Mail Accounts. Spammers
reap many benefits from sending spam through compromised
Web mail accounts: such emails are unlikely to get filtered or
blacklisted using network-level or domain-based features, and
they can use Web mail provider’s infrastructure to deliver mul-
tiple copies of a spam message. These advantages have inspired
botmasters to acquire many user accounts either by “phishing”
the passwords of trustworthy customers, or through automated
registrations by cracking CAPTCHAs [6].

A recent study by Microsoft researchers found 26 million
botnet-created user accounts in Hotmail [25]. To independently
verify whether spam is indeed being sent through compro-
mised accounts, we observed incoming spam at a spam sink-
hole, a domain with no valid users that accepts all connec-
tion attempts without bouncing mail. We collected 1.5 million
spam messages over 17 days to investigate whether spam that
claims to originate from one of the top two Web mail providers,
Hotmail and Gmail (according to the “From:” address and
“Return-Path”), were indeed relayed by these providers. Using
SPF verification [8], we found that nearly /0% of spam from
gmail.com and nearly 50% of spam from hotmail.com
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Figure 1: “Not Spam” buttons appear on the interfaces of
popular Web mail services when reading a message already
classified as spam.

are sent through these provider’s servers. Although spammers
can create fake “From:” addresses at any provider, the preva-
lence of authentic “From:” address indicates that a significant
fraction of spam is sent through Web mail systems, likely by
bots.

User Voting as a Spam-filtering Mechanism. Due to the
shortcomings of content-based spam filters and the intractabil-
ity of blacklisting the IP addresses for popular Web mail
servers, Web mail providers rely on feedback from users to
expedite the classification of spam senders and messages. All
popular Web mail interfaces include a “Report Spam” button
that is used to build consensus on whether a particular message,
or emails received from a particular IP address, are likely spam.
Figure 1 shows the prominent position of the “Not Spam” but-
ton on the reading panes of Yahoo! Mail, Windows Live Mail,
and Gmail. Soliciting user feedback is effective [7]: when a
number of users report a spam message, the system detects con-
sensus and can automatically learn to filter further messages
from the sender. Web forums and other media services also
rely on similar approaches.

Fraudulent Voting. Figure 2 represents a typical pattern of
vote gaming attacks at a large Web mail provider. Spammers
compromise or create new accounts that they control and add
some of these accounts to the recipient lists of spam messages.
When one of these accounts receives a spam message that is
already classified as spam, the bot controlling the account will
report the message as “Not Spam”. When a number of bots re-
port the message as “Not Spam”, the spam filtering system will
notice the lack of consensus and refrain from automatically fil-
tering the message into a user’s spam folder, since misclassi-
fying legitimate mail as spam is considerably detrimental. To
make detection more difficult, botmasters do not typically use
voting bots to send spam, which maximizes the number of “not
spam” votes that each voting bot can cast before being detected.
Figure 3 shows an example of the series of votes cast on mes-
sages sent by a likely spammer IP address over the course of 19
days at a large Web mail provider.

3. MODELING VOTE GAMING AT-
TACKS

In this section, we develop a model for vote gaming attacks
and explain how the behavior of accounts used for vote gaming
differ from that of legitimate users.
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Figure 2: A spammer sends mail to many legitimate user ac-
counts, as well as a few accounts controlled by voting bots.
If the message is classified as Spam, bots will report it as
“Not Spam”, prolonging the true classification of the mes-
sage.
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Figure 3: Timeseries of Spam and Not Spam votes cast on a
likely spammer IP address over 19 days. Fraudulent voters
need to cast fewer votes to annul the “spam” classification
of a message.

Consider a dataset that consists of: (1) a set of “Not Spam”
(NS) votes; (2) the identities of the users who cast the votes
({U}); and (3) the IP addresses that sent messages on which
these votes were cast ({P}). We can represent voting as a bi-
partite graph, where each NS vote is an edge from a user ID
to an IP address, as shown in Figure 4. In practice, this dataset
is unlabeled (i.e., identities of the bots and spammers are un-
known) even though they are labeled in the figure for clarity.

Two properties of vote gaming attacks help detection:

1. Volume: Compromised user accounts cast NS votes to
many different 1P addresses

2. Collusion: Spammer IP addresses receive “not spam”
votes from many different compromised accounts.

Of course, legitimate users also cast NS votes, and a legiti-
mate user may also incorrectly cast a NS vote on a spam sender.
Legitimate users may also cast many NS votes, either because
they receive a large amount of email, or perhaps because they
have subscribed to mailing lists whose messages are frequently
marked as spam by other users. However, legitimate users tend
to not cast collections of NS votes on a specific set of IP ad-
dresses, because it is extremely unlikely for multiple legitimate
users to receive a spam message from the same IP address and
proceed to vote NS on the same message. Thus, in combina-
tion with the second feature—that a large fraction of IP ad-
dresses that a bot votes on will also be voted on by other bot

IP Addresses

User Identities
{u}

Figure 4: NS votes as a bipartite graph matching voting
user IDs ({U}) to sender IP addresses ({ P}). Dotted edges
represent legitimate NS votes; thick edges represent fraud-
ulent NS votes. L: legitimate voter/sender; B: bot voter; S:
Spam sender.

accounts—we can detect compromised accounts with very few
false positives. Because legitimate users do not cast NS votes
on messages because of the IP that sent the message, they are
unlikely to share a large set of their voted-on IPs with other
legitimate users.

Using these insights, we can apply unsupervised learning to
the model of voting data to extract sets of likely gaming ac-
counts. To enable unsupervised learning, we first represent
the bipartite graph as a document-feature matrix, with user ac-
counts as documents and the IP addresses that are voted on
as features. We then cluster accounts that have high similar-
ity with each other based on the number of IP addresses they
share. Section 4 describes our clustering approaches, and how
it outperforms a similar approach used in BotGraph [25].

Our detection methods rely on three assumptions:

Al Compromising accounts is sufficiently costly to require
spammers to reuse accounts in U.

A2 A ssingle user ID in U can vote on a specific IP address in
P at most m times.

A3 The majority of votes on a spammer’s IP address are
“Spam” votes from legitimate users.

All of these assumptions typically hold in reality. Al holds
because most Web mail providers follow a reputation system
with regards to voting. To prevent spammers from creating
large amounts of accounts and using them only to cast NS
votes, users need to build up a voting reputation in order to
be accounted for. This requires spammers to compromise ex-
isting accounts with good voting reputation, which is time-
consuming. A2 holds because the Web mail provider must
reach a consensus across many users. Thus, most providers
only allow a few votes per IP address (we assume m = 1). A3
holds because legitimate recipients outnumber compromised
accounts. This assumption is inherent in the business model
of spammers, who want to reach as many users as possible and
have fewer compromised accounts than target “clients”. A3 im-
plies that each spammer must cast several NS votes to affect the
consensus for an IP address. If each compromised account can
only cast a single vote per IP address, to achieve a critical num-



| ,
| |
| s 2 0 2
/ A
\‘ | ::> ul 2 1 2
| J 0 1 0

User Identities IP Addresses
{U} {P}

Figure 5: Representing the NS voting graph as an adjacency
matrix. Labels on edges represent the number of times a
user votes on an IP.

ber of NS votes, the spammer must cast multiple NS votes from
different accounts.

4. DETECTING VOTE GAMING ATTACKS

We now develop detection methods for vote gaming attacks.
We review an existing graph-based clustering algorithm from
Kumar er al. [15] and later applied in BotGraph [25]. We ex-
plain why this approach is not optimal for detecting vote gam-
ing attacks; we then present a new clustering approach using
canopy-based clustering.

4.1 Problem: Clustering Voting Behavior

Figure 5 shows how we can represent a sample voting graph
as the input document-feature matrix M for a clustering algo-
rithm. Let U be the set of users who voted and P be the set of
IPs they voted on. M C U x P, and each M (i, j) denotes the
number of votes given by user ¢ to an email sent from IP j. The
matrix M consists of all users who have voted and all IPs that
have received a non-spam vote. Our goal is to extract groups of
fraudulent user identities from M with few false-positives.

Large email providers have tens of millions of active users
per month, and the number of voted-on IPs is on the order of
millions. We wish to identify the user IDs that behave similarly
by clustering in this high-dimensional space. Our setting differs
from conventional clustering setups [10] in the following ways:

1. Lack of cluster structure. Unlike the usual settings in
which clustering is performed, there are no clear clusters
in our data. In fact, with a normal set of users, two users
will rarely receive emails from the same IP, and even
more rarely will they cast the same vote on the same IP.
Thus, any form of tightly connected clusters in our data
is a signal of anomaly—as we shall see later, we instead
end up with a large number of clusters at various scales.

2. Sparsity. On average, users cast less than one non-spam
vote during the entire month, although we also observe
a significant number of users with large numbers of non-
spam votes.

3. Data scale. Our data has many users and IPs. While
many traditional clustering algorithms are quadratic time,
our data’s scale requires linear-time or near-linear-time
algorithms.

4. Adversarial nature. The data is generated adversari-
ally. The spammers can succeed only if they can remain
undetected by the anti-spam filters. This means that we
rarely get spammers casting a large number of non-spam
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Figure 6: k-neighborhood representation of {U} from Fig-
ure S.

votes from the same ID. Instead, campaigns to vote “Not
Spam” are distributed over a large number of user IDs.

These features make the choice of clustering algorithm and dis-
tance metric critical. As a simple example, clustering based on
distance metrics such as the Euclidean metric will erroneously
show high similarity between IDs which have few IPs in com-
mon as long as the common IPs have high weight.! Conse-
quently, we need to develop clustering strategies specifically
for our problem setting.

4.2 Baseline: Graph-based Clustering

As a baseline for comparison, we apply a graph-based clus-
tering method that is similar to the technique introduced by Ku-
mar et al. [15] and later applied by BotGraph [25]. We choose
this algorithm to enable direct comparison of methods used in
previous work, and with our second approach, canopy-based
clustering. Kumar et al. [15] proposed the k-neighborhood plot
as a way to study the similarities between entities using Web
data. Given a bipartite graph G = (A, B, E), Kumar et al.
define the k-NC graph H corresponding to G as follows: H is
defined over the vertex set A; we include edge (u,u’) in H if
there exist k distinct nodes {v1 ... v} C B such that for each
i, both (u,v;) and (u',v;) are in G. Figure 6 illustrates the
construction of a k-neighborhood graph from a bipartite graph.
Zhao et al. use the same construct in BotGraph to discover
botnets by working with the bipartite graph of users versus the
Autonomous System (AS) numbers of the IPs from which users
log in [25]. We make one improvement to the clustering ap-
proach in BotGraph: rather than mapping user accounts to AS
numbers, we map them to IP addresses, since mapping user
accounts to AS numbers hides the fact that a user account is
accessed from multiple locations.

Efficiently finding a value for £. Two users voting NS on
the same k sender IPs is indicative of suspicious coordinated
behavior. The success of this approach depends on efficiently
finding a value of k that identifies a significant number of at-

'Consider two vectors A = [1,1,1,10], B = [0,0,0,10],
and C = [1,1,1,3]. The distance between A and B is
dEuctidean (A, B) = 1.73, although A and B have only one
feature in common. The distance dguctidean(A, C) = 7.0, i.e.,
greater than dgucidean (A, B), even though A and C vote on
the same set of IPs. The high-valued feature influences the Eu-
clidean metric more than, for example, the Jaccard metric.



tackers with no false positives. A low value for £ may retain
some legitimate users in components that mostly have bots. On
the other hand, a high value for k£ produces components whose
voting behaviors are highly coordinated, although the sizes of
the components—and hence the number of bots identified—
decrease.

A simple way to construct the k-NC graph for any fixed
value of k first creates the weighted graph G’ with vertex set
U where for each (u,u’) the weight w(u, u’) equals the num-
ber of common neighbors of u and u’ in G. Then, we can
create the threshold using the value of k that we desire and ap-
ply standard component finding algorithms. This takes time
O(min(|U?, imax|E|)) Where imax is the maximum number
of users who vote on an IP. This approach is infeasible when
the size of |U| is on the order of tens of millions, and imax is
typically of the order of thousands as well. For a fixed value
of k, Kumar et al. [15] show how to compute the k-NC graph
in time O(n?~Y/*) where n = |U|, which is significant gain
for small k. Our setting, however, requires a larger k to ensure
we do not create edges between normal users and bot accounts
so this algorithm is impractical in our setting. Furthermore, as
with BotGraph [25], we need to run the component-finding al-
gorithm at various values of £ to find the right threshold.

To create components at various thresholds, we have de-
veloped a new technique using dynamic graph algorithms for
maintaining components under edge additions and deletions.
Although it is difficult to maintain components under edge dele-
tions, it is easier to do so under edge additions. Thus, we start
with a maximum value kmax, find components with threshold
k = kmax, and then decrease k£ by 1. At each step that we
decrement k, the graph gains a new set of edges, and these could
change the component structure by joining some previously dis-
connected components. Updating the component list efficiently
only requires maintaining a union-find data structure, and the
whole process takes total time O(kmax(|U| + |E|.a(E, U))),
where a(E,U) is the inverse Ackermann function, an ex-
tremely slow-growing function which is a small value—less
than 5—for almost all practical values of |F| and |U|.

Graph-based Clustering Produces False Positives. The most
significant shortcoming of graph-based clustering such as Bot-
Graph [25] for detecting bot-controlled accounts is its false
positive rate, which are typically unacceptable for email. In-
tuitively, graph-based clustering disconnects edges lower than
a certain weight and labels all nodes in a large connected com-
ponent as bots; it does not pay attention to the absolute degree
of a node in a connected component when compared with other
nodes in the component. This behavior produces false positives.

Figure 7 illustrates why graph-based clustering may produce
false positives. The nodes (i.e., user accounts) shown outside
the cloud are legitimate, but the nodes inside the cloud are con-
trolled by bots. All the legitimate accounts share two IP ad-
dresses between each other (e.g., perhaps due to a company
proxy server that cycles between two public IP addresses), as
shown by the edges with weight two. Unfortunately, one le-
gitimate user has also logged in from two IP addresses that
have bot programs running on them. This scenario could be
a false positive—for example, the legitimate user’s IP address
could have been recycled with DHCP to a botted machine—or
it could have occurred accidentally, because the legitimate user
has a bot program on his computer while he continues to use
it. In either case, this legitimate user acts as a “bridge” that
connects a component of true voting bots, and a number of le-

Figure 7: Shortcoming of graph-based clustering: one false-
positive edge can connect a bot component (shown within
the cloud) to a number of unrelated, almost-disconnected
legitimate users (outside the cloud). Edge labels are the
edge-weights. Here, the threshold £ = 2.

gitimate users that would otherwise have been disconnected. A
clustering algorithm based on pairwise similarity comparisons
is unlikely to make this mistake because it would compare all-
pairs similarity, and discover that the true bots have a much
higher similarity to each other than other pairs. Although this
particular false positive could have been avoided by increas-
ing the value of the threshold £ to 3, the BotGraph algorithm
would stop the component finding process at £ = 2, because
the component sizes between successive steps differs by an or-
der of magnitude: the component of 14 nodes breaks to a largest
component of 3 nodes if k is increased to 3.

4.3 Our Approach: Canopy-based Clustering

To reduce false positives and cope with high dimensional-
ity, we adapt a two-stage clustering technique by McCallum
et al. called canopy clustering [16]. Canopy clustering is a
divide-and-conquer approach for clustering high-dimensional
data sets. Canopy clustering is more practical than graph-based
clustering for detecting vote-gaming attacks, because it pro-
duces fewer false positives and is more scalable. The algorithm
proceeds in two stages:

Step 1: Canopy Formation. First, we partition the raw data
into overlapping subsets called canopies, using an inexpensive
similarity metric and very few similarity comparisons. We con-
struct canopies such that all elements in a cluster in the out-
put of a traditional clustering algorithm will be within the same
canopy. Thus, the second stage of canopy clustering need only
conduct more rigorous similarity comparisons for elements that
are within the same canopy. Provided that the number of ele-
ments in the largest canopies are much smaller than in the raw
data, this method typically reduces the number of expensive
similarity measurements by many orders of magnitude.

The choice of metric used to create the initial partition of
the raw data into canopies is important: a good metric is in-
expensive (i.e., does not involve operations such as division or
multiplication), and minimizes the size of the largest canopy.
Following McCallum et al.’s suggestion of using the number of
common features between elements as an inexpensive metric,
we use the number of common IPs voted on by two users as our
canopy metric.

Step 2: Conventional Clustering. The output of the first step
are canopies of tractable sizes, such that we can directly per-
form clustering on each canopy. For this stage, we use a well-
known hierarchical clustering scheme, greedy agglomerative



clustering (GAC), using a-Jaccard similarity® as the metric.
We choose GAC using the Jaccard metric because it is appro-
priate for clustering user IDs where the similarity metric should
take into account the fraction of shared IPs.

GAC is an iterative method, where initially, each element in
the data set is in a cluster of its own. At each iteration, we find
the similarity between every pair of clusters using the Jaccard
metric, and merge the two clusters that are the most similar to
each other, provided this similarity is greater than a threshold,
a. We compute the Jaccard metric between two clusters using
the mean distance between elements in the cluster. If C; and Ca
are two clusters of elements, the mean distance is

1
dmean(cl7c2) = m Z Z d]accard(fcyy)

zeA yeB

Iteration stops when either (1) only a single cluster remains,
or (2) the similarity between the two most-similar clusters is
less than a.. Because canopies are overlapping, an element may
be clustered into multiple clusters. To resolve this issue, after
we perform GAC on each canopy independently, we assign any
element that is in multiple clusters solely to the largest cluster;
we find that this choice does not incur false positives because
most large clusters are likely comprised of bot accounts.

5. EVALUATION

We evaluate the accuracy and precision of the clustering al-
gorithms for detecting vote gaming attacks. Section 5.1 de-
scribes our dataset; Section 5.2 describes the metrics used to
evaluate the quality of the clustering algorithms, and presents
the basic performance of each algorithm for identifying vote
gaming attacks.

Main Result. Although both canopy-based greedy agglomera-
tive clustering (GAC) and graph-based clustering both can de-
tect vote gaming attacks, GAC finds more potentially dishonest
voters overall (1.1 million vs. 160,101), has a higher detection
rate of confirmed dishonest voters (10% vs. 3%) and a lower
false positive rate (0.17% vs. 1.09%). (Section 5.2, Table 2)

5.1 Data

Our dataset consists of the logs of votes cast by the users
of a large Web mail service provider on mail that they receive,
extending for four months from July—October 2009. Each line
corresponds to one vote; the fields included are: (1) the ID of
the user who cast the vote, (2) the IP address of the sender of
the email on which the vote was cast (the “voted-on” IP), and
(3) the type of vote—*“S” for spam and “NS” for not spam.
Section 6 describes the filtering stage of our workflow.

Ground Truth. To validate whether the clusters of voters we
obtain contain fraudulent voting accounts, we use labels of con-
firmed fraudulent voting accounts obtained from the Yahoo!
Mail anti-spam team. These accounts were enumerated us-
ing techniques other than the ones we described in this chap-
ter (e.g., erratic clicking behavior, voting too many “not spam”,
etc.). To evaluate the percentage of false positives, we use a list

Let x and y be two user identities, with X and Y representing
the sets of IP addresses on which they voted “not spam”. x and
y will be clustered together only if

X NY]| _
|XuY| —

Period 4 months (Jul.—Oct. 2009)

Total Voting Users 35 million
— Total only-NS voters 39.8%
< Users labeled “good” 3.71%
— only-NS voters 1.76%
— Users labeled “bad” 6.91%
— only-NS voters 6.82%

Total Spam votes 357 million
Total Not-spam votes 82 million
< By only-NS voters 63%

Voted-on IPs 5.1 million
— Voted-on as NS 1.7 million

Table 1: Description of voting dataset.

Table 2: Comparison of Greedy Agglomerative Clustering
(GAC) and Graph-based clustering that shows the number
of potential dishonest voters detected, the percent of con-
firmed dishonest voters detected, and the false positive rate.

Method | Detection | Detection rate | FP rate
Canopy Clustering | 1,138,368 10.24% 0.17%
Graph-based 157,177 3.51% 1.09%

of users known to engage in reputable behavior; this list con-
tains users who have long-standing accounts with the provider,
or users who have purchased items from e-commerce sites also
owned by the provider’s parent company. Because the set of la-
beled users was collated independently by the anti-spam team
at the large Web mail provider, only a subset of these labeled
accounts intersect with our 4-month dataset of NS votes. His-
torically, these labeled lists are known to be highly accurate.

Table 1 summarizes the voting dataset and its intersection
with user labels. We have observed empirically that, although
some NS votes are legitimate (e.g., there are cases where a le-
gitimate email contained keywords that triggered a content fil-
ter for spam), the majority of NS votes are performed by bots
to delay the identification of spam sent by other bots: 63% of
NS votes are cast by users who only cast NS votes. Although
we derive data labels using independent verification methods
(e.g., manual inspection, suspicious account activity), these la-
bels can often only be attributed to the users after they have
performed a significant amount of malicious activity and have
been de-activated. Our goal is to identify as many undiscov-
ered fraudulent voters as possible, so we use accounts that are
labeled after the time period during which we evaluate our clus-
tering methods.

5.2 Detection and False Positive Rates

Our aim is to identify large groups of bots without incurring
many false positives. Thus, for either clustering algorithms,
we consider any user account that falls into clusters (or com-
ponents) above a threshold size to be a bot. We compare the
two techniques in terms of three metrics: (1) detection, i.e., the
number of users that are classified into clusters larger than the
xth percentile cluster size (x being variable); (2) detection rate,
i.e., the fraction of users labeled “bad” (i.e., fraudulent voters)
who are in clusters larger than the *" percentile cluster size,
and (2) false positives (FPs), which we quantify as the ratio of
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Figure 8: Performance of GAC and Graph-based cluster-
ing for various percentiles of cluster/component sizes. The
x-axis shows the percentile cluster size above which all clus-
ters are considered to contain only bots. The y-axis shows
the detection and false positive rates.

good users in clusters larger than the " percentile cluster size
to all good users, for various values of . Table 2 presents these
statistics for the median (i.e., x = 0.5) cluster size, and Fig-
ure 8 shows the detection and FP rates for various percentile
values (z). Neither GAC nor graph-based clustering vary much
in terms of detection or false positive rates with respect to x;
thus, even a small-sized cluster is likely to contain mostly bots.
Graph-based clustering results use & = 5, and canopy-based
GAC uses a Jaccard similarity threshold of 0.85. Section 7
explains our parameter choices for both algorithms in detail.
Canopy-based GAC outperforms graph-based clustering in all
metrics: the number of potential dishonest votes detected, the
detection rate of confirmed dishonest voters, and the false posi-
tive rate. GAC detects more potential dishonest voters because,
unlike graph-based clustering, it does not create clusters based
on a discrete parameter (i.e., k): graph-based clustering atk =5
has a few large clusters with a steep drop in cluster size, while
the drop in cluster sizes is more gradual with GAC. GAC is also
more precise than graph-based clustering. in graph-based clus-
tering, a large connected component at some k£ may contain two
or more sub-components which are connected only by an edge
of weight exactly k. Even if the users in one sub-component do
not vote on the same IPs as users in the other, they will be cat-
egorized into one large component, potentially increasing false
positives if some of these users are legitimate. GAC performs
all-pairs similarity comparison between users, which results in
clusters where all users are similar to one another.

One of the top three large Web mail providers is using our
detection technique in production. Although a 10% detection
rate of confirmed dishonest voters may seem low, even single-
percentage-point gains are significant for a for large-scale Web
mail providers, given the high volumes of spam seen by Web
mail providers. Any increase in detection rates can help these
providers make more accurate decisions about which email
connection attempts to reject early, and which mail can be more
quickly and efficiently classified as spam (e.g., without inspect-
ing the message’s contents); indeed, clustering is being applied
in practice at the large Web mail provider to detect fraudulent
voters. Our techniques also identified fraudulent voters more
quickly than other methods: many of the bots we discovered

were identified by the anti-spam team as bots only well after
our dataset was collected. We also note that the actual detec-
tion rate may be higher that 10% in practice, because at least
some of the users labeled “bad” may have had the bulk of their
malicious activity before or after the time period of our dataset.

6. SCALABLE DISTRIBUTED IMPLE-
MENTATION

In this section, we will provide a sketch of scalable im-
plementations of the distributed graph-based clustering and
canopy-based clustering due to lack of space; we refer readers
to [21] for a full description. We found that both implementa-
tions run on our 4-month dataset in only a few hours, making
it practical to run on a sliding window that includes new vot-
ing data. GAC is slower than graph-based clustering due to the
overhead of all-pairs comparisons

6.1 Implementation Sketch

Due to the large scale of data, we use Hadoop [9], an open-
source implementation of MapReduce, to process our logs for
both methods.

Distributed Graph-baed Clustering. Finding components in
a graph that is distributed across many nodes is not trivial. First,
we must convert the bipartite graph that maps user accounts to
IP addresses into the k-neighborhood user-user graph that con-
nects users with common IP addresses. The straightforward
method of a 2-pass MapReduce iteration generates a massive
amount of intermediate output, which may even overflow the
distributed filesystem. Thus we use an approximation algorithm
similar to a count-min-sketch to suppress user-user edges where
the two users are unlikely to have many IPs in common [3].
Once we have the user-user graph, we an find connected com-
ponents using MapReduce in a minimum of O(d) iterations,
where d is the diameter of the graph (i.e., maximum length
shortest-path between any two vertices).

Distributed Canopy-based Clustering. The first step is to cre-
ate canopies from the adjacency matrix, M, corresponding to
the bipartite graph. We create canopies using an inexpensive
similarity metric: the number of IP addresses that two com-
promised accounts share. We choose high and low thresholds
for the number of shared IPs, T},ig5 and 170w, such that set of
output canopies have small overlap, but also that the size of
the largest canopy is reduced; this method is adapted from the
suggestion by McCallum et al [16]. We first create an inverted
index N that maps IP addresses to the set of users who vote on
them. To create a new canopy, we pick a random row ¢ from
M and add it to the canopy as the first row. For each non-zero
column 7 in M (i), we find the other rows in M that also vote
on IP j using the row N (j). Using the inverted index allows
us to ignore all rows of M and only compare with the rows
from N(j). We use upper and lower thresholds—7}qn and
Tiow (Thigh > Tiow)—to measure similarity: if the similarity
of a given row in M to M (%) is greater than Thign, We remove
the row from M and add it to the canopy. If the similarity is
less than T};45 but greater than 717, we add the row to the
canopy but do not remove it from M. This procedure explains
why canopies can be overlapping: if a row is removed from M,
it will not be considered for inclusion in any more canopies.
Once we obtain a set of canopies, we distribute them to
various nodes to be separately clustered because all accounts
that will end up in the same cluster will already be in a sin-



gle canopy. We use pre-filtering and an efficient implementa-
tion of greedy agglomerative clustering using the Jaccard met-
ric to form final clusters. Because canopies are overlapping, it
is likely that the same user account is clustered into different
clusters in the final clustering; in such cases, we assign the user
to the largest sized cluster.

7. SENSITIVITY ANALYSIS

In this section, we analyze the sensitivity of the detection and
false positive rates for the algorithms evaluated in Section 5.

Main Result. The effectiveness of both techniques depends
on parameter settings. Because graph-based clustering has a
single parameter (the neighborhood density, k), its cluster sizes
are more sensitive to the setting of k£ (Section 7, Figure 9).

7.1 Graph-Based Clustering

Our goal is to find a value of k that yields clusters that are as
large as possible with few false positives. This task is challeng-
ing: selecting the smallest value of k where the largest com-
ponent fragments might yield £ = 2. However, £ = 2 may
not yield large components containing only bots with no false
positives, because to be in a connected component at k = 2, a
legitimate user only needs to vote “not spam” on two IPs that
a voting bot also votes on as “not spam”; this event may oc-
cur either if a user votes “not spam” by accident or because the
voted-on IPs were re-assigned during our data timeframe due
to DHCP reassignment. Thus, instead of choosing the stopping
value of k only using the decrease in size of the largest com-
ponent, we stop when a large fraction of labeled users in the
largest components are known dishonest voters.

Figure 9 shows the number of components and the size of the
largest component as k increases from 1 to 19. As Figure 9(a)
shows that at & = 1, almost all nodes are in a giant compo-
nent that includes nearly all nodes in the user-user graph, but
just by increasing k to 2, the giant component fragments from
over 14.6 million nodes to just 52,006 nodes, and the number
of components increases from 30,225 to over 14.5 million. Fig-
ure 9(b) highlights the decrease in the size of the largest com-
ponent, echoing the structure of the Web pages-vs.-ads bipartite
graph in Kumar et al.’s work [15].

Even for low values of k, the largest component consists
mostly of “bad” users. Figure 10(a) shows how the fraction of
users labeled as fraudulent in the largest component varies as
a fraction of all labeled users, for various values of k. Even at
k = 2, the largest component has no users labeled “good” (i.e.,
no false positives). This characteristic holds as k increases:
there are no false positive “good” users in the largest compo-
nent at any value of k greater than two. However, the minimum
component size above which there are no false positives is de-
pendent on k. We examine the size of the largest component
and the fraction of dishonest voters in each component (among
labeled users). Figure 10(b) shows the number of false positives
in each component, rank-ordered by the size of the component,
for k = 2 and £k = 5. Smaller components for small val-
ues of k often include many “good” users; at k = 2, even the
second-largest component contains more than half good users.
As we increase k to 5, the good-user portion of the large com-
ponent fragments, resulting in smaller components with even
fewer false positives, which is why we picked this threshold for
our evaluation.

7.2 Canopy-Based Clustering

Sim. Threshold | Detection Rate | FP rate
0.90 8.74% 0.14%
0.87 9.01% 0.15%
0.85 10.24% 0.172%
0.82 15.52% 0.217%
0.78 17.52% 0.244%
0.76 19.24% 0.26%
0.74 21.70% 0.328%
0.72 23.29% 0.499%

Table 3: Sensitivity of the detection and false positive rates
to the choice of the similarity threshold. We chose 0.85
(highlighted).

Choosing thresholds for canopy formation. The first step
in canopy-based agglomerative clustering is canopy formation,
which is parameterized by the thresholds T},;4, and 176, (Sec-
tion 6). These thresholds control the extent to which the data is
partitioned and the extent to which canopies overlap with one
another. Because we apply canopy clustering to reduce the size
of our input dataset, we must pick values of Thign and Tjow
such that: (1) the average size of canopies are reduced, (2) the
overlap between canopies is reduced, and (3) the total number
of canopies are reduced. Low values of Th;4n reduce overlap,
and high values of 7},,, decrease the size of canopies. How-
ever, if both T},;4n, and 17, are too large, all but highly similar
rows will be in non-singleton canopies.

Figure 11(a) plots the size distribution of canopies on varying
Thign and Tjo., and Figure 11(b) plots the CDF of the user
IDs which are mapped onto multiple canopies. These figures
show that setting 145 = 7 and T}, = 5 partitions the users
into distinct canopies into a few small canopies with minimal
overlap.

Choosing a threshold for the Jaccard Metric. We cluster
each canopy using average-linkage similarity (Section 4.3). For
each canopy, GAC iteratively performs all-pairs similarity com-
putation and merges the most similar clusters if their Jaccard
similarity exceeds a similarity threshold. Table 3 shows how
the detection rate and false positive rates change for other set-
tings of the similarity threshold. A similarity threshold of 0.85
yields a high detection rate and a low false positive rate.

Figure 12(a) shows the size distribution of the clusters we
obtained. More than 99% of clusters are singletons (i.e., likely
legitimate users). Figure 12(b) shows the distribution of dis-
honest voters for various cluster sizes, presented as a fraction
of labeled users in the cluster. All large clusters except for
one have almost no false positives. The exception—a cluster
of 12,890 users—has 517 users labeled “good” 2,776 users la-
beled “bad”. Considering that all of these false positives fall
into a single cluster, these users are likely compromised users
that were mislabeled.

8. RELATED WORK

Clustering has been used to identify bots using network-
level features from spam and legitimate email [22], and using
long-lived network-aware clusters formed by spammer IP ad-
dress prefixes to mitigate spam [23]. Qian et al. improve the
network-aware cluster approach with a hybrid clustering ap-
proach that includes both spammer IP address and their DNS
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information [20]. Kumar e al.’s study [15] presents the k-
neighborhood graph model we use in this paper, and its ap-
plication to domains such as relationships in social networks,
collaborative blogging or bookmarking sites, and Web page
similarity. The most similar work to ours is BotGraph, which
identifies compromised accounts in Hotmail using the graph-
based component-finding algorithm similar to the one described
in this paper [25]; our paper shows that graph-based compo-
nent finding has shortcomings for detection of vote gaming at-
tacks, since it generates false positives. Detecting fraudulent
votes collaboratively has also been studied in social tagging
systems [12, 14] but these methods look for distinctive patterns
within the same domain, not using an independent lower-layer
identifier such as an IP address.

Clustering to find bots has also been applied in areas other
than email spam. Metwally et al. implemented systems [17,18]
to identify fraudulent publishers in the domain of web advertis-
ing. Their work attempts to efficiently estimate similarity in the
sets of IP addresses that click on advertisements hosted a pair
of publishers, and to cluster publishers that have high similarity
with each other—which likely indicate fraudulent publishers.
In the area of scam hosting, Konte ef al. show that many dif-
ferent scammer domain names share the same hosting infras-
tructure [13]. Perdisci ef al. have extended this work in using
clustering to identify scam-hosting domain names that use DNS
fast-flux to cycle between IP addresses [19].

9. CONCLUSION

Web mail providers rely heavily on user votes to identify
spam, so preserving the integrity of user voting is crucial. We
have studied a new attack on Web mail systems that we call a
vote gaming attack, whereby spammers use compromised Web
mail accounts to thwart Web mail operators’ attempts to iden-
tify spam based on user votes. Using four months of voting data
from a large Web mail provider, we found that vote gaming at-
tacks are prevalent in today’s Web mail voting systems. As a
first step towards defending against these attacks, we have de-
veloped and implemented a clustering-based detection method
to identify fraudulent voters. Our method identifies 1.1 mil-
lion previously undetected dishonest voters over the course of
several months, while yielding almost no false positives. The
techniques presented in this paper are an important step in stem-
ming the tide of this new class of attacks and are already be-
ing used in production as part of a large Web mail provider’s
techniques to detect fraudulent votes. We believe that these
techniques may also be applicable to other online Web forums
where bots perform vote gaming, such as user-generated con-
tent sites or online polls. Although our input data is propri-
etary and sensitive to be released even with anonymization, we
are planning to release parts of our implementation to other re-
searchers. We also intend to explore the applicability of our
methods to these other settings as part of our future work.
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