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Why Network-level properties? Motivation

Why network-level properties?

Content-level Iters do not always work

@ Content-based lters: easy to evade and hard to maintain
@ Network-level properties of spam are usually less variable

This paper
@ Characterizes various network-level properties of spam using a
joint analysis of several datasets

@ Identi es network-level properties which might be used to
complement content-based lters
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Why Network-level properties? Findings Overview

Major Findings

@ Where does spam come from?
Answer: Most spam is received from very few regions of IP space
Implication: Insight about “spammier” pre x es could aid Iter design

@ Do spammers really hijack routes?
A: Yes, a small set of spammers continually do this
I: Traceability of spam (or any malicious traf ¢) is not guaranteed

@ Who sends the most spam?
A: Most spam is sent by Windows hosts

I: Spam might be mostly from bots — bot-membership identi cation and
in-network Iters could help
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Data Collection Setup Traces Used

Traces used in this study

Campus Network 1 Campus Network 2 Large Email Provider
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© Spam sinkhole; no real email addresses; spools all email received
@ Running MailAvenger, a highly con gur able SMTP server

© BGP Monitor in the same AS as the sinkhole, with an iBGP session with
the border router

© Trafc logs at a hijacked “command and control” (C&C) for a botnet
(Bobax) used purely for spam

© Logs for accepted and rejected email (using a variety of spam Iters)
from a large email provider
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Data Collection Setup Traces Used

Outline

@ Where does spam come from?
Answer: Most spam is received from very few regions of IP space
Implication: Insight about “spammier” pre x es
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@ The two top spamming ASes make up over 10% of received spam
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Network-level Characteristics: Hypotheses
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Experimental Results Spam from transient, hijacked routes

Outline

@ Do spammers really hijack routes?
Answer: Yes, a small set of spammers continually do this
Implication: Traceability of spam (or any malicious traf ) cannot be
guaranteed
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Spam from hijacked routes

Basic Idea: 1) Gain access to a router, 2) Announce a “hijacked” pre x,
3) Send some spam, 4) Withdraw the route

Spam from 61/8 for a 10 min ute period
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Experimental Results Spam from transient, hijacked routes

Spam from hijacked routes: “Spectrum Agility”

@ Why such large address ranges?
@ Short pre x es (larger number of addresses) are less likely to be
ltered
@ Does not disrupt legitimate, more speci ¢ routes
@ Allows the spammer to hop between a large “spectrum” of IP
addresses

@ How much spam from short-lived BGP routes?

@ Less than 10% of spam (for routes announced for less than 1 day)
@ A small group of persistent ASes seem to be using this technique to
send spam (i.e., intentionally)
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Experimental Results Spam from Botnets

Outline

@ Who sends the most spam?
Answer: Most spam is received from Windows hosts, each of which
send a small volume of spam to our domain
Implication: Windows hosts are likely to be bots, and volume-based or
single-domain blacklists are unlikely to be effective
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Experimental Results Spam from Botnets

Characteristics of spamming bots

@ Distrib ution across IP space for bots
@ Similar to IP space distribution for all spam
@ Lower bot activity in ranges where spam also comes from hijacked
routes

@ Operating Systems of Spamming Hosts

Spam:

@ Windows-based: 58%

@ Unix-based: 8%

@ Unidenti ed/No Fingerprint: 34%
Clients:

@ Windows-based: 70%

@ Unix-based: 4%

@ Unidenti ed/No Fingerprint: 27%
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Experimental Results Spam from Botnets

How much spam does each bot send?

@ 99% of bots sent less
than 100 pieces of spam
to our domain

@ 65% of known bots send
spam only once; 75% for
less than two
minutes  collaborative
blacklists are the way to
go

@ “Single-shot” bots
send only 25% of all
bot spam, but could
become heavy

Amount of spam from a bot vs. its lifetime .
spammers over time
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Experimental Results Effectiveness of Blacklists

Where do DNS Blacklists stand?

@ 80% of spamming hosts are listed in atleast one blacklist

@ Catch: Requires checking 8 blacklists
@ Even the most aggressive blacklist has only 40% IPs listed

@ A large fraction (50%) of spam hosts using short-lived routes are
not listed in any blacklist

@ However, a much higher fraction of Bobax bots are blacklisted
@ Bots send email to many domains
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Summary Lessons

Takeaway lessons

@ Network-level spam ltering

@ Network-level properties are less malleab le, and are observable
closer to the sour ce of spam

@ Aggregate properties (e.g., IP pre x, ASN, route used etc.) are
more suitable to detect spam than, say, an IP address

@ Some netw ork-le vel properties can be easily incorporated into
spam- lter s; could be used as a rst-pass lter.

@ Rede ning end-host identi ers

@ Spam lter ing requires a better notion of end-host identity
@ Securing the Internet routing infrastructure is key to traceabilty
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Summary

Summary

@ Joint analysis of many data sets to characterize the network-level
behavior of Spammers

@ Network-level properties offer insight into new techniques of
spamming
@ Filters based on network-level properties could be incorporated

easily into spam lters and could ag spam where content-based
methods fail

@ Current and Future Work

@ Incorporation of network-level properties of spam into spam
lters/MT As

@ Implementation of a massively collaborative system for Iter ing
spam closer to its source
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Summary

IP distribution for Bobax drones
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Summary

IP distribution for Bobax drones
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Operating Systems of Spamming Hosts

oS Clients Total Spam
Windows 854404 (70%) 5863112 (58%)
Linux 28132 (2.3%) 557377 (5.5%)
FreeBSD 6584 (0.5%) 152456 (1.5%)
MacOS 2944 (0.2%) 46151 (0.4%)
Solaris 1275( 0.1%) 18084 (0.2%)
Unidenti ed 128580 (10.4%) 1212722 (12%)
No Fingerprint 204802 (16.7%) 2225410 (22%)
Total 1228403 10103837

The operating system of each unique sender of
received spam, as determined by passive OS

nger printing.
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Operating Systems of Spamming Hosts

oS Clients Total Spam

Windows 854404 (70%) | 5863112 (58%)

Linux 28132 (2.3%) | 557377 (5.5%) .

FreeBSD 6584 (0.5%) | 152456 (15%) @ 70% of hosts that we receive
MacOS 2944 (0.2%) | 46151 (0.4%) 0

Solaris 1275( 0.1%) | 18084 (0.2%) Spam (qnd 95% that we have a
Unident ed 128580 (10.4%) | 1212722 (12%) nger print for) run a version of

No Fingerprint | 204802 (16.7%) | 2225410 (22%) - " .
Total 1228403 10103837 Windows (cf. most legitimate malil

servers are Unix-based)

@ 4% Unix hosts send 8% emalil
a fraction of the spamming

The operating system of each unique sender of ) ) . )
infrastructure is still unix-based

received spam, as determined by passive OS

nger printing.
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Each spamming host IP is queried in 8 blacklists at the time the spam is received
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