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Abstract

A software cache implementsinstruction and data caching entirely
in software. Dynamic binary rewriting offers a meansto specialize
the software cache miss checks at cache miss time. We describe a
software cache systemimplemented using dynamic binary rewriting
and observe that the combination is particularly appropriate for
the scenario of a simple embedded system connected to a more
powerful server over a network. As two examples, consider a
network of sensorswith local processing or cell phones connected
to cell towers.

Software caching with binary rewriting fits the embedded sce-
nariointhreeways. First, automatic caching enablestheconvenient
programming model of a large addressspace at the embedded sys-
tem. Second, an all-software implementation minimizes cost and
(potentially) power over ahardwareimplementation while maximiz-
ingflexibility. Flexibility iscrucial to achieving high, predictablehit
rates which are necessarywhen cachemisstimeis high. Third, dy-
namic binary rewriting shifts some software caching overhead from
the simple embedded system to the powerful server. The rewriter
reduces the time and space of cache miss checks through special-
ization at the cost of extra overheadin servicing cache misses. The
cache miss checksrun in the embedded systemwhile the missesare
handled by the server.

We describe a software cache system for instruction caching
only usingdynamic binary rewritingand present preliminaryresults
for the performance of instruction caching in that system. We
measure time overheads of 19% compared to no caching. We also
show that we can guaranteea 100% hit rate for codesthat fit in the
cache. For comparison, we estimate that a comparable hardware
cache would have space overhead of 12-18% for its tag array and
would offer no hit rate guarantee.

Keywords: Software Caching, Binary Translation, Dynamic
Compilation, Low Power, Embedded

1 Introduction

Programmability is the primary motivation for automatic manage-
ment of amemory hierarchy (automatic caching). Programmability
enables new functionality, can reduce time to market and improve
time in market by strengthening reusability of softwarein aproduct
line. A memory hierarchy can be managed manually by a pro-
grammer but the effort is considerable. General-purpose computers
universally employ automatic management of the memory hierar-
chy via hardware caching and virtual memory mechanisms, but
many DSPs and microcontrollers used in embedded systems avoid
caching to absolutely minimize its drawbacks.
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Figure 1: Two examples of networked embedded devices: distributed
sensorsand cell phones. Both includelocal processing but are continuously
connected to more powerful servers.

The drawbacksof caching are added cost, added power andloss
of predictabletiming. A cachedesign targeting embedded systems
must address these three issues.

A natural target class of embedded applicationsis onein which
the embedded system is in constant communication with a server.
In this scenario the server maintains the lower levels of the memory
hierarchy for the embedded system. Two examples of this class
(Figure 1) include a distributed network of low-cost sensors with
embedded processing and distributed cell phones which commu-
nicate with cell towers. In each example the embedded deviceis
nearly uselesswithout the communication connection and thus can
afford to depend partially on the server for basic functionality. Also
in each example, the embedded device is heavily constrained by
cost and/or power consumption while the server can be far more
powerful.

A specific example of the benefits of caching is illustrated in
Figure 2. Consider a sensor with local processing. The sensor op-
erates in one of several modes (initialization, calibration, daytime,
nighttime), but only two are performance-critical and thetransitions
between the modes are infrequent. Figure 2 depicts an idealized
view of the memory address space in this system in which the
code/data for each mode is digjoint. The key observation is that
only the performance-critical modes need to fit entirely in memory
and then only one at atime. The local memory can be sized to fit
one mode, reducing cost and power over alarger memory.

Softwar e Caching.

Implementing caching in software helps address the issues of
cost, power and predictability. An all-software cache design ad-
dressestheseissues as follows:

e Cost: Software caching requires no die area devoted to
caching. A fraction of on-chip memory may be consumed
by tags and other overheads but the fraction is an adjustable
tradeoff. Software caching can be implemented today on the
simplest of microcontrollers.
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Figure 2: Example: code space for an embedded processor providing
local processing to a sensor. The code includes modules for initialization,
calibration and two modes of operation, but only one moduleis active at a
giventime. The device physical memory can be sized to fit one module.

e Power: A hardware cache pays the power penalty of a tag
check on every access. The primary performance objectivein
asoftware caching designisto avoid cache tag checks. Even
though a program using the software cache likely requires
additional cyclesit can avoid a larger fraction of tag checks
for anet savingsin memory system power.

e Predictability: Software caching offersflexibility to provide
predictable timing (zero misses during a section of code) in
two ways. At aminimum, one can define manually managed
areas of on-chip memory and thus provide predictable mod-
ules within the application. More interestingly, a software
cache can be fully associative so that a module can be guar-
anteed free of conflict misses provided the module fitsin the
cache (Figure 2).

The costs of an all-software cache design versus a hardware
design are that, even when all cache accesses are hits, some extra
instructions must be executed for cache tag checks, mapping or
other overhead.

Software caching may be used to implement a particular level
in amultilevel caching system. For instance, the L2 cache could
be managed in software while the L1 caches are conventional. For
our embedded scenario, we envision asingle level of caching at the
embedded system chip with a local memory in the range of 1sto
100s of kilobytes.

Dynamic Binary Rewriting.

Dynamic binary rewriting in the context of software caching
means modifying the instructions of the program at cache miss
time. The instructions are rewritten to encode part of the cache
state in the instructions themselves. For instance, branchesin code
can be rewritten to point to the in-cache version of a branch target
(if the target isin-cache) or to the miss handler (if the target is not
in-cache). Similarly, (some) data accessescan be rewritten to point
to in-cache locations.

The key contribution of dynamic rewriting to software caching
isthat it providesameansto makeafully associative cachewith low
overhead for hits. Rewritten instructions may be placed anywhere
inthe cacheon abasic-block by basic-block basis. Fully associative
hardware cachesareimpractical unlessthe cacheblock sizeislarge.

Rewriting helps reduce the cache hit time and code size at the
expense of increased cachemisstime. In thetarget scenario of net-

worked embedded devices, rewriting shiftsthe cost of caching from
the (constrained) embedded systemto the (relatively unconstrained)
server.

Relationship to Java Just-in-Time Compilation.

Theideaof using dynamicrewriting to support software caching
is orthogonal to the idea of using just-in-time compilation to accel-
erate interpretation in Java. The two concepts are natural to be
combined, however. The pointer constraints of Java would help
software caching by providing more opportunitiesto specializedata
references than can be found in arbitrary machine code. In return,
software caching as described here offers a means of organizing a
“Distributed VM” [7] with atiny memory footprint on an embed-
ded system: put the just-in-time compiler on the server and manage
the embedded system’s memory as a cache.

This section has introduced software caching, its application to
embedded systemsconnected by anetwork to aserver and the use of
dynamic binary rewriting to improve software caching. Therest of
thisdocumentis organized asfollows. Intheinterestsof aconcrete-
ness, we present a detailed design first in two sections. Section 2
describes an instruction cache using dynamic binary rewriting in
software. We describe a prototype and results showing 19% over-
head in time. Section 3 describes a paper design for a data cache.
After the design presentation, Section 4 expands on the range of
tradeoffs in implementing a memory hierarchy in hardware or soft-
ware, with or without rewriting and discussesrelated work. Finally,
Section 5 concludes.

2 Software Caching of Instructions

This section describes a software cache for instructions imple-
mented using dynamic binary rewriting to minimize tag checks.
The rewriting approach eliminates most tag checks and permits the
instruction cacheto be fully associative. Thecostis, of course, time
and complexity of handling cache misses. The section discusses
the basic principles of rewriting, the issues that arise from cache
invalidations and from ambiguous pointers, describesour prototype
instruction cache on a SPARC system and presents performance
results for that prototype.

Rewriting Mechanism.

Figure 3illustrates the basic rewriting mechanism. Instructions
from the original program are copied into a section of on-chip
memory called the tcache (translation cache), basic block by basic
block. At copy time, the branch at the end of the basic block is
rewritten to point to a cache miss handler for the following block.
If the branch is subsequently taken, then the branch is rewritten
again to point to the in-cache copy of the target basic block.

The example illustrates both advantages of rewriting. First,
after all the basic blocks used in the loop have been discovered,
copied and rewritten in the cache, the loop runs at full speed with
no cache tag checks (possibly extra branch instructions). Second,
the instruction cacheis effectively fully associative. Instructionsin
the source program may be relocated anywhere in the tcache.

Interpreted in conventional caching terms, the rewritten instruc-
tions encode cache tags. When an object (e.g. a basic block of
instructions) is in the cache, relevant jumps and branches in the
cache are adjusted to point to that object. When the object is not
in-cache, relevant instructions are adjusted to point to the cache
miss handler instead. Instead of tags or a mapping table, the state
of the cache is implicit in the branch instructions which, for the
most part, are required in the program anyway. Not all tags can be
represented this way, but many can be.

Alternatively, interpretated in dynamic compilation lingo, we
use binary rewriting to specialize mapping and tag-checking code
for the current state of the cache. The specialization succeedsin
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Figure 3: Example of Translation Cache (tcache) operation. Basic blocksin the original program (A), are copied on demandto the translation cache. As they
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Figure4: Datastructuresused for instruction caching. Thetcache(transla-
tion cache) holdstherewritten instructions. Thetcachemap holdsmappings
from the original address spaceto indicesin the tcache.

removing the tag check entirely for the common case of branch
instructions whose destinations are known at rewriting time.

We addressthree more issues beyond the basic rewriting mech-
anismin order to complete the cachedesign. First, we must provide
a means to invalidate cache entries. Second, some pointers to in-
structions are not known at rewriting time (e.g. return addresses).
These “ambiguous’ pointers require other caching and invalida-
tion mechanisms and/or (modest) programming model limitations.
Third, invalidations raise an atomicity issue: cache mapping and
tag checking code must be atomic with respect to invalidations.

Invalidation.

One invalidates a conventional cache entry by changing the tag
or the mapping. With rewriting, we need to find and change any
and all pointers that implicitly mark a basic block asvalid.

There are two sources of such pointers: pointers embedded in
the instructions (the branches) of other basic blocks in the tcache
and pointers to code stored in data, e.g in return addresses on the
stack or in thread control blocks. Pointers in the tcache are easy
to record at the time they are created. To find pointersin data, the
runtime system must know the layout of all such data.

Ambiguous Pointers.

Rewriting is limited by pointers that cannot be determined at
rewriting time (ambiguouspointers). For instance, computedjumps
and returns from subroutinesinvolve pointersto instructions where
the pointers are unknown at rewriting time.

There are three approachesto handling ambiguous pointers:

e Usecodeanalysisto determine constant valuesfor pointers (if
possible) or to generate useful assertions about pointers. For
instance, a computed jump may in fact be provably constant
at rewriting time.

e Decree limitations to the programming model in order to
provide useful invariants about pointers. For instance, limit
the call/return idiom so that the location of return addresses
is alwaysknown.

e Perform a cache lookup in software at runtime. A runtime
cachelookup is always possible as a fallback strategy.

We usethe strategy of applying limitations to the programming
model combined with cache lookup as a last-ditch approach. The
limitations are modest and correspond essentially to code produced
by a compiler. A more sophisticated rewriter could employ elabo-
rate analysis[4] or an ISA, such asthe JavaVirtual Machine, which
is more amenableto analysis.

Atomicity.

Software caching combined with interrupts introducesan atom-
icity problem with respect to the state of the cache. The problemis
that the time from the translation or validation of an addressto the
use of that address must appear atomic with respect to changesin
the translation or validity of the address. For example, since a soft-
ware cachetag check adds multiple instructionsto aload operation,
an interrupt can arrive after the tag check succeedsbut before the
load is executed. Thereisaproblem if theinterrupt then invalidates
the cacheline that is about to be loaded.

There are several standard solutionsto an atomicity problem of
thistype:

e Disableinterruptsduring thecritical section from cachecheck
to use.

e Test for the PC in the critical section at interrupt time and, if
s0, back up the PC to abort the critical section.



e Test for PCsin critical sectionsonly at invalidation time, but
test any possible saved PC.

Identifying acache check critical sectionrequiresthat the checks
use a recognizable idiom. There is then a tradeoff between the
flexibilty in writing checks and making them identifiable. For
instance, one would like to rewrite computed jumps to replace
the constant jump addresses in the original code, but then those
constants must be found and invalidated. This may be impossible,
due to the inability to identify (or to abort) the instructions used to
read the constant and compute the jump.

We do not yet addressthe atomicity problem becausewe do not
yet support interrupts. We advocate having the server perform an
arbitrarily elaborate check at invalidation time.

2.1 |-CacheDesign

We haveimplemented aprototype of a softwareinstruction cacheon
aSun SPARC-basedworkstation. Our |-cache design usesrewriting
for the majority of control transfers, relies on modest restrictions
to the programming model to rule out several forms of pointer
ambiguity, and resorts to a mapping through a hash table for the
remaining ambiguous pointers.

There is no embedded system per se, but instead one program
that includesboth “ server” and “embedded” code. The server copies
and rewrites the embedded code into a tcache in memory and then
executesthat codedirectly. Communication between the embedded
code and the server is accomplished by jumping back and forth in
placeswhere areal embedded system would haveto perform an RPC
to the server. Datacachingis not modeled—the rewritten embedded
code accessesdataobjectsin the samememory locationsasit would
have if it had not been rewritten.

We define the following limitations to the programming model
to rule out some forms of ambiguous pointers. The limitations are
modest in that they correspond to idioms that a compiler would
likely produce anyway.

¢ Procedurereturn addressesmust beidentifiableto theruntime
system at all times. Specifically, procedure call and return
use unique instructions, the current return address is stored
in a particular register and a particular place in the stack
frame, the stack layout must be known to the runtime system
and any non-stack storage (e.g. thread control blocks) must
be registered with the runtime system. The instruction and
register requirements are met naturally by the compiler. The
stack layoutisalready defined in SPARC becauseof SPARC's
use of trap-managed register windows. The interface to the
thread system is the only new regquirement (and we have not
yet implemented it).

e Self-modifying programs must explicitly invalidate newly-
written instructions before they can be used. For instance,
dynamically linked libraries typically rewrite ajump tableto
the library. SPARC already requires this invalidation as its
instruction and data caches are not coherent.

Finally, we do not limit pointers arising from computed jumps:

e For computed jumps, wefall back to alookup through a hash
table. The hash table need only contain the subset of des-
tination addresses that could actually occur at the computed
jump —a subset of the tcache map in Figure 3.

The implementation runs on UltraSPARC workstations under
Solaris 2.7 and Linux 2.2.14. The next subsection describesresullts.
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Figure 5: Relative execution time for the software instruction cache. The
times are for 129. conpr ess from SPEC95 and are normalized to the
“ideal” execution time with no software cache.
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Figure 6: Hardware cache miss rate versus cache size. The cacheis a
direct-mapped L1 instruction cache with 16-byte blocks. The cachesizeis
the size of dataonly —tagsfor 32-bit addresseswould add an extra11-18%.
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Figure 7: Software cache miss rate versus cache size. The software cache
sizeis the size of the tcachein bytes. The software missrate is the number
of basic blockstranglated divided by the number of instructions executed.



App. Dynamic  Static

. text . text
129. conpress | 21KB 193KB
adpcnenc 1KB 139B
hext obdd 23KB 205KB

Table 1: Application dynamically- and statically- linked text segment
sizes. 129. conpr ess isfromthe SPEC CPU95 suite, adpcrenc isfrom
MediaBench, andhext obdd isalocal graph manipulationapplication. All
were compiled with gcc - O4. The dynamic . t ext segment size is an
underestimate while the static . t ext si ze isan overestimate.

2.2 |-Cache Results

We ran experiments using afew small benchmarks. The bench-
mark characteristics are summarized in Table 1. We compare the
performance of the software instruction cache with that of asimple
hardware cache: a direct-mapped cache with 16-byte blocks.

The main point to take away is that the software cache comes
close to the performance of the hardware cache in time and space
costs, yet the software cache requires no hardware support.

Figure 5 shows the time performance of the software cache.
We compare the wall times of conpr ess95 running under the
software cache system with that of conpr ess95 running natively
on the UltraSPARC. The input to conpr ess95 is large enough
that the initial startup time of the cacheisinsignificant. The result
shows that the software cache operates with a slowdown of 19%
provided the working set of the code fits entirely in the cache. Of
course, if the working set does not fit, performance is awful (the
rightmost bar) but the system continuesto operate.

Figures 6 and 7 show the space requirements of software and
hardware caches for the benchmarks by looking for the “knee” of
the miss rate curve in each case. The result is that, for this coarse
test, the cache size required to capture the working set appears
similar for the software cache as for a hardware cache.

Finally, notethat theworking sets observedin theFigures6and 7
are atiny fraction of the program code sizeslisted in Table 1. This
ratio is an illustration of the benefits of caching depicted earlier in
Figure 2: only afraction of the address space needsto be physical.

3 Software Caching of Data

This section sketches a paper design for a software data cache to
complement the instruction cache presentedin the previous section.
A data cache can benefit from rewriting but the issues of pointer
disambiguation are much more serious than for instructions.

We present one design that has two main features. First, it
again exploits some modest limitations to the programming model
to eliminate some forms of pointer ambiguity. Second, we define
a “slow hit” as a cached data item found on-chip, but with extra
effort beyond the case of an ordinary hit. We then can build afully
associative data cache where at least slow hits can be guaranteed
provided the datafit in cache.

Basic Caching M echanism.

The basic mechanismfor data cachingin software isto emulate
the action of a hardware cache by implementing mapping, tags or
both. Load and store instructions are rewritten as a sequence of
instructions to perform the mapping or tag check. The key goal for
a software data cache is to reduce the number of tag checks.

Reducing Tag Checks.

We reduce tag checks in two ways. First, we rely on limita-
tions to the programming model to treat scalar objects on the stack
differently from the rest of data. The stack may thus be treated
specially and most tag checks on the stack eliminated. Second, we

Id [caddr], %rl ——>

the constant address is
known to be in—cache

I d [dataadr(caddr)], %1

Id [%r2], %rl ——>
the variable addressis
not known but we have
a prediction about which
linein cache

Id [guess(Idaddr)], %rl

Id [tagbase + %r1], %r3

srl %r2, NOFFSETBITS, %r4
cmp %r3, %r4

bne Imiss

sll %r1, NBLOCKBITS - 2
and %r2, NBLOCKMASK, %r3
add %r1, %r3, %rl

Id [database + %r1], %rl

Figure 8: Instruction sequences used to implement data caching. If the
address is constant, the translated, in-cache address can be rewritten in the
code (top). Otherwise, the address is looked up by searching the cache
starting with a predicted entry in the cache (bottom).

use rewriting to specialize accesseswith constant addresses (scalar
global variables).

Additional tag check reductions are possiblewith additional ef-
fort or limitations. For instance, the HotPages system [4] uses a
static compiler with sophisticated pointer analysisto selectively cre-
ate deeper loop nests such that array accesseswithin the innermost
loop all access the same cache line and can thus be checked with
onetag check at the beginning of the innermost loop. Alternatively,
Javarestricts pointers at the language level and passesconsiderable
information down to instruction level in the form of Java Virtual
Machine in bytecodes.

Full Associativity.

We propose to make a data cache that is fully associative yet
includes a fast, predicted common-case path. A fully associative
software cache for data will be slow because we cannot get rid
of as many tag checks as we can for instructions. We propose
to implement the fully associative cache with predictions to speed
accesses.

3.1 D-CacheDesign

We propose to implement data caching in two pieces: a specialized
stack cache (scache) and a general-purpose data cache (dcache).
Local memory is thus statically divided into three regions: tcache,
scache and dcache.

The stack cache holds stack frames in a circular buffer managed
asalinkedlist. A presencecheckismade at procedureentranceand
exit time. The stack cache is assumed to hold at least two frames
so leaf procedures can avoid the exit check.

The data cache is fully associative using fixed-size blocks with
tags. The blocks and corresponding tags are kept in sorted order.
A memory access has three stages. First, the load/store instruction
is expanded in-line into a tag load and check (aided by a block
index prediction, described below). A tag match indicates a hit.
On amismatch, a subroutine performs a binary search of the entire
dcache for the indicated tag. A match at this point is termed a
“glow hit”. If there is no match in the dcache, the miss handler
communicates with the server to perform a replacement.

The cache check code must guess the index of the block (and
tag) in the fully-associative dcache. We use additional variables
outside the dcache to maintain predictions. The variable predicts
that the next accesswill hit the same cachelocation. Asavariation,
the hit code could implement a stride prediction (since the dcache
array isin sorted order) or a“second-chance” prediction of index
1 + 1 onamissto index ¢ before searching the whole dcache. The
prediction variable does not need to be updated when the dcacheis
reorganized although an update could help.

Figure 8 showsthe SPARC assembly for the case of aspecialized
load/store for aglobal scalar versusthe codefor a predicted lookup



in the sorted dcache.

In summary, the data caching design has two features. First,
it uses|SA restrictions and rewriting to specialize a subset of data
accesses. Second, it providesfor afully associative data cachewith
prediction for faster access. The guaranteed memory latency is the
speed of aslow hit: the time to find data on-chip without consulting
the server.

4 Discussion

Software caching opens up the design space for caching. Software
caching appears particularly appropriate for the scenario of a low-
cost/low-power embedded system connected to a server where the
server actively participates in managing the memory hierarachy.
Thissection liststheissuesof software cachingand discussesrelated
work.

Caching I ssues.

e Manual vs. automatic management. Manual management
of the memory hierarchy, like assembly language program-
ming, offers the highest performance but the most difficult
programming model.

o Hardwarevs. software. Viewed in terms of time, hardware
mechanismscan afford to check every single memory access
while software mechanisms will depend on avoiding such
checks. Viewed in terms of power consumption, avoiding
checksis alwaysdesirable.

e Binary Rewriting. Rewriting (applied to software caching)
specializesinstruction sequencesfor the current cache state.
Trace caching [5] or in-cache branch prediction can be con-
sidered hardware versions of rewriting. Software rewriting
eliminates tag checksthrough specialization.

e Value of Limitations. Some very useful specializations are
illegal under the contract of the instruction set. These spe-
cializationsmay be used either (a) speculatively, (b) whenthe
illegal situation can be proven not to arise or (c) if additional
limitations are imposed on the instruction set. A small set of
limitations to the instruction set corresponding essentially to
thenatural idioms of compiler-produced machine code enable
anumber of important specializations.

e Language-level help, eg. via Java. Language-level sup-
port is orthogonal but can considerably simplify either man-
ual or automatic memory management. With a manual ap-
proach, one can use objects to help delimit the code and data
belonging to an operating “mode”. With an automatic ap-
proach, language-level restrictions on pointers considerably
simplify pointer analysis and enable better specialization of
data caching.

Related Work.

Thereisrelated work in all-software caching, fast cachesimula-
tion, software-managed cacheswhere software handlesrefills only,
dynamic binary rewriting and just-in-time compilation.

Software caching has been implemented using static rewriting
mechanisms. The HotPages system uses transformations tightly
integrated with a compiler that features sophisticated pointer anal-
ysis [4]. In contrast, we focus on the complementary problem of
what we can do with dynamic rewriting and without deep analy-
sis. The Shasta shared memory system used static binary rewriting
to implement software caching for shared variables in a multipro-
cessor [6]. Such techniques could be used to implement shared
memory between an embedded system and its server.

Fast simulators have implemented forms of software caching
using dynamic rewriting. The Talisman-2 [1], Shade [2] and Em-
bra [8] simulators use this technique. Simulators must deal with
additional simulation detail which limits their speed. Also, the
dynamic rewriters deal with very large tcache sizes and avoid the
problem of invalidating individual entries by invalidating thetcache
in its entirety and infrequently.

As the ratio of processor to memory speed increases, software
management of the memory hierarchy creeps upward from the tra-
ditional domain of virtual memory management. Software has
been proposed to implement replacement for a fully-associative L2
cache[3]. We proposeto take an additional step.

A Distributed VM [7] splits theimplementation of a Javajust-
in-time compiler system between servers and clients to achieve
benefits of consistency and performance. We use a similar notion
of distributed functionality between a server and an embedded sys-
tem to minimize memory footprint, system power and cost on the
embedded system.

5 Conclusion

This paper described software caching and a particular way of im-
plementing software caching using dynamic binary rewriting. We
observe that this system is particularly natural for a class of em-
bedded applications: one where a low-cost, low-power embedded
device is continuously connected to a more powerful server. The
caching system provides the programmability of a memory hierar-
chy while the software implementation minimizes system cost and
potentially reduces power consumption over ahardware cachingim-
plementation. The binary rewriting approach shifts some caching
overhead from the embedded device to the more powerful server,
matching the characteristics of the scenario.

The paper contributes a prototype instruction caching system
with measurements of its performance and a discussion of design
issuesfor afull-blown software caching system with data caching.
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