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ABSTRACT
File sharing using peer-to-peer (p2p) systems is a major Internet ap-
plication and the leading source of network traffic today. However,
the dominance of p2p systems for file sharing has been recently
challenged by an increasing number of services, such as Rapid-
Share and MegaUpload, which offer users the ability to share files
through centralized servers, without relying on an underlying p2p
infrastructure. These services, referred to as One-Click Hosting
(OCH), have the potential to offer users better performance and
availability than p2p systems. If they succeed, OCH services may
become the leading platform for file sharing and eventually replace
p2p systems for this purpose. In this paper, we present the first, to
our knowledge, detailed study of OCH traffic and services focusing
on the most popular such service: RapidShare. Through a combina-
tion of passive and active measurements, we attempt to understand
their service architecture, usage patterns, and content characteris-
tics. We also compare RapidShare with BitTorrent in terms of user-
perceived throughput and content availability, and we explore the
characteristics of some popular RapidShare indexing sites.

Categories and Subject Descriptors
C.2.0 [Computer Communication Networks]: General; H.3.5
[Information Storage and Retrieval]: Online Information Ser-
vices,Web based services

General Terms
Measurement, Performance

Keywords
One Click Hosting, File Sharing, Peer-to-Peer, BitTorrent, Rapid-
Share

1. INTRODUCTION
Over the past decade, file sharing has become one of the most

popular Internet user activities, surpassing in terms of traffic vol-
ume email, ftp, and even the mighty World Wide Web. Indeed, file
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sharing accounts for the largest portion of network traffic, reach-
ing as high as 60-70% of the total volume in some ISPs [15]. This
popularity of file sharing was fueled by the evolution of the p2p
paradigm, which enabled users to exchange files without having to
rely on a third-party server infrastructure.

In the last couple of years, however, a new type of file shar-
ing service has emerged, usually referred to as One-Click Hosting
(OCH). OCH sites, such as RapidShare, MegaUpload or FileFac-
tory, allow users to share files through dedicated server infrastruc-
tures. Using OCH services, a user can share a large file (even gi-
gabytes) with one or more other users in a sequence of few simple
steps: (i) The user uploads the (potentially encrypted) file on an
OCH server through a basic Web interface. (ii) The OCH service
provides the uploader with a URL for the file. (iii) The uploader
shares that URL (and a decryption key, if necessary) with other
users either privately (e.g. email) or through public indexing sites,
such as rslinks.com, blogs, personal Web pages, etc. (iv) For pub-
licly indexed content, users can find the download-URL through
search engines, and they can then download the file through a basic
Web interface. Usually, OCH services offer both Free and Premium
(i.e. paying) accounts as well as several incentives (discussed later)
for attracting users to upload content (making the service more
valuable) and to subscribe as Premium users.

Compared to p2p applications, OCH services could provide sev-
eral advantages for file sharing:

• Availability: Files uploaded on OCH services are available
24/7 - not only when a “seeder” is available as is the case
with p2p systems.

• Anonymity: In the p2p paradigm, peers have to disclose
their IP addresses to the community when they are down-
loading (or uploading) a file. Thus, someone can infiltrate
a p2p system and harvest IP addresses of hosts that engage
in file sharing. On the contrary, in OCH services the IP ad-
dresses (and in some cases the identity) of the uploaders and
downloaders are known only to the OCH service. Unless the
OCH service cooperates, it would be difficult for someone to
harvest IP addresses of computers that engage in file sharing
through OCH sites.

• Performance: Because of their business model and always-
on infrastructure, OCH services aim at offering high through-
put, at least to their Premium users. Indeed, our experiments
in Section 7.1 show that a Premium RapidShare user receives
an order of magnitude higher throughput than a BitTorrent
user downloading the same file.

• Content Availability: As we show in Section 7.2, even though
a user can find popular content in both OCH and p2p ser-



vices, less popular/known content can be found more fre-
quently at OCH services.

• Incentives: OCH services allow frequent uploaders to re-
ceive a higher download throughput, providing the incentive
to upload more files, thus making OCH services richer in
content.

In this paper, we study the OCH paradigm from multiple per-
spectives, focusing on RapidShare, the most popular (at least in
terms of traffic) OCH service today [15]. Through a combination
of passive and active measurements, we analyze traffic character-
istics, usage patterns, and especially, we explore their service in
terms of location, multihoming, load balancing, file allocation pol-
icy, etc. Further, we compare RapidShare and BitTorrent in terms
of user-perceived performance and content availability. Finally, we
look at the major OCH indexing web sites, aiming to characterize
the type of content users share and whether that content is copy-
righted.

The contributions of this paper are:

1. We provide the first to our knowledge study of OCH services
focusing on their client, server, traffic, content and perfor-
mance characteristics. This study improves our understand-
ing of OCH services and it allows a comparison with other
similar services, such as Web Content Distribution Networks
(CDN).

2. Using passive network monitoring, we measure the volume
of OCH traffic and show that it surpasses (or it is compara-
ble to) the traffic volume of popular video services such as
YouTube and GoogleVideo.

3. We show that most files are requested only once in our client-
side traces (collected at two academic networks) - very few
files were requested more than five times during our 5-month
long traces. This suggests that caching, often used in CDNs,
may not be effective in OCH services.

4. We explore the number of users that upload content, based on
indexing sites, and show that it is only a handful of users that
provide most OCH content, making the entire system quite
sensitive to minor changes in the number and “productivity”
of uploaders.

5. By using the Tor anonymity network as a large geographi-
cally distributed client base, we develop a methodology to
infer the server location, content replication approach and
load balancing that RapidShare uses.

6. We compare the relative benefits of OCH and p2p file sharing
systems using RapidShare and BitTorrent, in terms of per-
formance and content availability. We show that RapidShare
provides significant benefits in these two aspects.

7. Our analysis of few public indexing sites shows that users of-
ten rely on OCH services to share movies, songs, games, and
software, and that in most cases this content is protected by
copyright legal constraints making such file sharing illegal.

The rest of the paper is organized as follows: We introduce OCH
services in Section 2 and describe our datasets in Section 3. Based
on the collected data, we provide a characterization of OCH traffic
during our monitoring period in Section 4, and a characterization
of OCH clients in Section 5. We attempt to infer the architecture of
RapidShare (the leading OCH service) in Section 6. We compare
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Figure 1: Sequence of steps to share a file through RapidShare.

user experience between RapidShare and BitTorrent (the leading
p2p system) in Section 7. Section 8 explores the characteristics
of some popular OCH indexing services. Finally, we place our
work in the appropriate context by presenting the related work in
Section 9 and we conclude the paper with a summary of our main
findings in Section 10.

2. ONE-CLICK HOSTING SERVICES
Since early 2005 several OCH sites made their appearance, in-

cluding megaupload.com, rapidshare.com, filefactory.
com, and others. These sites facilitated the creation of a vibrant
user community that shares files reliably and inexpensively. OCH
services can be described as Web services that allow a user to up-
load and store files on dedicated, always-on servers, and then share
those files with other users through a URL (see Figure 1). The
whole process is usually offered for free and needs a small number
of steps for both uploading and downloading files. OCH services
do not offer indexing or search capabilities, and search engines can-
not crawl the download URLs. What happens, however, is that
there are other “indexing” Web sites, such as EgyDown.com or
RapidShareIndex.com, in which upload users can post OCH
URLs for the files they want to share. Those indexing sites are
often publicly visible and crawled by search engines.

In this paper we focus on the largest and most popular OCH ser-
vice: RapidShare. RapidShare was launched in October 2006, and
within two years it grew to 2.5 million users.1 In our client-side
traffic traces (§ 3), RapidShare is responsible for more than 50%
(on average) and up to 95% of the total traffic exchanged through
OCH Services. 2

The main page of RapidShare offers a basic Web interface con-
taining just the necessary fields to upload a file. Once a file has
been uploaded, RapidShare provides the user with two URLs: the
“download URL” that is to be shared with other users who want
to access the file, and the “remove URL” to request deletion of that
file. To create a viable business model, RapidShare offers two types
of service: “Free” and “Premium”. Premium users can enjoy un-
limited use of RapidShare resources: their upload and download
bandwidth is not throttled, they can start several concurrent down-
loads, upload files as large as 2GB, etc. On the other hand, Free
1http://siteanalytics.compete.com
2Similar results are shown by ipoque’s Internet studies [14].



users are given a download bandwidth that is no more than 200-
2000kbps, they can do only one concurrent download at a time, the
maximum size of an uploaded file is no more than 200MB (it used
to be 100MB until recently), 3 there is a mandatory wait time be-
tween successive downloads, etc. To entice users to upload as much
content as possible, RapidShare offers “points” to an uploader each
time her content is downloaded. Points, can, in turn, be exchanged
for Premium accounts or extra download capacity. Such incentives
have quickly enabled RapidShare to store a huge variety of songs,
movies, games, software, books and other types of content. Last but
not least, it is important to note that RapidShare is not responsible
for any copyright violations due to illegal file sharing conducted
using their infrastructure. Uploaders need to declare that the up-
loaded content is not protected by copyright laws, and RapidShare
is further legally protected by not offering any indexing or search
facilities for the content they store.

3. MAIN DATASETS
Table 1 summarizes the main dataset of this study - we refer to

this dataset as our “client-side” traces. We collected flow traces in
the IPFix format, as well as HTTP packet headers, at two monitor-
ing locations: Monitor1 is the main Internet access link of a Na-
tional Research Network that serves a population of about 10,000
students and academics. Monitor2 is the main Internet access
link of a University campus network of about 1,000 students and
faculty. Both monitoring points are located in Europe and have a
user base composed mostly of university students. One may ar-
gue that these demographics are biased and not general in terms
of age and location. Our analysis, however, focuses on informa-
tion that would not depend, most likely, to these demographics.
Data from Monitor1 cover about 4 months, while the Monitor2 data
cover about 5 months. Table 1 also mentions the total number of
unique client IP addresses that access RapidShare during the mon-
itoring period from each of our monitoring sites. We saw about
750 IP addresses at Monitor1 and 450 IP addresses at Monitor2.
These numbers should be viewed as an upper bound on the number
of actual RapidShare users in the two monitored networks because
some users may be using DHCP. The identification of RapidShare
flows was performed using the HOST header field of HTTP re-
quests (searching for the string “rapishare.com"). Based on that
data, we could then identify all relevant RapidShare flows in our
traces. We also use some additional datasets that are described later
in the paper, when first introduced.

4. OCH TRAFFIC VOLUME
In this section we examine the traffic volume of OCH services,

and of RapidShare in particular, in our client-side traces. We com-
pare the traffic volume that these services generate with Web and
BitTorrent traffic, as well as with major video streaming services.

As shown in Table 1, in Monitor1 OCH services generate 3.32%
of the total traffic volume. This is low compared to BitTorrent traf-
fic (44.5%) but a significant fraction (25%) of the total HTTP traffic
(12.8%). The fraction of OCH traffic is significantly lower in Mon-
itor2. Figure 2 shows the aggregate traffic rate downloaded from all
OCH services in hourly intervals (the curve for Monitor2 includes
5 more months of data). 4 The hourly rates vary widely and, even
though the long-term average is only about 1Mbps in either mon-
itor, the hourly OCH rate often reaches up to 10-20Mbps, which
3To overcome this file size limit, uploaders partition large objects
in files of that size and share them through several URLs.
4We used the list of OCH services given at http://en.
wikipedia.org/wiki/One-click_hosting.
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Figure 2: Download traffic rate (at the two monitored sites)
from all major OCH services in hourly intervals.

is significant compared to the total traffic rate in these traces. We
were hoping to see a clear trend in this timeseries, but this is not
the case even in the 9-month period covered in Monitor2.

RapidShare generates more than 80% of the OCH traffic volume
in our traces; so, in the rest of this paper we focus on this particular
OCH service. Figure 3 compares the average daily download rate
of RapidShare with two popular video streaming sites: YouTube
(www.youtube.com) and GoogleVideo (googlevideo.com).
Note that RapidShare generates more (Monitor1) or comparable
(Monitor2) traffic volume than these major content providers.

Finally, Figure 4 shows the hourly traffic rate for Web and OCH
traffic during a randomly selected week in September 2008 at Mon-
itor1. Note that OCH traffic follows a similar diurnal pattern with
Web traffic: much less activity during the evening hours and week-
ends. Afterall, OCH can be viewed as just another Web service.

5. CHARACTERIZATION OF RAPIDSHARE
CLIENTS

In this section, we focus on the characteristics of RapidShare
clients that are active in our two university traces. As mentioned
in Table 1, an upper bound for the number of RapidShare clients
during the course of our study is around 750 for Monitor1 and 450
for Monitor2.

5.1 Flow sizes and client downloads
First, we analyze the flow sizes downloaded by RapidShare clients.

Figure 5 shows the CDF of the download flow sizes for all Rapid-
Share connections. 50% of the flows are smaller than 700B at Mon-
itor1 and 7KB at Monitor2, while 90% of the flows are smaller than
150KB at both monitors. Since most files provided by RapidShare
are typically several megabytes long, these smaller flows proba-
bly correspond to Web page accesses, failed/stopped downloads or
Web page refreshes to see the remaining wait time until the next
download can start. The remaining 10% of the flows, which trans-
fer more than 150KB, are probably actual downloads from Rapid-
Share. In the rest of the paper we use a threshold of 150KB to dis-
tinguish between “content download flows” (larger) and “browsing
flows” (smaller). As shown in Figure 5, the CDF increases slowly
after 100KB or so, meaning that the identification of content down-
load flows should be robust to the selection of this threshold.

Figure 6 shows the complementary CDF (C-CDF) of content
download flow sizes. Up to the point of 100MB, flow sizes appear
to be Pareto distributed, as probably expected. For larger flows we



Name Collection period Tot. Bytes Flows HTTP BitTorrent OCH RapidShare RapidShare Clients
Monitor1 Jun 6 - Oct 23’08 60.8TB 2.2B 12.8% 44.5% 3.32% 2.7% 748
Monitor2 Aug 10 - Dec 2’08 214.8TB 1.4B 4.72% 56.4% 0.23% 0.22% 449

Table 1: Description of the client-side datasets.
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Figure 3: Download traffic rate from RapidShare, YouTube
and GoogleVideos in daily intervals.

note two significant drops, one at 100MB and another at 200MB.
These sizes correspond to the maximum upload file size limits that
RapidShare enforces for free uploaders: this limit was 100MB and
was increased to 200MB in October’08. Premium users, on the
other hand, can download and upload files up to 2GB. The dif-
ference between the two distributions for files larger than 200MB
implies that there are much fewer Premium users at Monitor1 than
at Monitor2.

Next, we examine the number of daily content downloads per
user (or client). We assume that a client uses the same IP address
during the day, and so the daily downloads from the same IP ad-
dress are interpreted as downloads from the same user. Most clients
perform more than one download per day (57% of clients at Mon-
itor2), and only 23% of clients perform more than 10 downloads
in the same day. Note that large objects (movies, software, etc) are
often split into 100MB or 200MB files, and so a large number of
consecutive flows by the same user may correspond to download-
ing different parts of the same object. Figure 7 shows the C-CDF
of the daily number of content download flows per client at Moni-
tor2. This empirical distribution can be approximated by a Pareto
distribution with shape parameter 0.66. This low value of the shape
parameter implies extremely large variability, to the point that nei-
ther the variance nor the mean of the underlying distribution are
well-defined. The C-CDF for Monitor1 is similar.

5.2 Premium vs. Free users
As previously mentioned, RapidShare supports two user types:

Free and Premium. All content is available to both types and the

Web

Date

Mon
Sep08

Tue Wed Thu Fri Sat Sun Mon

M
bi

ts
/s

ec

0
4
8

12
16

22 23 24 25 26 27 28

OCH

Date

Mon
Sep08

Tue Wed Thu Fri Sat Sun Mon

M
bi

ts
/s

ec

0

4

8

22 23 24 25 26 27 28

Figure 4: Download traffic rate for HTTP and RapidShare in
hourly intervals during a week in September’08 (Monitor1).
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Figure 5: CDF of RapidShare download flow sizes at the two
monitors.

main difference is that the former are limited in terms of their up-
load flow sizes, concurrent downloads, and download throughput.
RapidShare reports that the download throughput of Free users is
throttled to 200-2000kbps. In this section we attempt to identify
Premium users based on their download throughput, assuming that
content download flows that receive more than 2Mbps are gener-
ated by Premium users. Of course, we may underestimate the num-
ber of such users when their throughput is limited by their access
link capacity or by Internet congestion, and not by RapidShare.

Figure 8 shows the distribution of the average download rate per
user observed on a daily basis. The rates were calculated consid-
ering only content downloads flows. Almost all users at Monitor1
( 95%) and more than 80% of users at Monitor2 experience an av-
erage throughput that is less than 2Mbps, suggesting that most of
them are Free users. At Monitor2, the remaining 20% (5% for
Monitor1) of the users enjoy throughput up to 14Mbps and they
must be Premium customers. Though, the percentage of Premium
users is not very large, and may vary based on the user demograph-
ics and geographic location, it is important to note that there exists a
significant fraction of users willing to pay a fee to use a service that
is also offered for free, as long as they can enjoy some “premium
features”.5

5The artful reader may argue that cracked or phished Premium ac-
counts are sometimes available. On the other hand, RapidShare can
detect and block these accounts as easily as a typical user can locate
and use them.
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5.3 File popularity
Here, we examine the files shared by RapidShare clients in our

client-side traces. Due to privacy concerns, we limit our analysis
to the number of unique files, ignoring the actual filenames. We
further examine the type of content shared using RapidShare in
Section 8. Note that the same content object (a movie or a song,
for instance) can be stored as several different files in RapidShare
(aliases). The following analysis focuses on the popularity of in-
dividual files, not of the underlying content. We should first note
that we only focus on file popularity as seen at our two monitoring
sites. Obviously, we cannot make any statements about the popu-
larity distribution of different files in a wider scale. Our main focus
is to examine whether caching RapidShare content close to clients
would make sense or not.

Figure 9 shows the popularity of each file as the number of clients
that downloaded that file in our traces. More than 75% of the files
were downloaded only once. The inner plot focuses on the distri-
bution of the most popular files. Very few files are highly popular
among the clients of each monitor; less than 0.05% of the files were
downloaded more than five times, and only a handful of files were
downloaded more than ten times. These results suggest that there
would be little benefit to cache RapidShare files close to clients,
arguing in favor of a centralized infrastructure where all servers re-
side at the same location. Indeed, as the next section shows, this
appears to be the case with RapidShare. Also, this file popular-
ity distribution makes RapidShare very different than traditional
CDNs that rely heavily on caching popular Web objects close to
clients and that maintain cache hit rates of more than 90% [2, 12].
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Figure 8: Distribution of the average content download
throughput per user, measured on a daily basis.
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Figure 9: File popularity measured by the number of clients
that downloaded each file.

5.4 Summary
This section performed a characterization of RapidShare client

behavior using client-side traces from two university networks. Our
results show that more than half of the clients perform more than
one file download per day. These downloads are mostly performed
by non-paying users, who experience download throughput up to
2Mbps. However, a significant fraction of users (around 12%) is
willing to pay a small fee to get a better service. The premium
users seen in our client-side traces experience download through-
put up to 14Mbps (i.e. downloading a 200MB file in less than 2
minutes). The users’ daily activity mainly involves downloading a
small number of files, which often corresponds to a single media
object.

In terms of traffic patterns, even though RapidShare can be viewed
as just another Web service, the popularity of unique files down-
loaded by its clients differs significantly from that of traditional
Web browsing. We observed only a small number of files be-
ing downloaded more than once during the whole monitoring pe-
riod. This suggests that caching RapidShare content close to clients
would offer little or no benefit.

6. SERVICE ARCHITECTURE
In this section we attempt to understand the RapidShare archi-

tecture based on information from our client-side traces as well as
from active measurements. In particular, we explore the number
of deployed servers, their network connectivity, geographical loca-
tion, load balancing and content replication strategies.
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Figure 10: Cumulative number of RapidShare server IP ad-
dresses seen in our traces.

6.1 Number of servers
Figure 10 shows the cumulative number of RapidShare server

IP addresses seen in our client-side traces. Recall that we iden-
tify such servers from the HOST header field of the HTTP requests
seen at the two monitors. We observed 5,291 RapidShare server
IP addresses at Monitor1 and 5,135 server IP addresses at Moni-
tor2. The slight difference should be expected given there are more
clients, and thus more sessions, at Monitor1. The increase in the
number of servers in early September is interesting: RapidShare
had announced that they will increase their server infrastructure at
the same time period. 6

Note that each IP address does not necessarily correspond to a
distinct host. It is possible that the same host has several network
interfaces, or that the same physical host is used as multiple virtual
servers with distinct IP addresses. We attempted to infer, using the
IP-ID method [3], whether different server IP addresses generate
packets with interleaved IP-ID values, but we could not find any.
Of course, this test does not exclude the possibility of server vir-
tualization, as two virtual servers on the same physical host would
run different IP stacks.

6.2 Address blocks and upstream ISPs
At both monitors, we observed that the server IP addresses be-

long to 36 distinct /24 subnets (the term “subnet” refers to a /24
prefix block in this paper). We looked up the origin-AS of these
subnets and the results are shown in Table 2. The 36 subnets are
allocated to 8 ISPs. This large degree of multihoming is typical for
large content providers, such as RapidShare [8]. Multihoming can
improve the reliability, performance and transit costs of a content
provider. In particular, a content provider would prefer to balance
its load among upstream providers so that the 95-th percentiles of
its outgoing traffic through each provider remain as low as possi-
ble. There are commercial “intelligent route control” systems that
perform such load balancing optimizations [11].

6.3 Server locations
With such a large number of servers and upstream providers, we

may expect that RapidShare deploys servers in a large number of
different geographical locations, similar to standard CDN practices.
To explore this issue we probed the observed RapidShare server IP
addresses from multiple geographical locations (landmarks) using
traceroute. Our landmarks were several Planetlab hosts in dif-
ferent countries around the globe [6,28]. Our geolocation method is
simple and it is based on the minimum Round Trip Time (RTT) be-
tween each landmark and a server. Katz-Basset et al. [19] showed
that shortest RTT measurements using ping can provide geolo-

6http://rapidshare.com/news.html

ISP AS Subnets
Level 3 3356 195.122.131/24, 195.122.149/24,

195.122.151/24, 195.122.152/24,
195.122.153/24, 212.162.63/24,
62.140.31/24, 62.67.46/24,
62.67.50/24, 62.67.57/24

GlobeInternet 6453 195.219.1/24, 80.231.128/24,
80.231.24/24, 80.231.41/24,
80.231.56/24

GBLX 3549 206.57.14/24, 208.48.186/24,
64.211.146/24, 64.214.225/24,
64.215.245/24

Fidelity 22958 207.138.168/24
INETBONE 25074 212.162.2/24
DTAG 3320 217.243.210/24, 62.153.244/24,

80.152.63/24
Cogent 174 82.129.33/24, 82.129.35/24,

82.129.36/24, 82.129.39/24
TeliaNet 1299 80.239.137/24, 80.239.151/24,

80.239.152/24, 80.239.159/24,
80.239.226/24, 80.239.236/24,
80.239.239/24

Table 2: Address blocks and transit providers used by Rapid-
Share .

cation results of comparable accuracy to more complex methods.
An alternative and simpler method would be to use a geolocation
database to query for the server’s location, though some initial ex-
periments with such a database gave as inaccurate results mapping
each IP address to the location of the corresponding ISP.

Figure 11 shows the RTT results. The landmark locations are
shown in the x-axis. Each point in this plot is the minimum RTT
measurement between the corresponding landmark and the servers
of a RapidShare subnet. There are 36 points for each landmark,
one for each subnet. We sorted the landmarks according to the
minimum measured RTT across all subnets. Landmarks with RTTs
lower than 100ms are located in European countries. The lowest
RTTs come from landmarks in central Europe (Netherlands, Ger-
many and France). Landmarks in the US, Brazil or Japan give
much higher RTTs for all subnets. In some cases, the subnet mea-
surements from the same landmark are grouped in clusters; each
cluster corresponds to a different routing path from the landmark
to the corresponding subnets. The results of Figure 11 suggest that
all RapidShare subnets are probably located somewhere in central
Europe.

To identify the location of servers more accurately, we also ex-
amined the 2-3 last hops returned from traceroute towards all
RapidShare IP addresses, from a single landmark. There were 48
distinct names for the penultimate hop (the last router before the
destination machine): 41 of them appear to be located in Frankfurt,
Germany because their names contain either the name of that city
or airport/city abbreviations such as FRA and FFM. These 41 hops
account for 3566 of the server IP addresses. One hop name, ac-
counting for 743 IP addresses, contained the string VIE, which is
the abbreviation of the Vienna airport in Austria. For the remaining
penultimate hops, we had 5 IP addresses with no DNS name that
account for 161 RapidShare IP addresses. Using IP-geolocation
we pinned those addresses in a town in Germany close to Stuttgart
(Leinfelden-Echterdingen).

In summary, our geolocation analysis suggests that RapidShare
deploys all its server infrastructure at a single location that is in (or
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Figure 11: Traceroute minimum RTTs (one for each Rapid-
Share subnet) as measured from different Planetlab landmark
hosts.

close to) Frankfurt, Germany. We will discuss the benefits of such
a centralized infrastructure later in this section.

6.4 Content replication and server groups
Next, we estimate how many RapidShare servers host each file.

To do so, we used the Tor anonymity network [9] as a geographi-
cally distributed network of clients. Specifically, we first collected
almost 22,000 RapidShare URLs from public indexing web sites,
and then we repeatedly requested those URLs for download using
421 different Tor exit nodes around the world (thus, each Tor node
appeared as a different client to the RapidShare servers).

We observed two RapidShare servers in each download request.
The first is used as the “indexing server” and it returns the server
name that should be used for the download. The second is the actual
“download server” that sends the requested file. Interestingly, the
indexing server is always the same for a given file, while each file
can be served by 12 RapidShare download servers. We refer to the
dozen of servers that host the same file as a “server group”. Further,
it appears that all servers of the same group have two properties.
First, the last byte of their IP address is the same. Second, those 12
servers belong to different subnets (of the same or different ISPs).
As will be discussed later, each server group has a unique “group-
ID” number that also appears in the server’s name.

In summary, it appears that for each RapidShare hosted file, a
unique indexing server redirects each client request to one of 12
download servers. To increase availability in the presence of ISP
failures, and potentially to decrease transit fees, the download servers
of the same group belong to different subnets (and often, to differ-
ent ISPs).

6.5 Server Naming
RapidShare uses an interesting server naming scheme that allows

easy identification of the upstream ISP and of the server group.
All server names start with the rs string. Then, the last byte

from the server’s IP address follows, either after reducing it by one
(to have a starting point at zero) or after subtracting 1 and then
adding 200, 400, or 600. The resulting number is the group-ID
that the server belongs to. The next part of the name is the initials
of the upstream ISP for that server. If there are several servers in
the group that are connected to the same ISP, there is an additional
number after the ISP initials.

For example, if a server has IP address 82.129.36.100 and its
content provider is Cogent, its DNS name will be one of the follow-
ing: rs99cg.rapidshare.com, rs299cg.rapidshare.com, rs499cg.rapidshare.com,
rs699cg.rapidshare.com. The server’s group-ID, in this example,
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Figure 12: Histogram of server group-IDs assigned to new up-
load requests.

will be 99, 299, 499, or 699. Thus, even though the last byte of the
IP address can have only 256 values, the group-ID can take a much
wider range of values. If there are two servers in that group con-
nected to Cogent, the string “cg” will be followed by the number 1
or 2.

6.6 Server load balancing
In this section we explore the following two issues:

(1) Which server group will host a newly uploaded file?
(2) Which download server of that group will be used upon a down-
load request?
To answer these questions, we performed a number of active mea-
surements. When a user attempts to upload a file, the RapidShare
service first responds with a list of 12 possible server names, part
of the same server group. At that point, the group-ID is already
determined and it can be inferred by the servers’ name. The user
can then select one of those servers and perform the upload. Note
that RapidShare has no information about the size or type of the
uploaded file when it determines the server group.

In our first experiment we performed 50,000 back-to-back up-
load requests to RapidShare (without performing the actual up-
loads). For each upload request we logged the returned group-ID.
Figure 12 plots a histogram of the returned server groups. Observe
that there exist four different ranges of group-IDs with different
frequencies: 0-200, 200-400, 400-600 and 600-800. The first two
have similar frequencies. It appears that the last two ranges cor-
respond to large service expansions that RapidShare performed in
Sep’08 (400-600) and in Mar’09 (600-800). Thus, more recently
deployed servers have larger group-IDs, as one would probably ex-
pect. It is interesting that servers with larger group-IDs get a higher
likelihood of upload assignments. Our interpretation of these re-
sults is that more upload requests are assigned to recently deployed
servers, which should also have more available capacity, attempting
to gradually balance the hosting load.

Our second experiment focuses on the download server selection
process. Since each file is hosted by a group of 12 servers, how
is the server that will handle a new download request selected?
We performed one thousand back-to-back download requests for
the same file and logged the returned download server. Figure 13
shows the histogram of the download servers for the correspond-
ing group (group-ID: 717). Note that 10 out of the 12 servers have
a very similar likelihood of serving the download requests. The
two remaining servers are selected with lower probability. Server
rs717l3 is also used as the indexing server for this group, and it
probably receives a lower download load due to its double role.
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Figure 13: Histogram of servers from the same group assigned
to new download request.

Server rs717dt has an even lower download load, but we do not
understand why.

In summary, it appears that RapidShare uses simple load bal-
ancing rules, allocating more upload requests to more recently de-
ployed servers, and assigning more download requests to servers
that do not also act as the indexing server of the group. On the
other hand, it seems that RapidShare does not try to control which
ISP will be used for each download request (if they were doing so,
the distribution in Figure 13 among the 10 download servers would
not be uniform).

6.7 Discussion and comparison with CDNs
In this section, we explored a typical OCH service architecture

Unfortunately, the service does not disclose such information and
so we cannot determine the accuracy or correctness of our conclu-
sions. Our results suggest that the architecture uses few thousands
of servers (and the number keeps increasing) that are multihomed
to several ISPs (some of them tier-1 transit providers). All servers
are in the same location, probably close to Frankfurt in Germany.
The servers are partitioned in groups of 12 servers each, while the
servers of the same group belong to different subnets (and are of-
ten connected to different ISPs). Each file is hosted by one server
group. It appears that upload requests are assigned to groups in a
manner that considers the “deployment age” of each group. The
actual upload server within the returned group, and the correspond-
ing ISP, can be selected by the user. In terms of download requests,
a user is directed to a specific download server from an indexing
server, which is a member of the group that hosts that file. The as-
signment of downloads appears to be uniform across the download
servers of the group.

The OCH architecture differs significantly from traditional Web
Content Distribution Networks (CDNs), such as Akamai [1]. CDNs
maintain mirror servers in many geographic locations, as they at-
tempt to minimize the RTT between the user and the mirror server
that will serve that user. It is not uncommon for a large CDN to
be present at hundreds of geographical locations around the world.
This difference with OCH is reasonable: a traditional CDN aims to
minimize Web transaction delays and it is optimized for short TCP
flows. An OCH service such as RapidShare, on the other hand, fo-
cuses on very large transfers that are less sensitive to delay. The
centralized architecture of OCH is probably less expensive, easier
to maintain, and it makes the migration of files between servers
faster and less costly. Another difference is that the main value that
CDNs offer to their customers is improved Web performance. For
OCH services, performance is less important compared to content
availability and the ability to share files inexpensively. Finally, the
business models of CDNs and OCH services are very different. The
former get their revenues from large content producers, while the
latter get their revenues from individuals that subscribe to Premium
accounts.

7. COMPARING RAPIDSHARE AND BIT-
TORRENT

File sharing has traditionally used the p2p paradigm. p2p file
sharing, mostly using BitTorrent, is the dominant source of traffic
in the Internet today. In this section we explore whether the dom-
inance of the p2p paradigm for file sharing can be challenged by
the emerging OCH paradigm. Do OCH services provide signifi-
cant benefits, in terms of performance or content availability, over
p2p applications for file sharing?

To answer this question, we compare RapidShare, the leading
OCH service, with BitTorrent, the leading p2p system, along the
dimensions of download throughput and content availability. We
think that these two factors are the most important from the typi-
cal user’s perspective. Cost is another important factor, of course,
when a user considers subscribing for a Premium RapidShare ac-
count. It should be noted that the following comparisons can only
consider the current deployment of these two services; obviously,
we cannot know whether the performance of RapidShare would de-
teriorate if that service was handling the same number of users as
BitTorrent.

7.1 Download throughput
To compare performance, we manually downloaded 38 files from

both services. The list of downloaded objects was randomly con-
structed from a number of indexing web sites, and it included a
variety of files.The sizes of the selected objects range from 1.6MB
to 2.85GB. Each content object was present in both services with
approximately the same file size and quality. 7 We made sure that
none of our downloads were illegal, requesting files that are not
copyrighted. In the case of BitTorrent, we selected those torrents
that had the larger population of seeders, to get the best down-
load throughput. All downloads were done from the same client
at FORTH. The client was connected to the public Internet through
a 1Gbps access link.

For RapidShare, we used three different types of users. The first
role is a Premium user. The second role is a Free user. Free users
can download only one file at a time, and they are throttled to a
throughput between 0.2Mbps and 2Mbps. Further, Free users have
to wait for about 15 minutes between two successive downloads. In
our measurements, we included these long wait times in the total
download latency that a Free user experiences when she downloads
an object that consists of several files. The third role is again a Free
user that is able to change her IP address, through a new DHCP re-
quest, so that she can avoid the mandatory waiting period between
consecutive downloads. We refer to such users as Free-cheating. 8

Figure 14 shows the distribution of average throughput for each
of the three user roles. Note that Premium RapidShare users enjoy
a very high throughput compared to BitTorrent and the two other
user roles. Indeed, more than 50% of the Premium RapidShare
downloads got a throughput of more than 8Mbps - an order of mag-
nitude higher than BitTorrent downloads. Of course, RapidShare
Premium downloads are a paying service and many users would
prefer to not pay for file sharing, given that p2p services are also
free. The inner plot of Figure 14 suggests that the median down-
load session experiences higher throughput with the Free-cheating
RapidShare service than with BitTorrent. Indeed, 50% of the Free-
7In some cases, we could find the exact same object uploaded in
both BitTorrent and RapidShare.
8It appears that Free-cheating is a popular behavior among OCH
users. Many content indexing sites offer instructions on how to
avoid the long waiting time that Free users have to experience. Of
course, it is possible to do so when the user can acquire different IP
addresses quickly and easily.
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Figure 14: Comparison of download throughput between three
RapidShare user roles and BitTorrent.

cheating RapidShare downloads receive more than 920kbps, while
the Free RapidShare and BitTorrent median download throughput
is about 600kbps. A small percentage of BitTorrent downloads
however, receive much higher rates than Free-cheating RapidShare
downloads. The fastest 10% of BitTorrent downloads receive more
than 2.4Mbps.

7.2 Content availability
We next focus on the issue of content availability in the two ser-

vices. To do so, we collected well-known lists of movies and songs,
such as the Internet Movie Database 9, and searched for them in
both RapidShare and BitTorrent. To verify that a specific object
exists on RapidShare we first searched for it using Google, includ-
ing the term “rapidshare” as a keyword together with the title of
the object, and then examined the most relevant RapidShare link.
We rejected search results that would not contain the full name of
the object we search for. Then, we requested each collected URL
from RapidShare to examine if it is still available for download (but
without downloading the file).

To see whether a file exists on BitTorrent, we searched for it on
piratebay.org, the most popular torrent search site today that
hosts more than 600,000 torrents. The file was considered available
if there was at least one seeder for it. 10

Table 3 presents the related results. The second column shows
the number of files contained in the object list. The third column is
the number and percentage of objects that we were able to find on
RapidShare using Google searches. The fourth column presents the
number and percentage of objects found on BitTorrent. We see that
in all cases, RapidShare has higher content availability than BitTor-
rent. For instance, in the “All Time USA Box Office” hits, 98.5%
of the objects were found in RapidShare and 96.5% were found in
BitTorrent. The difference between RapidShare and BitTorrent be-
comes more important for the less popular content. In the “Bottom
100 movies” list, RapidShare hosts 90% of those movies, while
BitTorrent hosts only 50% of them. Users that are interested in this
type of content seam to prefer RapidShare instead of BitTorrent.
We speculate that users may prefer the simplicity of sharing files
through a web page with URLs to those files in contrast to using a
tracker and a specific file-sharing application.

9www.imdb.com
10This means that 100% of the file was available by at least one peer.

7.3 Summary
Our results suggest that RapidShare users enjoy a better file shar-

ing experience than BitTorrent users. Indeed, Premium RapidShare
users enjoy an order of magnitude higher download throughput
than BitTorrent users. Even free RapidShare users have the ben-
efit of more available content on RapidShare than on BitTorrent.
Considering the actions a user has to follow to download an object,
we believe that the process is equally simple in both services. In
the case of BitTorrent, the user has to first search for the torrent
file and then instrument her BitTorrent client to download that ob-
ject. Similarly, a RapidShare user needs to first search for the object
and download it through her browser. When an object spans sev-
eral files, and thus several URLs need to be downloaded, there are
simple “download managers" for Web browsers that can reduce the
entire procedure to just a handful of mouse-clicks. Uploading files
is much easier in RapidShare because the user only uploads a file
in whole or in pieces. In BitTorrent one has to first find (or deploy)
a hosting tracker, create the torrent file, and maintain an always-on
host that will be serving the file until the swarm gets big enough.
Considering these differences, file sharing user communities may
have good reasons to use RapidShare instead of BitTorrent.

8. CONTENT INDEXING SITES
As previously mentioned, OCH services do not offer search or

indexing capabilities. To fill this gap, a large number of content
indexing Web sites offer such capabilities to OCH users. These in-
dexing sites form several communities of users, ranging from gen-
eral interest to very specific interest content. In this section we
explore some of these sites to better understand how users search
for objects in RapidShare, to examine the population of users that
post download URLs on indexing sites, and to characterize the pub-
licly visible RapidShare content in terms of type and copyright con-
straints.

8.1 Content uploaders
First, let us examine the community of RapidShare users that

post download links on OCH indexing sites. To do so, we crawled
four such sites shown in Table 4. The second column presents the
number of OCH URLs provided by each indexing site. For exam-
ple, rapidshareindex.org provides URLs to 54,327 objects
hosted by OCH services; 36,522 of those are hosted by RapidShare.
It is interesting that these 54,327 objects were uploaded by only 18
users! A very small number of uploaders is what we also observe
in other indexing sites.

Figure 15 shows the percentage of posts by each user of three
indexing sites. Again, we observe that a small number of users
post almost all download URLs. For instance, in rslinks.org,
only 5 users have posted more than 90% of the URLs, while in
rapidshareindex.com a single user has posted (almost) all
URLs.

As described in Section 2, files hosted by RapidShare become
stale/invalid when the uploader requests to remove them, or when
the uploader is a Free user and the file has either been downloaded
10 times or it has stayed inactive for a period of 90 days. Ta-
ble 4 also shows the number and percentage of stale objects. We
retrieved the state of each object by requesting it for download
from RapidShare, and then checking for a valid download response.
Stale files count for at most 19.3% of all files, and in one case for as
little as 0.5%. This is in sharp contrast with file availability in p2p
systems. For example, BitTorrent files have an average lifespan of
only 9 days [13].

An interesting possibility is that the percentage of stale files is
more community-specific, rather than service-specific. RapidShare



List Name Number of objects Found on RapidShare Found on piratebay.org
All Time Non-USA Box Office 385 377 (97.9%) 373 (96.8%)
Bottom 100 movies as voted by users 100 90 (90%) 53 (53%)
All Time USA Box Office 408 402 (98.5%) 394 (96.5%)
Top 250 movies as voted by users 250 245 (98%) 240 (96%)
All Time Worldwide Box Office 346 338 (97.7%) 336 (97.1%)
Top United States DVD Rentals for week
ending 16 November 2008

50 50 (100%) 50 (100%)

Amazon Best German films of all time 25 21 (84%) 19 (76%)

Table 3: Availability of movie objects in RapidShare and piratebay.org (BitTorrent).

Name # of Indexed Objects RapidShare Hosted
Objects

# of Stale Files # of Uploaders

egydown.com 972 787 134 (17%) N/A
rapidmega.info 942 893 116 (13%) 9
rslinks.org 12124 11841 64 (0.5%) 21
rapidshareindex.com 54327 36522 7052 (19.3%) 18

Table 4: Description of four OCH content indexing sites.
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Figure 15: Percentage of posts per uploader at three content
indexing sites.

could also have a large fraction of stale files, especially for files
uploaded by Free users. However, if a user community cares about
a file, they would not let it become stale by successively uploading
“fresh" versions. Based on the indexing sites we examined, we can
say that this seems to be the case for RapidShare user communities.

8.2 Characterization of publicly visible con-
tent

Currently, RapidShare allows Free users to download files up to
200 MB. Thus, most of the large objects that are publicly shared
are partitioned in files of that size (or smaller), and the user has to
download a number of URLs. For instance, a full DVD of 2.4GB
would be available through 12 URLs. In order to identify the type
of objects that are available in RapidShare we crawled the previous
four indexing sites and counted the number of download URLs per
object.

Figure 16 shows the distribution of the number of URLs per ob-
ject for each indexing site. At most 60% of the objects consist of a
single URL. In the case of rslinks.org, this percentage drops
to as low as 3%. A closer look to that site reveals that it is mainly
used to share large video files (movies and TV series count for 80%
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Figure 16: Percentage of download URLs per indexed object.

of its total objects) and application/game CDs ( 20%).
To get a more clear picture of the type of objects that are publicly

shared through OCH services, we manually examined the latest 100
objects seen at each of the previous four indexing sites. The results
are summarized in Table 5. We see that video files, applications and
audio collections are the largest categories - as expected. Again,
rslinks.org is only used for movies.

8.3 Copyrighted content
Internet file sharing, through p2p networks or through OCH ser-

vices, is constantly accused of copyright infringement. To get a
rough estimate of the fraction of copyrighted content indexed in
public OCH indexing sites, we manually examined the 100 most
recent objects listed on each content indexing Web site. We clas-
sify an object as copyrighted if is a commercial movie, song, book
or application, based on the official Web page of the corresponding
content. Figure 17 shows the percentage of objects which appear
to be copyrighted content. More than 84% of the 100 most recent
objects, and in some sites 100% of the objects, appear to be copy-
righted.

We note that OCH services, including RapidShare, are not re-
sponsible for any illegal file sharing and copyright infringements
that take place using their infrastructure. RapidShare, in particular,



Name Games Video Apps Books Images Audio
egydown.com 11 19 65 1 4 0
rapidmega.info 0 45 1 1 0 53
rslinks.org 0 100 0 0 0 0
rapidshareindex.com 0 21 74 0 3 2

Table 5: Classification of 100 objects from each content indexing Web site.
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Figure 17: Percentage of copyrighted material in a sample of
100 objects from each indexing site.

aggress to host a file only if the uploading user declares that the
content of that file is not copyrighted. 11 Further, RapidShare does
not provide indexing and search capabilities for the content they
store. Consequently, any copyright infringements that take place
using their infrastruvture is solely a responsibility of the users that
upload and download such content.

9. RELATED WORK
File sharing has attracted significant interest over the last ten

years through the emergence of p2p protocols. The effect of p2p
networks has been studied extensively [7, 13, 16, 23, 24]. Saroiu
et al. studied the characteristics of participating peers in Napster
and Gnutella, and observed significant heterogeneity and lack of
cooperation among them [25]. Sen and Wang analyzed the char-
acteristics and bandwidth requirements of p2p traffic in large net-
works [27]. Leibowitz et al. examined file popularity in the Kazaa
network, and its effect on the total traffic volume [22].

The work of Gummadi et al. examined Kazaa’s and Gnutella’s
file sharing workloads, and revealed significant popularity devia-
tions between objects shared in Kazaa and Web objects mostly due
to the “fetch-at-most-once” behavior of Kazaa users [12]. Kara-
giannis et al. on the other hand, showed that ISPs can benefit, in
terms of cost, from locality-aware p2p distribution [18]. Our re-
sults for OCH services suggest that caching will not benefit ISPs
since 75% of the files in our 4-5 month traces were downloaded
only once.

Several recent studies focused on emerging Web 2.0 applications
that host user-generated content. Gill et al. studied the charac-
teristics of YouTube users’ content in an academic network [10].
Cha et al. also studied user-generated content sites by crawling
YouTube and Daum [4]. Focusing on video popularity, both stud-
ies found that the YouTube video workload is similar to traditional
Web workload, thus end-users and organizations can benefit in through-
put and reduced bandwidth demands, respectively, by employing
caching policies or distribution through p2p systems. In late 2008
Cho et al. observed a slow but steady movement of residential users
towards rich-media content, like YouTube, by comparing data from
2005 and 2008 [5]. During the time period of our study we did not

11As is clearly stated in the “Terms of Use” aggreement http:
//rapidshare.com/agb.html.

observe a significant increase in OCH traffic, but we expect users
to gradually turn to such services because they often offer better
content availability and higher throughput than p2p networks.

Work on CDNs, like Akamai [1], has focused on the evaluation
and improvement of the redirection and server selection algorithms,
which result in lower latency and better quality-of-experience for
end-users. Krishnamurthy et al. showed, in 2000, that the use of
multiple distributed servers and caching in content distribution can
improve end-to-end Web performance [20]. Johnson et al. mea-
sured the performance of two content distribution networks, Aka-
mai and Digital Island, built over DNS redirection [17]. They note
that both systems provide good but not optimal performance and
conclude that their goal is not to select the best server, but to not
select a bad server. Krishnamurthy et al. proposed a methodology
to study the client-experienced performance using CDNs, and also
performed an extensive study of the use of such systems [21]. The
work presented by Saroiu et al. pursued a trace-based characteriza-
tion of four Content Delivery Systems, Gnutella, Kazaa, WWW
and Akamai [26]. Their results showed that Akamai consumed
only a minimal amount of traffic (0.2%), while Gnutella, WWW
and Kazaa followed with 6.04%, 14.3% and 36.9%, respectively.

10. CONCLUSIONS
Using a combination of passive monitoring and active probing

we provide the first, to our knowledge, detailed study of OCH ser-
vices, and of RapidShare in particular. Our results show that OCH
services have reached a level of popularity at which they produce a
significant share of the daily Web traffic: a share that in some cases
exceeds the traffic generated by YouTube and similar on-line video
services.

Most users download more than one file during their daily ses-
sions. Interestingly enough, even over several months of observa-
tion, we saw very little locality of reference in the objects down-
loaded through OCH services, probably reflecting the diverse in-
terests of file sharing users. These locality patterns imply that there
will be no significant benefits by caching content near to users,
which indicates that a centralized architecture would be appropriate
for OCH services. Indeed, our experiments revealed that Rapid-
Share employs a centralized, heavily multi-homed server infras-
tructure that is located at a single geographical location. Rapid-
Share servers are grouped together into groups of 12, with each
server in the group hosting the same set of files. Each server of
the same group belongs to a different IP subnet and it is often con-
nected to a different ISP. With frequent infrastructure expansions,
RapidShare tries to keep its storage capacity evenly distributed among
all server groups, by favoring recently added servers for new file
uploads.

Comparing RapidShare with BitTorrent, we found that the for-
mer provides better performance than the popular p2p network.
Our experiments suggest that although Free RapidShare users ex-
perience similar throughput with BitTorrent users, Premium Rapid-
Share users experience an order of magnitude higher throughput.
Furthermore, the amount of content shared over RapidShare is larger
than the content shared with BitTorrent. Furthermore, the availabil-



ity of content in RapidShare appears to persist for longer time peri-
ods than in BitTorrent. With a significant fraction of users willing
to pay a small fee to enjoy premium service, OCH services appear
likely to compete with BitTorrent as the leading file-sharing plat-
form.

We also examined OCH content indexing sites, which are an es-
sential component for file sharing using OCH services. We found
that in OCH services, much like in p2p file sharing systems, a very
small number of users upload most files, which are often copy-
righted content, favoring audio albums, video movies, and appli-
cations.
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