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Abstract
An importantfactor in the robustnessof the interdomainrouting
systemis whetherthe routersin autonomoussystems(ASes)�l-
ter routesfor “bogon” addressspace—i.e.,private addressspace
andaddressspacethat hasnot beenallocatedby the InternetAs-
signedNumbersAuthority (IANA). Thispaperpresentsanempiri-
cal studyof bogonrouteannouncements,asobservedat eightvan-
tagepointson theInternet.On average,we observe severalbogon
routesleaked every few days;a small numberof ASesalso tem-
porarily leakhundredsof bogonroutes.About40%of thesebogon
routesarenot withdrawn for at leasta day. We observed110dif-
ferentASesoriginatingroutesfor bogonpre�xesanda few ASes
thatwereresponsiblefor advertisinga disproportionatenumberof
theseroutes.Wealso�nd thatsomeASesthatdo �lter unallocated
pre�xescontinueto �lter themfor aslongas� vemonthsafterthey
havebeenallocated,mistakenly�ltering valid routes.Bothof these
typesof delinquencieshave seriousimplications:thefailureto �l-
tervalid pre�xescancouldmakenefariousactivitiessuchasdenial
of serviceattacksdif�cult to trace; failure to update�lters when
new pre�xes are allocatedprevents legitimate routesfrom being
globallyvisible.

Categoriesand SubjectDescriptors
C.2.0[Computer-Communication Networks]: Securityandpro-
tection;C.2.6[Computer-Communication Networks]: Internet-
working

GeneralTerms
Management,Measurement,Security

Keywords
BGP, anomalies,bogonpre�xes

1. Intr oduction
Thispaperpresentsanempiricalstudyof aclassof invalid routes

thatappearon theInternetcalled“bogons”: IP pre�xesthatareei-
therwithin privateaddressspace[15] or in the addressspacethat
IANA [4] haseitherreservedor hasnot allocatedto any RIRs [1,
2, 6, 7].1 BecauseBGProutinginvolvestheexchangeof routesbe-
tweenthousandsof autonomoussystems(ASes),anAS thatadver-
tisesinvalid routescouldpotentiallycreatewidespreadinstability.
Invalid routesfall into two categories: “bogons” and “hijacked”
routes(i.e., routesthat announcereachabilityto pre�x spacethat

1TeamCymru[12] andHuston[14] usethesamede�nition of bogon.Ap-
pendixA lists thebogonpre�xesweusedin thisstudy.

belongto anotherAS). DetectinghijackedBGProutesis adif�cult
openproblem[17,24],but bogonsareeasyto spotbecausethey are
invalid byde�nition. TheCIDR reportprovidesweeklystatisticsof
bogonroutesobservedatAS 4637[9]. Thispaperprovidesacom-
plementaryinvestigation of bogonrouteadvertisements,perform-
ing a longitudinal study of bogonroute advertisementsobserved
at8 distributedlocationsover15months.

The importanceof �ltering routeswith unallocatedor private
pre�xes(bogons)hasbeenknown to thenetwork operationscom-
munity for sometime. Onestudyappearsto �nd thatsomeDDoS
attacksoriginatedfrom bogonpre�xes[12], which shouldencour-
ageISPsto �lter packetswith invalid sourceIP addresses,aswell
as the routesto thesepre�xes. It is alsobelieved that spammers
may be advertising transientroutesfor invalid and legacy IP ad-
dressspace,from which they canspamwithout beingtraced[22].
To help network operatorskeeptheir �lters up-to-date,the CIDR
report [8] publishesa list of bogonpre�xes basedon dataavail-
able from InternetAssignedNumbersAuthority (IANA) [4] and
Regional InternetRegistries(RIRs) [1, 2, 6, 7]. TeamCymru[12]
alsomaintainsa list of bogonpre�xes.

Updatingroute�lters to ensurethatvalid pre�xesarenot �ltered
is as importantas �ltering invalid routes. Incorrectly �ltering a
valid routecancauseseriousreachabilityproblemseven if only a
smallnumberof ASesdoso.ASescansometimesincorrectly�lter
valid routesif they fail to updatetheir �lters whennew pre�x space
is allocated.

Despitethe fact that �ltering invalid routesfrom global routing
tables(andnot �ltering valid routes)is a major componentof se-
curingtheInternetinfrastructureandensuringreachability, our re-
centstudyof routercon�guration errors[13] suggeststhat many
ASesaredelinquentin applyingroute�lters andkeepingthemup-
to-date.Basedon our studyandothers[19], aswell asanecdotal
evidence,wehypothesizedthatbogonpre�x advertisementswould
beratherprevalent,andthatsomepre�xeswouldbeincorrectly�l-
teredshortlyafterthey becameallocated.In fact,overthecourseof
15 months,we observed110differentorigin ASesleakmorethan
13,000updatesfor pre�xesfrom bogonIP addressspace.

In this paper, we characterizebogonroute announcementsby
answeringthefollowing questions:

� How often do bogonroute announcementsappear(preva-
lence), andhow longdo they last(persistence)?

� Are therecertainbogonroutes(i.e., bogonpre�xesandad-
dressspace)thatareleakedby morethanoneAS?

� How arebogonannouncementsdistributedacrossthe ASes
thatoriginatethem,andhow oftendoeseachAS leakbogon
routes?

� WhenanAS leaksbogonroutes,how many bogonroutesare
leakedatonce?



WeobserveASesleakinginvalid routesaboutonceevery1.2daysonaverage.
From8 vantagepoints,we observed403invalid routesoriginatingfrom 110
distinct ASes. Roughlyhalf of theseeventslast longer thanonehour, and
about40%lastlongerthanoneday.

About 70% of the invalid announcementsandnearlyhalf of the eventsthat
causedinvalid routesto be leaked involved threeportionsof privateaddress
space:172.16.0.0/12,192.0.2.0/24,and10.0.0.0/8.

Routesfrom thespace0.0.0.0/7wereleakedby 71differentorigin ASes(i.e.,
almost75%of ASesthatleakedanyinvalid route).Many of theseappearedto
beroutesthatarecommonlyusedfor testingor internalnetwork addressing.

30 ASesoriginatedinvalid pre�xesmorethanonce,andtwo tier-1 providers
originatedinvalid pre�xesmorethan10 times.Invalid pre�xesoriginatedby
tier-1 ASeswere typically observed at moreof our monitoringpoints than
thoseoriginatedat smallerASes.

Themajorityof eventsonly leakedasinglepre�x, andtwo-thirdsleakedtwo
pre�xesor fewer. We observed14 eventswherea singleAS originatedmore
than100invalid pre�xes.

SomeASesthatdo �lter unallocatedpre�x spacesdo not updatetheir �lters
until threeto � vemonthsafterpre�xesareallocatedandmaynotupdatetheir
�lters until nearly two monthsafter the �rst advertisementfrom the newly
allocatedspacebeforeupdatingtheir �lters.

Table 1: Summary of preliminary �ndings fr om our study of
“bogon” routeadvertisementsat eight vantagepoints.

� Do ASesupdatetheir route�lters whenIP addressspaceis
allocatedfrom previouslyunallocatedspace?

Our study offers a preliminary look into the characteristicsof
bogonrouteson the Internet,asseenfrom eight topologicallydi-
versevantagepoints. At eachvantagepoint, we collect BGP up-
datedatavia iBGP, andclusterBGPupdatesinto distinctevents;2

this clusteringallows usto roughlyestimatethemagnitudeof any
particulareventaccordingto its size(i.e.,how many pre�xeswere
leaked in theevent)andvisibility (i.e., how many of our monitor-
ing pointssaw theevent).Some�ndings we presentaboutspeci�c
ASesleakingroutesdependhighly on the locationof our vantage
points,sincemostof ourvantagepointsareatthenetwork edgeand
many edgeASes(it is thought)performsomeamountof �ltering,
but weattemptto draw generalconclusionswhereappropriate.

Table1 summarizesour �ndings. We observe that someASes
leakbogonpre�xesto theInternetslightly morethanonceperday
on average.Roughlyhalf of theseroutesarenot withdrawn within
anhour, andseveralof theseeventsleakmorethan100pre�xesat
a time. Moreover, whenanaddressrangeis allocated,ASesoften
fail to updatetheir �lters to allow thesepre�xesto be advertised,
adverselyaffectingthereachabilityof valid pre�xes.CertainASes
appearto �lter routesbelongingto legitimatepre�x spacefor as
longasthreeto � vemonthsafterthespacewasallocated.

Theobservationsin thispaperhaveimplicationsfor routingcon-
�guration andsecurity. Themajority of eventsthat leaked invalid
routesinvolve privateaddressspace(e.g.,10.0.0.0/8);becausepri-
vateaddressspacedesignationschangeinfrequently, routersshould
�lter routesfrom privateaddressspaceby default (network opera-
tors could overridesucha default if desired).Our resultssuggest
thatabogonpre�x originatedby atier-1 ISPwill typically bemore
widely visible thanan invalid routeadvertisedfrom a regional or
stub AS: thus, an attacker is likely to causemore disruptionby

2Wede�ne these“events”in Section2.2.
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Figure1: Exampleof how updatestreamsaregroupedinto ori-
gin AS-basedevents. All updatesshown in this �gur e are cate-
gorized into the sameevent, exceptfor A 1

p4 and A1
p5 , which are

categorizedinto a new event. A correspondsto an announce-
ment and W correspondsto a withdrawal.

injecting routesfrom a tier-1 ISP. Finally, half of the (likely acci-
dental)invalid routeadvertisementslast longer thanan hour, and
40%lastlongerthanasingleday, whichsuggeststhatasigni�cant
fraction of miscon�gurationeventsin generalmay be long-lived;
this suggeststhatmany miscon�gurationsarenot quickly noticed,
and that operatorsneedauxiliary tools to help themquickly �nd
certaintypesof miscon�gurations.

2. Background and De�nitions
In thissection,webrie�y overview BGProutingandthemechan-

icsof route�ltering. We thende�ne bogoneventsfor thepurposes
of ouranalysis.

2.1 Overview of BGPandFiltering
BGP4is theInternet's interdomainroutingprotocol[21]; theIn-

ternetcomprisesabout17,000independentlyoperatednetworks,
or autonomoussystems(ASes),that exchangereachabilityinfor-
mationusingBGP. To advertisereachabilityto someInternetdes-
tination, a router in an AS “injects” a route for an IP pre�x into
BGP, andthatrouteradvertisesthatrouteto otherASesin theform
of a BGPupdate.Many IP pre�xesaredesignatedfor addressing
privatenetworksor for testing[15]; thesepre�xes,aswell asthose
thathavenotbeenallocatedto any regionalInternetregistry, should
notbeadvertisedglobally.

WhenanAS learnsarouteto adestination,its importpolicycan
�lter (i.e., ignore)it or modify certainrouteattributes(e.g.,assign
a“local preference”valueto theroute).Thatrouterwill thenselect
asinglebestroutefor eachdestinationandreadvertiseit overevery
BGPsessionfor whichtheexportpolicypermitsre-announcement.
A routerwill readvertiseat leastoneroutefor everypre�x it learns
aslong as: (1) theimport policy doesnot discardtheroute,(2) the
export policy doesnot prevent that pre�x from beingadvertised,
and(3) theexport policy doesnot discardthebestroutebasedon
otherrouteattributes.Thus,if BGPlearnsa routeto a destination
via BGP, we canconcludethat oneor moreroutersbelongingin
eachof theASesin theroute's AS pathfails to �lter thatpre�x in
its importandexportpolicy.

2.2 Pre�x­BasedandOrigin AS­BasedEvents
We observe BGP updatesat 8 distinct monitors; eachmonitor

receivesa streamof iBGP updatemessagesfrom a borderrouter
in the AS where it is deployed (we discussour data collection
techniquesfurther in Section3). Because(1) a singlepre�x an-
nouncementmaybevisibleatmultiplemonitors,(2) asinglepre�x
withdrawal cancausea �urry of updates[18], and(3) asinglecon-
�guration fault cancausemany distinct pre�xesto be advertised,



a simplecountof BGP updatesis not a goodindicatorof magni-
tude. Instead,we de�ne two typesof events—pre�x-basedevents
andorigin AS-basedevents—thatclusterBGPupdatesin different
ways.

A pre�x-basedeventisde�nedbyaperiodof timewherebyasin-
gle bogonpre�x is beingannouncedby someorigin AS. A pre�x-
basedeventbeginswhena monitor receivesa new announcement
for a bogonpre�x from someorigin AS. Every announcementfor
the samepre�x and origin AS beforea withdrawal for that pre-
�x is groupedinto the samepre�x-basedevent. A pre�x based
event endswhenthe routefor that correspondingbogonpre�x is
withdrawn. If a BGP routepropagatesto morethanonemonitor,
we considereachof thoserouteannouncementsasseparatepre�x-
basedevents.Pre�x-basedeventsindicatehow many timeswewit-
nessedabogonpre�x leakedby someorigin AS; it is amoreaccu-
ratere�ection of routeleaksthana simpletally of announcements
becauseinstability or pathexplorationmayarti�cially amplify the
numberof announcements.

An origin AS-basedevent attributesmultiple bogonroute an-
nouncementsthat occurin closesuccessionto the samecause,as
mighthappenwith asinglecon�gurationchange,asequenceof re-
latedcon�guration changes,or otheroperationalincident (e.g.,a
routerreboot).We de�ne origin AS-basedeventsto helpusquan-
tify how oftenthesetypesof incidentsoccur, aswell ashow many
distinct bogonroutesmight be leaked asthe resultof a singlein-
cident.A new origin AS-basedeventbeginswhenany monitorre-
ceivesa bogonroutefrom someorigin AS, andthatorigin AS has
not announcedany bogonrouteswithin the previous t e minutes.
An origin AS-basedeventendswhenno monitorlearnsany bogon
routeannouncementsfrom thatorigin AS for at leastt e minutes.A
withdrawal of abogonpre�x is associatedwith theorigin AS-based
event for the correspondingrouteannouncement.In our analysis,
we set te to be 60 minutes(previous studieshave useda similar
timeinterval to separatedistinctBGPevents[10]). Thewithdrawal
of abogonis associatedwith theeventthatmostrecentlyadvertised
thatroute,regardlessof themonitoratwhich it wasreceived.

Figure1 showshow wegroupBGPmessagesinto distinctorigin
AS-basedevents.UpdatesA 1

p1 , A1
p2 , W 1

p1 , A2
p1 , andA1

p3 areclus-
teredinto the sameorigin AS-basedevent even thoughthey were
received at two separatemonitors,becausethey wereall received
from the sameorigin AS within a time interval that includedno
quiescentperiodsof morethante minutes.ThewithdrawalsW 2

p1

andW 1
p2 thatcorrespondto A 2

p1 , A1
p2 areclassi�ed aspartof the

sameevent,eventhoughthey werelearnedaftermorethant e min-
utesof quiescence.A 1

p4 andA1
p5 areclassi�edasa separateorigin

AS-basedeventbecauseA 1
p4 occursmorethante minutesafterthe

lastannouncementin theprecedingeventfor thatorigin AS, asob-
servedatany monitor.

3. Data Collection
Table2 shows the hostsat which we collectedBGP messages.

ThesehostsranZebra0.92a,anopensourcesoftwarerouter[23],
con�gured to log all BGPupdates.Theclocksof themonitorsare
synchronizedto within 10 milliseconds. Table 2 also shows the
numberof BGPupdatescollectedateachsitebetweenJuly1, 2003
andOctober9, 2004,theperiodof time over which we performed
ouranalysis.

Figure2 shows wheretheMIT collectionhostsits in relationto
the borderrouterof the hostingnetwork andthe restof the Inter-
net; othermonitorssit in similar positionsrelative to their border
routers.MIT' sborderrouterhasfourupstreamfeeds:acommercial
feedvia Genuity/Level3 (AS 1), Cogent(AS 174), Comcast(AS
7015),and to Internet2via the NortheastExchange(AS 10578).

Host BGPPeers Updates
MIT (AS 3) Genuity, Cogent,Comcast,Internet2 84,011,988
PSG(AS 3130) Genuity, Verio 76,317,493
Vineyard(AS 10781) Qwest,Savvis 66,584,023
Nortel (AS 14177) AT&T Canada 21,325,982
Aros (AS 6521) UUNet,ElectricLightwave 13,786,220
PWH(AS 6549) 7 ISPs 196,587,735
GBLX-JFK (AS 3549) Many ISPs 110,064,852
GBLX-LON (AS 3549) Many ISPs 148,344,497

Table 2: Inf ormation about BGP data collectedfr om networks
whereour monitoring hostsarelocated.Weanalyzeall updates
sinceJuly 1, 2003.

AS 7015

AS 174

AS 1

AS 10578

Border Router

AS 3 (MIT)
iBGP

eBGP

Monitor

Figure 2: At each collection host, we collect BGP messages
fr om the network' s border router. The �gur e shows the con-
�guration for MIT , which obtains upstreamconnectivity fr om
Genuity (AS 1) Cogent (AS 174),Comcast(AS 7015),and the
NortheastExchange(via AS 10578).

ThemonitorreceivesBGPupdatesfrom theborderrouter. Because
of the con�guration, the monitorswill not seeall BGP messages
heardby theborderrouter;they seeonly BGPmessagesthatcause
achangein theborderrouter's choiceof bestrouteto apre�x.

Despitenotobservingall BGPupdates,themonitorsobserveall
messagesrelevantto invalid pre�xesthatwerereceivedat their re-
spective ASes.BecauseiBGPreadvertisesonebestroutefor every
pre�x, a monitorwill alwaysadvertisea routeto a bogonpre�x if
its borderrouterreceivessucha route.

4. Results
In thissection,weaddressthequestionsfrom Section1. Weob-

served13,411BGPupdates(373origin AS-basedeventsand4,770
pre�x-basedevents,asde�ned in Section2.2)for 403differentbo-
gonpre�xesin 36 distinct regionsof bogonIP addressspace.On
average,anorigin AS-basedeventleaksbogonpre�xesroughlyev-
eryoneandahalf days.Figure3 showsthenumberof pre�x-based
eventsandorigin AS-basedeventsobservedperweekobservedat
eightvantagepoints.

4.1 PrevalenceandPersistence
Prevalence:Table3 showsthebogonaddressspacefrom which

bogonpre�x announcementsweremostcommonlyleaked,in terms
of bothpre�x-basedeventsandorigin AS-basedevents.Thetable
con�rms onehypothesisthatwehad:many routeswith bogonpre-
�x escomefrom privateor testIP addressspace(asde�nedby RFC
3330[15]), ratherthanunallocatedaddressspace.Thisobservation
suggeststhatmany bogonrouteleaksareprobablyaccidental,re-
sulting from leaksof routesthat weremost likely intendedto be
routesfor infrastructureinsideof a singleAS. Most of theleaksof
privateIP addressspacewerevisibleatonly oneor two monitoring
points,but many announcementsfor bogonpre�xesin reservedIP
addressspaceweremorewidely visible.

Figure4 shows thenumberof BGProutingpre�x-basedevents
that we observed for speci�c bogonpre�xes. Pre�x-basedevents
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Figure 4: Prevalenceof announcementsfor speci�c bogonpre-
�x eswithin bogonIP addressspace.

are distributed acrossmany different bogonpre�xes: more than
85% of bogonpre�xes(40% of pre�x-basedevents)wereleaked
fewer than15 times,andmorethan30% of bogonpre�xeswere
leakedfewerthan5 times.Figure4 (b) andTable4 show thepreva-
lenceof bogonpre�xes in origin AS-basedevents; that is, how
many origin AS-basedeventseachbogonpre�x appearedin. A
singlebogonpre�x, 1.1.1.0/24,wasannounced150separatetimes
by 9 differentorigin ASesin 19 distinct origin AS-basedevents.
Announcementsfor this pre�x wereobservedat all 8 of our mon-
itoring locations,indicatingthatmany ISPsdo not �lter thebogon
spacecontainingthis pre�x. TheNorth AmericanNetwork Opera-
torsGroup(NANOG) runsa mailing list wherenetwork operators
reportoperationalproblems,discussoperationalissues,etc. [20];
interestingly, leaksof routesfor thisexactpre�x wereatopicof dis-
cussionon theNANOG mailing list six yearsago[16] (it appears
thatthispre�x is alsousedfor testingandinternaladdressing).Un-
fortunately, it appearsthat the �ltering situationfor thesetypesof
pre�xeshasnotimproved.Otherspeci�c routesappearto beleaked
particularlyoften: 1.0.0.0/8wasadvertisedandwithdrawn 29 sep-
aratetimes, and many distinct pre�xes in bogon addressspace
172.16.0.0/12wereadvertisedmorethan25times(morethan3,400
pre�x-basedeventswerecontainedin this IP addressspacealone,
thoughall of thesewereleakedby asingleorigin AS).

Persistence: Bogon pre�x announcementscan sometimesap-
pearastheresultof a con�guration problem.For example,to up-
dateaccesscontrol lists, network operatorsmust �rst “clear” the
old �lter beforeinstalling the new one, possiblyresultingin po-

BogonSpace Pre�x-basedEv. Origin AS-
basedEv.

Monitors DistinctASes

172.16.0.0/12 3439 106 1 4
0.0.0.0/7 276 87 8 71
72.0.0.0/5 169 72 8 10
192.0.2.0/24 17 40 2 3
96.0.0.0/3 240 31 8 12
10.0.0.0/8 34 17 2 5
189.0.0.0/8 29 10 6 2
2.0.0.0/8 61 7 8 3
169.254.0.0/16 10 6 3 5
223.0.0.0/8 350 6 8 2
176.0.0.0/5 10 3 2 3
5.0.0.0/8 9 3 5 3
88.0.0.0/5 24 3 6 3
58.0.0.0/7 14 3 6 3
174.0.0.0/7 11 2 6 2
42.0.0.0/8 26 2 8 2
50.0.0.0/8 6 2 4 2
27.0.0.0/8 2 2 2 2
192.168.0.0/16 12 2 2 2
173.0.0.0/8 2 2 2 2

Table 3: Top 20 most common bogon route announcements
fr om bogon IP addressspace, sorted by the number of ori-
gin AS-basedevents. Many bogonroute announcementscome
fr om pri vateor test IP addressspace,shown in bold.

tentialtemporaryleaksof bogonaddresses(whichcanlegitimately
beusedwithin thenetwork) whenthe�lters arecleared.However,
bogonpre�xesshouldbenoticedandwithdrawn shortly if admin-
istratorsregularlymonitortheir con�gurationsandBGPtables.

Unfortunately, we observe that about9.3%of bogonpre�x an-
nouncementswereneverwithdrawn. Uponfurtherexamination,we
found that someof thesenetworks werestill in the routing tables
and reachableby traceroute. Figure 5 (a) shows the cumulative
distribution of eachevent durationfor pre�x-basedevents. Over
47%of theselastlongerthan1 hour;amongthese,over57%lasted
longer than a day. Of the pre�x-basedeventsthat lastedlonger
thananhour, thevastmajority werefrom 172.16.0.0/12.We also
saw many long-livedannouncementsfrom 0.0.0.0/7.Thefact that
many leaksinvolving privateIP pre�xes(i.e., likely miscon�gura-
tions)lastlongerthananhoursuggeststhatmany accidentalevents
arenotcorrectedimmediately.

We alsostudy the persistenceof origin AS-basedevents. Fig-
ure 5 (b) shows the persistenceof origin AS-basedevents. As
shown by the“eventtime” line, nearly30%of all origin AS-based
eventsconsistedof a singlebogonpre�x announcementwithout a
correspondingwithdrawal (hence,an event durationof zero sec-
onds). Someorigin AS-basedeventsdo not includea withdrawal
becausethey “end” (i.e., they arefollowed by at leastan hour of
quiescenceandfollowedby anothersequenceof announcements).
The“time to �r stwithdrawal” line indicatesthatonly 50%of origin
AS-basedeventscontainedany withdrawal messages;the median
amountof time to the arrival of the �rst withdrawal for the other
50% of origin AS-basedeventsthat hada withdrawal is aboutan
hour. The “time to �nal withdrawal” messageindicatesthat only
30% of the origin AS-basedeventsendedin a withdrawal; about
half of the origin AS-basedevents that did end in a withdrawal
lastedlongerthanoneday. Both graphsin Figure5 indicatethat
many bogonrouteannouncementspersistin the routing table for
longerthananhouror evena day. Themedianlengthof all origin
AS-basedeventswaslongerthananhour, androughlya quarterof
theseeventslastlongerthanaweek.
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Figure5: Persistenceof bogonpre�x-based events.

4.2 Do multipleASesadvertisethesamebogon?
We suspectedthatcertainbogonpre�xesandpre�x spacemight

beadvertisedby multipleorigin ASes,particularlyif theannounce-
mentwasaccidental.Sinceprivateaddressspaceis commonlyused
to addressinfrastructureinsideasingleAS, weexpectedto seedif-
ferentorigin ASesleakingroutesfrom thesamebogonIP address
spaceor evenleakingthesamepre�x.

Table 3 also summarizesthe bogon pre�x spacefrom which
multiple ASesadvertisedroutes. We initially thoughtthat many
leakedbogonpre�xeswouldcomefrom privateaddressspace(e.g.,
172.16.0.0/12,10.0.0.0/8,etc.), but otherportionsof unallocated
spacearealsocommonlyadvertisedandleaked to portionsof the
Internet. In particular, 71 different ASesleaked routesfrom the
0.0.0.0/7space.

Looking in moredetailat theactualbogonpre�xesthatmultiple
ASesadvertised,Table4 alsoshowsthatsomeof thepre�xescom-
monly leakedby multiple ASesfrom 0.0.0.0/7include0.1.0.0/16,
0.0.0.0/16,1.1.1.0/24,and1.0.0.0/8,which might betestroutesor
otherwiseinternalroutesthatweremistakenly leakedto theglobal
Internet. Interestingly, many of theseroutesappearto be default
routesthatsomeASes�lter while othersdonot,becauseannounce-
mentsfor thesepre�xesarenot visible at many of our monitors.
On the otherhand,1.0.0.0/8wasvisible at six of our eight moni-
tors,considerablymorethanany pre�xesin 0/8. This observation
indicatesthat many ASesarelikely �ltering 0.0.0.0/8,but arenot

BogonPre�x Pre�x-basedEv. Origin AS-
basedEv.

Monitors Origin ASes

192.0.2.0/24 17 40 2 3
0.1.0.0/16 32 32 2 32
72.1.64.0/19 82 28 8 2
1.1.1.0/24 150 19 8 9
0.0.0.0/16 9 9 3 8
169.254.0.0/16 6 5 3 4
1.0.0.0/8 29 5 6 4
0.16.0.0/23 3 3 2 3
2.0.0.0/8 13 3 5 2
0.0.0.0/13 2 2 1 2
50.0.0.0/8 6 2 4 2
99.0.0.0/8 6 2 4 2
0.16.0.0/13 2 2 1 2
0.16.0.0/17 2 2 1 2
100.0.0.0/8 6 2 4 2

Table4: BogonIP pre�x esthat wereoriginated by at least2 dis-
tinct origin ASes,sorted by the number of distinct origin ASes
that leakedthem. Announcementsof 1.1.1.0/24wereprevalent,
both in the number of origin AS-basedeventsand the number
of ASesthat announcedit. Many other routes appear to be
routesthat weremistakenly leaked.

�ltering 0.0.0.0/7.Weaskedtheoperatorof thenetwork whereone
of our iBGP monitorssaw this pre�x, who con�rmed thatthis was
thecasefor hisnetwork.

4.3 WhichASesleakbogonpre�xes,andwhoseesthem?
By examining the origin AS in the AS pathcorrespondingfor

eachbogonpre�x announcement,we observed110differentASes
originatedbogonpre�xes. Table 5 lists all 19 ASesthat caused
at leastthreeorigin AS-basedevents;theremaining91 ASesonly
causedoneor two origin AS-basedeventseach,althoughsomeof
theseeventswerequitelarge:onMarch25,2004,AS 19962leaked
87 bogonpre�xes to Cogent,who passedthesebogonroutesto
MIT. Table 5 shows that a few ASesare responsiblefor a large
numberof pre�x-basedandorigin AS-basedevents.Most of these
eventsweretypically visible at only oneor two monitoringpoints,
implying that,despitetheir frequency, thesebogonrouteleaksare
not visible at many placeson the Internet. However, the routes
leaked by large tier-1 ISPs(shown in bold) werevisible at nearly
all of our monitoringpoints. This observation hasimportantim-
plications:routesthatareadvertisedby smallerASesarelikely to
be �ltered by someupstreamISP, althoughthereis no guarantee
of this. However, routeswith bogonpre�xes that are originated
by largeISPsarealmostalwayswidely observed. Our observation
is consistentwith thecommonlyheldbelief thatmany tier-1 ISPs
�lter routesbasedon theAS pathattributeonly, not basedon spe-
ci�c pre�xes.A maliciouspartythatwantedto injectwidely visible
bogonpre�xeswould appearto have reasonablesuccessinjecting
thesepre�xesfrom a tier-1 ISP.

4.4 Howmanypre�xesleakperorigin AS­basedevent?
We wantedto know how many bogonpre�xes were leaked in

any givenorigin AS-basedevent(i.e.,somemeasureof themagni-
tudeof theevent).Origin AS-basedeventsthatleaklargenumbers
of bogonpre�xesmay suggestthe temporarymiscon�gurationof
a �lter . Figure6 shows the distribution of the numberof distinct
pre�xesthatanorigin AS leakedin eachbogonpre�x event. Most
eventsresultingin theleaksof bogonpre�xesinvolvedonly ahand-
ful of bogonpre�xes,andthemajorityof eventsinvolvedonly one
or two pre�xes,but 31eventsleakedmorethan10pre�xes,and14



Origin AS Pre�x-basedEv. Origin AS-
basedEv.

Pre�xes Monitors

10753 3191 65 214 1
577 23 38 2 6

1276 121 21 10 1
32880 82 18 3 8
3356 115 17 5 2

23504 8 15 1 7
7563 33 13 1 2
1239 383 11 6 8

13536 8 10 1 6
16482 16 10 1 5
4471 28 9 1 6

26230 6 7 1 6
701 50 6 1 7

30528 8 6 1 6
1299 43 6 5 7

1 38 6 3 1
3845 96 4 2 8
1784 4 3 2 3
9064 2 3 1 2

Table 5: Distrib ution of bogon pre�x announcementsand the
ASesthat originate them, for all ASesthat causedat leastthr ee
origin AS-basedevents. Tier-1 ISPsare shown in bold; routes
originated fr om thesenetworks tend to be more widely visible
(i.e.,weobserve them at moreof our monitors.)
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Figure 6: Distrib ution of number of bogon pre�xes seenfor
eachorigin AS-basedevent. All events larger than 10 pre�xes
wereoriginated by AS 10753.

eventsinvolvedmorethan100pre�xes.Uponfurtherexamination,
we discoveredthata singleAS, AS 10753,wasresponsiblefor all
origin AS-basedeventsinvolving morethan100 pre�xes,and29
of the31eventsinvolving at least10pre�xes.Theexceptionswere
two distincteventswhereAS 19962leaked87 and93 bogonpre-
�x es,respectively.

4.5 Do ASesupdate�lter swhenbogonsareallocated?
Maintainingup-to-datepre�x �lters is important:it notonly pre-

ventsmaliciousmisuseof the reserved IP space,but alsoallows
global reachabilityby ensuringthat routesfrom previously bogon
addressspaceis widely advertised. During the 15 monthsof our
dataset,severalregionsof previously bogonIP addressspacewere
allocatedto regional Internetregistriesby IANA; Table6 summa-
rizeswhenvarious“former bogons”wereallocated.Becauseop-
458.0.0.0/8and59.0.0.0/8wereallocatedonApril 28,2004;71.0.0.0/8was
allocatedon August 2, 2004. We have not yet seenany announcements
from thispre�x space.

Pre�x Allocated

Monitors
that sawit
initially

(andnow)

Daysuntil
�r st

announcement

Daysuntil
Full

Visibility

83.0.0.0/8 Nov 16,2003 6 (8) 15 150
84.0.0.0/8 Nov 16,2003 6 (8) 100 150
70.0.0.0/8 Jan15,2004 7 (8) 41 90
86.0.0.0/7 Apr 1, 2004 1 (7) 21 —
88.0.0.0/8 Apr 1, 2004 1 (7) 21 —
85.0.0.0/8 Apr 1, 2004 6 (8) 5 176
72.0.0.0/8 Aug 2, 2004 8 (8) 39 39

Table 6: Visibility of routesfr om previously bogon IP address
space.4

eratorsregularly complainon the NANOG mailing list [20] that
otheroperatorsareslow to updatetheir route�lters whennew pre-
�x spaceis allocated,we hypothesizedthatroutesadvertisedfrom
thisspacewould remain�ltered by certainASesfor aconsiderable
amountof timeaftertheallocation.(RIPEhasaprojectspeci�cally
aimedatallowing ASesto testreachabilityto activepre�xeswithin
recentlyallocatedIP addressspace[3].)

Wecanestimatesuchaphenomenonfromourobservationswhen
announcementsfrom newly allocatedIP addressspacewere not
visible at all of our monitoring points. With the exceptionof a
singleannouncementfor 85.0.0.0/8observedatMIT onMarch25,
2004and72.0.0.0/8,whichweobservedregularlyatall monitoring
points,we did not observe routeannouncementsfor any of these
pre�xesprior to whenthey wereallocated;assuch,we cannotde-
terminewhetheroperatorsremovedthesepre�xesfrom their �lters
or werenever �ltering themin the �rst place. However, our pre-
vious analysisin Table3 suggeststhat mostleaksfor unallocated
spacearenot visible at all 8 of our monitors,so it is reasonable
to assumethat announcementsfor thesenewly allocatedpre�xes
would not have beenvisible at all of our monitorsprior to being
allocated. Table6 alsoshows that the initial announcementof a
pre�x from newly allocatedspacewasnever visible at all 8 of our
monitors.

As of October9,2004,announcementsfrom AS 12654for 8 pre-
�x esfrom the two pre�x spacesallocatedon April 1, 2004,were
still notvisibleattheArosiBGPmonitor. Becausetheseannounce-
mentsarevisible at all but oneof the monitors,it is likely that at
leastoneregionalAS is �ltering thispre�x space.

5. Summary and Futur eWork
The integrity androbustnessof the interdomainrouting system

requiresASesto correctly �lter invalid routeadvertisements,but
ourpreliminary�ndings indicatethatmany ASesappearto leakin-
valid routesandfail to �lter invalid routes. Many invalid routes,
particularlythosethatoriginatedfrom certaintier-1 ISPs,werevis-
ible at nearlyall of our monitoringpoints.An attacker with access
to a routerin oneof thesenetworkscouldinject invalid routesthat
would likely reacha signi�cant fractionof ASes.ASesthatdo �l-
ter invalid routesoftendo not updatetheir route�lters until many
monthsafternew pre�x spaceis allocated,thusmistakenly�ltering
valid routes.Clearly, morediligent �ltering or betterrouteauthen-
ticationis needed,but a reasonable�rst stepwould befor ASesto
simplydeploy �lters for privateaddressspace;such�lters arestatic
(i.e., they don't needto beupdatedaspre�x spaceis allocated)and
wouldblockthemajorityof invalid routeleaks.Routerscouldeven
�lter privateaddressspaceby default.

Weplanto extendouranalysisin severalways.First,weplanto
studythepropertiesof BGPupdates,suchastheAS path,to infer



informationsuchaswhichASesare(or arenot) �ltering certainin-
valid pre�xes.Second,we would like to studytheforwardingpath
propertiesof invalid routesby runningtraceroutesto invalid routes
whenthey arereceivedat our monitoringpoints. Wherepossible,
we would alsolike to monitortraf�c from bogonpre�xesto deter-
minewhethernetworksareusingtheseinvalid routesfor nefarious
activities(e.g.,spam,DDoS,etc.).Finally, usinginformationabout
possiblyhijackedpre�xes[11] asastartingpoint,weplanto extend
ouranalysisto hijackedpre�xes.

6. References
[1] AmericanRegistry for InternetNumbers.

http://www.arin.net/ .
[2] AsiaPaci�c Network InformationCenter.

http://www.apnic.net/ .
[3] De-bogonisingnew addressblocks.

http://www.ris.ripe.net/debogon/debogon.html .
[4] InternetAssignedNumbersAuthority. http://www.iana.org/ .
[5] InternetProtocolV4 AddressSpace.http:

//www.iana.org/assignments/ipv4- address- space .
[6] RegionalLatin-AmericaandCaribbeanIP AddressRegistry.

http://lacnic.net/en/index.html .
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Appendix

A. BogonPre�xes
As of December8,2004,thereare94/8 IPv4addressblocksthat

arereservedor notallocatedto any registries[5]. Table7 liststhose
unallocatedIP addressrangesin dottednotation.

Addressrange
0.0.0.0- 2.255.255.255
5.0.0.0- 5.255.255.255
7.0.0.0- 7.255.255.255

23.0.0.0- 23.255.255.255
27.0.0.0- 27.255.255.255
31.0.0.0- 31.255.255.255
36.0.0.0- 37.255.255.255
39.0.0.0- 39.255.255.255
41.0.0.0- 42.255.255.255
49.0.0.0- 50.255.255.255
73.0.0.0- 79.255.255.255
89.0.0.0- 126.255.255.255
173.0.0.0- 187.255.255.255
189.0.0.0- 190.255.255.255
223.0.0.0- 223.255.255.255
240.0.0.0- 255.255.255.255

Table7: UnallocatedIP addressspace

In addition,RFC 3330[15] de�nes several addressblocksthat
arereservedfor specializedpurposesandshouldnot appearon the
public Internet(Table8).

Addressblock Allocatedfor
10.0.0.0/8 Privateaddressspace
127.0.0.0/8 Loopback
169.254.0.0/16 Communicationbetweenhostsonasin-

gle link
172.16.0.0/12 Privateaddressspace
192.0.2.0/24 Use in documentationand example

code
192.168.0.0/16 Privateaddressspace
198.18.0.0/15 Benchmarktestsof network intercon-

nectdevices
224.0.0.0/4 IPv4multicast

Table8: Specializedaddressblocksde�ned in RFC 3330


