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Abstract

InternetServiceProvidersoftenestablistcontractual’peering” agree-
ments wherethey agreeto forwardtraf ¢ to eachother's customerst
no cost.Consistentouteadvertisemendat all peeringpointsis acom-
monpravisionin theseagreementdecausé givesanAS the e xibil-
ity to selectegresspointsfor thetrafc (e.g.,performing“hot potato”
routing). Verifying “consistentexport” is challengingbecauseoute
adertisementsare exchangecdat multiple peeringpointsand may be
modi ed by routingpolicies. In this paperwe proposawo algorithms
to detectinconsistentoutesusingroutingandcon gurationdatafrom
anAS'shorderrouters.The rst algorithmrequiresaccesso all eBGP
routesad\ertisedby a peer Becausehis datais oftenunavailable,we
proposeanotheralgorithm that detectsinconsistenciesising readily
available data. We have appliedour algorithmsto the routesadwer
tised by the peersof AT&T's commerciallP backbone. Although a
peermay intentionallysendinconsistenfidwertisementso preventits
neighborfrom performinghot-potatorouting, we alsodiscussseveral
con guration scenariosvherea peermay inadvertentlyadertisein-
consistentoutes,despitehaving consistentexport policies. Finally,
we explain how simplemodi cationsto therouterscould malke detec-
tion of inconsistenadwertisementsnucheasierthanit is today
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1. Intr oduction

Serviceprovidersin the coreof the Internetconnecto eachotherin
orderto reachtheir respectre customers.Before agreeingo “peer’
two serviceproviderssigna peeringagreementhatoutlinestheterms
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Figure 1. Hot-potato routing between peers with four peering points:
Dashedlines highlight the intradomain path costs

of theirrelationship.Thesecontractgypically requirethe Autonomous
SystemgASes)to connecin multiplegeographidocationd1]; in Fig-

urel, ASesA andB peerin fourlocationsspreadhroughoutheirnet-

works. In additionto providing redundanyg, the multiple connections
aremeantto give an AS the e xibility to selecta corvenientegress
pointfor sendingraf ¢ totheotherAS. Underthecommonpracticeof

hot-potato(or early-&xit) routing, a routerselectshe “closest” egress
pointin termsof theintradomairpathcosts,in orderto reducethenet-

work resourcesequiredto carrythetrafc. For example,in Figurel,

routerbin AS B candirecttraf ¢ throughpeeringpoint 3 ratherthan

sendingtrafc along distanceacrossthe network to oneof the other
egresspoints. Similarly, routera in AS A's network candirecttraf-

¢ throughpeeringpoint 0. In somecasesa network operatormay

overridehot-potataroutingto balancethetraf ¢ load.

To giveoperatorshe e xibility to selectfrom multiple egresgoints,
peeringcontractgypically requirethepeerto provide consistentoutes
atall interconnectiopoints[1]. Thatis, anAS mustmale eachdesti-
nationreachablet every peeringpointvia “equally good” routes.If a
destinatiorconnectedo routera werereachablenly throughpeering
point O, trafc from b would have to travel over expensve long-haul
links in AS B andonly a shortdistancein AS A. In this scenario,
AS A is violating its peeringagreemenby forcing AS B to do “cold
potato”routing. In addition,AS A mustnot try to make one peering
connectiorlook lessattractve to B thananother(e.g.,by makingthe
AS pathappeatonger),unlessthe two ASeshave agreedn adwance,
sincethis wouldforceB to consumamoreresourceso sendtraf c.

In this paperwe formulatethe problemof checkingthe consisteng
of routesadvertisedby a peerand presenta techniquefor detecting
inconsistenciesising routing and con guration dataavailable in the
receving AS. The mostcloselyrelatedwork is anempirical study of
“pathin ation” by Springetal. [2], which analyzedraceroutalatato
infer deviationsfrom “early exit” routing without identifying the un-
derlyingreason.n contrastwe determinevhetheranAS is forcedto



1. Highestlocal preference

2. LowestAS path length

3. Lowestorigin type

4. LowestMED (with samenext-hop AS)

5. eBGP-learnedver iBGP-learned

6. Lowestintradomainpathcostto egresspoint
7. LowestrouterlD of BGPspeakr

Table 1: BGP decisionprocesswith peerassignedattrib utesin bold

selecta differentegresspoint dueto inconsistentouteadvertisements
from apeerratherthanvoluntarily choosinga differentegresspointto
satisfyits own traf c engineeringyoals.

An AS recevesrouteadwertisementsrom a peervia BorderGate-
way Protocol(BGP) sessionat the peeringpoints. A BGP-speaking
router sendsan adwertisementto notify its neighborof a new route
to thedestinatiorpre x anda withdraval whentherouteis nolonger
available.An adwertisemenincludesattributes suchasthelist of ASes
in the path,thataffect the selectionof the bestrouteat eachrouter To
be consistentmultiple routesfrom the samepeerfor the samepre x
mustagreein ary aspectghat affect the BGP decisionprocess—AS
path length, origin type, and multiple exit discriminator(MED)—as
shavn in bold in Table1. Otherstepsin the decisionprocessarecon-
trolled by thereceving AS. For example,aroutercanapplyanimport
policy thatassignghelocal-preferencattributeto favor onerouteover
anotherandusethe intradomainpathcostto selectthe routewith the
closestegresspoint. Although the operatorcan con gure animport
policy thatresetghe origin typeandMED attributesto default values,
thereceving AS is especiallyulnerableto inconsistencief the AS
pathlengthsof theroutesadwertisedby its peers.

Identifying inconsistencieshouldbeaseasyascomparingheBGP
routeslearnedfrom eachpeerfor eachpre x for differencesin AS
pathlength, origin type, and MED, asdiscussedn Section2. Un-
fortunately acquiringa feedof all routesadwertisedby a neighboring
domainis dif cult in practicé. Instead,we considerhow to detect
inconsistenroutesfrom datareadily available within the local AS—
aninternalBGP (iBGP) feed of the “best” routefor eachpre x from
eachborderrouterandtheimport policiescon gured on eachof these
routers. However, identifying inconsistenciesrom this datais chal-
lengingbecauseur algorithmonly hasaccesgo the “best” routefor
eachpre x, aftertherouteshave beenmanipulatedy theimport poli-
cies. In Section3, we determinehow much theseconstraintslimit
our ability to identify inconsistentouteadvertisementérom peersand
presentinalgorithmthatidenti es inconsistenciethatforcethe AS to
selecta differentegressrouter

Sectiord presentsheresultsof applyingthealgorithmsto theroutes
ad\ertisedby the peersof AT&T's commerciallP backbone.We ap-
ply the rst algorithmto eBGPfeedsprovided by onelarge peerand
thenapply the secondalgorithmto iBGP feedsfrom AT&T' s border
routers. Our analysisdiscorersmary short-lived routing inconsisten-
ciesthat could be explainedby transientrouting updatesduring the
BGP convergenceprocesshut we also nd inconsistenciethatpersist
for longerperiodsof time, suggestingeithercon guration mistalkesor
maliciousbehaior. In Section5, we presenseveral examplesthatil-
lustratehow a peermight inadvertentlyadwertiseinconsistentoutes
andsuggestvaysthe sendingAS could detectpotentialproblemsin
adwance. Section6 concludesthe paperwith a discussionof ways

1Thiswould requireeither(1) extendingtodays commerciaroutersto provide
a feed of all eBGP-learnedoutes,which, while de®nitely appealing,is not
likely to happemuickly, (2) deplg/ing paclet monitorsonthemary high-speed
links betweenpeersto capturethe BGP updateswhich would be extremely
expensve, or (3) askingthepeerAS to provide theeBGPdatafeedfromits own
borderrouters,which runsthe risk that the peerintentionally sendsdifferent
informationto our detectioralgorithmthanit doesto the operationatouters.
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Figure 2: Monitoring inconsistent route advertisementsin an AS with
threepeering points.

routervendorsandnetwork operatorcanmake theBorderGuargrob-
lem easierto solve in thefuture.

2. BorderGuard Using DirecteBGP Feeds

In this section,we formulatethe BorderGuarcroblemandpresent
a solutionthat operateson a direct feed of the eBGP-learnedoutes
from eachpeerAS. Throughoutthe paper our discussiorfocuseson
asingledestinatiorpre x, sincerouting decisionsfor eachpre x are
independent.

sessionwith peerp. At ary giventime, the network hasone (pos-
sibly null) router,,, for the pre x from eachpeeringpointu =

valueof rp,, with anew route;awithdraval replacesheold valuewith
anull route. To comparetherouteswe de ne afunction (rpy ) that
ranksaroutebasedonthe rst ve stepsof the BGP decisionprocess
in Tablel—upto, but notincluding,the“hot potato”stepthatchooses
theroutewith the closestiegresspoint. A lowervalueof (r) implies
alessattractiveroute(e.g.,aroutewith alongerAS pathlength);anull
routehasthelowestpossiblevalue.We considera peerasinconsistent
if (rpu)6 (rpyv)forsomeu;v 2 [1;n,].

Our algorithm appliesthis checkto streamsof eBGPdatafrom a
given peer Uponreceving an updatemessagen sessioru, the al-
gorithm compares (rp. ) to thevalues (rpy) forv 2 [1;n,] and
reportsary mismatches.n the next section,we presenta secondal-
gorithm that operaten streamof the “best” BGP routefrom each
borderrouterin thelocal AS.

3. BorderGuard UsingIndir ectiBGP Feeds

In this section,we describethe algorithmthat detectsinconsistent
routeadwertisement$rom peersusingonly datathataredirectly avail-
ableto thatAS. We rst de ne this new problemandexplain thechal-
lengesfor inferring the characteristicof eBGPadwertisementdrom
iBGP dataandrouting policy. We statethe conditionsthat mustbe
truein orderfor this inferenceto be possible We thenpresenanalgo-
rithm thataccuratelydeterminesvhethera peerad\ertisesconsistent
routesat all peeringpointsaslong astheseconditionsaresatis ed.

3.1 ProblemFormulation

An AS hask border routers, each of which may have zero or
more sessiongo eachof the AS's peers. We alsode ne a function
Routers(p) thatreturnsthe setof n, routersin the AS thatpeerwith
p. Eachborderrouteri appliesanimport policy, |, to theroutesthat
it recevesvia eBGPandselectsasinglebestrouteb for adestination.

2Sincethe local-preferencattribute is local to an AS, an eBGP-learnedoute
doesnothave alocal preferenceAlso, all eBGP-learnedouteswould receve

thesametreatmentn step5 in theBGP decisionprocessAs such,only theAS

pathlength,origin type,andMED affect the comparisorbetweentwo eBGP-
learnedroutes. Stepsl and5 areimportantin Section3, though,to compare
the@bestYoutesseenin differentiBGP datafeeds.



In practice| is actuallycon guredandappliedon apersessiorbasis,
ratherthanaperrouterbasis but we abstracthis detailto simplify no-
tation. Eachrouteri thendistributestherouteb to otherroutersin the

iBGP sessiongo a route monitor, asshavn in Figure2; mary ASes
alreadydeplg sucha monitor. The valuesof Routers(p) andl; are
readilyavailablefrom theroutercon gurationdata.

Accessto the only the bestrouteslimits an AS's ability to directly
determinewhethera peeradertiseda route at somerouter (as well
asthe characteristicof the adwertisedroute): the alternateroutesat
the borderroutersare not available. To determinethe propertiesof
the completesetof routesthatary peeradwertiseswe mustdevisean
algorithmthattakesthesetof bestroutesasinputandinfersproperties
abouttheroutesfrom a peerthatarenotin thatset.

Our inferencealgorithmappliesthe following insight: the route b
thatrouteri selectsnustbeat leastasgoodasall otherroutedearned
at routeri, accoding to the r st ve stepsof BGP decisionprocess
Usingthisinsight,we canoftenmalke thefollowing assertionif apeer
p adwertisesroutesr ., andr,, to two distinctborderroutersandthe
routerthat learnsrp,y selectsit asthe bestroute but the routerthat
learnsrp,y selectsaroutethatis worsethanrp,, accordingto the rst

ve stepsof the BGP decisionprocessthen (rpu) > (rpv) (i€,
peerp adwertisedinconsistentoutes). In mary caseswe canmake
assertionsibout (rp. ), eventhoughthe monitoringpoint never sees
rov , basedonthefactthatry, is missingfrom the setof bestroutes.
In thenext sectionwe describeheassumptionsecessaryo make this
determinatiorand alsoexplain the caseswhereour algorithmcannot
malke accuraténferences.

3.2 Limitations on Inferring Violations

Accessto only the import policies and iBGP routesfrom border
routerspresentseverallimitationsandchallengegor inferring incon-
sistentrouteadvertisements.

Import policies changeroute attrib utes. Routesthat the iBGP
monitorseesasinconsistenmayin factbecausedy theimportpolicy
locally at borderrouters,and routesthat appearconsistentwith each
otherattheiBGP monitor do not ensurethata peeris sendingconsis-
tentrouteadwertisementsThe monitor only obseresh , but to detect
inconsistenciet routesassentby the peerthatad\ertisedthatroute
(peer(by)), we mustbe ableto determinehe routethatthe peeractu-
ally adwertisedbeforeimport policy transformatior{i.e., I ; (k)). To
ensurethat, givenly andp = peer(b), thealgorithmcandetermine
the corresponding p.u (i.e., theroutethatthe peerinitially sent),we
requirethefollowing condition:

CONDITION 1 (INVERTIBLE IMPORT POLICY). Forall i 2 [1;K],
I ! is computable Thatis, it is possibleto recover the route that
peer(b) initially advertisedby applyingl, Hb).

Import policies often overwrite certainrouteattributes(e.g., MED)
on routeslearnedfrom peersunlessthe AS hasagreedn adwanceto
acceptthem. Overwriting a route attribute is not invertible, so this
operationviolatesCondition1. Fortunately theinability to determine
theseroute attributesdoesnot matterin a practicalsetting, because
the AS canforce theseattributesto be consistenty overwriting the
attributesin the sameway (e.g., a commonpracticeis to set MED
valuesto 0 on all routeslearnedrom a peer).Theinferencealgorithm
is mostuseful when a peeris sendinginconsistentroutesin a way
thatimport policy cannotrectify (e.g.,inconsistenfAS pathlengthsor
missingrouteadwertisements).

Import policy can make consistentroutesappear inconsistent.
The algorithm mustinfer propertiesof a routethatit might not see.
Becauseve areinterestedn determininghe propertiesof sucharoute
before a routerappliesimport policy, we mustassumehattheimport
policy at a singleroutertreatsall routesr for which (r) is equalin

Monitoring Point

Figure 3: Exampleillustrating different AS paths (with the sameAS path
length) from the samepeer

exactly thesameway. Thatis, theimport policy ateachroutershould
nottreattwo routesthatareconsistentn away thatwould make them
inconsistent.

CONDITION 2 (CONSISTENT TREATMENT OF CONSISTENT
ROUTES.). If (rpi) = (rpj)then (li(rpi)) = (li(rp;)).

Theinferencealgorithmshouldbeableto infer how router ,; would
have beentreatedby ourimport policy ati if thatroutewere“consis-
tent” with rp; . Otherwise,it is impossibleto tell whetherthe AS's
import policy causedhe consisteng violation or whetherthe incon-
sisteny wascausedy apeer

Figure3 explainshow aviolation of this assumptiortancauseam-
biguity. In this casethe AS's peerp adwertisesarouter .1 with AS
path“l 4 3" at oneborderrouteranda router ;> with AS path“l 5
3" atasecondborderrouter;assumehatall otherrouteattributesare
the same. Note that theseroutesareconsistent (rp;1) = (rp;2),
becausehe AS pathlengthsarethe same.If router2 applieda policy
that,for example,assigned lower local preferenceo routeswith AS
path“1l 5 3", thenrouter1 could concevably selecta router g;1 from
anotherpeerg. We would like to be ableto saythat (rp.1) mustbe
worsethan (ry;2) (i.e.,thattheroutesareinconsistent)butwe cannot
do so: it is impossibleto distinguishbetweerthe casewherep sends
route“l 5 3" androuterl selectsa routefrom q andthe casewhere
p sendsaroutewith alongerpathlengthto routerl (or doesnotsend
ary route).

Unfortunately this assumptioris occasionallyviolated. For these
peersandsessionswe cannotdetectinconsistenadwertisementfrom
iBGP messagealone.Neverthelessye werestill ableto performour
analysison the vastmajority of peerswe discussour analysisfurther
in Sectior4.

Inability to distinguish inconsistentr outesfr om a missingroute.
Becauset hasdirectaccesso eBGPmessageghe algorithmin Sec-
tion 2 is ableto distinguishbetweentwo separatecasesf inconsis-
tent adwertisements:(1) when a peersendsrouteswith inconsistent
attributesto one or more peeringpointsand (2) when a peerfails to
sendany route for a pre x to oneor more peeringpoints. With ac-
cessto only the bestroutesfrom eachrouter however, the inference
algorithm cannotdeterminewhethera borderrouter did not selecta
routefrom peerp becauséeheroutefrom p looked “worse”thanother
routeslearnedat that routeror because did not adwertiseary route
atall to thatrouter Becausehe effectof eitherof theseinconsisten-
ciesis the same—ineither case,the AS may be forcedto do “cold
potato” routing—it is not crucial thatthe inferencealgorithmbe able
to distinguishbetweerthesetwo cases.

Arbitrary path selectiontiebreaking. The BGP decisionprocess
maybreaktiesbetweertwo routesr1 andr, for which (r1) = (r2)
arbitrarily (e.g.,basedon the routerID of the routerfrom which the
routewaslearnedor onwhich routewaslearnedrst). As aresult,the
inferencealgorithmmay not be ableto detectwhethera given peerp
adwertisedconsistentoutesto adestinatiorif (b) = (Iy) butb and
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Figure 4: Applying the BorderGuard consistencyassertion

by arelearnedrom two differentpeersp andq. For example,suppose
that (rpu) = (rqu) = (rpv), butthetiebreakingstageat router
i selectstheroutefrom peerq. In this case the inferencealgorithm

cannotdeterminewhetherthe routesadwertisedby p are consistent,
because (b) = (by): theroutefrom routeri is not strictly worse,
soaconsistentp; couldhave existed,but it is impossiblefor the AS

to invertthisbasednb andl alone.

Arbitrary tiebreakingof equally-goodeBGP-learnedoutesat a
given borderrouter may occurfrequently andit preventsthe infer-
encealgorithm from determiningwhethera peerad\ertiseda con-
sistentroute to that router Fortunately this scenariocan only arise
if one peeradertisesa route to that router that is equally good as
the otherpeers advertisementdf tiebreakingpreventsinferenceata
givenrouter anotherequallygoodroutemustexist at thatrouter and
“cold potato”routingwill notoccuraryhow: theroutersin the AS that
would have chosera consistentoutefrom thatpeerat thatrouterwill
insteadusethe alternateroute (ratherthansendingtrafc to another
borderrouter),sincetheroutethey learnfrom that peeringis asgood
astheconsistentoutewould have been.

3.3 BorderGuard ConsistencyAssertion

Given the two assumptiongrom the previous sectionand access
to both the iBGP feedsfrom the borderrouters,(b: : :: b¢), andthe
importpolicies,(I1 ::: 1), anAS cannow determinenvhetherits peer
p is sendinginconsistenadwertisementst differentpeeringpointsby
testingthefollowing assertion:

for eachborderrouteri (i=1:::k)
for eachrouterj 2 Router s(peer(ly))

CORUT(IRC)))!

If this conditionis violated,thenpeerp = peer(b) hasfailedto
senda consistentadwertisemento routerj . Figure4 explainsthein-
tuition behindthis result. Ultimately, for eachrouteri that selectsa
bestrouterp,, , the AS mustverify the following conditionon routes
learnedfrom peerp:

(rpu) = (rpw)

givenonly by andb . We cancomputer; usingConditionl to invert
theimport policy atrouteri onb :

(lu*(B)) = (rpw)
Finally, we canapply Condition2 to obtain:
(CIUCY) I (1)

This conditionmustbe true if peer(ly) is sendingconsistentadwer-
tisementdi.e., (rpu) = (rpyv)), basedon our obseration of by,

31t is not uncommonfor routesto the samedestinationfrom multiple peers
to be 2equallygood®in termsof local preferenceAS pathlength, MED, and
origin type. For example,anenterprisenight multihometo two or moreof an
AS's peerspothpeerawill adwertiseroutesto thatcustomemvith the samepath
length. In thesecasesborderrouterswill breaktiesarbitrarily.

even through the monitoring point may not observelj (r,v ). If the
monitoring point receves a by suchthat (Iy) is strictly lessthan

(1 (1, 1(h))) (i.e., therankingof a consistentoutefrom peer(b)
afterrouterj appliesimportpolicy), then (rpw) 6 (rpy). Thatis,
eitherpeerp did not adwertisea routeto routerj , or theattributesr .y
werestrictly worsethanthoseof r . .

Testingthis assertiorin alive network is straightforvard. Both the
setof k borderroutersandthe setof routersthat peerwith a peerp,
Router s(p), arereadily available from the router con guration. |
andl, ! canalsobe determinedrom the import policies de ned in
the router con gurations. peer(b) for ary bestrouteis also easyto
compute:t is simplythe rst AS in the AS pathattribute of theroute.
Startingwith a tabledumpof theroutes,the monitor candirectly test
the assertiorfor every by for all pre xes;in steadystate,detectionis
morelightweight: wheneer ary bestrouteby changesthe algorithm
cansimplytesttheassertiorior thatbestroute,ratherthanre-executing
thecheckfor all (by ::: b).

4. MeasurementResults

In this section,we apply the algorithmsfrom Sections2 and 3 to
the routing and con guration dataof AT&T's commerciallP back-
bone. We analyzeboth the eBGPdatafrom oneof AT&T' s peers—a
largetier-1 ISP—andheiBGP datafrom theborderroutersin AT&T' s
network (AS 7018)thatconnectto peersover the periodof May 1-8,
2004. We veri ed that AT&T' simport policies and peeringsessions
did not changeduring this period, andthat no resetsoccurredon the
BGP sessionso theroutemonitors.

4.1 DirecteBGPFeedsfrom One Peer

We examineeBGPfeedsfrom an AS with abouthalf a dozenpeer
ing pointswith AT&T. Thedatawereobtaineddirectly from thepeers
routersin the samePoPsastheeBGPsessionsvith AT&T, andsome-
timesfrom the samerouterthat peerswith AT&T. The route monitor
receving theseeBGPfeedsis treatedlike a “customer”receving a
completeroutingtable. To simulatethe routesreceved by a peerlike
AT&T, we usecommunitystringsto distinguishcustomerroutesfrom
peerroutes. Routeadwertisementghat would not be ad\ertisedto a
peeraretreatedaswithdrawals,sinceaBGPsessiomwith AT&T would
not adwertisetheseroutes. We identify two typesof inconsisteng in
theeBGPfeeds:missingpre x esanddiffering AS pathlengths.

Figure5(a) shavs a time seriesof the total numberof inconsistent
pre xesover the eight-dayperiod of the study Fewerthan ve pre-
x eshave inconsistentAS pathlengthsat ary given time, and most
inconsistenciedvolve missingadwertisementsitoneor morepeering
points. Figure5(b) shavs the complementargumulative distribution
of the durationof the inconsistenciesMost inconsistencie$ast less
thantwo minutes,suggestinghatthey arecausedy transientevents
suchas routing protocol convergence. Figure 5(c) shavs the over
all durationof inconsistenciefor the pre x esadwertisedby this peer
Thegraphshawvs that70%of thepre x eswerenever inconsistentand
morethan97% wereinconsistentessthan0.23%of thetime. Still, a
few inconsistencieslueto missingadwertisementpersistedor hours
or evendays. A small numberof pre xeswereinconsistentor the
entiredurationof the study perhapsiueto con guration mistales.

4.2 Indir ectiBGP Feedsfrom Border Routers

We apply our algorithmto iBGP updategeceied at a monitorthat
iscon guredasaroute-re ectorclientto the AT&T borderoutersthat
connecto peers.Ouranalysisxcludedasmallnumberof peersvhere
the import policiesdid not satisfy Condition2 in Section3.2. About
half of theinconsistenciediscoseredfor the peerin Section4.1were
alsodiscoreredby the iBGP analysis;the otherhalf of the inconsis-
tencieswvereobscuredy arbitrarytiebreakingat therouteror because
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Figure 6: iIBGP data analysisof several peerswith AT&T

AT&T chosea routethrougha customerratherthana peer Overall,
two-thirdsof AT&T' speersnever hadmorethan veinconsistenpre-
X esattime.

Ouranalysign Figure6 focuseon ve of theremainingpeers;Peer
3 corresponds$o the samepeeranalyzedn Section4.1. At ary given
time, atmostafew hundredpre x eshave inconsistenad\ertisements.
Figure 6(a) shavs the distribution of inconsisteng durationfor ve
peers,excluding the large numberof eventsthat persistfor lessthan
onesecondlueto transienroutingchangesThepeersexhibit varying
degreesof inconsisteng. Peer4, for instancehassigni cantly longer
inconsisteng events;in fact, this peeradwertisesmorethan 100 pre-
x esinconsistentlyfor the entire durationof our study Figure 6(b)
shaws the distribution of time for which the pre xeseachpeeradwer
tisedareinconsistentAbout 20% of the pre x esadwertisedby Peer4
areinconsistentmorethan30% of thetime. For the otherpeers,only
10%of pre x esadwertisedfrom ary otherwereever adwertisedincon-
sistently and more than 90% of the pre xeswere consistentat least
99%of thetime.

To quantify the impactof routinginconsistenciesye analyzecthe
trafc destinedto inconsistentpre xesusing Net ow datacollected
from the borderrouters.We focusedon the ten mostinconsistenpre-

x esperpeerandall pre x esthatwereinconsistenfor theentireone-
day period. Theinconsistenciesorrespondedio lessthan 1% of the
pre xesandlessthan0.5%of thetrafc leaving AT&T viathepeering
links. Althoughthe inconsistenciemvolve small amountsof trafc,

somecancausesigni cant traf ¢ diversions:oneneighborlSP failed

to adwertise30pre xesat ve separatéocationsfor theentireduration
of thetrace.In our futurework, we planto analyzethetrafc directed
to speci ¢ peers(suchasPeer4) in more detail and analyzelonger
traces.

5. How BadRoutesCan ComeFrom Good Peers

Although a peermay intentionally violate the “consistentexport”
requirementinconsistenciemay be inadwertent. For example,a peer
might mistalenly have minor differencesn its export policies, such
as ltering small subnetsat one location and not another However,
applyingthe sameexport policy at eachpeeringpoint doesnot guar
anteeconsistentdwertisementsln this sectionwe presenthreecases
wherean AS might not adwertise consistentroutesto its peer even
thoughthe AS appliesconsistenexport policies. Becausave seenei-
therthe missingroutenor the con guration of theneighboringAS, we
cannotdeterminewhat causedthe inconsisteng (or even whetherit
wasaccidental) but thereare at leastthreeplausibleexplanationsfor
unintentionainconsistencies:

Missing iBGP session:Eachrouterin anAS selectsasinglebestroute
for eachpre x from therouteslearnedvia iBGP andeBGPneighbors.
In the simplestscenariothe peerAS hasa “full mesh”iBGP con g-
urationwith a BGP sessiorbetweenreachpair of routers.However, a
con guration mistale may leadto a missingiBGP sessionasshavn
by the dashedine betweenrouters1 and4 in Figure7(a). As are-
sult, router3 recevesa BGProuteto d but router4 doesnot, leading
the peerto adwertisethe pre x at one peeringpoint but not the other
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Figure 7: PeerAS con gurations that leadto inconsistentroute export, despiteconsistentexport policy. Router 3 hasa small intradomain path costto router

1, and router 4 hasa small intradomain path costto router 2.

A similar con guration mistale could alsocausethe peerto adwertise
routeswith differentAS pathlengths,if onerouterlearnsashortroute
andanothetdearnsalongerroute.

Althoughit mightappeathatamissingiBGP sessionis apathologi-
calcaseof miscon gurationthatwould bequickly caughtby anetwork
operatoy it turns out that missingiBGP sessionare fairly common,
andcango unnoticedfor sometime. For example,in Figure7(a), the
destinationremainsreachableso an operatormight not immediately
noticethatrouter4 doesnothave completeroutinginformation. Addi-
tionally, larger ASesoften usemore complicatedBGP topologiesin-
volving routere ection [3]; in thesecasesensuringa fully connected
iBGP topologyis moresubtlethanensuringa full mesh.Recentwork
thatanalyzerrorsin BGP con guration hasdiscoreredthatmissing
iBGP session®ccurreasonablyften[4].

Customerdriven export: Many ASesallow acustometo taga BGP
route with communityattributes that in uence the handling of the
route[5, 6]. For example,a customemight be allowedto usethe“no
export” community[5] to instructthe provider not to export the route
to neighboringASes(e.g.,to controlits incomingtrafc, thecustomer
might advertisea subnetof a larger pre x to its immediateprovider
but not requirethat subnetto be propagatedurther). If the customer
connectgo the provider in multiple locations,one route might have
this tagandanothemight not, asshavn in Figure7(b). The two cus-
tomerrouteslook “equally good; leadingrouters3 and4 to selectthe
closestegresspoint (routersl and 2, respectiely). Evenif the two
routersapply the sameexport policy, router3 would export the route
but router4 would not. Similarly, an AS might allow its customers
to assigna communitythattriggers“AS prepending’whenarouteis
exported,which could leadthe AS to export routeswith differentAS
pathlengths.

Mix of customerand peerroutes: An AS maylearnroutesfor apre-
x from multiple neighboringASes. In Figure7(c), router1 learnsa
routefrom a customemndrouter2 learnsaroutefrom apeer Suppose
the routeshave the sameAS pathlengthandthat the import policies
assignthe samelocal preferenceo both routes. Then,routers3 and
4 would receve two “equally good” routes(i.e., with the samelocal
preferenceand AS pathlength). Eachrouterwould selectthe route
with the closestegresspoint, leadingrouter 3 to selecta customer
learnedroute and router 4 to selecta peerlearnedroute. However,
an AS typically doesnot export a route learnedfrom one peerto an-
other[7]. Evenif routers3 and4 apply exactly the sameexport policy
(i.e., “exportonly customerroutes”),router3 would export a routeto
d but router4 would not, leadingthelocal AS to receve arouteto the
pre x atonepeeringpoint andnot the other We recentlydiscovered
thatthis very problemwasdiscussean the North AmericanNetwork
OperatorsGroup(NANOG) mailing list sevenyearsago(8].

Designingtoolsfor detectinghesekindsof con gurationerrorsand
policy con icts would bevery usefulfor preventingunintentionalvio-
lationsof the“consistentexport” requirement.

6. Conclusionand Future Work

Contractuapeeringagreementsftenrequirethattwo ASesadwer
tise consistentoutesat all peeringpoints. Today ASescanusethe
algorithm that we proposein Section3 to detectinconsistentroute
adwertisementsfrom neighboringASes, as long as the AS's import
policiessatisfythe conditionswe proposedWe notethat,for loadbal-
ancingpurposesimport policiesthatsetlocal preferencevalueshased
on AS pathlength ratherthanon speci ¢ ASesin the path,allow the
inferencealgorithmin Section3 to be applied. Althoughimport poli-
ciesbasedon AS pathlengthusually provide sufcient e xibility for
performingtrafc engineering9], import policiesbasedon AS path
lengthare occasionallyinsufcient. In caseswherean AS mustuse
thesetypesof import policies, detectionof inconsistenroute adwer
tisementsrequirescompleteaccesgo all of the eBGProutesadwer
tisedfrom thatpeer;routervendorsshouldaddsupportfor monitoring
all eBGP-learnedouteslearnedby an AS's borderrouters.

The algorithmswe proposecan also be usedin conjunctionwith
routercon gurationandiBGP datato validatepreviousstudieson cold
potatorouting(e.g., [2]). Cold potatoroutingmustbecausedy either
localimport policy or inconsistentoutead\ertisementsWith access
to anAS'sroutercon gurationsandiBGP routing data,we canverify
theseempiricalmeasurementlly examiningan AS's import policies
andapplyingour proposedalgorithmfor detectinginconsistentoute
adwertisementsWe intendto explorethis furtherin our futurework.
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