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Abstract
InternetServiceProvidersoftenestablishcontractual“peering”agree-
ments,wherethey agreeto forwardtraf�c to eachother's customersat
nocost.Consistentrouteadvertisementat all peeringpointsis acom-
monprovisionin theseagreements,becauseit givesanAS the�e xibil-
ity to selectegresspointsfor thetraf�c (e.g.,performing“hot potato”
routing). Verifying “consistentexport” is challengingbecauseroute
advertisementsareexchangedat multiple peeringpointsandmay be
modi�ed by routingpolicies.In thispaper, weproposetwo algorithms
to detectinconsistentroutesusingroutingandcon�gurationdatafrom
anAS'sborderrouters.The�rst algorithmrequiresaccessto all eBGP
routesadvertisedby a peer. Becausethis datais oftenunavailable,we
proposeanotheralgorithm that detectsinconsistenciesusing readily
availabledata. We have appliedour algorithmsto the routesadver-
tisedby the peersof AT&T' s commercialIP backbone.Although a
peermayintentionallysendinconsistentadvertisementsto prevent its
neighborfrom performinghot-potatorouting,we alsodiscussseveral
con�guration scenarioswherea peermay inadvertentlyadvertisein-
consistentroutes,despitehaving consistentexport policies. Finally,
we explain how simplemodi�cationsto therouterscouldmake detec-
tion of inconsistentadvertisementsmucheasierthanit is today.

Categoriesand SubjectDescriptors
C.2.6[Computer-Communication Networks]: Internetworking; C.4
[Performanceof Systems]: MeasurementTechniques

GeneralTerms
Algorithms,Management,Measurement,Performance
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1. Intr oduction
Serviceprovidersin thecoreof theInternetconnectto eachotherin

orderto reachtheir respective customers.Beforeagreeingto “peer,”
two serviceproviderssigna peeringagreementthatoutlinestheterms

Permissionto make digital or hard copiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor pro®t or commercialadvantageandthatcopies
bearthisnoticeandthefull citationon the®rst page.To copy otherwise,to
republish,to postonserversor to redistributeto lists,requiresprior speci®c
permissionand/ora fee.
IMC'04, October25–27,2004,Taormina,Sicily, Italy.
Copyright 2004ACM 1­58113­821­0/04/0010...$5.00.

3210

AS A

AS B

3 52

68 419

17

a

b

Figure 1: Hot-potato routing between peers with four peering points:
Dashedlineshighlight the intradomain path costs

of theirrelationship.Thesecontractstypically requiretheAutonomous
Systems(ASes)to connectin multiplegeographiclocations[1]; in Fig-
ure1,ASesA andB peerin four locationsspreadthroughouttheirnet-
works. In additionto providing redundancy, themultiple connections
aremeantto give an AS the �e xibility to selecta convenientegress
pointfor sendingtraf�c to theotherAS.Underthecommonpracticeof
hot-potato(or early-exit) routing,a routerselectsthe“closest”egress
point in termsof theintradomainpathcosts,in orderto reducethenet-
work resourcesrequiredto carrythetraf�c. For example,in Figure1,
routerb in AS B candirecttraf�c throughpeeringpoint 3 ratherthan
sendingtraf�c a long distanceacrossthenetwork to oneof theother
egresspoints. Similarly, routera in AS A's network candirect traf-
�c throughpeeringpoint 0. In somecases,a network operatormay
overridehot-potatoroutingto balancethetraf�c load.

To giveoperatorsthe�e xibility to selectfrom multipleegresspoints,
peeringcontractstypically requirethepeerto provideconsistentroutes
atall interconnectionpoints[1]. Thatis, anAS mustmake eachdesti-
nationreachableat everypeeringpoint via “equallygood” routes.If a
destinationconnectedto routera werereachableonly throughpeering
point 0, traf�c from b would have to travel over expensive long-haul
links in AS B andonly a shortdistancein AS A. In this scenario,
AS A is violating its peeringagreementby forcing AS B to do “cold
potato” routing. In addition,AS A mustnot try to make onepeering
connectionlook lessattractive to B thananother(e.g.,by makingthe
AS pathappearlonger),unlessthetwo ASeshave agreedin advance,
sincethis would forceB to consumemoreresourcesto sendtraf�c.

In thispaper, we formulatetheproblemof checkingtheconsistency
of routesadvertisedby a peerandpresenta techniquefor detecting
inconsistenciesusing routing andcon�guration dataavailable in the
receiving AS. Themostcloselyrelatedwork is anempiricalstudyof
“path in�ation” by Springet al. [2], whichanalyzedtraceroutedatato
infer deviationsfrom “early exit” routing without identifying theun-
derlyingreason.In contrast,we determinewhetheranAS is forcedto



1. Highestlocal preference
2. LowestAS path length
3. Lowestorigin type
4. LowestMED (with samenext-hop AS)
5. eBGP-learnedover iBGP-learned
6. Lowestintradomainpathcostto egresspoint
7. LowestrouterID of BGPspeaker

Table 1: BGP decisionprocesswith peer-assignedattrib utesin bold

selecta differentegresspoint dueto inconsistentrouteadvertisements
from apeerratherthanvoluntarilychoosinga differentegresspoint to
satisfyits own traf�c engineeringgoals.

An AS receivesrouteadvertisementsfrom a peervia BorderGate-
way Protocol(BGP)sessionsat thepeeringpoints. A BGP-speaking
router sendsan advertisementto notify its neighborof a new route
to thedestinationpre�x anda withdrawal whentherouteis no longer
available.An advertisementincludesattributes,suchasthelist of ASes
in thepath,thataffect theselectionof thebestrouteat eachrouter. To
beconsistent,multiple routesfrom thesamepeerfor thesamepre�x
mustagreein any aspectsthat affect the BGP decisionprocess—AS
path length,origin type, andmultiple exit discriminator(MED)—as
shown in bold in Table1. Otherstepsin thedecisionprocessarecon-
trolledby thereceiving AS. For example,a routercanapplyanimport
policy thatassignsthelocal-preferenceattributeto favor onerouteover
another, andusetheintradomainpathcostto selecttheroutewith the
closestegresspoint. Although the operatorcancon�gure an import
policy thatresetstheorigin typeandMED attributesto default values,
thereceiving AS is especiallyvulnerableto inconsistenciesin theAS
pathlengthsof theroutesadvertisedby its peers.

Identifying inconsistenciesshouldbeaseasyascomparingtheBGP
routeslearnedfrom eachpeerfor eachpre�x for differencesin AS
path length, origin type, and MED, as discussedin Section2. Un-
fortunately, acquiringa feedof all routesadvertisedby a neighboring
domainis dif�cult in practice1. Instead,we considerhow to detect
inconsistentroutesfrom datareadilyavailablewithin the local AS—
an internalBGP(iBGP) feedof the “best” routefor eachpre�x from
eachborderrouterandtheimportpoliciescon�guredon eachof these
routers. However, identifying inconsistenciesfrom this datais chal-
lengingbecauseour algorithmonly hasaccessto the“best” routefor
eachpre�x, aftertherouteshave beenmanipulatedby theimportpoli-
cies. In Section3, we determinehow much theseconstraintslimit
ourability to identify inconsistentrouteadvertisementsfrom peersand
presentanalgorithmthatidenti�es inconsistenciesthatforcetheAS to
selecta differentegressrouter.

Section4presentstheresultsof applyingthealgorithmsto theroutes
advertisedby thepeersof AT&T' s commercialIP backbone.We ap-
ply the �rst algorithmto eBGPfeedsprovidedby onelargepeerand
thenapply the secondalgorithmto iBGP feedsfrom AT&T' s border
routers.Our analysisdiscoversmany short-lived routing inconsisten-
cies that could be explainedby transientrouting updatesduring the
BGPconvergenceprocess,but wealso�nd inconsistenciesthatpersist
for longerperiodsof time,suggestingeithercon�gurationmistakesor
maliciousbehavior. In Section5, we presentseveralexamplesthat il-
lustratehow a peermight inadvertentlyadvertiseinconsistentroutes
andsuggestwaysthe sendingAS could detectpotentialproblemsin
advance. Section6 concludesthe paperwith a discussionof ways
1Thiswould requireeither(1) extendingtoday's commercialroutersto provide
a feed of all eBGP-learnedroutes,which, while de®nitely appealing,is not
likely to happenquickly, (2) deploying packetmonitorsonthemany high-speed
links betweenpeersto capturethe BGP updates,which would be extremely
expensive,or (3) askingthepeerAS to providetheeBGPdatafeedfrom its own
borderrouters,which runs the risk that the peerintentionallysendsdifferent
informationto ourdetectionalgorithmthanit doesto theoperationalrouters.
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Figure 2: Monitoring inconsistent route advertisements in an AS with
thr eepeeringpoints.

routervendorsandnetwork operatorscanmaketheBorderGuardprob-
lemeasierto solve in thefuture.

2. BorderGuard UsingDir ect eBGPFeeds
In this section,we formulatetheBorderGuardproblemandpresent

a solution that operateson a direct feedof the eBGP-learnedroutes
from eachpeerAS. Throughoutthepaper, our discussionfocuseson
a singledestinationpre�x, sinceroutingdecisionsfor eachpre�x are
independent.

A network hasm peerASesp = 1; 2; : : : ; m and hasnp eBGP
sessionswith peerp. At any given time, the network hasone(pos-
sibly null) route r p;u for the pre�x from eachpeeringpoint u =
1; 2; : : : ; np . An advertisementmessageon sessionu replacestheold
valueof r p;u with anew route;awithdrawal replacestheoldvaluewith
a null route.To comparetheroutes,we de�ne a function� (r p;u ) that
ranksa routebasedon the�rst � ve stepsof theBGPdecisionprocess
in Table1—upto, but not including,the“hot potato”stepthatchooses
theroutewith theclosestegresspoint2. A lower valueof � (r ) implies
alessattractiveroute(e.g.,aroutewith alongerAS pathlength);anull
routehasthelowestpossiblevalue.Weconsiderapeerasinconsistent
if � (r p;u ) 6= � (r p;v ) for someu; v 2 [1; np ].

Our algorithmappliesthis checkto streamsof eBGPdatafrom a
given peer. Upon receiving an updatemessageon sessionu, the al-
gorithm compares� (r p;u ) to the values� (r p;v ) for v 2 [1; np ] and
reportsany mismatches.In the next section,we presenta secondal-
gorithm that operateson streamsof the “best” BGP routefrom each
borderrouterin thelocalAS.

3. BorderGuard Using Indir ect iBGP Feeds
In this section,we describethe algorithmthat detectsinconsistent

routeadvertisementsfrom peers,usingonly datathataredirectlyavail-
ableto thatAS. We�rst de�ne this new problemandexplain thechal-
lengesfor inferring the characteristicsof eBGPadvertisementsfrom
iBGP dataandrouting policy. We statethe conditionsthat mustbe
truein orderfor this inferenceto bepossible.Wethenpresentanalgo-
rithm thataccuratelydetermineswhethera peeradvertisesconsistent
routesat all peeringpointsaslong astheseconditionsaresatis�ed.

3.1 ProblemFormulation
An AS has k border routers, eachof which may have zero or

moresessionsto eachof the AS's peers. We alsode�ne a function
Routers(p) that returnsthesetof np routersin theAS thatpeerwith
p. Eachborderrouteri appliesan import policy, I i , to theroutesthat
it receivesvia eBGPandselectsasinglebestroutebi for adestination.

2Sincethe local-preferenceattribute is local to anAS, aneBGP-learnedroute
doesnot have a local preference.Also, all eBGP-learnedrouteswould receive
thesametreatmentin step5 in theBGPdecisionprocess.As such,only theAS
pathlength,origin type,andMED affect thecomparisonbetweentwo eBGP-
learnedroutes.Steps1 and5 areimportantin Section3, though,to compare
theªbestºroutesseenin differentiBGPdatafeeds.



In practice,I is actuallycon�guredandappliedonaper-sessionbasis,
ratherthanaper-routerbasis,but weabstractthisdetailto simplify no-
tation.Eachrouteri thendistributestheroutebi to otherroutersin the
AS via iBGP. An AS cangetaccessto theroutesb1 ; b2 ; : : : ; bk using
iBGP sessionsto a routemonitor, asshown in Figure2; many ASes
alreadydeploy sucha monitor. Thevaluesof Routers(p) andI i are
readilyavailablefrom theroutercon�gurationdata.

Accessto theonly thebestrouteslimits anAS's ability to directly
determinewhethera peeradvertiseda routeat somerouter (aswell
as the characteristicsof the advertisedroute): the alternateroutesat
the borderroutersare not available. To determinethe propertiesof
thecompletesetof routesthatany peeradvertises,we mustdevisean
algorithmthattakesthesetof bestroutesasinputandinfersproperties
abouttheroutesfrom a peerthatarenot in thatset.

Our inferencealgorithmappliesthe following insight: the routebi

that routeri selectsmustbeat leastasgoodasall otherrouteslearned
at router i , according to the �r st �ve stepsof BGP decisionprocess.
Usingthis insight,wecanoftenmakethefollowing assertion:if apeer
p advertisesroutesr p;u andr p;v to two distinctborderroutersandthe
router that learnsr p;u selectsit as the bestroutebut the router that
learnsr p;v selectsa routethat is worsethanr p;u accordingto the�rst
� ve stepsof theBGPdecisionprocess,then� (r p;u ) > � (r p;v ) (i.e.,
peerp advertisedinconsistentroutes). In many cases,we canmake
assertionsabout� (r p;v ), eventhoughthemonitoringpoint never sees
r p;v , basedon thefactthat r p;v is missingfrom thesetof bestroutes.
In thenext section,wedescribetheassumptionsnecessaryto makethis
determinationandalsoexplain the caseswhereour algorithmcannot
make accurateinferences.

3.2 Limitations on Inferring Violations
Accessto only the import policies and iBGP routesfrom border

routerspresentsseverallimitationsandchallengesfor inferring incon-
sistentrouteadvertisements.

Import policies changeroute attrib utes. Routesthat the iBGP
monitorseesasinconsistentmayin factbecausedby theimportpolicy
locally at borderrouters,androutesthat appearconsistentwith each
otherat theiBGP monitordo not ensurethata peeris sendingconsis-
tentrouteadvertisements.Themonitoronly observesbi , but to detect
inconsistenciesin routesassentby thepeerthatadvertisedthat route
(peer(bi )), we mustbeableto determinetheroutethat thepeeractu-
ally advertisedbeforeimport policy transformation(i.e., I � 1

i (bi )). To
ensurethat,given bi andp = peer(bi ), thealgorithmcandetermine
thecorrespondingr p;u (i.e., the routethat thepeerinitially sent),we
requirethefollowing condition:

CONDITION 1 (INVERTIBLE IMPORT POLICY). For all i 2 [1; k],
I � 1

i is computable. That is, it is possibleto recover the route that
peer(bi ) initially advertisedbyapplyingI � 1

i (bi ).
Import policiesoftenoverwritecertainrouteattributes(e.g.,MED)

on routeslearnedfrom peers,unlesstheAS hasagreedin advanceto
acceptthem. Overwriting a route attribute is not invertible, so this
operationviolatesCondition1. Fortunately, theinability to determine
theseroute attributesdoesnot matter in a practicalsetting,because
the AS canforce theseattributesto be consistentby overwriting the
attributesin the sameway (e.g., a commonpracticeis to set MED
valuesto 0 onall routeslearnedfrom apeer).Theinferencealgorithm
is most useful when a peer is sendinginconsistentroutesin a way
that import policy cannotrectify(e.g.,inconsistentAS pathlengthsor
missingrouteadvertisements).

Import policy can make consistentroutesappear inconsistent.
The algorithmmust infer propertiesof a route that it might not see.
Becauseweareinterestedin determiningthepropertiesof sucharoute
before a routerappliesimport policy, we mustassumethattheimport
policy at a singlerouter treatsall routesr for which � (r ) is equalin
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Figure 3: Example illustrating different AS paths (with the sameAS path
length) fr om the samepeer.

exactly thesameway. That is, theimport policy at eachroutershould
not treattwo routesthatareconsistentin a way thatwould make them
inconsistent.

CONDITION 2 (CONSISTENT TREATMENT OF CONSISTENT

ROUTES.). If � (r p;i ) = � (r p;j ) then� (I i (r p;i )) = � (I i (r p;j )) .
Theinferencealgorithmshouldbeableto infer how router p;j would

have beentreatedby our import policy at i if that routewere“consis-
tent” with r p;i . Otherwise,it is impossibleto tell whetherthe AS's
import policy causedthe consistency violation or whetherthe incon-
sistency wascausedby apeer.

Figure3 explainshow a violation of this assumptioncancauseam-
biguity. In this case,theAS's peerp advertisesa router p; 1 with AS
path“1 4 3” at oneborderrouteranda router p; 2 with AS path“1 5
3” at a secondborderrouter;assumethatall otherrouteattributesare
the same. Note that theseroutesareconsistent: � (r p; 1) = � (r p; 2),
becausetheAS pathlengthsarethesame.If router2 applieda policy
that,for example,assigneda lower localpreferenceto routeswith AS
path“1 5 3”, thenrouter1 couldconceivably selecta router q;1 from
anotherpeerq. We would like to beableto saythat � (r p; 1) mustbe
worsethan� (r p; 2) (i.e.,thattheroutesareinconsistent),but wecannot
do so: it is impossibleto distinguishbetweenthecasewherep sends
route“1 5 3” androuter1 selectsa routefrom q andthe casewhere
p sendsa routewith a longerpathlengthto router1 (or doesnot send
any route).

Unfortunately, this assumptionis occasionallyviolated. For these
peersandsessions,wecannotdetectinconsistentadvertisementsfrom
iBGP messagesalone.Nevertheless,we werestill ableto performour
analysison thevastmajority of peers;we discussour analysisfurther
in Section4.

Inability to distinguish inconsistentroutesfr om a missingroute.
Becauseit hasdirectaccessto eBGPmessages,thealgorithmin Sec-
tion 2 is able to distinguishbetweentwo separatecasesof inconsis-
tent advertisements:(1) when a peersendsrouteswith inconsistent
attributesto oneor morepeeringpointsand(2) whena peerfails to
sendany route for a pre�x to oneor morepeeringpoints. With ac-
cessto only the bestroutesfrom eachrouter, however, the inference
algorithmcannotdeterminewhethera borderrouterdid not selecta
routefrom peerp becausetheroutefrom p looked“worse”thanother
routeslearnedat that routeror becausep did not advertiseany route
at all to that router. Becausethe effectof eitherof theseinconsisten-
cies is the same—ineither case,the AS may be forced to do “cold
potato” routing—it is not crucial that the inferencealgorithmbeable
to distinguishbetweenthesetwo cases.

Arbitrary path selectiontiebreaking. TheBGPdecisionprocess
maybreaktiesbetweentwo routesr 1 andr 2 for which� (r 1) = � (r 2)
arbitrarily (e.g.,basedon the router ID of the router from which the
routewaslearnedor onwhich routewaslearned�rst). As aresult,the
inferencealgorithmmaynot beableto detectwhethera givenpeerp
advertisedconsistentroutestoadestinationif � (bi ) = � (bj ) butbi and
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bj arelearnedfrom two differentpeers,p andq. For example,suppose
that � (r p;u ) = � (r q;u ) = � (r p;v ), but thetiebreakingstageat router
i selectsthe route from peerq. In this case,the inferencealgorithm
cannotdeterminewhetherthe routesadvertisedby p are consistent,
because� (bi ) = � (bj ): the routefrom routeri is not strictly worse,
soa consistentr p;i couldhave existed,but it is impossiblefor theAS
to invert this basedon bi andbj alone.

Arbitrary tiebreakingof equally-goodeBGP-learnedroutes at a
given borderrouter may occur frequently3 and it preventsthe infer-
encealgorithm from determiningwhethera peeradvertiseda con-
sistentroute to that router. Fortunately, this scenariocan only arise
if one peeradvertisesa route to that router that is equally good as
theotherpeer's advertisements. If tiebreakingpreventsinferenceat a
given router, anotherequallygoodroutemustexist at that router, and
“cold potato”routingwill notoccuranyhow: theroutersin theAS that
would have chosena consistentroutefrom thatpeerat thatrouterwill
insteadusethe alternateroute (ratherthansendingtraf�c to another
borderrouter),sincetheroutethey learnfrom thatpeeringis asgood
astheconsistentroutewould have been.

3.3 BorderGuard ConsistencyAssertion
Given the two assumptionsfrom the previous sectionand access

to both the iBGP feedsfrom the borderrouters,(b1 : : : bk ), and the
import policies,(I 1 : : : I k ), anAS cannow determinewhetherits peer
p is sendinginconsistentadvertisementsat differentpeeringpointsby
testingthefollowing assertion:

for eachborderrouteri (i = 1 : : : k)
for eachrouterj 2 Router s(peer(bi ))

� (bj ) � � (I j (I � 1
i (bi )))

If this conditionis violated, thenpeerp = peer(bi ) hasfailed to
senda consistentadvertisementto routerj . Figure4 explainsthe in-
tuition behindthis result. Ultimately, for eachrouter i that selectsa
bestrouter p;u , theAS mustverify the following conditionon routes
learnedfrom peerp:

� (r p;u ) = � (r p;v )

givenonly bi andbj . Wecancomputer p;j usingCondition1 to invert
theimport policy at routeri on bi :

� (I � 1
u (bi )) = � (r p;v )

Finally, wecanapplyCondition2 to obtain:

� (I j (I � 1
i (bi ))) = � (I j (r p;v ))

This conditionmustbe true if peer(bi ) is sendingconsistentadver-
tisements(i.e., � (r p;u ) = � (r p;v )), basedon our observation of bu ,
3 It is not uncommonfor routesto the samedestinationfrom multiple peers
to be ªequallygoodºin termsof local preference,AS pathlength,MED, and
origin type. For example,anenterprisemight multihometo two or moreof an
AS'speers;bothpeerswill advertiseroutesto thatcustomerwith thesamepath
length.In thesecases,borderrouterswill breaktiesarbitrarily.

even through the monitoringpoint maynot observeI j (r p;v ). If the
monitoring point receives a bj such that � (bj ) is strictly less than
� (I j (I � 1

i (bi ))) (i.e., the rankingof a consistentroutefrom peer(bi )
afterrouterj appliesimport policy), then� (r p;u ) 6= � (r p;v ). Thatis,
eitherpeerp did not advertisea routeto routerj , or theattributesr p;v

werestrictly worsethanthoseof r p;u .
Testingthis assertionin a live network is straightforward. Both the

setof k borderroutersandthe setof routersthat peerwith a peerp,
Router s(p), are readily available from the routercon�guration. I j

andI � 1
i canalsobe determinedfrom the import policiesde�ned in

the routercon�gurations. peer(b) for any bestroute is alsoeasyto
compute:it is simply the�rst AS in theAS pathattributeof theroute.
Startingwith a tabledumpof theroutes,themonitorcandirectly test
theassertionfor every bi for all pre�xes; in steadystate,detectionis
morelightweight: whenever any bestroutebi changes,thealgorithm
cansimplytesttheassertionfor thatbestroute,ratherthanre-executing
thecheckfor all (b1 : : : bk ).

4. MeasurementResults
In this section,we apply the algorithmsfrom Sections2 and3 to

the routing and con�guration dataof AT&T' s commercialIP back-
bone.We analyzeboth theeBGPdatafrom oneof AT&T' s peers—a
largetier-1 ISP—andtheiBGPdatafrom theborderroutersin AT&T' s
network (AS 7018)thatconnectto peersover theperiodof May 1-8,
2004. We veri�ed that AT&T' s import policiesandpeeringsessions
did not changeduring this period,andthat no resetsoccurredon the
BGPsessionsto theroutemonitors.

4.1 Dir ect eBGPFeedsfr om OnePeer
We examineeBGPfeedsfrom anAS with abouthalf a dozenpeer-

ing pointswith AT&T. Thedatawereobtaineddirectly from thepeer's
routersin thesamePoPsastheeBGPsessionswith AT&T, andsome-
timesfrom thesamerouterthatpeerswith AT&T. Theroutemonitor
receiving theseeBGPfeedsis treatedlike a “customer” receiving a
completeroutingtable.To simulatetheroutesreceivedby a peerlike
AT&T, we usecommunitystringsto distinguishcustomerroutesfrom
peerroutes. Routeadvertisementsthat would not be advertisedto a
peeraretreatedaswithdrawals,sinceaBGPsessionwith AT&T would
not advertisetheseroutes.We identify two typesof inconsistency in
theeBGPfeeds:missingpre�xesanddiffering AS pathlengths.

Figure5(a)shows a time seriesof the total numberof inconsistent
pre�xesover the eight-dayperiodof the study. Fewer than� ve pre-
�x eshave inconsistentAS path lengthsat any given time, andmost
inconsistenciesinvolvemissingadvertisementsatoneor morepeering
points. Figure5(b) shows thecomplementarycumulative distribution
of the durationof the inconsistencies.Most inconsistencieslast less
thantwo minutes,suggestingthat they arecausedby transientevents
suchas routing protocol convergence. Figure 5(c) shows the over-
all durationof inconsistenciesfor thepre�xesadvertisedby this peer.
Thegraphshows that70%of thepre�xeswerenever inconsistent,and
morethan97%wereinconsistentlessthan0.23%of thetime. Still, a
few inconsistenciesdueto missingadvertisementspersistedfor hours
or even days. A small numberof pre�xeswere inconsistentfor the
entiredurationof thestudy, perhapsdueto con�gurationmistakes.

4.2 Indir ect iBGP Feedsfr om Border Routers
We applyour algorithmto iBGP updatesreceivedat a monitor that

is con�guredasaroute-re�ectorclient to theAT&T borderroutersthat
connectto peers.Ouranalysisexcludedasmallnumberof peerswhere
the import policiesdid not satisfyCondition2 in Section3.2. About
half of the inconsistenciesdiscoveredfor thepeerin Section4.1were
alsodiscoveredby the iBGP analysis;the otherhalf of the inconsis-
tencieswereobscuredby arbitrarytiebreakingat therouteror because
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Figure5: eBGPdata analysisof a largetier-1 ISP peering with AT&T
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Figure6: iBGP data analysisof several peerswith AT&T

AT&T chosea routethrougha customerratherthana peer. Overall,
two-thirdsof AT&T' speersnever hadmorethan� ve inconsistentpre-
�x esat time.

Ouranalysisin Figure6 focuseson� veof theremainingpeers;Peer
3 correspondsto thesamepeeranalyzedin Section4.1. At any given
time,atmosta few hundredpre�xeshaveinconsistentadvertisements.
Figure 6(a) shows the distribution of inconsistency durationfor � ve
peers,excluding the large numberof eventsthat persistfor lessthan
oneseconddueto transientroutingchanges.Thepeersexhibit varying
degreesof inconsistency. Peer4, for instance,hassigni�cantly longer
inconsistency events;in fact, this peeradvertisesmorethan100 pre-
�x es inconsistentlyfor the entiredurationof our study. Figure6(b)
shows thedistribution of time for which thepre�xeseachpeeradver-
tisedareinconsistent.About 20%of thepre�xesadvertisedby Peer4
areinconsistentmorethan30%of thetime. For theotherpeers,only
10%of pre�xesadvertisedfrom any otherwereever advertisedincon-
sistently, andmorethan90% of the pre�xeswereconsistentat least
99%of thetime.

To quantify the impactof routing inconsistencies,we analyzedthe
traf�c destinedto inconsistentpre�xes usingNet�ow datacollected
from theborderrouters.We focusedon thetenmostinconsistentpre-
�x esperpeerandall pre�xesthatwereinconsistentfor theentireone-
day period. The inconsistenciescorrespondedto lessthan1% of the
pre�xesandlessthan0.5%of thetraf�c leaving AT&T via thepeering
links. Although the inconsistenciesinvolve small amountsof traf�c,
somecancausesigni�cant traf�c diversions:oneneighborISPfailed

to advertise30pre�xesat � veseparatelocationsfor theentireduration
of thetrace.In our futurework, we planto analyzethetraf�c directed
to speci�c peers(suchasPeer4) in more detail andanalyzelonger
traces.

5. How BadRoutesCanComeFromGoodPeers
Although a peermay intentionally violate the “consistentexport”

requirement,inconsistenciesmaybeinadvertent.For example,a peer
might mistakenly have minor differencesin its export policies,such
as �ltering small subnetsat one locationandnot another. However,
applyingthesameexport policy at eachpeeringpoint doesnot guar-
anteeconsistentadvertisements.In thissection,wepresentthreecases
wherean AS might not advertiseconsistentroutesto its peer, even
thoughtheAS appliesconsistentexport policies.Becausewe seenei-
therthemissingroutenor thecon�gurationof theneighboringAS, we
cannotdeterminewhat causedthe inconsistency (or even whetherit
wasaccidental),but thereareat leastthreeplausibleexplanationsfor
unintentionalinconsistencies:
Missing iBGP session:Eachrouterin anAS selectsasinglebestroute
for eachpre�x from therouteslearnedvia iBGPandeBGPneighbors.
In thesimplestscenario,thepeerAS hasa “full mesh”iBGP con�g-
urationwith a BGPsessionbetweeneachpair of routers.However, a
con�guration mistake may leadto a missingiBGP session,asshown
by the dashedline betweenrouters1 and4 in Figure7(a). As a re-
sult, router3 receivesa BGProuteto d but router4 doesnot, leading
thepeerto advertisethepre�x at onepeeringpoint but not theother.
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A similar con�gurationmistake couldalsocausethepeerto advertise
routeswith differentAS pathlengths,if onerouterlearnsashortroute
andanotherlearnsa longerroute.

Althoughit mightappearthatamissingiBGPsessionis apathologi-
calcaseof miscon�gurationthatwouldbequickly caughtbyanetwork
operator, it turnsout that missingiBGP sessionsarefairly common,
andcango unnoticedfor sometime. For example,in Figure7(a),the
destinationremainsreachable,so an operatormight not immediately
noticethatrouter4 doesnothavecompleteroutinginformation.Addi-
tionally, largerASesoftenusemorecomplicatediBGP topologiesin-
volving routere�ection [3]; in thesecases,ensuringa fully connected
iBGP topologyis moresubtlethanensuringa full mesh.Recentwork
thatanalyzeserrorsin BGPcon�gurationhasdiscoveredthatmissing
iBGP sessionsoccurreasonablyoften[4].
Customer-dri ven export: Many ASesallow acustomerto tagaBGP
route with communityattributes that in�uence the handling of the
route[5, 6]. For example,a customermight beallowedto usethe“no
export” community[5] to instructtheprovider not to export theroute
to neighboringASes(e.g.,to controlits incomingtraf�c, thecustomer
might advertisea subnetof a larger pre�x to its immediateprovider
but not requirethat subnetto bepropagatedfurther). If thecustomer
connectsto the provider in multiple locations,oneroutemight have
this tagandanothermight not, asshown in Figure7(b). Thetwo cus-
tomerrouteslook “equallygood,” leadingrouters3 and4 to selectthe
closestegresspoint (routers1 and2, respectively). Even if the two
routersapply thesameexport policy, router3 would export the route
but router4 would not. Similarly, an AS might allow its customers
to assigna communitythat triggers“AS prepending”whena routeis
exported,which could leadtheAS to export routeswith differentAS
pathlengths.
Mix of customerand peer routes:An AS maylearnroutesfor apre-
�x from multiple neighboringASes. In Figure7(c), router1 learnsa
routefrom acustomerandrouter2 learnsaroutefrom apeer. Suppose
the routeshave the sameAS pathlengthandthat the import policies
assignthe samelocal preferenceto both routes. Then,routers3 and
4 would receive two “equally good” routes(i.e., with the samelocal
preferenceandAS path length). Eachrouterwould selectthe route
with the closestegresspoint, leadingrouter 3 to selecta customer-
learnedroute and router 4 to selecta peer-learnedroute. However,
an AS typically doesnot export a routelearnedfrom onepeerto an-
other[7]. Evenif routers3 and4 applyexactly thesameexportpolicy
(i.e., “export only customerroutes”),router3 would export a routeto
d but router4 would not, leadingthelocalAS to receive a routeto the
pre�x at onepeeringpoint andnot theother. We recentlydiscovered
thatthis very problemwasdiscussedon theNorth AmericanNetwork
OperatorsGroup(NANOG) mailing list sevenyearsago[8].

Designingtoolsfor detectingthesekindsof con�gurationerrorsand
policy con�icts wouldbeveryusefulfor preventingunintentionalvio-
lationsof the“consistentexport” requirement.

6. Conclusionand Future Work
Contractualpeeringagreementsoftenrequirethat two ASesadver-

tise consistentroutesat all peeringpoints. Today, ASescanusethe
algorithm that we proposein Section3 to detectinconsistentroute
advertisementsfrom neighboringASes,as long as the AS's import
policiessatisfytheconditionsweproposed.Wenotethat,for loadbal-
ancingpurposes,import policiesthatsetlocalpreferencevaluesbased
on AS pathlength, ratherthanon speci�c ASesin thepath,allow the
inferencealgorithmin Section3 to beapplied.Althoughimport poli-
ciesbasedon AS pathlengthusuallyprovide suf�cient �e xibility for
performingtraf�c engineering[9], import policiesbasedon AS path
lengthareoccasionallyinsuf�cient. In caseswherean AS mustuse
thesetypesof import policies,detectionof inconsistentrouteadver-
tisementsrequirescompleteaccessto all of the eBGProutesadver-
tisedfrom thatpeer;routervendorsshouldaddsupportfor monitoring
all eBGP-learnedrouteslearnedby anAS'sborderrouters.

The algorithmswe proposecan also be usedin conjunctionwith
routercon�gurationandiBGPdatato validatepreviousstudiesoncold
potatorouting(e.g., [2]). Coldpotatoroutingmustbecausedby either
local import policy or inconsistentrouteadvertisements.With access
to anAS's routercon�gurationsandiBGP routingdata,we canverify
theseempiricalmeasurementsby examiningan AS's import policies
andapplyingour proposedalgorithmfor detectinginconsistentroute
advertisements.We intendto explorethis furtherin our futurework.
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