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Abstract
Interdomainrouting is a massive distributed computingtask that
propagatestopologicalinformationfor globalreachability. Today's
interdomainrouting protocol,BGP4, is exceedinglycomplex be-
causethe wide variety of goalsthat it mustmeet—includingfast
convergence,failure resilience,scalability, policy expression,and
global reachability—areaccomplishedby mechanismsthat have
complicatedinteractionsand unintendedside effects. The com-
plexity of wide-arearouting con�guration andprotocoldynamics
requiresmechanismsfor expressingwide-arearouting thatadhere
to asetof logicalrules.Weproposeasetof rules,calledtherouting
logic, which canbe usedto determinewhethera routing protocol
satis�esvariousproperties.Wedemonstratehow this logic canaid
in analyzingthe behavior of BGP4undervariouscon�gurations.
We alsospeculateon how the logic canbe usedto analyzeexist-
ing con�gurationin real-world networks,synthesizenetwork-wide
routercon�guration from a high-level policy language,andassist
protocoldesignersin reasoningaboutnew routingprotocols.

Categoriesand SubjectDescriptors
C.2.2 [Computer-Communication Networks]: Routing proto-
cols,Protocolveri�cation

GeneralTerms
Design,Performance,Reliability

1. Moti vation
Interdomainrouting on the Internet is staggeringlycomplex.

Routerson the Internetparticipatein a massive distributedcom-
putingtaskthatpropagatestopologicalinformationfor pathselec-
tion. The complexity of the task resultsfrom the many distinct
goalsthatmustbemet: fastconvergenceto correctloop-freepaths
to all destinationsunderstaticanddynamicconditions;resilience
to congestion,packet loss,and failures;scalingto large numbers
of networks andendhosts;and,above all, providing global con-
nectivity amongautonomous,�nancially competingandmutually
distrustingdomains.
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BGP's complexity stemsnot from its deceptively simplespec-
i�cation [35], but ratherfrom its dynamicbehavior during opera-
tion, aswell asthevastpossibilitiesfor con�guration. Prior work
hashighlightedmany aspectsof wide-arearoutingthatresultin the
following complex, unexpected,or undesirableproperties:

� Poor integrity. BGPis vulnerableto masquerading,denialof
service,anddataintegrity attacks[5] andis alsosubjectto
frequentmiscon�guration[29].

� Slowconvergence. Path instability commonlyresultsin de-
layedconvergence[27], which is oftenslowedfurtherby the
unintendedsideeffectsof otherperformancetweaks,suchas
route�ap dampening[30]. BGP's performanceundercon-
gestionor routinginstability is notwell-understood.

� Divergence. BGP'spolicy-basednaturecangive riseto con-
�gurations thatareguaranteedto diverge[20].

� Unpredictability. Becauseof the distributed,asynchronous
natureof BGP, preciselypredictingtheeffectsof a con�gu-
rationchangeis extremelychallenging[14].

� Poor control of information �ow. Certain routing policies
or BGPimplementationsmayexposeinformationthatis not
intendedto be public knowledge,suchaspeeringandtran-
sit relationships. For example,BGP routing messagesex-
poseinformation abouttopology and hierarchicalrelation-
shipsamongInternetserviceproviders[15].

Thecomplexity of routingcon�gurationandprotocoldynamics
mandatesa mechanismfor understandingandmanipulatingInter-
net routing at a higher level of abstraction. We believe that the
time is ripe for a reconsiderationof thecurrentapproachto inter-
domainrouting,basedon a moreformal approachto the problem
andbuilding on our experienceasa communitywith BGP4over
thepastseveralyears.

Previouswork in wide-areaprotocoldesignhasfocusedon spe-
ci�c modi�cations to BGP that �x a particularproblembut often
spur unintendednegative sideeffects. Furthermore,designersof
new wide-arearoutingprotocolsrequirea mechanismthatenables
themto reasonaboutthe circumstancesunderwhich the protocol
will behave “correctly.” To helpreasonaboutmodi�cations to ex-
isting routingprotocolsandto aid in thesounddesignof new ones
in the future, we proposethat routing protocolsbe classi�ed in
termsof the following properties,eachof which expressesan im-
portantaspectof wide-arearouting:

� Validity. Theexistenceof arouteto adestinationimpliesthat
a packet sentalong the correspondingpath will eventually
reachtheintendeddestination.



� Visibility. Theexistenceof apathto adestinationfrom some
origin implies that thatorigin knows abouta corresponding
routeto thedestination.

� Safety. Given a set of routesand a set of policies, an as-
signmentof routesmustexist suchthatno participantwants
to changeits route in responseto otherparticipants'routes
(Grif�n and Wilfong's StablePaths Problemand General
StablePathsProblem[20, 22]).

� Determinism. Givenasetof possibleroutesandasetof poli-
cies, the routing protocol shouldalways arrive at the same
predictablesetof routes.This setof routesshouldbe inde-
pendentof theorderin which thepossibleroutesarrive.

� Information-�ow control. Routingmessagesshouldnot ex-
posemoreinformationthanis necessaryto achieve theabove
requirements,subjectto someinformation�o w speci�cation,
suchasnoninterference[17].1

For eachproperty, weformally de�ne aminimalsetof rulesthat,
if satis�ed, imply that the propertyis satis�ed. We call this set
of rules, togetherwith the logic to reasonabout them, the rout-
ing logic. Theroutinglogic helpsprotocoldesignersreasonabout
new routingprotocolsandprove statementsaboutmodi�cationsto
existing ones.Our goal is to improve our understandingof thebe-
havior of complex protocolsusingbettertools than we currently
have.

This set of rules is by no meanscomplete;indeed,we do not
considerissueslike scalabilityor theability to performtraf�c load
balancingvia traf�c engineering.However, the logic canbe used
to determineif any techniquesusedto achieve thesegoalsaffect
thechosenproperties.We stressthat the logic is a setof rulesfor
reasoningaboutpropertiesof routing protocols,as opposedto a
speci�cationof requirements.It maybepossible(andevenreason-
able)for aprotocolto violateoneor moreof thesepropertiesunder
certaincircumstances;the logic simply providesa framework for
reasoningaboutwhentheseviolationsarise.

As a simple example,observe that validity requiresthat some
routeadvertisementimply reachabilityto asupersetof thatdestina-
tion. A protocolviolatesthis propertywhena routeadvertisement
exists for a destinationthat is not reachable.Oneexampleof such
a violation is delayedconvergence;anotheris theunreachabilityof
a subnetwithin anaggregatedpre�x.

We highlight how therouting logic canbeusedto reasonabout
bothBGPcon�guration,aswell asproposedmodi�cationsto BGP
itself. We show thatverifying thatanarbitraryroutere�ector con-
�guration satis�esvalidity is NP-complete,andthatseveralsimple
protocolmodi�cations can guaranteeroute validity undercertain
circumstances.We usethe routing logic to analyzeseveral pro-
posedmodi�cations to BGP; for example,we show that the Safe
PathVectorProtocol[21] modi�cationsto BGPimprove safetybut
canviolateinformation�o w policies.

BGP's designandimplementationmakesreasoningaboutvari-
ouspropertiessurprisinglydif�cult. We show that BGP's depen-
denceon other routing protocolssuchas IGP and its inability to
checkrouteadvertisementsfor consistency makestheprotocolvery
dif�cult to reasonabout.In response,weproposethatanalternative
architecturebasedon the routing logic maybeableto circumvent
someof theseproblems.

Previouswork hasfocusedonspeci�c problemswith BGP, with-
out consideringbroaderimplicationsor fundamentalproblems.In
1Noninterferencerequiresthatinformation(e.g.,routingmessages,peering
andtransitrelationships)at a particularsecuritylevel doesnot affect how
the routing protocol is observed by entitiesat a lower securitylevel. We
describethis furtherin Section2.4.

this paper, we presenta logic thatconciselydescribesfundamental
problemsin wide-arearouting andprovidesinsightsfor consider-
ing wide-arearouting at a higherlevel of abstraction.We believe
this logic canenablecon�guration analysisto catchmistakesand
verify thatcertainpropertiesaresatis�ed.

While this paperprimarily focuseson thepotentialfor therout-
ing logic as an analysistool, we also speculateon the potential
usesof the logic for synthesisof BGPcon�guration andnew pro-
tocol designs.We believe that the logic canbe useda framework
for high-level policy speci�cation that preserves the semanticsof
low-level con�gurationbut hasveri�able properties.Additionally,
incorporatinginsightsfrom the logic into routing protocoldesign
can speedconvergence,detectrouting pathologiesmore quickly,
enforceinformation�o w control,andfacilitatethedesignof wide-
arearoutingprotocolsthatconformto high-level speci�cations.

2. A Routing Logic
The routing logic presentedin this sectionis a setof rulesthat

facilitatesreasoningaboutwhether, andunderwhatcircumstances,
a routingprotocolsatis�esaparticularproperty. While webelieve
thatthelogic canbeusedto understandothertypesof routingpro-
tocols(e.g., for mobility, etc.),we limit our focusto interdomain
routing. We alsoexaminethepropertiesof theroutinglogic in the
context of BGP.

2.1 Overview and De�nitions
After providing a brief overview of theroutinglogic, wepresent

the terminologyfor the logic andintroducethe conceptof hierar-
chicalroutingscopes.

2.1.1 Overview
Theroutinglogic allows network operatorsandprotocoldesign-

ersto reasonaboutpropertiesof routing protocols. To determine
whethera routingprotocolsatis�esa particularproperty, therout-
ing logic requiresthe following inputs: (1) a speci�cationof how
the protocolbehaves and (2) a speci�cation of the protocol con-
�guration. Protocolcon�gurationentailsbothpolicy con�guration
(i.e., which routesare preferredover others)and generalcon�g-
uration,suchaswhich routersexchangerouting informationwith
eachother. Therouting logic thendetermineswhethertherouting
protocolsatis�estheconditionsassociatedwith thatrule.

We alsobelieve that thelogic will beusefulfor automatedcon-
�guration analysisandgeneration;weexplorethesepossibilitiesin
Section4. However, this typeof automatedreasoningrequiresei-
ther a thoroughabstractspeci�cationof BGP's operationor a set
of suf�cient conditionsthatcanbemoreeasilytestedthantherules
themselves. Given thecomplex operationsanddynamicsof BGP,
the mostimmediatebene�t of the logic is providing a framework
for deriving andreasoningaboutthesesuf�cient conditions,aswe
demonstratein Section3. However, as we discussin Section4,
alternative protocoldesigns(includingsimpli�ed versionsof BGP
itself) maylendthemselvesto automatedanalysismoreeasily.

Ourcurrentversionof theroutinglogic doesnot incorporateany
notionof time. Becauseany distributedroutingprotocolwill have
invalid routeswhile in atransientstate,it wouldseemthattherules
for validity andvisibility requirea temporaldimension.However,
aswe will discussin Section2.2, the validity rule highlights the
propagationof invalid routes(e.g.,duringpathexploration),rather
than simply the existenceof invalid routesin the systemduring
transientstates(asmighthappenin OSPFduring�ooding anddis-
tributedshortestpathscomputation).Similarly, we apply thevisi-
bility rule to examplesof BGPin thesteady-state.While including
timein theroutinglogic couldfacilitatereasoningaboutsomerout-
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Figure 1: Routing domains are organized hierarchically. A
scopei next-hopis a scopei + 1 destination(or destinationset).
In this examplefor BGP, scope0 (eBGP)is shown in solid lines,
and scope1 (IGP) is shown in dashedlines. The eBGPnext-hop
is the IGP destination.

ing protocolaspects,suchastheeffectsof varioustimers,we be-
lieve that,evenwithouta notionof time, theroutinglogic provides
theability to reasonaboutmany fundamentalproperties.

Determiningwhethera routingprotocolcon�gurationsatis�esa
particularpropertymaysometimesrequiresomeamountof global
knowledge. For example,determiningwhethera routing protocol
canpotentiallyviolate thesafetypropertymerelyrequiresa coun-
terexample;however, determiningwhetheranactualcon�guration
will result in sucha violation requiressomeknowledgeaboutthe
policiesof otherautonomoussystems.Similarly, theroutinglogic
canbeusedin thedesignphaseto determinewhetheraroutingpro-
tocolcanpotentiallyhaveinvalid routes;however, verifying theva-
lidity of aparticularrouteadvertisementrequiresknowledgeabout
whetherotherautonomoussystemsalongtheadvertisedpathactu-
ally have a correspondingrouteto thedestination.

2.1.2 Terminology
Routingallowsaparticipantin someroutingdomainto discover

a routeto a destination. A participant is an entity that advertises
or receivesroutingmessages.A routingdomainis a groupof one
or more participantsthat behave accordingto oneadministrative
policy. In BGP, anautonomoussystem(AS) canbethoughtof asa
routingdomain. A routingdomainmayhave multipleparticipants;
for example,in BGP, a singleAS may have many BGP-speaking
routersthatall participatein BGPsessionswith eachotherandwith
routersin otherASes.

The routemay refer to a physicalpath(asin MPLS), a pathat
the IP layer (as in BGP), or a path in an overlay network (as in
RON [2]). In additionto the destination,eachroutecontainstwo
�elds: thenext-hop, whichnamesa location(e.g.,by IP addressor
someothernodeidenti�er) to forwardpacketsalongthatroute;and
the next-RD, which is thenext routing domainalongthat routeto
the destination.The routecontainsotherinformation,suchasthe
sourceanddestinationfor which therouteis valid.

A destinationmight referto ahost(speci�edby anIP addressor
pre�x), anoverlaynode(speci�edby anodeidenti�er), or alogical
host(speci�edby aDNSname).Weusethetermdestination-setto
referto asetof nodesthatsharearoute.2 An IPpre�x is anexample
of sucha set,becausethepre�x refersto a groupof nodes(speci-
�ed by IP addresses)thatall usethesameroute.Whendiscussing
certainaspectsof thelogic, we will alsoreferto paths.A pathis a
sequenceof participantsfrom oneparticipantto a destination.

2.1.3 Hierarchical RoutingScopes
Our logic organizesrouting domainsinto hierarchical levels

calledscopes. A routingprotocolin scopei forwardspacketsalong

2Whereambiguityis notanissue,wewill use“destination”whenreferring
to destination-sets.

A puts
route to
dest for B

Reachability:
A can reach
dest via route

A owns dest

route.next-RD= X )
X puts route' to
dest for A ,route =
X �route'

Policy conformance:
A carries traf�c to
dest for B

Progress:
route.next-
hop makes
progress along
route to dest

Figure 2: The validity rule. A valid route (correspondingto a
“put” statement)implies that the expressionshown by this tr ee
evaluates to a true statement. Dashedlines indicate an “or”
condition.

a pathvia the scopei next-hop for thatpath. Thescopei routing
protocolusesa scopei + 1 pathto reachthescopei next-hop.

Figure 1 shows an exampleof routing scopes. Let BGP be a
protocolatscope0 thathasscope0 routingdomains(ASes),scope
0 next-hops(which is theBGPnext-hop),andscope0 destinations
(theultimatedestination,sincethereis no higherscope).A scope
0 routing domainin turn containsa scope1 routing protocol (an
IGP, suchasOSPF)with scope1 routingdomains(routerswithin
that AS), scope1 next-hops(the hop to the next router in the IP
path)andscope1 destinations(the�rst hopinto thescope0 routing
domain,or theBGPnext-hop). In this paper, we will oftenreferto
BGP asa scope0 routing domainand IGP asa scope1 routing
domain.3

We highlight two subtlepoints. First, a scopei � 1 next-hop is
a scopei destination.Second,scopei propertiesmay dependon
scopei + 1 properties,but not vice versa;for example,scope0
validity requiresscope1 validity.4

2.2 Validity and Visibility
BGP experiencesslow convergencewhen routing faults occur

due to subsequentexploration of invalid paths[27, 39]. Some-
times,policy miscon�guration,implementationbugs,or evenrou-
tinemaintenance,cancausealargenumberof invalid routesto leak
into theglobal Internet[13, 29]. In othercases,maliciousentities
hijackroutesto certaindestinationsin orderto mountdenialof ser-
vice attacks[37]. Eachof theseincidentsresultsin invalid routes
leakinginto theglobalInternet.Theroutinglogic shouldde�ne the
circumstancesunderwhich BGP may end up advertising invalid
routes.

2.2.1 Validity andVisibility Rules
Ideally, theroutesthataparticipantlearnsaboutshouldbevalid;

thatis,sendingapacketalongarouteto itsdestinationshouldresult
in thepacketeventuallyreachingtheintendeddestination(ignoring
packet loss).In wide-arearouting,thevalidity of arouteimpliesthe
following threeproperties:

3Our routing logic could be usedto evaluatewide arearouting protocols
runningon top of BGP(e.g.,overlaybasedprotocols[2]). In this case,the
overlayprotocolwould bescope0, BGPwould bescope1, andsoforth.
4This framework incorporatesfailuresat lower scopes.A failure at scope
j > i violatesvalidity for scopej , a necessarypreconditionfor validity at
scopei .



� Reachability. The routemust transportpackets to their in-
tendeddestination.

� Policy conformance. Theroutemustconformto routingpoli-
cies,suchaspeeringandtransitagreements.

� Progress.Thenext-hopspeci�edby a routemustreducethe
total distance5 to thedestinationalongthatpath.

In a wide-arearouting protocolthat satis�esvalidity, all adver-
tised routesshouldsatisfy thesethreeproperties. We say that a
valid path exists at scopei if thereexists a sequenceof scopei
participantsto thedestinationthatsatisfyreachability, policy con-
formance,andprogress.In otherwords,aroutingprotocolsatis�es
validity if, for all destinations,theexistenceof a routeto adestina-
tion implies theexistenceof a correspondingpathto thatdestina-
tion (8d : 9routed ) 9pathd ).

If a routingprotocolsatis�esvisibility, thenfor all destinations,
theexistenceof a valid pathto a destinationimplies theexistence
of a valid routeto thatdestination(8d : 9pathd ) 9routed ). Ad-
ditionally, for a routingprotocolat scopei to bevalid, therouting
protocolsat scopesj > i mustsatisfyvalidity.

The conditionsfor the validity rule are illustratedin Figure2.
Eachrouting announcementcorrespondsto a puts...to..for6 state-
ment,which hasa numberof implied conditions.For example,if
A advertisesa particularroute to B , we saythat A puts route
to dest for B , whereroute is a particularrouteto a destination
(minimally including the next-hop andnext-RD), anddest is a
destination-set.Thus,a routingdomain's routeadvertisementcor-
respondsto a puts...to..for assertion.For this assertionto betrue,
all of theimpliedconditionsmusthold.

The reachability condition(expressedwith the can reachkey-
word in Figure2) is satis�ed if eitherparticipantA hasownership
over the destination(which can be veri�ed by a routing registry
or cryptographicauthentication,suchasS-BGP[26]), or if some
otherparticipanthasissueda put with theappropriateAS pathfor
A. A simpleinductive argumentcanshow thatthelatterreachabil-
ity conditionalsoguaranteesthe validity of the AS path,because
theconditionimpliesthattherouteto adestinationhasbeenadver-
tised(andis thusconsidered“valid”) by all participantsalongthe
pathto thatdestination.

Policy conformancerequiresA to bewilling to carrytraf�c to the
destination-setdest for B (e.g.,if B werepayingA for transit).
In theabsenceof bugs,A wouldnotadvertisearouteto B if it were
notwilling to carrytraf�c for B .

Progresssays that a packet destinedfor dest forwarded to
route.next-hop mustreducethe distanceto dest alongthe
pathspeci�ed by route . For BGP, distanceto the(scope0) des-
tination is measuredin ASes(i.e., scope0 routing domains). A
packet forwardedto thenext-hop speci�edin theBGPmessage
shouldeventuallyresult in thepacket beingforwardedto thenext
AS speci�ed in theAS path,asthis is suf�cient to reducethedis-
tanceto thescope0 destination,thussatisfyingprogress.

For a scopei routing protocol to satisfy progress,no scopei
routemustever traverseany scopei participanttwice. Note thata
routingprotocolat scopek < i cancreatea loop in a scopei path
but still resultin correctrouting(ascanhappenwith tunneling).As
longastheroutingprotocolatall scopesis valid, thenprogresswill
be satis�ed. We will seein the next section,however, that inter-

5The distancemetric dependson the scopeof the routing protocol. The
distancefrom a scopei routing participantto a scopei destinationis the
sum of the costsof eachhop along the path from that participantto the
scopei destination. For example,scope0 distanceis the numberof AS
hops;scope1 distance,however, is theIGP metric.
6Wedenotekeywordsof theroutinglogic in boldface.
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Figure 3: BGP con�gurations that are inconsistent with the
underlying IGP can result in persistent forwarding loops [12].
Small numbers indicate IGP metrics.

actionsbetweenrouting scopescanviolatevalidity in a particular
routingscope.

2.2.2 Validity andVisibility in BGP
At thebeginningof Section2.2,we notedmany casesin which

BGPdoesnotsatisfyvalidity. To show how thevalidity andvisibil-
ity rulescanbe usedto prove propertiesaboutwide-arearouting,
we illustratethat thefundamentaloperationof BGPwith routere-
�ection canviolatevalidity. In Section3, we usethelogic to prove
propertiesaboutthis.

Routere�ection is a commontechniquefor scalablyachieving
consistentBGProuteswithin anautonomoussystem.Therouters
within an autonomoussystemare either route re�ectors or route
re�ector clients; the routere�ector server re�ects routesreceived
from non-clientsto all of its clients,aswell asroutesfrom a client
to all otherclientsandnon-clients.In this fashion,anautonomous
systemcan achieve consistency without requiring pairwiseBGP
sessions.Nevertheless,poorly designedroutere�ector con�gura-
tionscanleadto invalid routesin theform of a persistentforward-
ing loop. Furthermore,certainroute re�ector con�gurationscan
result in a routernot having a routeto a destination,even whena
valid pathto thatdestinationexists.

BGP'scouplingwith intradomainroutingcaneasilyresultin ac-
cidentalprogressviolations—forexample,if aroutere�ector client
is con�guredsuchthattheroutere�ector is notontheshortestpath
to the client's egressfor that route[12]; if routere�ector clusters
arecon�gured suchthat the IGP metricsfor intra-clusterlinks are
higherthanthosefor inter-clusterlinks; or in generalwhenmultiple
hierarchiesof routere�ectorsarecon�guredcarelessly[32].

In Figure 3 (adaptedfrom [12]), routersare assignedto route
re�ectors that are not on the shortestIGP path to the egressfor
a particulardestination.This situationshows a persistentrouting
loop. A thinks it canget to thescope0 destination,AS 0, via the
scope0 next-hopadvertisedby RR1, but its scope1 next-hopalong
its level 1 pathis B , becausethis is theshortestIGP pathto RR1.
B triesto get to theAS 0 via a differentscope0 next-hopthrough
a level 1 paththroughRR2 via A, andtheprocessrepeats.

In this example,routere�ection causesBGPto violatevalidity.
The fundamentalproblemwith routere�ectors is that they cause
complex interactionsbetweenthe different scopesof the routing
hierarchy. In trying to reacha scope1 destination,the scope1
participantsA andB areusinga scope0 destinationto make a de-
cisionaboutthescope1 next-hop! We show how theroutinglogic
canformally expressthis violation of validity in Section3 (Theo-
rem3.1).Wealsoshow thatverifying progressfor anarbitrarycon-
�guration of routere�ectorsis NP-complete(Theorem3.2),andwe
prove thatspeci�c alternative routere�ector con�gurationssatisfy



C prefers route A to dest
over route B

A puts route A to dest for C

B puts route B to dest for C

9X j C puts route A to dest for X

Figure 4: Preferencerule for inferring participant C's pref-
erencesto destinationdest basedon available routesand path
selection.“puts” assertionsin this rule canalternatively be“r e-
places”assertions.

A moves down fr om
route 1 to dest

C replacesroute 1 to dest with route 2

C prefersroute 1 to dest over route 2

Figure5: Selectionrule for inferring realizeddisputecycles.

theprogressrule (Theorems3.3,3.4,and3.5).
Routere�ectorsimprovescalingwithin anAS,but mayalsovio-

latevisibility. For example,if aroutere�ector dropsaBGPsession
with oneof its clients,thenthatclient will losea routeto a partic-
ular destination,even thougha valid pathexists (e.g., throughan
IGP pathto anotherclient that hasa differentroutere�ector). In
Section3, weshow thatfor any routere�ector con�gurationthatis
not a full mesh,visibility canbeviolated;we alsodiscusswhy the
useof a full meshin iBGP is a suf�cient conditionfor visibility.

2.3 Safetyand Determinism
Previouswork hasnotedthatbecauseBGPmakesbest-pathde-

cisionsbasedon local policy, certainsetsof policiescanresult in
routingcon�gurationswith nostablesolution[16,20]. Thatis, one
AS maychangeits choicefor abestrouteto adestinationandread-
vertisethatchangeto its neighbors,which will causeneighborsto
changetheir choicesfor bestroutes,which will in turn affect the
original AS's choicefor a bestroute,andso forth. This situation
is calleda policy oscillation,or a disputecycle. Thepotentialfor
disputecyclesimpliesthatBGPdoesnotsatisfysafety.

Carelessroutercon�guration canresult in a router's bestroute
dependingon the order in which routes arrive or other non-
deterministicfactors, such as the age of the routing advertise-
ment [9, 10]. Othershave notedthat the multi-exit discriminator
(MED) attributepreventsonenodefrom producinga singlelinear
ranking of paths[14, 22]. In thesecases,BGP doesnot satisfy
determinism.

2.3.1 PreferenceandSelectionRules
The routing logic shouldconciselyexpresswhethera routing

protocolhasthe potentialto violate safety. In the caseof policy-
basedwide-arearoutingprotocols,safetymeansthatexecutionof
theprotocolwill alwaysconvergeto a solutionto Grif�n andWil-
fong's StablePathsProblem(SPP)[20] andGeneralStablePaths
Problem(GSPP)[22]. The absenceof a disputecycle guarantees
thattheprotocolwill alwaysconvergeto a uniquesolution[25].

At a basiclevel, routingpoliciesareexpressedin termsof pref-
erences(e.g.,a routerprefersrouteswith pathswith a certainnext-
hopAS, a three-hoppaththrougha certainAS, etc.).Policy cycles
can be detectedeither statically (by analysisof the routing poli-
ciesof eachautonomoussystem)or dynamically(by observation
of routingprotocolbehavior).

0

3 4

1 21 3 0
1 0

2 1 0
2 0

3 4 2 0
3 0

4 2 0
4 3 0

Figure 6: BAD GADGET [20]. Paths next to eachnode indicate
ranking fr om most to leastpreferred.

A routingprotocolthatsatis�esthefollowing propertieswill sat-
isfy safety:

� Preference. If a participantchoosesa particularrouteasits
bestroute,theparticipantreadvertisesthatroute.(Otherwise,
thenotionof preferenceis meaningless.)

� No routehistory cycles. Previous work hasshown that the
non-existenceof a routehistorycycle is suf�cient to guaran-
teesafety[21].

The routing logic mustalsoexpresscertainpropertieswith re-
spectto routeselection.If a routingprotocolselectsits routesin-
dependentlyof messagearrival order and independentlyof other
existing routes,we saythattheroutingprotocolsatis�esdetermin-
ism. Speci�cally, a routing protocol that satis�es the preference
requirementwill alsosatisfydeterminism,giventhattheadditional
following propertieshold:

� Timeimmunity. A participant's relativerankingof two routes
to a destinationis independentof the order in which those
routesarrive. Let � be a participant's path selectionalgo-
rithm,andlet � t and� t beroutesthattheparticipantreceives
at time t. Time immunity requiresthat � (f � t ; � t +1 g) =
� (f � t +1 ; � t g).

� Setimmunity. A participant's relative rankingof two routes
to a destinationis independentof other routesto that des-
tination. If � R is a participant's rankingfunction of routes
given the set of advertisedroutesR and �; � 2 R , then
� R (� ) > � R (� ) ) � R 0(� ) > � R 0(� ), for all R 6= R 0.

Determinismis animportantnotionbecauseit affectscertainas-
pectssuchastheability to performroutepredictionfor traf�c en-
gineering[14]; additionally, it affectshow easilya protocolcanbe
debugged.Determinismcanhelpanobserverascertainwhichroute
BGPwill selectasthebestroute,without knowledgeof thearrival
orderof routeannouncements.It alsoassuresthat a participant's
choicefor bestpathis immunefrom any suboptimaladvertisements
thatthatparticipantmighthear.

Weusetwo rulesfrom theroutinglogic to provepropertiesabout
safetyandstability—thepreferenceruleandtheselectionrule. The
preferencerule capturesroutepreferencesin this fashionby exam-
ining pathselectiondynamics.Figure4 shows thepreferencerule;
if two participantshaveput routesto adestinationfor athird partic-
ipantC, andC selectstheroutefrom A over a speci�c routefrom
B , thiswill eithermanifestitself asare-advertisementof route A ,
with C'sAS prepended(sinceC will not readvertisearoutethatis
not its bestroute),or noadvertisementfrom C to dest (if thebest
routeis �ltered by exportpolicy). Fromthis put statement,we can
deducethatC prefersroute A over route B for thatdestination.
Thisallowsusto deduceroutepreferencessimplyby observingthe
behavior of theroutingprotocolwithout requiringa staticanalysis
of eachAS'spolicies.



The selectionrule follows directly from routehistory attribute
used to dynamically observe policy cycles [21]. If A prefers
route 1 over route 2 , andA replacesroute 1 with route 2 ,
thenA movesdown from route 1 (andvice versafor movesup
to). A policy cycle is realizedif a participantmovesup to some
routeandlatermovesdown to that sameroute. This rule is sum-
marizedin Figure5.

2.3.2 SafetyandDeterminismin BGP
In this section,we will show how the preferenceandselection

rulescanconciselyexpressa routehistorycycle (andthusthepo-
tential for unsafety)[22], givenknowledgeof theroutingprotocol
messages.Wealsodiscusshow, undercertaincon�gurations,BGP
violatestime immunity, and,with theuseof MEDs,canpotentially
violatesetimmunity. Whendiscussingsafety, werevisit theclassic
disputecycle thatarisesin theBAD GADGET (Figure6) con�gura-
tion anddescribetherouting logic canexpressthis asa contradic-
tion. In Section3 (Theorem3.7),we usethelogic, alongwith the
Simple Path VectorProtocol(SPVP)[21], to formally show that
safetyis not satis�ed. In this section,we alsoexaminehow MEDs
causeBGPto violatedeterminism(bothsetimmunityandtimeim-
munity).

BAD GADGET givesrise to policy oscillationsbecausethereis
no stableassignmentof routesfor which someparticipantwould
not want to selecta differentroute,giventherouteassignmentsto
otherparticipants[20]; this appearsasa routehistory cycle [21].
In response,Grif�n etal. suggestamodi�cation to BGP—theSafe
PathVectorProtocol—thatcausesASesto ignoreroutingadvertise-
mentsthat arecausedby policy-inducedoscillation[21]. Adding
a route history attribute to BGP route advertisementsis but one
mechanismfor discovering routehistory cycles. While the route
historyattributemight seemlike a reasonablesolutionundersome
circumstances,it revealsinformationaboutthe route preferences
(andthustheroutingpolicies)of a particularAS. In Section3, we
usetherouting logic to examinehow theroutehistorycanviolate
information�o w policies.

The routing logic can show that, undercertaincon�gurations,
BGP satis�es neitherset immunity nor time immunity. Because
the route to somedestinationat a routermay dependon the best
route selectedby someother router in the AS, route prediction
mustbe doneglobally andis extremelydif�cult to reasonabout,
primarily becausetheMED attributepreventsa simpleorderingof
routes[14]. This anomalycanappearwhenthe arrival of a third
routeadvertisementresultsin the AS reversingits preferencebe-
tweenthe two previously existing routeadvertisements.This can
have thestrangeeffect that thearrival of this third routecanresult
in thedisplacementof thecurrentbestroute,evenif thisnew route
is not selectedas the bestroute. This is becauseBGP doesnot
satisfysetimmunity.

Considerthe con�guration in Figure 7. AssumeAS 1 always
knows aboutroutes� and� to somedestinationin AS 0. If AS
3 advertisesroute 
 to that destination,X chooses� as its best
route—
 is ranked higherthan� dueto MED, but � is preferred
over 
 becauseit is learnedvia eBGP. If, however, AS 3 doesnot
advertise
 , thenX will choose� as its bestroute,basedon the
lowestrouterID. Thus,thepresenceof thesuboptimalroute
 af-
fectswhetherX selects� or � asits bestroute. We usethe rout-
ing logic to show this violation of set immunity formally in Sec-
tion 3 (Theorem3.8). A slight modi�cation �x es this problem:
mostimplementationsof BGPhave anoptionknown asalways-
compare-med that causesthe MED attribute to be comparable
acrossall routes(asopposedto just routesfrom thesameAS). In
Section3 (Theorem3.9), we show that BGP with the always-

X Y

AS2 AS3

AS0

AS4

2 1

� � : MED=2 
 : MED=1

iBGP

AS1

Figure 7: MEDs causethe ordering betweenpairs of routesto
dependon the presenceor absenceof other routes.Depending
on the presenceof route 
 , router X will prefer either � or
� . (Small numbersnear router X denotea tiebreaking metric,
suchasrouter ID.)

compare-med optionsatis�essetimmunity.
In the interestof space,we omit detaileddiscussionandproofs

relating to time immunity. However, it canbe shown that, while
underordinarycircumstancesBGPdoesnotsatisfytime immunity,
the bgp-deterministic-med option causesBGP to satisfy
this propertyaswell. A routercon�gured with this optionselects
its bestrouteto a destinationfrom thesetof all receivedroutesfor
that destination,ratherthanselectingit by comparingthe current
bestroutewith the mostrecentlyreceived route. With always-
compare-med and bgp-deterministic-med , BGP satis-
�es determinism.

2.4 Inf ormation­Flow Control
Wide-arearouting requirescooperationbetweendistinct, often

competingrouting domainsthat try to keep certain information
private(e.g.,peeringandtransitagreementsandinternalnetwork
topology). However, to achieve global reachability, theseentities
must exchangerouting information, which can potentially reveal
someof this sensitive information. Knowledgeof AS-level topol-
ogy canlend insight into peeringandtransitagreements[15, 36].
set-metric-internal [8], a Cisco IOS commandthat as-
signsMED valuesfor routeannouncementsaccordingto the IGP
distancefrom network ingressto egress,can reveal information
aboutinternalroutinginstabilitybecauseIGPchangesarere�ected
aschangesin BGProutes.StatelessBGPimplementations[28] can
saveroutermemoryby notkeepingtrackof whichrouteshavebeen
advertisedto which neighbors;however, this optimizationrequires
that theseroutersissuewithdrawals for pre�xeswhoseannounce-
mentswere�ltered byexportpolicy. Otherproposedmodi�cations,
suchasaddingaroutehistoryattributeto BGP[21], canleakinfor-
mationaboutpeeringandtransitrelationships.

2.4.1 Routingasan InformationFlow Model
An information�o w modelconsistsof objects,an information

�o w policy, processesthat causeinformation to �o w, and a par-
tial orderingof securitylevels. In the caseof wide-arearouting,
objectsincludeall information in the system(i.e., peeringagree-
ments,routingadvertisements,policies,etc.),aswell asthepartic-
ipantsthemselves. Every object is assigneda securitylevel. The
information �o w policy is de�ned in termsof a partial ordering,
which is commonlyexpressedasa lattice[11].

An information�o w modelfor routingprotocolsshould(1) spec-
ify the objectsin the system,aswell as the processesthat cause
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All Customers All Peers

ImmediateCustomer ImmediatePeer

Private

Figure8: An exampleinformation �o w lattice.

informationto �o w betweentheseobjectsand(2) clearlyandcon-
ciselyexpresshow information�o w shouldbecontrolledbetween
theseparties.Theinformationobjectsin wide-arearoutingfall into
threecategories:

� Policy. Policy includespeeringandtransitagreements,�lter -
ing policiesandotherroutepreferences.

� Reachability. Reachabilityincorporatesany typeof informa-
tion relatedto eventsthataffect reachability, suchasinternal
network failures.

� Topology. Topologyconsistsof internalnetwork topology, as
well asinter-AS connectivity.

Routingmessages,which containinformationsuchaspre�xes,
next-hop IP addresses,AS paths,MED values,andsessionresets,
can causethe unexpectedtransferof information acrosssecurity
levels.An administrativedomainspeci�esaninformation�o w pol-
icy by assigningsecuritylevelsto eachof thesepiecesof informa-
tion (e.g.,keeppeeringrelationshipsprivate),aswell as to other
participants(e.g.,assignAS A to thesecuritylevel corresponding
to “all of my peers”),andspecifyingthe information�o w policy
itself (e.g.,“don't let arbitraryparticipantsdiscover informationin-
tendedfor this speci�c peer”).

Figure8 showsasimpli�ed information�o w lattice,whichspec-
i�es examplesecuritylevelsandhow informationshould�o w be-
tweenthem. In a multi-level securitysystem,a processcanonly
reada setof objectsif thesecuritylevel of thatprocessdominates
theleastupperboundof thesecuritylevelsof theseobjects.For ex-
ample,asequenceof routingmessageswith aleastupperboundse-
curity level of public may�o w into any objectat theall customers
level, but not vice versa. Similarly, informationthat is permitted
to �o w to all customerscan�o w into an objectwith the immedi-
atecustomerdesignation,but not into anobjectwith animmediate
peerdesignation.

Theroutinglogic shouldexpresswhethera routingprotocolsat-
is�es thenoninterferenceproperty. Noninterferencestatesthatac-
tions of objectsat highersecuritylevels shouldnot be visible to
objectsat lower security levels [17]. In certaincases,a routing
protocolmaynot beableto satisfyaninformation�o w policy and
still satisfyotherrequirements(e.g.,if theroutesthemselveswere
speci�edasprivateandtheinformation�o w policy weresatis�ed,
validity wouldobviouslynothold). Wewould like to expresswhen
policiescannotbesatis�ed.

2.4.2 NoninterferenceRule
In BGP, information �o w correspondsto the actual route an-

nouncementsandwithdrawals. For wide-arearouting protocol to
satisfyan information�o w policy, no routingmessagemustcause
informationat a highersecuritylevel to �o w to objectsat a lower
securitylevel; this propertyis callednoninterference.The nonin-
terferencerule (Figure9) speci�es the conditionsunderwhich a
participant's routeannouncementsatis�esnoninterference.

First, thesecuritylevel of a routingmessagemustbeno higher
thanthesecuritylevel of theparticipantthatreceivesthatmessage.

A puts route A to
dest for B

L (route A ) � L (B )

� L f route A , R B g � L (B )

Figure 9: The noninterferencerule saysthat a route advertise-
ment fr om A to B should not allow B to learn of information
at a higher level than B .

A B C

D E F
d

Peer Peer

ªWithdraw dº

Figure 10: StatelessBGP implementationscan result in infor-
mation �o w policy violations.

Second,the leastupperboundof the securitylevels (denotedby
� L in Figure9) of the routemessageandall of the other routes
learnedby thatparticipant(R B ) mustbeno higherthanthesecu-
rity level of B ; this requiresthatinformationnotbepassedimplic-
itly (throughinferenceor otherwise).For example,if a particular
participantbelongsto securitylevel immediatecustomer, no setof
routing messagesshouldcauseinformationbelongingto security
level private to �o w to the participantat the immediatecustomer
level.

2.4.3 Information­FlowControl in BGP
Considerthesituationin Figure10. SupposethatAS B wishes

to keepits peeringarrangementswith A andC private(i.e.,known
only to itself). In this case,a reasonablerouting policy is that B
shouldtell A andC aboutits routesto its own destinations,aswell
asdestinationsin E , but shouldnot tell A aboutroutesheardfrom
C, andvice versa[16]. However, if B sendsa withdrawal to A
for somedestinationthat it never sentanadvertisementfor (e.g.,a
destinationd in F ), thenA learnssomethingaboutB 'sotherpeers
that it would not otherwisehave known: speci�cally, A learnsthat
B peerswith someAS thateithercontainsthatdestinationor has
a customerthatcontainsthatdestination.(NotethatsinceE hears
all routesfrom B , E doesnot learnany information.)

Thenoninterferencerule expressesthis violation: if B speci�es
that routeslearnedvia C areat securitylevel immediatecustomer
(indicatingthat routeslearnedvia C shouldonly be re-advertised
to immediatecustomers),thenB shouldonly beableto put aroute
for A (or anemptyroute,in thecaseof awithdrawal) if thesecurity
level of therelationshipA $ B is at leastashigh asthesecurity
level for theroutein thatput statement.Here,B hasspeci�edthat
advertisementsheardfrom C areassignedto the immediatecus-
tomer level. SinceA (assignedsecuritylevel immediatepeer) is
not at a securitylevel at leastashigh asimmediatecustomer, this
advertisementviolatesB 's information�o w policy. In Section3,
we examinethis formally usingtherouting logic. We notethat in
general,BGPisproneto information�o w policy violationsbecause
securitylevelsandaccesscontrol for routeadvertisementsareim-
plicit in theBGPsessionitself, ratherthanexplicitly speci�ed.

3. Applying the Routing Logic
In this section,we demonstratehow protocoldesignerscanuse

theroutinglogic to analyzeBGP4andvariousproposedmodi�ca-
tions. We show how the logic canbe useful for reasoningabout
the variouspropertiesof wide-arearouting protocols. In addition



to formally proving propertiesaboutpreviouslydiscoveredanoma-
lies and proposedmodi�cations, we proposeadditionalprotocol
modi�cationsandhighlightseveralpreviously unknown properties
aboutBGP.

3.1 Validity and Visibility

THEOREM 3.1. There exists a route re�ector con�guration for
which theexistenceof a valid routeto a destinationdoesnot imply
theexistenceof a valid path. That is, there existsa routere�ector
con�guration thatcausesBGPto violatevalidity.

PROOF. Recall the statedpreconditionthat, for a scopei routing
protocolto bevalid, theroutingprotocolsfor all scopesj > i must
alsobevalid. Wewill show thatthescope0 protocol,BGP, violates
thevalidity propertyby showing thatscope1 validity is violated.

The proof is by counterexample. Considerthe route re�ector
con�gurationshown in Figure3. In thiscase,wewill show thatthe
preconditionof valid routing at scope1 is not satis�ed, andthus,
scope0 routing is not satis�ed. Considerthe routefrom routerA
to AS 0; in this case,the scope1 destination(scope0 next-hop)
is the �rst hop into AS 1, reachedvia RR1. However, the scope
1 path from A to RR1 includesrouter B , which hasa different
scope1 destinationof the�rst hopinto AS 2. Thescope1 pathto
its destination,however, includesrouterA. Thus,scope1 routing
containsa loop,and,assuch,scope0 routingis not valid.

An impropercon�gurationof routere�ectorsviolatesthestated
preconditionthat,to decidewhethera scopei routingprotocolsat-
is�es validity, theroutingprotocolatscopei � 1 mustsatisfyvalid-
ity for all destination-sets.In this case,thereexistsanIGP (scope
1) destination-set(i.e., RR1, RR2) that doesnot satisfyvalidity.
Therefore,BGP (scope0) validity cannotbe satis�ed. It turns
out that for an arbitrary con�guration of route re�ectors, verify-
ing that routingat theintra-ASscope(scope1) satis�esvalidity is
NP-complete.

THEOREM 3.2. For an arbitrary con�guration of routere�ectors
androutere�ector clients,verifyingprogressis NP-complete.

PROOF. If progressat scope0 satis�ed, then progressat scope
1 must also be satis�ed. We will show that verifying progress
at scope1 for an arbitrary route re�ector con�guration is NP-
completeby reductionfrom the directedHamiltoniancycle prob-
lem. That is, assumewe have an algorithm A that can verify
progressfor anarbitrarycon�gurationof routere�ectorsandroute
re�ector clients. Then,we canuseA to solve DIRECTED-HAM-
CYCLE.

De�ne the directedgraphG = (V; E ), whereV is the setof
scope1 participants,anda directededgeE exists betweenfrom
vertex vi to vj if andonly if thereexistssomescope1 destination
for whichvi hasvj asa scope1 next-hop.

BecauseiBGP/IGPcanactuallyincreasethedistanceto thedes-
tination at any hop in the scope1 pathwithout having an invalid
route,verifying progressatscope1 involvesshowing thatnoscope
1 participantis visitedtwice alongthepathfrom thestartingpoint
to a destination. That is, to show that the path from any scope
1 participantto the destinationeventually reducesthe distanceto
the destinationmeansthat the algorithm must visit the pathsfor
all scope1 destinationsstartingfrom every vertex vi 2 G. How-
ever, an algorithm that did this would be able to decideif G 2
DIRECTED-HAM-CYCLE, since,by the de�nition of G, the al-
gorithmtraversesevery paththatexistsin thegraph.

A suggestedmodi�cation to prevent BGP from causingpersis-
tentforwardingloopsin thepresenceof routere�ectorsis to require

thatrouterre�ectorsbeontheshortestIGPpathto theirclients[12].
We show that this condition results in valid routing, given that
reachabilityor policy constraintsaresatis�ed. For the following
proofs,we assumethatroutingprotocolsbelow scope1 satisfyva-
lidity, sincethisanalysisis “beyondthescope”of ourwork.

DEFINITION RR-IGP-Safe A route re�ector con�guration is
RR-IGP-Safeif the routere�ectors within that AS arecon�gured
such that route re�ectors are on the shortestIGP path to their
clients.

THEOREM 3.3. If the route re�ector con�guration for an AS
along the path to a destinationis RR-IGP-Safe, thenBGP satis-
�es progress.

PROOF. Assumethatprogressis not satis�ed. Thenit mustbethe
casethateitherscope0 progressis notsatis�ed,or scope1 progress
is not satis�ed.

Assumethat scope1 progressis satis�ed, but scope0 progress
is not. Then,it mustbethecasethatthescope0 routetraversesthe
sameAS twice; however, sender-side loop detectionensuresthat
this is not thecase.

Assumethat scope1 progressis not satis�ed. Thentheremust
exist a pathto somescope1 destination(or setof scope1 destina-
tions) that revisits the samescope1 participanttwice; thus,there
mustbesomepathanddestinationfor which thedistancedoesnot
decrease.Becausewe assumethat IGP is valid, thepathto every
scope1 destinationmustbedistancereducing;thus,ascope1 path
that is not valid mustbe a path to a destination-setcontainingat
leasttwo scope1 destinationsfor somescope0 destination.But
this is a contradiction—ifthecon�guration is RR-IGP-Safe, then,
for every scope0 destination,thereis exactly onescope1 destina-
tion for every scope0 destination.If this werenot the case,then
theremustbesomescope1 participantwhich hasa routere�ector
that is not on its shortestpath. Thus,scope1 routingmustsatisfy
progress.

Thus,by contradiction,RR-IGP-SafeguaranteesthatBGPsatis-
�es progress.

DEFINITION RR-Re�ect-All A routere�ector con�guration for
an AS is RR-Re�ect-All if all route re�ectors for that AS re-
advertiseall routesto aparticulardestination(asopposedto simply
thebestroute),androutere�ectorsre-advertiseall routeswith each
other.

THEOREM 3.4. If theroutere�ectors in an ASare con�gured ac-
cording to RR-Re�ect-All, thenBGPsatis�esprogress.

PROOF. Therearetwo cases.Assumethat, for somedestination,
a scope0 participanthearsmultiple routes,wherethebestrouteis
decidedbeforetheIGP tiebreak.In this case,all routerswill come
to selecta singlebestroute.

In theeventthatthis is not thecase,eachscope1 participantwill
selectits bestroutebasedon the shortestIGP pathto the level 1
destination.By de�nition of RR-Re�ect-All, for every route,there
is somere�ector thatis on thatshortestpaththatre-advertisedthat
route.Thus,theproblemreducesto theRR-IGP-Safecon�guration,
andBGPsatis�esprogressin thiscaseaswell.

THEOREM 3.5. If an ASusesfull meshiBGP, thenBGP satis�es
progress.

PROOF. Full meshiBGP is equivalentRR-Re�ect-All, because,in
bothcases,every BGProutereventuallylearnsof all routesadver-
tisedto any otherBGP speakingrouter. Thus, if an AS usesfull
meshiBGP, thenBGPsatis�esprogress.



Step Paths RulesandDeductions
Ð 0:(0) ! 1,2,3,4[Premise(P)]

0 (1 0) (2 0) (3 4 2 0) (4 2 0)

1:(10) ! 2,3
2:(20) ! 1,4
3:(34 2 0) ! 1
4:(42 0) ! 3

1 (1 0) (2 1 0) (3 4 2 0) (4 2 0)

2:(20)6! 1
2:(21 0) [2 0] ! 4
� 2 (2 1 0) > � 2 (2 0) [Preference,P,0]
2 " (2 1 0) [Selection,1]

2 (1 0) (2 1 0) (3 4 2 0) �
4:(42 0) 6! 3
� 4 ( � ) > � 4 (4 2 1 0) [Preference, 1]

3 (1 0) (2 1 0) (3 0) �

3:(34 2 0)6! 1
3:(30) [3 4 2 0] ! 4
� 3 (3 0) > � 2 (3 1 0) [Preference,P,0]
3 # (3 4 2 0) [Selection,2]

4 (1 0) (2 1 0) (3 0) (4 3 0)
4:(43 0) ! 2
� 4 (4 3 0) > � 4 (4 2 1 0) [Preference,1,3]

5 (1 3 0) (2 1 0) (3 0) (4 3 0)

1:(10)6! 3
2:(13 0) [1 0] ! 2
� 1 (1 3 0) > � 1 (1 0) [Preference,P,0]
1 " (1 3 0) [Selection,5]

6 (1 3 0) (2 0) (3 0) (4 3 0)

2:(21 0)6! 4
2:(20) [2 1 0] ! 1
� 2 (2 0) > � 1 (2 1 3 0) [Preference,P,5]
2 # (2 1 0) [Selection,6]
DisputeCycle [1,6]

Table1: The disputecyclein BAD GADGET, expressedusingthe
routing logic.8

THEOREM 3.6. For anyroutere�ector con�guration that is not a
full mesh,the existenceof a path to a destinationdoesnot imply
the existenceof a routeto a destination.That is, visibility can be
violated.

PROOF. ConsideranAS wherea routere�ector dropsa BGPses-
sionto someroutere�ector clientA; in thiscase,theroutere�ector
will withdraw its routeto d from A. In general,it is thecasethatA
hasa valid pathto B , a client of a differentroutere�ector thathas
not withdrawn its routeto destinationd. Thus,eventhougha valid
routeexiststhroughB , A hasno routeto d.

Theresultthatvisibility cannotbeguaranteedis theconsequence
of usingroutere�ectors for iBGP, ratherthana full mesh. If, al-
ternatively, an AS usesa full meshiBGP con�guration, then the
existenceof a valid pathto thedestinationimpliestheexistenceof
a route.Weomit thisproof in theinterestof space.

3.2 Safetyand Determinism
In thissection,weproveBGPis notsafeusingtheroutinglogic;

this revisits previous work [20]. We alsousethe routing logic to
formally expresshow MED causesBGP to violate determinism,
and how the always-compare-med option can guaranteeset
immunity. It turnsout that always-compare-med guarantees
time immunityaswell, but we omit this proof for lackof space.

THEOREM 3.7. BGPis notsafe.

PROOF. We show thatthereexistssomecon�guration in BGPthat
resultsin a routehistorycycle. Table1 shows thesequenceof path
assignments(from [21]) for this con�guration,aswell astherules
usedto deducethe resultingcontradiction. For spaceconsidera-
tions,weexpresstherulesin shorthand.In step6, theroutinglogic
hasproduceda contradiction:thatAS 2 movesup to (2 1 0) and
that AS 2 moves down to (2 1 0); this is a route history cycle,
exactly theconditionthatsigni�es a disputecycle.

8The destinationis implicit in theserulesfor brevity. A : r ! B � A
puts r for B ; A : r 6! B � A removes r for B ; A # r � A moves
down fr om r ; A # r � A movesdown fr om r ; A " r � A movesup to
r ; � A (r 1) > � A (r 2 ) � A prefersr 1 over r 2 .

Step Messages RulesandDeductions
Ð Ð 0:(0) ! 2,3

0 � , �

2: � ! 1
3: � ! 1
1: � ! 4
� 1 (1 � ) > � 1 (1 � ) [Preference,0]

1 � , � , 


3:
 ! 1
1: (� ) [� ] ! 4
� 1 (1 � ) > � 1 (1 � ) [Preference,0,1]
Contradiction

Table 2: The preferencerules expresseshow MED causesBGP
to violate the rule of independentranking.

Grif�n et al.'s SafePathVectorProtocol[21] would correspond
to step6 beingreplacedwith the pathassignment((1 3 0 � (3 0)
(4 3 0)), in which casethe rulesof the routing logic would never
reveala contradiction.9 Additionally, improperlycon�gured route
re�ectorscanresultin divergence[32]; this classof MED-induced
routinganomaliescanbeexpressedin termsof policy cyclesin the
GeneralStablePathsProblem[22]. In the sameway that Grif�n
et al. useddisputecyclesto show thepotentialfor MED-induced
routinganomalies(MIRA) [22], wecanrealizethesedisputecycles
with thepreferenceandselectionrulesby assigningaparticipantto
eachproxy in theGeneralStablePathsProblem.

Therouting logic expressesdisputecyclesandviolationsof set
andtime immunity. In general,constructingtheseproofsdepends
on having accessto thenecessaryroutingmessages;in BGP, how-
ever, no singleAS seesall of theroutingmessagesneededto con-
struct this proof. While the route history attribute cansolve this
problem,we examinehow the useof this attributecanviolate in-
formation�o w policiesin Section3.3.

THEOREM 3.8. BGPwith themulti-exit discriminator(MED) at-
tributedoesnotsatisfysetimmunity.

PROOF. The proof is by counterexample. Considerthe situation
in Figure 7. If router X only knows routes� and � to some
destination,then the bestroute is � X (�; � ) = � , asdecidedby
the tiebreak(in principle this could be anything after the MED
stepin the decisionprocess,suchas IGP, router ID, etc.). How-
ever, � X (�; � ; 
 ) = � , since eBGP-learnedroutesare always
preferredover iBGP-learnedroutes. Table 2 shows the deduc-
tions associatedfrom a sequenceof route advertisements� , � ,
and
 , andthe resultingnonlinearityin X 's preferences.That is
� f �;� g(1 � ) > � f �;� g(1 � ) 6) � f �;� ;
 g(1 � ) > � f �;� ;
 g (1 � ).
Thus,BGPdoesnotsatisfysetimmunity.

As shown, the routing logic will causethe preferencerules to
reachcontradictoryassertionswhenimmunity is violated.

THEOREM 3.9. BGPwith always-compare-med satis�esset
immunity.

PROOF. Theproof is by contradiction.Assumethereexist two sets
of routeadvertisements,R 6= R 0, andtwo routes� and� , such
that� R (� ) > � R (� ) 6) � R 0(� ) > � R 0(� ).

ThesetR doesnot affect therankingfunctionitself; that is, the
partialordering� R 0(� ) > � R 0(� ) is still valid. Thus,in orderfor
therule � R (� ) > � R (� ) to bededuced,theremustbesome
 in
R 0 � R suchthat � R 0(
 ) > � R 0(� ) and � R 0(� ) > � R 0(
 ),
i.e., the partial ordering must not not satisfy transitivity. Be-
causeall otherdecisioncriteria for the scope0 selectionprocess
are transitive exceptMED, this implies that the MED part of the
BGPdecisionprocessmustnot betransitive. However, always-

9Weomit theformalproofthatthisproposalsuppressesroutehistorycycles
becauseit is describedextensively in previouswork [21].



compare-med makesthis stepof thedecisionprocesstransitive;
thus,we have a contradiction.

3.3 Inf ormation Flow Control
In thissection,weusetheroutinglogic to formally describehow

certainaspectsof BGP (andproposedmodi�cations to BGP) can
resultin unintendedinformationleakage.

THEOREM 3.10. A statelessBGPimplementationcanviolatestan-
dard10 information�ow policy.

PROOF. The proof is by counterexample. Considerthe example
in Figure10 andthe information�o w lattice in Figure8. Assume
thatASB assignssecuritylevel immediatepeerto ASA andASC,
immediatecustomerto ASE , andall customers to its BGPsessions
with A andC. Upona withdrawal from somedestinationd in AS
F , which hasAS C asits only upstreamprovider, a statelessBGP
implementationat AS B will readvertisethe withdrawal for d to
all neighbors,including its peerA. But the securitylevel of the
BGPsessionwith C is all customers, which is not at leastaslow
asthesecuritylevel immediatepeer. Thus,information�o w policy
is violated.

THEOREM 3.11. TheBGProutehistoryattributeviolatesstandard
information�ow policy.

PROOF. Therearemany examplesof policy violation; we describe
one. Considerstep4 of Table1. Theselectionrule statesthatAS
3 movesdown to (3 4 2 0) fr om (3 0). Any participantthatknows
that (3 0) hasnot beendeletedknows that � 3(3 0) < � 3(3 4 2 0).
Thus,theroutehistoryattribute,whichattachesthis informationto
therouteadvertisement,wouldviolateastandardpolicy of keeping
localpreferencevaluesprivate.

Therearemany otherexampleswhereBGPviolatesinformation
�o w policies.For example,usingset-metric-internal ex-
posesinterior instability and IGP path changesvia BGP updates
with changedMED announcements.

4. Potential Applications
The previous sectionshowed that the routing logic canbe use-

ful for reasoningaboutroutingprotocoldesignandcon�gurationin
thedesignphase.In thissection,we explorepotentialpracticalap-
plicationsfor theroutinglogic. Webelieve thatthelogic will prove
usefulto network operatorsby enablingstaticanalysisof existing
network con�gurationandproviding aframework for thedesignof
high-level policy speci�cation. Additionally, by designingrouting
protocolsthat adheremoreclosely to the routing logic, designers
of new routing protocolsand routing protocol modi�cations can
reasonmoreeasilyaboutvariousproperties. We highlight a few
practicalusesof theroutinglogic with someillustrative examples;
our ongoingwork exploresthesepossibilitiesin furtherdetailand
in morecomplicatedscenarios.

4.1 Con�guration Analysis
Weenvision theroutinglogic beingappliedto atool thatveri�es

propertiesof legacy router con�gurationswithin an autonomous
system.We arecurrentlydevelopingsucha tool. As a simpleex-
ample,we show how the routing logic canbe usedto verify that
a router con�guration satis�es a speci�ed information �o w pol-
icy. Bestcommonpracticestatesthat peersshouldreceive routes
learnedfrom customersbut not from otherpeers[16]. Figure11

10 Mostexportpoliciesshouldadvertiseroutesheardfrompeersto customers
only andkeeplocal preferencevaluesprivate.

Public

Peer1 Peer2 Peer3 : : : Peern

Figure11: An information �o w lattice that speci�esthat routes
learned fr om one peer should not be readvertised to another
peer.

speci�es the correspondinginformation �o w lattice. The current
versionof our analysistool veri�es that the con�guration for all
routersin anAS conformto this policy.

To verify thata particularcon�gurationconformsto this policy,
theanalysistool �rst assignsasecuritylevel to eachBGPsessionat
eachrouterin theAS. Then,for eachprincipal in the information
�o w lattice (i.e., for eachpeer), the tool performsthe following
steps: (1) determineexport policies for all BGP sessionsto that
principal, (2) for eachBGPsession,determinewhetherthe routes
learnedat thatsessionwill beexportedto thepeerin question,and
(3) verify thatevery routeexportedto this peersatis�esthenonin-
terferencerule.

4.2 Con�guration Synthesis
Today, network operatorscon�gure routerswith low-level con-

�guration languages;theselanguagesunnecessarilyexposecom-
plexity andarethussubjectto frequentmiscon�guration[29]. Op-
eratorsshould be able to con�gure networks using a high-level
speci�cation that abstractsdetails. Sucha tool could synthesize
low-level con�guration by translatinga high-level policy speci�-
cation. Operatorscouldbene�t from assurancesthat thelow-level
con�guration is a translationof thecorrespondinghigh-level spec-
i�cation that(1) preservessemanticsand(2) satis�esvariousprop-
erties,suchasthosewhich canbeveri�ed usingtherouting logic.
The routing logic can provide a useful framework for designing
policy languagetranslationthatsatis�esthelatterdesigngoal.

For example,con�gurationof peeringexportpolicy couldbeim-
proved usingan automatedtranslationof high-level speci�cation.
Presently, theseinformation �o w policies are con�gured usinga
separatesetof access-list statementsandimport andexport
policies for eachpeer. Import policy typically “tags” eachroute
with a communitythat indicatesthat the routewas learnedvia a
peeringsession,andexport policy usestheappropriateaccesslist
to ensurethat no routewith sucha tag is advertisedvia an eBGP
sessionwith a different peer. Con�guration synthesisthat auto-
matically generatedtheseaccesslists andimport andexport poli-
ciescouldnot only reducethepossibilityof accidentalmiscon�g-
uration,but alsothe likelihoodof accidentalrouteleakagedueto
non-atomicupdatesto routercon�guration [31]. Many otherpos-
sibilities exist for con�gurationsynthesis,includingroutere�ector
con�guration,outboundtraf�c engineering,etc.

4.3 ProtocolDesign
Wide-arearoutingprotocolsshouldimplementa setof protocol

abstractionsthat,whenrelatedto therouting logic, canbeusedto
determineif a routingprotocol's behavior conformsto a particular
property. BGP commonlyviolatesmany wide-arearouting prop-
ertiesbecauseits operationis not governedby a setof rules that
guaranteethateachoperationsatis�estheseproperties.In contrast,
aprotocolthatimplementsabstractionsthatadheremorecloselyto
thelogic is muchmoreamenableto provably satisfyingproperties.
In this section,we brie�y presentexamplesof theseabstractions.
We areplanningto designandimplementsucha protocol.

In wide-arearouting,eachAS informsotherASesof theroutes
for which it is willing to carrytraf�c (routedissemination). When
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Figure 12: Wide-area routing consistsof route dissemination
and retrieval. BGP's messagepassing architecture couples
thesetwo operations, but they can be separatedinto distinct
operationson a logical data repository.

a routingdomainsendstraf�c to aparticulardestination,it chooses
the egresson which to sendthis traf�c. This requiresup-to-date,
valid informationaboutwhich of its neighborsarewilling to for-
wardtraf�c to thatdestination(routeretrieval).

In BGP, thesetwo operationsarecoupled.As the bestrouteto
a destinationchanges,anAS propagatesthesechangesdirectly to
its neighbors,who arealwayslisteningfor changes.Alternatively,
thesetwo operationscouldbedecoupledinto aroutedissemination
operation(i.e., PUT) anda routeretrieval operation(i.e., GET), as
shown in Figure12. In practice,the GET operationmay be im-
plementedin a triggeredfashion,whereupdatesto a routeobject
via a PUT arepropagatedautomatically. Routedisseminationmust
alsoimplementDELETE, whichresultsin theinvalidationof a pre-
viously advertisedroute;andREPLACE, anatomictwo-command
DELETE/PUT sequencefor a routeto thesamedestination.

We canmaptheseabstractionsdirectly to assertionsin therout-
ing logic to determinewhether, andunderwhatconditions,a rout-
ing protocolwill satisfya certainproperty. For example,the PUT

operationcorrespondsdirectly to the put statementin the routing
logic. If a routing protocoloperationcanbespeci�ed in termsof
the PUT abstraction,we can say that a put assertionwas made
whenever theprotocolexecutesthatoperation.Similarly, DELETE

correspondsto an assertionthat a previous put assertionis no
longervalid, andREPLACE correspondsto thereplacestatementin
theroutinglogic. Otherassertions(e.g.,prefers, movesup/down,
etc.) arededucedusingusingthepreferenceandselectionrulesin
conjunctionwith put and replacestatements.We can apply the
routing logic to determinewhetheror not thatoperation(or some
sequenceof operations)violatesvalidity by ascertainingwhether
theassociatedreachability, policy conformance,andprogressrules
areconsistentwith anassertionor setof assertions.

Although we have focusedon applying the logic to BGP, we
believe thata routingprotocoldesignedwith theseabstractionsin
mind will facilitateassurancesregardingwhethera protocolsatis-
�es a setof properties.For example,animprovedroutingprotocol
could enforceinvariants,suchas requiring that the put assertion
correspondingto a PUT betruebeforepermittingthatoperation,or
ensuringthat theGET for anobjectat a particularsecuritylevel is
only permittedfrom participantsat that level or higher. Exploring
alternateroutingarchitecturesthatmakesthesetypesof assurances

feasibleis partof our ongoingwork.

5. RelatedWork
Thereareseveral areasof researchthat relateto our work. Our

workwasinspiredby theuseof BAN logic for authenticationproto-
col analysis,which lays the formal groundwork for proving prop-
ertiesaboutauthenticationprotocols[6], and the Taosoperating
system,which appliesBAN logic to a real-world systemto ana-
lyze variousproperties[40]. We envision our logic developingas
ananalogousframework that canbeusedto analyzeexisting pro-
tocols and develop new ones. We incorporateprevious work on
theinformation�o w latticemodel[11] andwereinspiredby its ap-
plicationto programminglanguages[33], which inspiredtheideas
that information�o w canbeappliedto high level policy speci�ca-
tionsfor BGP. Severalalgorithmshave beenproposedto useBGP
to garnerinformationaboutsub-AStopology[3], aswell asinter-
AS relationshipsandtheAS hierarchy[15, 36], which provideda
motivation for information�o w control. Work in �re wall con�gu-
rationhasproposeda high-level speci�cationlanguagethatusesa
high-level abstractionbasedon formal logic [4].

Our work builds heavily on the many speci�c BGP anomalies
notedby previous work in routing instability [38], delayedcon-
vergence[24, 27], routere�ector con�guration [12, 32], route�ap
dampening[30], accidentalmiscon�guration[29], andthedif�cul-
ties in routepredictionfor traf�c engineering[14]. The work of
Grif�n etal. on theStablePathsProblemandGeneralStablePaths
Problemis anintegralpartof our routinglogic rulesfor safety[21,
22,23,25].

Additionally, previous work hasproposedextensionsor alter-
nativesto contemporarywide-arearouting protocolsthat improve
certainproperties,suchasscalability [7], the ability to withstand
certaintypesof failures[34], anddefenseagainstmaliciousor in-
correct route advertisements[26]. Architecturesinvolving route
serversout-of-bandfrom BGP itself have beenproposedassolu-
tionsfor policy oscillationandroutehijacking[1, 18,19].

6. Conclusion
In thispaper, wehavepresentedaroutinglogic: asetof rulesfor

proving propertiesaboutcertainaspectsof routingprotocols.The
routing logic hasenabledus to understandandformally describe
how certainfundamentalpropertiesof BGPcanresult in inadver-
tent violationsof variousproperties.The logic providesa frame-
work to evaluatefutureproposedmodi�cationsto BGPandcanbe
extendedto incorporateother requirements,suchas traf�c engi-
neering.

The routing logic opensup many avenuesfor future work in
wide-arearoutingprotocols.We planto performa morethorough
analysisof the circumstancesunderwhich BGP violatesvarious
properties,particularly information �o w control, which hasbeen
understudiedto date.Weareexploringhow theroutinglogiccanbe
appliedto helpoperatorsevaluateexisting routingprotocolcon�g-
urationsandmotivatethedesignof ahigh-level policy speci�cation
language,both of which will facilitatereasoningaboutBGP con-
�guration. Finally, we believe thatit is possibleto designa routing
protocol that provides all necessaryfunctionality but is easierto
reasonaboutandprovably behavesaccordingto certainproperties.
To explore this possibility, we intend to designand implementa
wide-arearouting protocolwhoseoperationadheresmoreclosely
to theassertionsandrulesof theroutinglogic.
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