
Implications of Autonom y for the Expressiveness
of Polic y Routing

Nick Feamster Ramesh Johari Hari Balakrishnan
MIT Stanford University MIT

feamster@csail.mit.edu ramesh.johari@stanford.edu hari@csail.mit.edu

ABSTRACT
Thousandsof competingautonomoussystemsmustcooperatewith
each other to provide global Internet connectivity. Each au-
tonomoussystem(AS) encodesvariouseconomic,business,and
performancedecisionsin its routing policy. The currentinterdo-
mainroutingsystemenableseachAS to expresspolicy usingrank-
ingsthatdeterminehow eachrouterin theAS choosesamongdif-
ferentroutesto adestination,and�lter sthatdeterminewhichroutes
arehiddenfrom eachneighboringAS. BecausetheInternetis com-
posedof many independent,competingnetworks, the interdomain
routingsystemshouldprovide autonomy, allowing network opera-
tors to settheir rankingsindependently, andto have no constraints
on allowed�lters. This paperstudiesroutingprotocolstability un-
dertheseconditions.We�rst demonstratethatcertainrankingsthat
are commonlyusedin practicemay not ensurerouting stability.
We thenprove that,whenproviderscansetrankingsand�lters au-
tonomously, guaranteeingthat theroutingsystemwill converge to
a stablepathassignmentessentiallyrequiresASesto rank routes
basedon AS-pathlengths. We discussthe implicationsof these
resultsfor thefutureof interdomainrouting.

Categoriesand SubjectDescriptors
C.2.6 [Computer Communication Networks]: Internetwork-
ing; C.2.2 [Computer Communication Networks]: Network
Protocols—RoutingProtocols

GeneralTerms
Design,Reliability, Performance,Theory

Keywords
Routing,Internet,policy, autonomy, safety, stability, BGP, protocol

1. Intr oduction
The Internet's routing infrastructureis madeup of thousandsof

independentlyoperatednetworksthatcooperateto exchangeglobal
reachabilityinformationusinganinterdomainroutingprotocol,the
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Border Gateway Protocol,Version4 (BGP) [16]. This coopera-
tion occursin a landscapewheretheseindependentnetworks, or
autonomoussystems,competeto provide Internetservice. BGP
facilitatesthis “competitive cooperation”by enablingnetwork op-
eratorsto expressrouting policiesthat areconsistentwith desired
economic,business,andperformancegoals.

Rankingand�ltering arethetwo mainmechanismsthatoperators
useto implementtheirpolicies.Rankingdetermineswhichof many
possibleroutesto a destinationshouldbe used,thusproviding an
autonomoussystem(AS) the freedomto specifypreferencesover
multiplecandidatepathsto adestination(e.g., specifyingaprimary
anda backuppath).Filtering allows anAS to selectively advertise
routesto someautonomoussystemsandhide routesfrom others,
therebycontrolling which neighboringautonomoussystemssend
traf�c over its infrastructure.

Therearetwo importantcharacteristicsof policy routing: auton-
omyandexpressiveness. Autonomyis theability of eachAS to set
its rankingsand�lters independentof the others. Expressiveness
refersto the�e xibility of theroutingprotocolin allowing operators
to specifyrankingsand�lters. Rankingexpressivenessdetermines
whatclassesof rankingsover routesarepermittedby theprotocol,
while �ltering expressivenessdeterminesthe rangeof route�lters
thatareallowed.

The combinationof expressivenessandautonomyhas,in large
part,beenthereasonfor thesuccessof BGPover thepastdecade.
Wecontendthatbothautonomyand�ltering expressivenesswill be
requirementsfor policy routingfor theforeseeablefuture.Previous
studiesof routing stability assumethat ASesarewilling to com-
promisesomedegreeof autonomy, �ltering expressiveness,or both
(seeSection2). However, autonomypreserveseachAS'sability to
setits policieswithoutcoordinatingwith any otherAS.Filteringex-
pressivenessgivesanAS �e xibility in how it establishescontracts
with anotherAS, a taskthatshouldbeunconstrained.

Ideally, an interdomainrouting systemshouldpreserve auton-
omy, �ltering expressiveness,and ranking expressiveness. How-
ever, the ability to specify highly expressive rankingscomesat
considerablecost to systemrobustness:ashasbeenobserved by
Varadhanetal. andGrif�n etal., amongothers,if therearenocon-
straintson therankingsthatanAS canspecify, BGPmayoscillate
forever [12, 18].

Example 1 ConsiderFigure1 [12, 18]. ASes1, 2, and3 eachpre-
fer theindirectpaththroughtheir neighboringAS in theclockwise
directionover thedirectpathto thedestination,0. All otherpaths
are�ltered. This con�guration hasno stablepathassignment(i.e.,
a pathassignmentfrom which no nodewould deviate). For exam-
ple, considerthepathassignment(10; 210; 30); in this case,AS 1
hasa betterpathavailable,130, so it switchespaths. This switch
breaksthe path210, causingAS 2 to switch to its secondchoice,
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Figure 1: Instability can arise when eachAS independently speci�es
rankings [12, 18]. Eachcircle representsan AS. AS 0 is the destination.
The listing of paths besideeachnodedenotesa ranking over paths.

path20. Theresultingpathassignment,(130; 20; 30), is a permu-
tationof theoriginal pathassignment:this time,AS 3 hasthepath
320available,soit switches.Thisoscillationcontinuesforever. �

As thepreviousexamplesuggests,full autonomyandexpressive-
nesscanhave undesirableconsequences.Routingprotocolupdate
messagesshouldre�ect actualreachabilitychangesin thenetwork
topologyor policy. Unfortunately, in BGP, con�icting policiescan
causeoscillationsthatproduceendlessstreamsof routing updates
thatareunrelatedto changesin topologyor policy. This instability
createsnumerousperformanceproblems,may causenetwork par-
titions, and complicatesdiagnosisand debugging of problemsin
theroutingsystem.Furthermore,a network operatorhasno way to
guaranteethat any given con�guration of rankingsand�lters will
not adverselyinteractwith the policiesof otherASes. In light of
theseissues,developingrigorousconditionson policy expressive-
nessthatguaranteeroutingstability, while preservingautonomy, is
crucial.

This paperexploresthe following question:provided that each
AS retainscompleteautonomyandcomplete�ltering expressive-
ness,how expressive can rankingsbe while guaranteeingstable
routing? This questionis important becauseranking autonomy
and�ltering expressivenessre�ect the realitiesof how ASesspec-
ify policiestoday, andlittle is known (beyondtheresultssurveyed
in Section2) about the tradeoffs betweenautonomyand expres-
sivenessasfar asroutingstability is concerned,particularlyunder
�ltering. In particular, our work is the �rst to develop necessary
conditionsfor stabilityunderrealisticassumptionsaboutautonomy
andexpressivenessandthe �rst to derive necessaryconditionsfor
stability in policy routing.

This papermakesthreemaincontributions.First, in Section4.1,
we show thatrankingsbasedsolelyon theimmediatenext-hopAS
en route to the destinationmay never reacha stablepathassign-
mentfrom an arbitraryinitial state;i.e., next-hop rankings,which
arecommonin practice,arenotsafe. Moreover, underunrestricted
�ltering, a routingsystemwith next-hoprankingsmayhave nosta-
ble pathassignment.In additionto their operationalimplications,
theseresultsarealsosomewhatsurprising,becausenext-hoprank-
ingswith noroute�ltering alwayshaveonestablepathassignment.
Wealsoobserve thatalthoughrankingsbasedona globallyconsis-
tentweightingof pathsaresafeunder�ltering, evenminorgeneral-
izationsof theweightingfunctioncompromisesafety(Section4.2).

Second,we de�ne a disputering, a specialcaseof the “dispute
wheel” (a groupof nodeswhoserankingshave a particularform)
of Grif�n et al. [12], andshow that any routing protocolthat has
a disputering is not safeunder�ltering (Section5). Usingthedis-
putewheelconcept,Grif�n et al. showeda suf�cient conditionfor
safety, proving thatif a routingsystemis unsafethenit musthavea
disputewheel. In contrast,to our knowledge,our resultis the �rst
known necessaryconditionfor safetyunder�ltering.
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Figure2: Constraints on �ltering and topologyare not enforceable.

Third, we show that, providing for completeautonomyand�l-
teringexpressiveness,thesetof allowablerankingsthatguarantee
safetyis effectively rankingbasedon (weighted)shortestpaths.In
Section6, we prove that any routing systemthat permitspathsof
lengthn + 2 to be ranked over pathsof lengthn canhave a dis-
pute ring, and is thus unsafeunder�ltering. We also prove that
any routingsystemthatpermitspathsof lengthn + 1 to beranked
over pathsof lengthn canhave a disputewheel. In summary, our
resultsindicatethat stablepolicy routing with provider autonomy
andexpressive �ltering requirestight constraintson rankings.

Our �ndings may be interpretedin several ways. The optimist
will note that checkinga setof rankingsto ensuresafetyis triv-
ial, becauseall it requiresis thatBGProutersmodify thedecision
processto consulta route's “local preference”attribute only af-
ter consideringits AS path length. The pessimist,however, may
concludethatguaranteeingsaferoutingwhile preservingautonomy
may yield constraintson expressivenessthat aretoo constraining.
In eithercase,theresultsprovedin thispaperaboutthefundamental
tradeoff betweentheexpressivenessandautonomymayhelpguide
thedesignof stableinterdomainroutingprotocolsin thefuture.

2. Background and RelatedWork
A seminalpaperby Varadhanet al. observed thatpolicy-based

interdomainroutingprotocolscouldoscillateandde�ned thecon-
ceptof safety[18]. Varadhanet al. alsoconjecturedthat routing
systemsthat allow rankingsother than thosebasedon next-hop
rankingsor shortestpathroutingmaybeunsafe[18].

Grif�n et al. askedhow expressive anautonomous,robust rout-
ing systemcanbe[11]; ourpaperaddressesthisquestion.Varadhan
et al. showed that a routing systemwith an acyclic topologywill
have at leastonestablepathassignmentif participantscanonly ex-
pressnext-hoppreferences[18]. In thispaper, weuseaconstruction
dueto Feigenbaumet al. [6] to show that systemswith next-hop
rankingsalwayshave at leastonestablerouting. However, we also
show that whenBGP's protocoldynamicsaretaken into account,
restrictingeachAS to only next-hop rankingsdoesnot guarantee
thattheroutingsystemwill besafe.

GaoandRexford derived suf�cient constraintson rankings,�l-
tering, and network topology to guaranteerouting stability; they
also observe that theseconstraintsre�ect today's commonprac-
tice [7, 8]. They showed that if every AS considerseachof its
neighborsaseitheracustomer, aprovider, or apeer, andobeyscer-
tain local constraintson rankingsand �ltering, and if the routing
systemsatis�es certaintopology constraints,then BGP is stable.
However, their modeldoesnot incorporaterankingindependence,
astheir proposedtopologicalconstraintsareglobal. Furthermore,
their model restricts�ltering; the examplebelow illustrateswhy
theserestrictionsmaysometimesbetoostrict.

Example 2 Figure2 shows a situationthat occurredin 2001[2].
WhenPSINetterminatedits peeringwith AboveNet,AboveNetlost
connectivity to PSINet's customers,d1 . To restoreconnectivity,
AboveNet bought“transit” servicefrom Verio (alreadya peerof
PSINet),but only for routesto PSINetandits customers.



Verio does not �lter d1 (or any of PSINet's pre�xes) from
AboveNet, which is only possibleif Verio treatsAboveNet as a
customer. Theconstraintsimposedby GaoandRexford statethat
anAS mustprefercustomerroutesover peeringroutes.1 This con-
straintrequiresVerio to rankAboveNet's routeto d2 overany other
availableroutesto d2 in orderto guaranteestability, which restricts
Verio's �e xibility in how it canselectroutes. Establishinga new
businessrelationship(and,hence,alteringits �ltering policies)re-
quiresVerio to changeits rankingsaswell. �

Researchershavepreviouslystudiedglobalconditionsto guaran-
teethesafetyof routingsystems;globalconditionspresumethatthe
routingsystemdoesnot preserve autonomy. Grif�n et al. showed
that,if therankingsof theASesin a routingsystemsdo not form a
disputewheel(aconceptthatdescribesglobalrelationshipbetween
therankingsof a setof ASes),thentheroutingsystemis safe[12].
Grif�n et al. alsoexaminedrobustness, thepropertythat safetyis
guaranteedeven if arbitrarynodesor edgesareremoved from the
graph.We view robustnessasa specialcaseof �ltering: removing
anedgecanbeachieved if theASesincidentto thatedge�lter all
routesthroughthatedge;removing a nodeentailshaving all ASes
�lter all routesthroughthatnode.

Grif�n et al. alsoshowedhow to modify a BGP-like pathvector
protocolto detecttheexistenceof a disputewheelbut left unspeci-
�ed how theASesshouldresolvethedisputewheel[13]. Machiraju
and Katz de�ned a global invariant for determiningsafetywhen
at most one AS deviates from the conditionsof Gao and Rex-
ford [15]. Govindanet al. proposeda routing architecturewhere
ASescoordinatetheir policies[9, 10] usinga standardizedpolicy
speci�cation language[1]. JaggardandRamachandranpresented
global conditionsto guaranteesafetyof routing systemsthat al-
low ASesto expressonly next-hoppreferencesover routes,andde-
signedcentralizedanddistributedalgorithmsto checktheseglobal
conditions[14]. Sobrinhode�ned conceptsthatdescribeglobalre-
lationshipsbetweenpreferencesandincorporatedseveral previous
results(includingthoseof bothGrif�n etal. [12] andGaoandRex-
ford [8]) into a singlealgebraicframework [17]. In contrastto pre-
vious work, this paperrecognizesautonomyand rankingexpres-
sivenessasrequirementsandstudiestheconditionsunderwhich a
policy-basedinterdomainroutingprotocolcanbestable.

3. Routing Model and De®nitions
We now de�ne our routingmodel.After introducingsomebasic

terminology, we formally de�ne two notionsof goodbehavior for
routing protocols:stability andsafety. Finally, we extendeachof
thesetwo de�nitions to handle�ltering expressiveness.

3.1 Preliminaries
We considera model consistingof N ASes(nodes)2, labeled

1; : : : ; N . Eachof thesenodeswishesto establisha path(de�ned
below) to a singledestination,labeled0.

De®nition 1 (Path) A pathfromi to j is a sequenceof nodesP =
ii 1 i 2 : : : i m j with no repetition,; i.e., such that i u 6= i v if u 6= v,
andi u 6= i; j for all u.
1GaoandRexford presenta weaker constraintthat allows an AS to rank
routeslearnedfrom customersandpeersoverthosefromproviders,but does
not requirecustomerroutesto bestrictly preferredover routesfrom peers.
This relaxed conditionrequiresthat thereareno instanceswherean AS's
customeris alsoa peerof anotheroneof theAS's peers.Of course,Exam-
ple 2 could alsoviolate this constrainton the topology: PSINetis Verio's
customerfor d1 , but it would bereasonablefor PSINetto peerwith another
of Verio's peers,sinceall areªtier-1º ISPs.
2 In thispaper, weusethetermsªASº andªnodeºinterchangeably.

We denotethenumberof hopsin a pathP aslength (P ); note
thata pathwith n nodeshasn � 1 hops.In addition,givenanAS
k, we will write k 2 P if nodek appearsin P . For clarity, given
a pathP from i to j , we will oftendenoteP by iP j ; furthermore,
if P is a pathfrom i to j , andQ is a pathfrom j to k, thenwe will
denotetheconcatenationof P andQ by iP j Qk.

We denotethe setof all pathsfrom i to 0 (i.e., all pathson the
completegraph)usingthenodes1; : : : ; N by P N

i . Giventhesetof
nodesf 1; : : : ; N g, eachAS i will choosearanking� i over theset
of all pathsP N

i , de�ned asfollows.

De®nition 2 (Ranking) A ranking� i for nodei is a total ordering
over thesetof all pathsP N

i ; thus,givenanytwopathsP; Q 2 P N
i ,

eitherP � i Q (i prefers Q to P) or P � i Q (i prefers P to Q).

An AS mayalwayschoosetheemptypath, " , whichis equivalent
to total disconnectionfrom thedestinationnode0. Thus,we have
" 2 P N

i for all i andN . Furthermore,we assumethat every AS
strictly prefersconnectivity to disconnectivity, so thatP � i " for
all P 2 P N

i .
Note that all pathsmay not be available to nodei , dueto both

topologicalconstraintsand �ltering by othernodes. We will use
F i � P N

i to denotethe setof pathsactuallyavailablefor useby
nodei . Theemptypathis alwaysavailable;i.e., " 2 F i .

A routing systemis speci�ed by the rankingsof the individual
nodes,togetherwith the pathsavailable to the individual nodes.
Observe that we have decoupledthe “routing policy” of eachAS
i into two components:therankings� i of AS i over routeadver-
tisementsreceived;anda determinationof which pathsare�ltered
from otherASes.The�ltering decisionsof all nodes,togetherwith
physicalconstraintsonthenetwork, yield thesetsF 1 ; : : : ; F N . We
thushave thefollowing formalde�nition of a routingsystem.

De®nition 3 (Routing system) A routing systemis a tuple (N ;
� 1 ; : : : ; � N ; F 1 ; : : : ; F N ), where nodei hasranking� i over the
setP N

i , andF i is thesetof pathsavailableto nodei .

A routingsystemspeci�esthe input to any interdomainrouting
protocolwe might consider. Given this input, theprotocolshould
convergeto a“routing tree”: thatis, anassignmentof apathto each
AS, suchthattheroutestakentogetherform a spanningtreerooted
at0. To formalizethisnotion,wemustde�ne pathassignmentsand
consistentpaths.

De®nition 4 (Path assignment) A pathassignmentfor therouting
system(N ; � 1 ; : : : ; � N ; F 1 ; : : : ; F N ) is a vectorof pathsP =
(P1 ; : : : ; PN ) such that, for all i , Pi 2 F i .

Thus,a pathassignmentis an assignmentof a feasiblepath to
eachnodei , wherefeasibility is determinedby thesetof pathsF i .
Eventhougheachnodehasapathassigned,thesepathsmaynotbe
consistent: nodei maybeassigneda pathPi = ij P̂j 0, wherej is
the �rst nodetraversedon Pi , andwhereP̂j is a pathfrom j to 0.
However, thepathP̂j maynot bethesameasthepathPj assigned
to j in thepathassignmentP ; in fact,P̂j maynotevenbein theset
of feasiblepathsF j . For example,a nodeor link alongthepathP̂j

mayexperiencea failure,causingtheroutingprotocolto withdraw
the path; if j hasheardsucha withdrawal but i hasnot, then it
is possiblethat Pi = ij P̂j 0 until nodei learnsthat P̂j no longer
exists. To formally capturesuchsituations,we de�ne consistent
pathsandconsistentpathassignments.



De®nition 5 (Consistentpath) Given a path assignmentP , a
pathP̂i for nodei is consistentwith P if oneof thefollowingholds:

1. P̂i = " ; or

2. P̂i = i0; or

3. P̂i = ij Pj 0, for somej 6= i .

De®nition 6 (Consistentpath assignment) A consistentpath as-
signmentfor the routingsystem(N ; � 1 ; : : : ; � N ; F 1 ; : : : ; F N ) is
a pathassignmentvectorP = (P1 ; : : : ; PN ) such that for all i , Pi

is consistentwith P .

A routingprotocolwherepacketsareforwardedsolelyon desti-
nationshouldultimatelyassignpathsthatareconsistentwith each
other.

3.2 Stability and Safety
Informally, a pathassignmentis stableif it is consistent,andno

nodehasa morepreferredconsistentpathavailable.

De®nition 7 (Stablepath assignment) Given a routing system
(N ; � 1 ; : : : ; � N ; F 1 ; : : : ; F N ), anda consistentpath assignment
P , wesaythatP is stableif for all nodesi , andall pathsP̂i 2 F i

thatare consistentwith P , P̂i � i Pi .

De®nition 8 (Stablerouting system) The routing system (N ;
� 1 ; : : : ; � N ; F 1 ; : : : ; F N ) is stableif there existsat leastonesta-
blepathassignmentP .

Thestabilityof aroutingsystemdoesnotindicatewhetherarout-
ing protocolwill convergeregardlessof theinitial pathassignment.
The safetyproperty, which statesthat a protocol eventually con-
verges,regardlessof theinitial pathassignmentandorderingof the
routingmessages,capturesthisnotion.

In de�ning safety, we will considera simpli�ed abstractionof
BGP. We model the processby which nodesreceive routeadver-
tisementsfromothernodesandsubsequentlyupdatetheirown route
decisions.In thispaper, wewill consideraprotocoldynamicwhere
at eachtime steponly a singleAS is activated; whenactivated,an
AS immediatelyprocessesall pendingincoming route advertise-
ments,andthenmakesa routedecision.Formally, this modelwill
translateinto a pathassignmentsequencewhereexactly onenode
(the“activated”node)changesits routeat any giventime step.

A routingsystemis safeif nooscillationoccursregardlessof the
orderin whichnodesareactivated.

De®nition 9 (Fair activation sequence)The sequencei1 ; i 2 ; : : :
is a fair activation sequenceif each nodei = 1; : : : ; N appears
in�nitely oftenin thesequence.

This de�nition of fair activation sequenceis similar to thatpre-
sentedby Gao and Rexford [8], except that in our de�nition we
only activateonenodeat a time. This distinctionis not major: we
caninterprettheGaoandRexford dynamicsasa modelwhereout-
standingroutingmessagesmaybein �ight whena particularnode
is activated.

We now de�ne our simpli�ed modelof theroutingprotocoldy-
namics: that is, startingfrom an initial pathassignmentP 0 , and
givena fair activationsequenceof nodesi 1 ; i 2 ; : : :, what is there-
sulting observed sequenceof path assignmentsP 1 ; P 2 ; : : :? To
formalize the dynamicsof our model,we consideran abstraction
of the BGP decisionprocessdescribedin Figure3. At eachtime

Routingprotocoldynamics
At time t � 1, thecurrentpathassignmentis P t � 1 ; i.e., eachnode
i hascurrentlyselectedpathPi;t � 1 to thedestination0. At time t:

1. A givennodei t is activated.

2. Nodei t updatesits path to be the mostpreferred path (ac-
cordingto � i t ) consistentwith P t � 1 . Thatis,

(a) Pi t ;t 2 F i t is consistentwith P t � 1 , and

(b) Pi t ;t � i t P̂i t 8 P̂i t 2 F i t consistentwith P t � 1 .

3. All othernodesleave theirpathsunchanged.

Figure 3: The routing protocol dynamics,given an activation sequence
i 1 ; i 2 ; : : :. The processstarts fr om an initial path assignmentP 0 .

t , a nodei t is activated,andchoosesits mostpreferredavailable
pathconsistentwith the pathassignmentP t � 1 . All othernodes'
pathsremainunchanged.It is clearthatthisdecisionprocessyields
a sequenceof pathassignmentsP 1 ; P 2 ; : : :.

After any givenactivationstept, theoverall pathassignmentP t

may not be consistent.Inconsistenciesre�ect the fact that a node
only updatesits pathassignmentin responseto thereceiptof aroute
advertisement.If, at time t0 , a nodei is usinga paththat traverses
someothernodej thathassincechangedpaths,thennodei would
obliviously continueto use(and advertise) that inconsistentpath
until it receivesa routingupdatethat re�ects that thepaththrough
j hasdisappearedor changed.Whenactivated,say, at time t > t 0 ,
nodei would discover that the pathit wasusingwasinconsistent
with P t and would then selectits highest-ranked path that was
consistentwith P t . The activation of a nodeat sometime t cor-
respondsto thatnodereceiving all availableroutinginformationin
thesystemup to thattime.

With the de�nition of our protocol dynamicsin hand,we can
de�ne protocolsafety. Givenaroutingsystemandanactivationse-
quence,we saythat the systemhasconvergedif, aftersome�nite
time, thepathassignmentremainsinvariantfor all future time. A
protocolis safeif it convergesto a stablepathassignment,regard-
lessof theinitial pathassignmentandfair activationsequence.

De®nition 10 (Safety) A routing system (N ; � 1 ; : : : ;
� N ; F 1 ; : : : ; F N ) is safe if for any initial path assignment
P 0 and fair activationsequencei 1 ; i 2 ; : : :, there existsa �nite T
such thatP t = P T for all t � T .

Becausethe activation sequencesarefair in the precedingde�-
nition, if a routingsystemconvergesto P t , thentheresultingpath
assignmentto which thesystemconvergesmustbebothconsistent
andstable.If not, at leastonenodewould changeits pathassign-
menteventually.

3.3 Filtering
In this paper, we areinterestedin thestability andsafetyof sys-

temsthat resultwhennodesareallowedto �lter routesfrom other
nodes.Wethusrequireconditionsstrongerthanstabilityandsafety,
known asstability under�ltering andsafetyunder�ltering . Infor-
mally, a routingsystemis stable(respectively, safe)under�ltering
if, underany choicesof �lters madeby theASes,theresultingrout-
ing systemis alwaysstable(respectively, safe).

De®nition 11 (Stableunder ®ltering) The routing system (N ;
� 1 ; : : : ; � N ; F 1 ; : : : ; F N ) is stable under �ltering if, for all



choicesof availablepathsF̂ i � F i for i = 1; : : : ; N , the rout-
ing system(N ; � 1 ; : : : ; � N ; F̂ 1 ; : : : ; F̂ N ) is stable.

De®nition 12 (Safeunder ®ltering) The routing system (N ;
� 1 ; : : : ; � N ; F 1 ; : : : ; F N ) is safeunder�ltering if, for all choices
of availablepathsF̂ i � F i for i = 1; : : : ; N , the routing system
(N ; � 1 ; : : : ; � N ; F̂ 1 ; : : : ; F̂ N ) is safe.

We interpretthesede�nitions as follows. The set of available
pathsF i givesthesetof pathsthatarephysicallypossiblefor node
i to use,given thecurrentnetwork topology. Onceall nodeshave
chosentheir route�lters, F̂ i givesthesetof pathsthatcanever be
usedby nodei in routeadvertisements.Becauseweallow arbitrary
choiceof �lters, the resultingrouting systemshouldbestableand
saferegardlessof thechoicesof F̂ 1 ; : : : ; F̂ N thataremade.

4. Ranking Classesand Safety
In thissection,westudytwo naturalrankingclassesunderwhich

ASesretainautonomyin settingrankingsover paths.First, in Sec-
tion 4.1, we studythe rankingswhereeachAS is allowed to rank
pathssolelybasedontheimmediatenext-hopAS, called“next-hop
rankings”. We show that (1) thereareroutingsystemswhereeach
nodehasonly a next-hop ranking that arenot safe;and(2) even
thoughall routingsystemswherenodeshavenext-hoprankingsare
stable,thereexist somerouting systemsof this form that arenot
stableunder�ltering.

In Section4.2,we studythepropertiesof routingsystemswhere
eachnodeis allowed to choosea weight for all its outgoinglinks,
andrankingsarederived from a “total” weight associatedto each
path. The total weight of a path is de�ned as the weight of the
�rst link on thatpath,plus a discountedsumof the weightsof all
remaininglinks on thatpath.We show thatif thediscountfactoris
anything otherthan1 (which correspondsto shortestpathrouting),
thenthereexist weight con�gurationsthat yield a routing system
thatis not safe.

4.1 Next­Hop Rankings
One naturalset of rankingsfor a routing systemis one where

eachAS canexpressrankingsover pathssolelybasedon thenext-
hopAS in thepath. Sucha classof rankingsmakessensebecause
anAS establishesbilateralcontractswith its immediateneighbors
and,assuch,will mostoftenwishto con�gure its rankingsbasedon
the immediatenext-hopAS enrouteto thedestination.For exam-
ple, an AS will typically prefersendingtraf�c via routesthrough
its neighboringcustomerASesover otherASes,sincethosecus-
tomerASesarepayingbasedontraf�c volume.Weformally de�ne
next-hoprankingsasfollows:

De®nition 13 (Next-hop ranking) Given N , � i is a next-hop
rankingif, for all nodesj; k with i; j; k distinct,wehave:

ij Pj 0 � i ik Pk 0 ) ij P 0
j 0 � i ik P 0

k 0; (1)

for all Pj ; P 0
j 2 P N

j , andPk ; P 0
k 2 P N

k . (HereweinterpretP N
0 =

f "g.)
Thus,� i rankspathsbasedonlyon the�r st hopof each path.

Sucha restrictionon policy would still be suf�ciently rich to
achievemosttraf�c engineeringgoals,sincemostpoliciesarebased
on theimmediatenext-hopAS [4]. Additionally, thisclassof rank-
ings is expressive enoughfor most currentpolicy goals,because
most current routing policies are dictatedaccordingto the AS's
businessrelationshipwith its immediateneighbor. In this section,

3

0

3,0,2

1,0,3

1

2

2,0,1

(a)Routingsystem

Activate 1 2 3
— (1 0) (2 0) (3 2 0)
2 (1 0) (2 1 0) (3 2 0)
1 (1 3 2 0) (2 1 0) (3 2 0)
3 (1 3 2 0) (2 1 0) (3 2 1 0)
2 (1 3 2 0) (2 0) (3 2 1 0)
1 (1 0) (2 0) (3 2 1 0)
3 (1 0) (2 0) (3 2 0)

(b) Activationsequence

Figure 4: Next-hop rankings are not safein this routing system. AS 1
prefersall paths thr ough AS 3 over the dir ect path to the destination 0
(with ties broken deterministically) and prefersthe dir ect path over all
paths thr ough AS 2. Similarly, AS 3 prefersall paths via AS 2, and so
forth.

we show that while systemswith next-hop rankingsaregenerally
stable,thereexist examplesthatareunsafe,aswell assystemsthat
areunstableunder�ltering.

In the following proposition,we routing systemswith next-hop
rankings, provided that no �ltering is employed. The proof is
straightforward,usinga constructiondueto Feigenbaumetal. [6].

Proposition1 Suppose(N ; � 1 ; : : : ; � N ; F 1 ; : : : ; F N ) is a rout-
ing systemsuch that � i is a next-hop ranking for each i , and
F i = P i for all i . Thenthere existsa stablepath assignmentP
for this routingsystem.

Wenow show thattheremayexist F̂ 1 : : : F̂ N , whereF̂ i � F i for
all i , suchthateventhoughthesystem(N ; � 1 : : : � N ; F 1 : : : F N )
is stable,the�ltered system(N ; � 1 : : : � N ; F̂ 1 : : : F̂ N ) is unsta-
ble. Thatis, thereexist routingsystemswith next-hoprankingsfor
which a stablepathassignmentexists,but introducing�ltering can
yield asystemwherenostablepathassignmentexists.

Observation 1 A routingsystemwhere each nodehasonly a next-
hoprankingmaynot besafe.

Example 3 ConsiderFigure4. In this example,eachAS ranksev-
ery one of its neighboringASes. For example,AS 1 prefersall
pathsthat traverseAS 3 asthe immediatenext hop over all paths
thattraverseAS 0 astheimmediatenext hop,regardlessof thenum-
berof ASeseachpathtraverses;similarly, AS 1 preferspathsthat
traverseAS 0 as the immediatenext hop over pathsthat traverse
AS 2. EachAS readvertisesits bestpathto thedestinationto all of
its neighbors(i.e., the systemhasno �ltering). Now considerthe
activationsequencein Figure4(b); if in�nitely repeated,thisactiva-
tion sequencewouldbefair, andtheroutingsystemwouldoscillate
forever. Thus,theroutingsystemis notsafe.

Notethatthissystemis notsafe, but it is stable: for example,the
pathassignment(10; 210; 3210) is stable.Nodes2 and3 areusing
pathsthroughtheir mostpreferrednodes.Node1's mostpreferred
node,node3, is using a path that alreadygoesthroughnode1,
sonode1 is alsousingits mostpreferredconsistentpath.As every
nodeisusingitsmostpreferredconsistentpath,nonodewill change
pathswhenactivated,sothepathassignmentis stable. �

A routing systemwhereeachnodehasa next-hop rankingmay
not be safe,but Feigenbaumet al. showed that there is always
guaranteedto beat leastonestablepathassignmentfor suchrout-
ing systems[6]. However, allowing nodesto �lter pathsfrom each
othercancreaterouting systemsfor which thereis no stablepath
assignment.
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Observation 2 There exist routingsystemswith next-hoprankings
for which a stablepathassignmentexists,but introducing�ltering
canyielda systemwhere nostablepathassignmentexists.

Example4 ConsiderFigure5. As before,eachAS rankseveryone
of its neighboringASes. Additionally, eachAS may alsodeclare
arbitrary�ltering policies.In thisexample,eachAS (otherthanthe
destination)doesnotreadvertiseany indirectpathto thedestination.
For example,AS 1 doesnot advertisethe path130 to AS 2, and
thusthe path2130 is not available to AS 2. Formally, we de�ne
F 1 = f 130; 10g, F 2 = f 210; 20g, andF 3 = f 320; 30g.

The resultingroutingsystemis equivalentto thesystemin Fig-
ure1,oncethe�ltered pathsareremovedfrom eachnode's ranking.
Thus,the�ltered routingsystemis unstableby thesamereasoning
asin Example1: for any pathassignmentin this routingsystem,at
leastoneAS will have a higherrankedconsistentpath(and,hence,
hasanincentive to deviatefrom thepathassignment). �

Using a constructionsimilar to that in Example2, it is possi-
ble to show how this examplecould arise in practice. The ex-
ampledemonstratesthe complex interactionbetween�ltering and
rankings—aclassof rankingsthatguaranteesstability without �l-
teringcanbeunstableundercertain�ltering conditions.

4.2 EdgeWeight­BasedRankings
Thereexistsat leastoneroutingsystemthatpreservesautonomy

andyet ensuressafetyunder�ltering: if eachprovider is allowed
to chooseedgeweightsfor its outgoinglinks, and eachprovider
rankspathsbasedon thesumof edgeweights,theresulting“short-
estpaths”routingsystemis guaranteedto besafe[12]. Sincethis
resultholdsfor any F 1 ; : : : ; F N , any routing systembuilt in this
way is guaranteedto besafeunder�ltering. In thissection,wewill
formulateageneralizedmodelof suchedgeweight-basedrankings,
with both next-hop rankingsand shortestpath routing as special
cases.Suchrankingsdonotallow providersto directlyspecifytheir
ranking;rather, therankingsof eachprovider arederivedfrom the
strategic choicesmadeby all providers,namely, thechoicesof out-
goinglink weightsthateachprovidersets.Thisnotionof “derived”
rankingsis a potentiallyusefulmethodfor ensuringautonomyin
interdomainroutingprotocols.

De®nition 14 (Edgeweight-basedrankings)
(N ; � 1 ; : : : ; � N ; F 1 ; : : : ; F N ) is a routing systemwith edge
weight-basedrankingsif thereexistsanassignmentof edgeweights
wij to each ordered pair of ASesi; j , together with a parameter
� 2 [0; 1], such that for each ASi and pathsPi ; P̂i 2 P N

i with
Pi = ii 1 : : : i n 0 andP̂i = ij 1 : : : j m 0, there holds:

Pi � i P̂i if andonly if wii 1 + �

 
n � 1X

k =1

wi k i k +1 + wi n 0

!

> wij 1 + �

 
m � 1X

` =1

wj ` j ` +1 + wj m 0

!

:

The interpretationof this de�nition is as follows. Eachnode
choosesedgeweightsfor all possibleoutgoinglinks; i.e., nodei
choosesa weightwij for eachnodej . Next, nodei determinesits
rankingsby orderingall pathsPi = ii 1 : : : i n 0 in increasingor-
der accordingto their weight wii 1 + � (

P n � 1
k =1 wi k i k +1 + wi n 0),

where� is a global parameterusedto weight the tail of the path.
Theparameter� allows usto comparetwo extremepoints:� = 1,
correspondsto shortestpath routing basedon the matrix of edge
weightsw , while � = 0 correspondsto next-hoprankings.A nat-
uralquestionto askis whethera routingsystemusingedgeweight-
basedrankingscanbesafefor intermediatevaluesof � . It turnsout
that the only edgeweight-basedranking classthat can guarantee
safety(andsafetyunder�ltering), regardlessof theweightschosen
by eachprovider, is theschemede�nedby � = 1; i.e., shortestpath
routing.

Observation 3 A routingsystemwith edge weight-basedrankings
maybeunstablefor any� where 0 < � < 1.

Example 5 Considertheroutingsystemshown in Figure6. If the
systemis suchthateachnodeprefersthe two-hoppathto thedes-
tination, followed by the one-hop(i.e., direct) path, followed by
the three-hoppath, then the systemwill be unstablebecauseits
behavior will matchExample1. The routing systemwill be un-
stableif the following conditionsaresatis�ed, for all i = 1; 2; 3:
wi;i +1 + �w i +1 ;0 < wi; 0 < wi;i +1 + � (wi +1 ;i +2 + wi +2 ;0) (for
additionmodulo3). If � = 1, theseinequalitiescannotbesimul-
taneouslysatis�ed for any nonnegative choiceof the edgeweight
vectorw , which is expected,since� = 1 correspondsto shortest
pathrouting.On theotherhand,if 0 < � < 1, thentherearemany
vectorsw thatsatisfytheinequalitiesabove. For example,we can
choosew10 = w20 = w30 = 1, andlet w12 = w23 = w31 = x,
for any x suchthat(1 � � )=(1 + � ) < x < 1 � � . For thisde�ni-
tion of w , all threeinequalitiesabove will besatis�ed,andthusthe
rankingsof eachnodewill leadto thesameoscillationdescribedin
Example1. �

5. DisputeWheelsand DisputeRings
Ourgoalis to studytheclassesof rankingsfor which therouting

systemis guaranteedto besafeunder�ltering. Grif�n et al. have
shown thatcheckingwhethera particularroutingsystemis safeis
NP-hard[12]. To simplify our studyof safety, we introducea use-
ful conceptdevelopedby Grif�n et al. [12], known asa dispute
wheel. Informally, adisputewheelgivesa listing of nodes,andtwo
pathchoicespernode,suchthatonepathis alwayspreferredto the
other. If a routingsystemoscillates,thenit is possibleto construct
a disputewheelwherebyeachnodein the wheelselectsits more
preferredpath(via thenodein theclockwisedirection)over its less
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Figure 8: Illustration of a dispute wheel. Dotted lines show preferred
(indir ect) paths to the destination. The nodesi 1 ; : : : ; i m are pivots.

preferredpath. Grif�n et al. showed that if a routingsystemwith
no �ltering doesnothave a disputewheel,thenit is safe.

Thedisputewheelis a usefulconceptbecauseit allows usto an-
alyzedynamicpropertiessuchassafetyby simply looking at the
rankingsof eachnodein theroutingsystem.In thissection,wefor-
mally de�ne a disputewheelandshow therelationshipof Grif�n' s
routing model, which simulatesmessagesbeing passedbetween
nodes,to the modelwe usein this paper, which usesfair activa-
tion sequences.This relationshipallows usto studysafetyin terms
of theroutingmodelin thispaper. Wethenintroduceaspecialtype
of disputewheelcalleda disputering andshow that,if any routing
systemhasadisputering, thenit is notsafeunder�ltering. Finally,
we relatedisputewheelsto disputerings andshow that, although
the presenceof a disputering guaranteesthat a routing systemis
not safeunder�ltering, it doesnot necessarilyimply that a rout-
ing systemis not safewithout �ltering. Figure7 summarizesthe
resultsof this sectionandhow they relateto resultsfrom previous
work [12].

5.1 DisputeWheelsand Safety

De®nition 15 (Dispute wheel) Given a routing system(N ; � 1 ;
: : : ; � N ; F 1 ; : : : ; F N ), a disputewheel is a collectionof distinct
nodesi 1 ; : : : ; i m , called pivots, together with two setsof paths
P1 ; : : : ; Pm and Q1 ; : : : ; Qm , such that the following conditions
all hold (where wede�ne i m +1 = i 1 for notationalconvenience):

1. Pk 2 F i k for all k = 1; : : : ; m;
2. Qk is a pathfromi k to i k +1 for all k = 1; : : : ; m;
3. ThepathP̂k = i k Qk i k +1 Pk +1 0 is feasible, i.e., P̂k 2 F i k ,

4. P̂k � i k Pk .

Thus,eachnodei k prefersthepathi k Qk i k +1 Pk +1 0 to thepath
i k Pk 0, asshown in Figure8.

We now show that safety in the Simple Path Vector Protocol
(SPVP)de�ned by Grif�n et al. [12] implies safetyin our model,
whichallows usto usedisputewheelsto analyzesafety.

Proposition2 Givena routingsystem,a fair activationsequence,
andan initial pathassignmentP 0 , let P 1 ; P 2 ; : : : betheresulting
sequenceof pathassignmentsaccording to thedynamicsdescribed
in Figure3. Thenthere existsa sequenceof messagesin theSimple
Path VectorProtocol (SPVP)such that thesamesequenceof path
assignmentsis observed.

Thus,in particular, if a routingsystemis safeunderSPVP, then
it is safeaccording to De�nition 10.

Proof Sketch. The key differencebetweenSPVPandthe dynam-
ics we have de�ned is thatSPVPis asynchronous(i.e., at any time
step,messagesmaybe in �ight), sodifferentnodesmayhave dif-
ferentassumptionsaboutthe global pathassignmentat any time.
SPVPis nondeterministicwith respectto the timing of messages;
thedelaybetweena routingupdateat nodej andthereceiptof the
new routeadvertisementfrom nodej atnodei canbearbitrary. We
usethis factto construct,inductively, a sequenceof messagessuch
thatat time t, thecurrentsetof pathsavailableto nodei t in SPVP
correspondsexactly to P t � 1 . Furthermore,we time the delivery
of routingupdatesto nodei t in SPVPsothatany updatesthatoc-
curredsincethelasttime i t wasactivatedarrive exactly at thestart
of timestept. In SPVP, thiswill initiatearoutingupdateatnodei t ,
which correspondsexactly to theactivationof i t in our model(see
Figure3).

Thus,the sequenceof pathassignmentsseenin this realization
of SPVPmatchesthesequenceof pathassignmentsseenin ourdy-
namics.We concludethat if SPVPis guaranteedto besafefor the
given routingsystem(i.e., if eventuallyno further routing updates
occur, regardlessof the initial path assignment),then the routing
systemis safeaccordingto De�nition 10aswell. �

Corollary 1 If a routing system (N ; � 1 ; : : : ; � N ;
F 1 ; : : : ; F N ) has no dispute wheel, then it is safe under �l-
tering (andhencesafe).

Proof. ChoosesubsetsF̂ i � F i . Then, any disputewheel for
the routing systemŜ = (N ; � 1 ; : : : ; � N ; F̂ 1 ; : : : ; F̂ N ) is alsoa
disputewheel for the original routing systemS = (N ; � 1 ; : : : ;
� N ; F 1 ; : : : ; F N ). Thus,theresultfollows from Proposition2 and
theresultsof [12]. �

If nodisputewheelexists,theroutingsystemis safeunder�lter -
ing, but, unfortunately, this conditionis not a necessarycondition
for safety, andthusnot muchcanbesaidabouta systemthatdoes
have a disputewheel.Furthermore,thereexist routingsystemsthat
have adisputewheelbut whicharesafeunder�ltering.

Observation 4 Theexistenceofa disputewheeldoesnotimplythat
theroutingsystemis unsafe, nor that theroutingsystemis not safe
under�ltering .

Example6 SeeFigure9. The�rst two mostpreferredpathsin each
node's ranking form a disputewheel,but the systemis safe: the
systemconvergesto P = (10; 20; 30). Furthermore,no combina-
tion of �lter s cancreatean oscillation. Thetwo-hoppathsarenot
part of the stablepathassignment,so �ltering thosepathshasno
effect on the protocoldynamics.Filtering a three-hoppathwould
simply resultin a nodeselectingthedirectpathto thedestination,
andthenodewould never deviatefrom thatpath.If onedirectpath
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Figure 9: A routing systemthat is safefor any choiceof �lters.

is �ltered, thentheothertwo nodeswill takedirectpathsto thedes-
tinationandthenodewhosedirectpathis �ltered will take its most
preferredthree-hoppath. If two directpathsare�ltered, thenP is
simply a chainto thedestination:thenodethathasthedirectpath
takesit, andtheothertwo nodeswill take two andthree-hoppaths.

�

5.2 DisputeRings and Safety
In thissection,weextendthedisputewheelnotionto understand

the relationshipbetweenrankingexpressivenessandsafetyunder
�ltering. Wede�ne arelationshipbetweenrankingscalledadispute
ring, a specialcaseof a disputewheelwhereeachnodeappearsat
mostonce.Thedisputering is ausefulconceptbecauseit allowsus
to prove a necessaryconditionfor safetyunder�ltering.

De®nition 16 (Dispute ring) A disputering is a disputewheel—a
collectionof nodesi 1 ; : : : ; i m andpathsP1 ; : : : ; Pm , Q1 ; : : : ; Qm

satisfyingDe�nition 15—such that m � 3, and no node in the
routingsystemappears more thanoncein thewheel.

Proposition3 If a routingsystemhasa disputering, thenit is not
safeunder�ltering .

Proof. Assumethat a routing systemhasa disputering, de�ned
by i 1 ; : : : ; i m , and pathsQ1 ; : : : ; Qm , P1 ; : : : ; Pm . Then, con-
struct �lters suchthat F i containsonly the pathsin that dispute
ring. Speci�cally, F i containsthefollowing pathsfrom P N

i (where
we de�ne i m +1 = i 1). (1) If i is not in the disputering, then
F i = ; . (2) If i is a pivot nodeon the disputering, sayi = i k ,
thenF i containsexactly two paths:Pk , andi k Qk i k +1 Pk +1 0. (3)
If i is not a pivot node,but i 2 Qk for somek, thenwe canwrite
Qk = i k Q1

k iQ 2
k i k +1 . In this caseF i consistsof the singlepath

iQ 2
k i k +1 Pk +1 0. (4) If i is not a pivot node,but i 2 Pk for some

k, thenwe canwrite Pk = i k P 1
k iP 2

k 0. In this case,F i consists
of thesinglepathiP 2

k 0. Sinceeachnodeappearsat mostonceon
thedisputering, theprecedingde�nition uniquelyde�nesF i for all
nodesi .

There exists at least one consistent path assignmentP t

such that some pivot node i k � 1 uses its most preferredpath,
i k � 1Qk � 1 i k Pk 0, every otherpivot nodei j usespath i j Pj 0, and
every othernon-pivot nodei usesits only availablepathconsistent
with this assignment.Then,thefollowing activationsequencewill
resultin anoscillation:

1. Activatenodei k . Nodei k thenswitchesto its morepreferred
path,i k Qk i k +1 Pk +1 0.

2. Activatenodesalong Qk � 1 in reverseorder, from the node
immediatelyprecedingi k , to i k � 1 . All nodesalongQk � 1

switchto theemptypath," .
3. Activatenodei k � 1 . Thepathi k � 1Qk � 1 i k Pk 0 is now incon-

sistent,soi k � 1 mustswitchto thepathi k � 1Pk � 10.

Node Ranking
1 160 � 1240
2 240 � 2350
3 350 � 3160
4 43160� 40
5 51240� 50
6 62350� 60

(a)Routingsystem

1

3

4

2

5

3

2

6
1

0

(b) Disputewheel

Figure 10: Systemthat (1) hasno dispute ring and (2) is not safe.

PathAssignment
Act. 1 2 3 4 5 6
— (1 2 4 0) (2 4 0) (3 5 0) (4 0) (5 0) (6 0)
5 (1 2 4 0) (2 4 0) (3 5 0) (4 0) (5 1 2 4 0) (6 0)
1 (1 6 0) (2 4 0) (3 5 0) (4 0) (5 1 2 4 0) (6 0)
3 (1 6 0) (2 4 0) (3 1 6 0) (4 0) (5 1 2 4 0) (6 0)
4 (1 6 0) (2 4 0) (3 1 6 0) (4 3 1 6 0) (5 1 2 4 0) (6 0)
5 (1 6 0) (2 4 0) (3 1 6 0) (4 3 1 6 0) (5 0) (6 0)
3 (1 6 0) (2 4 0) (3 5 0) (4 3 1 6 0) (5 0) (6 0)
2 (1 6 0) (2 3 5 0) (3 5 0) (4 3 1 6 0) (5 0) (6 0)
6 (1 6 0) (2 3 5 0) (3 5 0) (4 3 1 6 0) (5 0) (6 2 3 5 0)
4 (1 6 0) (2 3 5 0) (3 5 0) (4 0) (5 0) (6 2 3 5 0)
2 (1 6 0) (2 4 0) (3 5 0) (4 0) (5 0) (6 2 3 5 0)
1 (1 2 4 0) (2 4 0) (3 5 0) (4 0) (5 0) (6 2 3 5 0)
5 (1 2 4 0) (2 4 0) (3 5 0) (4 0) (5 1 2 4 0) (6 2 3 5 0)
6 (1 2 4 0) (2 4 0) (3 5 0) (4 0) (5 1 2 4 0) (6 0)

Figure11: Activation sequencefor unsafesystemfr om Figure10.

4. Returnto Step1 with k replacedbyk + 1, anditerateagain.

By thefourthstepof theiterationabove,thenew pathassignmentis
“isomorphic” to theinitial con�guration: now nodei k is usingthe
pathi k Qk i k +1 Pk +1 0, andevery otherpivot nodei j is usingpath
i j Pj 0. Thus,asthis iterationrepeats,thedynamicswill ultimately
reachnodei k onceagainwith theoriginal pathassignment.Note
thatall pathsin this activationsequenceareguaranteedto beavail-
ableandconsistent,by thede�nition of F i . To make thisactivation
sequencefair, wemustalsoactivatethenodesthatarenotin Pi [ Qi

for any i in thedisputering; andthenon-pivot nodesin Pi for all
i in the disputering. The nodesthat arenot in Pi [ Qi for any i
have only thepath" available,andeachnon-pivot nodein Pi (for
all i ) hasonly onepathto thedestinationavailable.Therefore,these
nodeswill neverchangepaths,anddonotaffect theoscillation. �

We emphasizethat, for simplicity, we reducedthe setof �lters,
F i , to includeonly the setof pathsthat are involved in an oscil-
lation. We note that therewill typically be morepermissive sets
F i that will also result in oscillation, becausethe disputering is
presentin theunderlyingsetof rankings.Our intent is to highlight
themostbasiccaseof �ltering thatcancauseanoscillation,given
theexistenceof a disputering.

Despitethefactthatsystemsthataresafeunder�ltering areguar-
anteednot to have a disputering, testingfor a disputering is not
suf�cient to guaranteethat the routing systemis safe,becauseof
thefollowing observation

Observation 5 Routingsystemsthat havea disputewheelbut do
not havea disputering maynotbesafe.



Example 7 Considertheroutingsystemdescribedby Figure10(a)
and the correspondingdisputewheel in Figure 10(b). Suppose
that nodes1, 2, and3 prefer two-hoppathsover three-hoppaths,
and the only pathsavailable to nodesare thosedepictedin the
�gure. This systemis not safe; for example, supposeP 0 =
(1240; 240; 350; 40; 50; 60). Thesystemthenoscillatesasshown
in Figure11. However, thesystemhasnodisputering; in particular,
thedisputewheeldepictedin Figure10(b)cannotbe reducedto a
disputering. �

6. Autonomy and Safety
In thissection,wedeterminenecessaryandsuf�cient constraints

on the allowable classesof rankings, such that if eachAS au-
tonomouslysetsits rankingwhile �ltering is unrestricted,thepro-
tocol is guaranteedto besafe.Wedosoby characterizingwhethera
routingsystemwhererankingsareindependentlyspeci�edby each
AS caninduceeithera disputering or a disputewheel.

Any protocol's con�gurableparametersimplicitly constrainthe
rankingsASescanexpress.Forexample,in BGP, thesetof protocol
parametersis rich enoughto allow providersto expressessentially
any possiblerankingover paths. In Section6.1, we axiomatically
formulatetwo propertiesthat shouldbe satis�ed by any protocol
that respectsautonomy:permutationinvarianceandscaleinvari-
ance. The�rst requirestherankingsallowedby theprotocolto be
independentof nodelabeling,while thesecondrequirestheallowed
rankingsto scalegracefullyasnodesareaddedto thesystem.We
abstractprotocolssatisfyingthesetwo conditionsusingthenotion
of anautonomousrankingconstraint (ARC) function;sucha func-
tion takestherankingof a singleAS asinput, andacceptsit if that
rankingis allowedby theprotocol. Observe thatanyprotocolthat
respectsthe ability of ASesto autonomouslychooserankingscan
berepresentedby a correspondingARC function.

In Section6.2, we give two examplesof such functions: the
shortesthop count ARC function (which only acceptsrankings
whereshorterpathsarepreferredto longerpaths),andthenext-hop
ARC function(whichonly acceptsnext hoprankings).Wethende-
terminetheclassof ARC functionssuchthat,aslong aseachnode
independentlychoosesan acceptableranking,the resultingglobal
routingsystemwill besafeunder�ltering. In Section6.3,weshow
thattheonly ARC functionsthataresafeunder�ltering arenearly
equivalentto theshortesthopcountARC function.

6.1 ARC Functions
In this section, we de�ne an autonomousranking constraint

(ARC) function, which serves asan abstractionof the protocol's
constraintson allowed rankingsover routes. We startby de�ning
a local rankingconstraint(RC) function,which takesasinput the
rankingof a singleAS i , � N

i anddetermineswhetherthatranking
is allowable.

De®nition 17 (Local RC function) GivenN nodes,a local rank-
ing constraint(RC) function� (� i ) takesasinput therankingof a
singleASi over all pathsin P N

i , andreturns“accept” if � i is al-
lowedby � , andreturns“r eject” otherwise. If � (� i ) = “accept”,
wewill saythat � i is � -accepted.If weare givena routingsystem
(N ; � 1 ; : : : ; � N ; F 1 ; : : : ; F N ) where each � i is � -accepted,we
will saytheroutingsystemis � -accepted.

Becausewe arerestrictingattentionto protocolsthatrespectthe
ability of ASesto chooserankingsautonomously, a �rst condition
thatmustbesatis�ed is thatconstraintson rankingsshouldbe“lo-
cal”: that is, anAS shouldnot faceconstraintson allowablerank-

ingsdueto therankingschosenby otherASes.For this reason,lo-
cal RCfunctionsactonly ontherankingof asingleAS. Moregen-
erally, protocolsmightplacesystem-wideconstraintson thevector
of rankingschosenby all ASes; suchprotocolsshouldbe repre-
sentedby “global” RC functions.Of course,suchprotocolsdo not
respectautonomy, andsowe donotconsiderthemhere.

Wenow de�ne two naturalconditionsany localRCfunctionthat
preservesautonomyshouldsatisfy. First, the local RC function's
conditionson rankingsshouldprovideconsistentanswersto differ-
entASes,regardlessof thelabelingof theASes.Thatis, for thelo-
cal RC functionto preserve uniformity, eachAS shouldbesubject
to the sameconstraintson routing policies,and thoseconstraints
shouldnot dependon theparticularassignmentof AS numbersto
ASes. For example,supposethe routing systemconsistsof three
ASes,andAS 1 hasanacceptedrankingwhereit prefers1230over
120, and120 over 10. Thenwe expect the samerankingshould
beaccepted,evenif thelabelsof nodesarepermuted. For example,
supposewepermutethenodelabelsthat1 ! 2, 2 ! 3, and3 ! 1.
Thennode2 shouldalsohave anacceptedrankingwhereit prefers
2310over230, and230over20 (because2310, 230, and20 arethe
new pathsthat resultafterapplyingthepermutationto 1230, 120,
and10, respectively). If this propertywerenot satis�ed, thenthe
setof acceptedrankingsdeterminedby a local RC functionwould
dependon the global assignmentof AS numbersto nodes,not on
the characteristicsof the individual rankingsthemselves. We call
this notionpermutationinvariance; to de�ne it precisely, we must
proceedthrougha sequenceof de�nitions, startingwith path per-
mutation.

De®nition 18 (Path permutation) GivenN nodes,let � bea per-
mutationof the nodes1; : : : ; N . Then� inducesa pathpermuta-
tion on any path P = ii 1 i 2 : : : i m j from i to j , yielding a new
path� (P ) = � (i )� (i 1)� (i 2) : : : � (i m )� (j ) from� (i ) to � (j ). We
alwaysde�ne � (0) = 0.

De®nition 19 (Ranking permutation) GivenN nodes,let � bea
permutationof thenodes1; : : : ; N . Then� inducesa rankingper-
mutationon a ranking� i for nodei over thepathsin P N

i , yield-
ing a new ranking � (� i ) over the pathsin P N

� ( i ) , as follows: If
P1 ; P2 2 P N

i , and P1 � i P2 , then � (P1)� (� i )� (P2) (where
� (Pi ) is thepathpermutationof pathPi under� ).

Notethata permutationdoesnot modify theroutingsystemany
substantiveway, exceptto relabelthenodes,andto relabelthepaths
andrankingsandin a way that is consistentwith the relabelingof
nodes.

De®nition 20 (Permutation invariance) A local RCfunction� is
permutationinvariantif, givenN anda ranking� i for anASi over
all pathsin P N

i , therelation� i is � -acceptedif andonly if � (� i )
is � -accepted,for anypermutation� of 1; : : : ; N .

Second,a localRCfunctionshouldspecifyconditionsfor accep-
tanceor rejectionof rankingsthat “scale” appropriatelywith the
numberof nodesin thesystem;we call this propertyscaleinvari-
ance. Suppose,for example, that a local RC function acceptsa
ranking� i over P N

i , whenN nodesarein thesystem.Now sup-
posethatwe addnodesto thesystem,sothetotal numberof nodes
is N̂ > N . As additionalnodesare addedto the system,addi-
tionalpathsbecomeavailableaswell, andeachnodei mustspecify
its rankingsover the larger setP N̂

i . Informally, scaleinvariance
of the local RC functionrequiresthat i shouldbeableto “extend”



the ranking � i to an acceptedranking over P N̂
i , without having

to modify its existing rankingover P N
i ; otherwise,the properties

of allowed rankingswould dependon the numberof nodesin the
globalsystem.

To formalizethis concept,we �rst de�ne asubranking.

De®nition 21 (Subranking) GivenN nodes,let � i be a ranking
for ASi over all pathsin P N

i . GivenN̂ > N , let �̂ i bea ranking
for AS i over all pathsin P N̂

i . Note that P N
i � P N̂

i . We say
that � i is a subrankingof �̂ i if P1 � i P2 impliesP1 �̂ i P2 , for all
P1 ; P2 2 P N

i .

We now de�ne scaleinvariance.

De®nition 22 (Scaleinvariance) A local RCfunction� is scalein-
variantif thefollowingconditionholds:givenany� -acceptedrank-
ing � i for ASi over P N

i , and givenany N̂ > N , there existsat
leastone� -acceptedranking �̂ i over P N̂

i that has � i as a sub-
ranking.

Permutationinvarianceguaranteesthatrelabelingnodesdoesnot
affect allowed rankings;scaleinvarianceensuresthat even as the
setof nodesin thenetwork increases,therankingsover previously
existing pathsshouldremainvalid. Local RC functionsthat sat-
isfy bothpermutationinvarianceandscaleinvariancecorrespondto
protocolsthat respecttheability of ASesto autonomouslychoose
rankings;we call suchfunctionsautonomousranking constraint
functions.

De®nition 23 (ARC function) A local RC function is an au-
tonomousranking constraint(ARC) function if it is both permu-
tation invariant andscaleinvariant.

Wewantto derivetheconditionsunderwhichprotocolsareguar-
anteedto besafeunder�ltering. GiventhatweuseanARCfunction
asanabstractionof theconstraintsplacedby aprotocolonrankings,
we would thuslike to characterizeARC functionsthat canensure
safetyunder�ltering of the entire routing system(a global prop-
erty). For this reason,we extend the de�nition of “safety under
�ltering” to cover localRC functions.

De®nition 24 Let � bea local RCfunction. We saythat � is safe
under�ltering if all � -acceptedroutingsystemsare safeunder�l-
tering.

6.2 Examplesof ARC Functions
We now presenttwo simple examplesof ARC functions: the

shortesthop countARC function,which is guaranteedto be safe,
but is not expressive; andthenext hopARC function,which is ex-
pressive,but not safe.

Example8 Our �rst exampleis theshortesthopcountRCfunction,
� shc . Given the numberof nodesN , the RC function � shc ac-
ceptsa ranking� i for nodei if andonly if therelation� i strictly
prefersshorterpaths(in termsof hopcount)over longerones.For-
mally, it accepts� i , if, for any two pathsPi ; P̂i 2 P N

i suchthat
length(Pi ) < length( P̂i ), Pi � i P̂i . Tiesmaybebrokenarbitrar-
ily.

It is not hardto verify that � shc is an ARC function. To check
permutationinvariance,notethat if � i is allowed for nodei , then
of coursefor any permutation� , the ranking � (� i ) will also be
allowed for node� (i ), as � (� i ) will alsoprefershorterpathsto
longerpaths. Scaleinvarianceis natural: given any shortesthop

count ranking � i over P N
i , andgiven N̂ > N , thereobviously

existsat leastoneshortesthopcountrankingover P N̂
i thathas� i

asa subranking. �

� shc forcesall providers to useshortestAS pathlength,effec-
tively precludingeachAS from having any policy expressiveness
in choosingrankings(otherthanwhenbreakingties).A more�e x-
ible setof rankingsis allowed by the next hopRC functionof the
next example.

Example 9 Thenext hopRC function, � nh , acceptsa ranking� i

for nodei if andonly if � i satis�es Equation(1) in Section4.1;
thatis, if � i is a next hopranking.

� nh is clearly permutationinvariant: if � i is a next hop rank-
ing for nodei , thenclearly � (� i ) is a next hop rankingfor node
� (i ). Furthermore,notethatany next hopranking� i is determined
entirelyby therankingsof nodei over eachpossiblenext hop,to-
getherwith tiebreakingchoicesamongrouteswith the samenext
hop. Thus,for N̂ > N , � i canbeextendedto a next hopranking
over P N̂

i , by extendingnodei 's rankingsover eachpossiblenext
hop,anddeterminingtiebreakingrulesfor any routeswith next hop
N + 1; : : : ; N̂ . Weconcludethat� nh is scaleinvariantaswell, and
thusit is anARC function.

� nh grantsgreater�e xibility in choosingrouting policies than
undertheshortesthopcountRCfunction,� shc , albeitatsomecost.
With � nh , eachAS i will choosea next hop ranking � i without
any global constraintson the compositevectorof next hop rank-
ings(� 1 ; : : : ; � N ) chosenby thenodes.Wehave shown earlierin
Section4.1thatthereexist con�gurationsof next hoprankingsthat
may not be stableor safeunder�ltering; thus, the ARC function
� nh canleadto a lackof safety. �

Next, weusedisputeringsanddisputewheelsto characterizethe
classof ARC functionsthataresafeunder�ltering. We will prove
thatthis classis closelyrelatedto theARC function� shc .

6.3 Impossibility Results
Weprovetwo mainresultsin thissection.Informally, the�rst re-

sultcanbestatedasfollows: supposewearegivenanARC function
andanacceptedrankingsuchthatsomen hoppathis lesspreferred
(i.e., rankedlower) thananotherpathof lengthat leastn + 2 hops.
Then,we canconstructanacceptedrouting systemwith a dispute
ring; i.e., one that is not safeunder �ltering. The secondresult
statesthatif somen-hoppathis lesspreferredthananotherpathof
lengthat leastn + 1 hops,thenthereexistsa routingsystemwith a
disputewheel(thoughnotnecessarilyadisputering). Notethatthis
resultis weaker thanour �rst result,becausea disputewheeldoes
not necessarilyimply thatthesystemis notsafeunder�ltering.

Weinterprettheseresultsasfollows: if wearesearchingfor ARC
functionsthataresafeunder�ltering, we arevery nearlyrestricted
to consideringonly theshortesthopcountARC function,because
all pathsof n hopsmustbe more preferred thanpathsof at least
n + 2 hopsto guaranteesafetyunder�ltering, andall pathsof n
hopsmustbe morepreferredthanpathsof at leastn + 1 hopsto
preventdisputewheels.

Our �rst lemma,which is crucial to proving bothof our results,
usespermutationinvarianceto constructa disputewheel from a
singlenode's rankings.We usea permutationto “replicate” pieces
of thedisputewheeluntil theentirewheelis completed.

To statethe lemma,we will requirethe de�nition of period of
a nodewith respectto a permutation,as well as the period of a
permutation.Givena permutation� on thenodes1; : : : ; N , let � k

denotethepermutationthatresultswhen� is appliedk times;e.g.,
� 2(j ) = � (� (j )) , where� 0 is de�ned to be� .



De®nition 25 (Period) Given a permutation � on the nodes
1; : : : ; N , we de�ne the period of i under � as period i (� ) =
minf k � 1 : � k (i ) = ig.

Thus,theperiodof i is theminimumnumberof applicationsof �
requiredto returnto i .

De®nition 26 (Permutation period) Given a permutation � on
the nodes1; : : : ; N , we de�ne the periodof the permutation� as
period(� ) = minf k � 1 : � k (i ) = i for all i g.

Thus,period(� ) is the minimumnumberof applicationsof �
requiredto recovertheoriginal nodelabeling, andcanbecomputed
astheleastcommonmultipleof periodi (� ), for 1 � i � N .

The following resultestablishesthe conditionsunderwhich we
canapply a permutationto a � -acceptedranking to obtaina dis-
putewheel. We usethis lemmaasa building block for bothof the
theoremsin this section.

Lemma 1 Let � bean ARCfunction. Supposethere existsa node
i with a ranking � i over P N

i , two pathsR i ; P̂i 2 P N
i , and a

permutation� on 1; : : : ; N such that: (1) � i is � -accepted;(2)
R i � i P̂i ; (3) periodi (� ) = period(� ); and (4) there existsa
pathQ̂i fromi to � (i ) such that:

R i = i Q̂i � (i )� (P̂i )0: (2)

Thenthereexistsa � -acceptedroutingsystemwith a disputewheel.
This disputewheel is de�ned by pivot nodesi 1 ; : : : ; i m , and

pathsP1 ; : : : ; Pm and Q1 ; : : : ; Qm , where m = period(� ), and
where for k = 1; : : : ; m, wehavei k = � k � 1(i ), Pk = � k � 1(P̂i ),
andQk = � k � 1(Q̂i ).

Proof Sketch. Detailsarein the technicalreport[5]. Thekey idea
of theproof is that,becauseperiodi (� ) = period(� ), we canre-
peatedlyapply � to the pathsQ̂i and P̂i and apply permutation
invarianceto constructa � -acceptedroutingsystemwith a dispute
wheel. �

The precedinglemma reducesthe searchfor a disputewheel
to a searchfor a permutationand a � -acceptedranking with the
statedproperties. Observe from Equation(2) that the permuta-
tion � mapsthe path P̂i into the “tail” of the pathR i ; in apply-
ing Lemma1, we will constructa partialpermutationby mapping
a pathP̂i into the“tail” of R i asin (2), andthenwe will complete
thepermutationby addingnodesto thesystemif necessarysothat
periodi (� ) = period(� ). We usethis approachto prove two the-
orems;the �rst statesthat if an ARC functionacceptsat leastone
rankingthatprefersann-hoppathlessthana pathof at leastn + 2
hops,thentheARC functionis not safeunder�ltering.

Theorem1 Let � beanARCfunction.Supposethereexistsa node
i with � -acceptedranking� i , and two pathsR i ; P̂i 2 P N

i such
that length(R i ) > length( P̂i ) + 1 andR i � i P̂i . Then,� is not
safeunder�ltering .

Proof Sketch. Details are in the technicalreport [5]. The proof
relieson Lemma1 to build a disputewheel. First, usingscalein-
varianceof the ARC function,we show that the statedconditions
of the theoremensurethat thereexist two pathsR0

i , P̂ 0
i suchthat:

length(R0
i ) � length(P̂ 0

i ) + 1; R0
i is morepreferredthanP̂ 0

i for
some� -acceptedranking; andR0

i andP̂ 0
i have no nodesin com-

mon,otherthani and0.

We thenusescaleinvarianceandLemma1. We addnodesto
the system,andusethemto build a permutation� satisfyingthe
conditionsof Lemma1 (in particular, sothatP 0

i is mappedinto the
tail of R0

i ). Furthermore,we show thatbecauseP 0
i andR0

i shareno
nodesin common,thedisputewheelof Lemma1 is in factadispute
ring. Thiscompletestheproof,sinceby Proposition3 theresulting
routingsystemis notsafeunder�ltering.

�

TheprecedingtheoremsuggeststhatARC functionsthataresafe
under�ltering are closely relatedto the shortesthop countARC
function,becauseno rankingscanbeacceptedwheren hoppaths
arelesspreferredthan(n + k)-hoppaths,for k � 2. Thenext theo-
remdraws this relationshipevencloser, by proving thatthereexists
a disputewheelif anARC functionacceptsany rankingwherean
n-hoppathis lesspreferredthanan(n + 1)-hoppath.

Theorem2 Let � beanARCfunction.Supposethereexistsa node
i with � -acceptedranking� i , and two pathsR i ; P̂i 2 P N

i such
that length(R i ) = length( P̂i ) + 1 and R i � i P̂i . Thenthere
existsa � -acceptedroutingsystemwith a disputewheel.

ProofSketch. Detailsarein thetechnicalreport[5]. Ourapproachis
to mapthepathP̂i into the“tail” of thepathR i , whichpartiallyde-
�nes apermutation� . Wethenshow how toaddnodesto thesystem
andcompletethepermutation� so thatperiodi (� ) = period(� ).
WethenapplyLemma1 to concludethereexistsa � -acceptedrout-
ing systemwith a disputewheel. �

Theprecedingresultsshouldnotbeinterpretedassuggestingthat
we cannot�nd a routing systemthat is safeunder�ltering, where
nodesprefer (n + k)-hop pathsover n-hop paths. Indeed,from
Example6, thereare routing systemswherenodesprefer 3-hop
pathsover 1-hop paths,andyet the systemis safeunder�ltering.
However, checkingwhethersuchsystemsaresafeunder�ltering
requiresglobal veri�cation; the theoremswe have presentedsug-
gestthat safetyunder�ltering cannotbeguaranteedthroughlocal
veri�cation alone,if somenodesareallowedto prefer(n + k)-hop
pathsover n-hoppaths.

Furthermore,thetwo resultsin this sectionhighlight the impor-
tanceof disputerings. Theorem1 gives the strongresult that an
ARC function thatallows some(n + k)-hoppathto bemorepre-
ferredthanan n-hop pathcannotguaranteesafetyunder�ltering,
if k � 2. Theorem2 only guaranteesthe existenceof a dispute
wheelif anARC functionthatallows some(n + 1)-hoppathto be
morepreferredthanan n-hop path—wecannotdraw conclusions
regardingthestability or safetyof a routingsystemon thebasisof
theexistenceof a disputewheel(seeExample6).

7. Conclusion
This paperexplored the fundamentaltradeoff betweenthe ex-

pressivenessof rankingsand routing safety, presumingthat each
AS retainscompleteautonomyand �ltering expressiveness. We
make threemaincontributions. First, we show thatnext-hoprank-
ingsarenotsafe;wealsoobserve thatalthoughrankingsbasedona
globallyconsistentweightingof pathsaresafeunder�ltering, even
minorgeneralizationsof theweightingfunctioncompromisesafety.
Second,we de�ne a disputering andshow thatany routingsystem
that hasa disputering is not safeunder�ltering. Third, we show
that,providing for completeautonomyand�ltering expressiveness,
the classof allowablerankingsthatguaranteesafetyis effectively



rankingbasedon (weighted)shortestpaths.We alsopresentedthe
�rst studyof theeffectsof �ltering on stability.

In light theseresults,anaturalquestionto askis whetherthey are
positiveor negative. In onesense,ourresultsaregrim,becausethey
suggestthatif BGPremainsin its currentform andeachAS retains
completeautonomyand�ltering expressiveness(i.e., the only re-
alistic scenariofor theforeseeablefuture), thentheroutingsystem
cannotbeguaranteedto besafeunlesseachAS constrainsits rank-
ings over availablepathsto thosethatareconsistentwith shortest
hopcount(or, alternatively, preferencesthatarebasedonconsistent
edgeweights).

Ontheotherhand,our resultssuggestseveralcleardirectionsfor
designinga policy-basedrouting protocolthat is guaranteedto be
safe. Although we presentedthe ARC function as a proof tech-
nique,sucha functioncouldbeimplementedin practiceto restrict
the rankingsthat operatorsspecify in operationalnetworks. We
foreseetwo possibilities: (1) the routing protocol remainsas it is
today, andtheconstraintsderivedin Theorems1 and2 arechecked
by a tool that staticallydetectscon�guration faults(e.g., rcc [3]);
or (2) the routing protocol is modi�ed to prevent operatorsfrom
expressingrankingsthatviolatetheseconstraintsin the�rst place.
Although we have not yet fully evaluatedthe merits of eachap-
proachin this work, we now brie�y speculateon advantagesand
disadvantagesof eachapproach.

Enforcing the rankingconstraintsin a staticchecker would re-
quirenochangesto theexistingroutingprotocolsandcon�guration
languages.Unfortunately, theresultsin Theorems1 and2 only pro-
vide global guaranteesif every AS abidesby the constraints:asa
result,theremaybe little incentive for oneAS to overly constrain
its policiesif otherASesdo notabideby thesameconstraints(and
creatingthepotentialfor unsaferoutingin theprocess).

Implementingtherankingconstraintsby restrictingtheprotocol
“knobs” requireswholesalechangesto both thecon�guration lan-
guageandtheroutingprotocol,but it would provideabsoluteguar-
anteesfor safetywhile still preservingthe autonomyof eachAS.
Our resultsin Section4.2suggestonepossibledirection: therewe
show that routing usingpreferencesderived from edgeweightsis
guaranteedto be stable. SupposeeachAS rankspathsbasedon
thesumof edgeweightsto thedestinationandadjustsweightson
its incidentoutgoingedgesto neighboringASes. Rankingswould
thenbe derived from the total pathcost,but an AS might still re-
tain enough�e xibility to control the next-hop AS en route to the
destination. Suchan approachcould ensurethat the protocol is
safeon short timescales,while allowing “policy disputes”to oc-
curon longertimescales,out-of-bandfrom theroutingprotocol.Of
course,we muststill explorewhetherthis apparentlymorerestric-
tive languagecouldstill implementthepoliciesthatoperatorswant
to express.Furthermore,a morerestrictive policy languagewould
guaranteesafety, but would likely causerouting to oscillateon a
slower timescaleasoperatorsobserve theroutingprotocolconverg-
ing to undesirablepaths.It is our positionthatthis designdecision
is exactly theright one: theroutingprotocolshouldconvergeon a
fasttimescaleandaccuratelyre�ect network topology, while policy
con�icts shouldberesolvedonslower, “human” timescales.
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