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ABSTRACT

Thousand®f competingautonomousystemsnustcooperatevith
each other to provide global Internet connectiity. Each au-
tonomoussystem(AS) encodesvarious economic,business,and
performancedecisionsin its routing policy. The currentinterdo-
mainroutingsystemenablesachAS to expresspolicy usingrank-
ingsthatdeterminehow eachrouterin the AS chooseamongdif-
ferentroutesto adestinationand lter sthatdeterminevhichroutes
arehiddenfrom eachneighboringAS. Becauséghe Internetis com-
posedof mary independentcompetingnetworks, the interdomain
routing systemshouldprovide autonomyallowing network opera-
torsto settheir rankingsindependentlyandto have no constraints
onallowed lters. This paperstudiesrouting protocolstability un-
dertheseconditions.We rst demonstratéhatcertainrankingsthat
are commonlyusedin practicemay not ensurerouting stability.
We thenprove that,whenproviderscansetrankingsand lters au-
tonomously guaranteeindghat the routing systemwill converge to
a stablepath assignmengssentiallyrequiresASesto rank routes
basedon AS-pathlengths. We discussthe implicationsof these
resultsfor thefuture of interdomairrouting.

Categoriesand Subject Descriptors

C.2.6 [Computer Communication Networks]: Internetwork-
ing; C.2.2 [Computer Communication Networks]: Network
Protocols—RoutingProtocols
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1. Intr oduction

The Internets routing infrastructures madeup of thousand®of
independentlypperatedetworksthatcooperateo exchangeglobal
reachabilityinformationusinganinterdomairrouting protocol,the
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Border Gatevay Protocol, Version4 (BGP) [16]. This coopera-
tion occursin a landscapavheretheseindependennetworks, or
autonomoussystems,competeto provide Internetservice. BGP
facilitatesthis “competitive cooperation’by enablingnetwork op-
eratorsto expressrouting policiesthat are consistentith desired
economicpusinessandperformanceyoals.

Rankingand ltering arethetwo mainmechanismthatoperators
useto implementtheir policies. Rankingdeterminesvhich of mary
possibleroutesto a destinationshouldbe used,thus providing an
autonomoussystem(AS) the freedomto specify preferencesver
multiple candidatepathsto a destinatiorn(e.g., specifyingaprimary
anda backuppath). Filtering allows an AS to selectvely adwertise
routesto someautonomousystemsand hide routesfrom others,
therebycontrolling which neighboringautonomoussystemssend
traf ¢ overits infrastructure.

Therearetwo importantcharacteristicsf policy routing: auton-
omyandexpressivenessAutonomyis the ability of eachAS to set
its rankingsand lIters independenbf the others. Expressieness
refersto the e xibility of theroutingprotocolin allowing operators
to specifyrankingsand Iters. Rankingexpressienesgletermines
whatclasse®of rankingsover routesare permittedby the protocol,
while ltering expressienessdetermineghe rangeof route lters
thatareallowed.

The combinationof expressienessand autonomyhas,in large
part, beenthereasorfor the succes®f BGP over the pastdecade.
We contendthatbothautonomyand Itering expressienesswill be
requirmentdor policy routingfor theforeseeabléuture. Previous
studiesof routing stability assumethat ASesarewilling to com-
promisesomedegreeof autonomy ltering expressienessor both
(seeSection2). However, autonomypresereseachAS's ability to
setits policieswithout coordinatingwith any otherAS. Filtering ex-
pressienesgivesan AS e xibility in how it establishegontracts
with anotherAS, ataskthatshouldbe unconstrained.

Ideally, an interdomainrouting systemshould presere auton-
omy, ltering expressienessand ranking expressieness. How-
ever, the ability to specify highly expressie rankingscomesat
considerablecostto systemrobustness:as hasbeenobsered by
Varadharetal. andGrif n etal., amongothers,f therearenocon-
straintson therankingsthatan AS canspecify BGP may oscillate
forever[12, 18].

Example 1 ConsiderFigure1[12, 18]. ASesl, 2, and3 eachpre-
fer theindirectpaththroughtheir neighboringAS in the clockwise
directionover the direct pathto the destination0. All otherpaths
are ltered. Thiscon guration hasno stablepathassignmengi.e.,

a pathassignmentrom which no nodewould deviate). For exam-
ple, considerthe pathassignmen(10; 210; 30); in thiscase AS 1

hasa betterpathavailable, 130, soit switchespaths. This switch
breaksthe path210, causingAS 2 to switch to its secondchoice,
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Figure 1. Instability can arise when each AS independently speci es
rankings [12, 18]. Eachcirclerepresentsan AS. AS 0 is the destination.
The listing of paths besideeachnode denotesa ranking over paths.

path20. Theresultingpathassignment(130; 20; 30), is a permu-
tationof the original pathassignmentthis time, AS 3 hasthe path
320available,soit switches.This oscillationcontinuedorever.

As thepreviousexamplesuggestsfull autonomyandexpressie-
nesscanhave undesirableeonsequencedfRkouting protocolupdate
messageshouldre ect actualreachabilitychangesn the network
topologyor policy. Unfortunatelyin BGP, con icting policiescan
causeoscillationsthat produceendlessstreamsof routing updates
thatareunrelatedo changesn topologyor policy. Thisinstability
createsnumerousperformanceproblems,may causenetwork par
titions, and complicatesdiagnosisand dehugging of problemsin
theroutingsystem.Furthermorea network operatohasno way to
guaranteahatary given con guration of rankingsand lters will
not adwerselyinteractwith the policiesof other ASes. In light of
theseissues developingrigorousconditionson policy expressie-
nessthatguaranteeouting stability, while preservingautonomyis
crucial.

This paperexploresthe following question: provided thateach
AS retainscompleteautonomyand complete Itering expressie-
ness,how expressie can rankingsbe while guaranteeingtable
routing? This questionis importantbecauseranking autonomy
and ltering expressienesge ect therealitiesof how ASesspec-
ify policiestoday andlittle is known (beyondthe resultssuneyed
in Section2) aboutthe tradeofs betweenautonomyand expres-
sivenessasfar asrouting stability is concernedparticularlyunder

Itering. In particular our work is the rst to develop necessary
conditionsfor stability underrealisticassumptionaboutautonomy
andexpressienessandthe rst to derive necessargonditionsfor
stability in policy routing.

This papemalkesthreemaincontritutions. First, in Section4.1,
we shav thatrankingsbasedsolely on theimmediatenext-hop AS
enroute to the destinationmay never reacha stablepath assign-
mentfrom an arbitraryinitial state;i.e., next-hop rankings,which
arecommonin practice arenotsafe Moreover, underunrestricted

Itering, aroutingsystemwith next-hoprankingsmayhave no sta-
ble pathassignmentIn additionto their operationaimplications,
theseresultsarealsosomevhat surprising becauseext-hop rank-
ingswith noroute Itering alwayshave onestablepathassignment.
We alsoobsere thatalthoughrankingsbasedn a globally consis-
tentweightingof pathsaresafeunder Itering, evenminorgeneral-
izationsof theweightingfunctioncompromisesafety(Sectiord.2).

Secondwe de ne a disputering, a specialcaseof the “dispute
wheel” (a group of nodeswhoserankingshave a particularform)
of Grif n etal. [12], andshav thatary routing protocolthat has
adisputering is not safeunder ltering (Section5). Usingthe dis-
putewheelconceptGrif n etal. shaveda sufcient conditionfor
safety proving thatif aroutingsystems unsafethenit musthave a
disputewheel. In contrastto our knowledge,our resultis the rst
known necessargonditionfor safetyunder Itering.

Internet
AboveNet

Figure 2: Constraints on ltering and topology are not enforceable.

Third, we shaw that, providing for completeautonomyand |-
tering expressienessthe setof allowablerankingsthatguarantee
safetyis effectively rankingbasedon (weighted)shortespaths.In
Section6, we prove that ary routing systemthat permits pathsof
lengthn + 2 to be ranked over pathsof lengthn canhave a dis-
putering, andis thus unsafeunder Itering. We also prove that
ary routing systemthatpermitspathsof lengthn + 1 to beranked
over pathsof lengthn canhave a disputewheel. In summaryour
resultsindicatethat stablepolicy routing with provider autonomy
andexpressie ltering requirestight constrainton rankings.

Our ndings may be interpretedin several ways. The optimist
will notethat checkinga setof rankingsto ensuresafetyis triv-
ial, becausall it requiresis that BGP routersmodify the decision
processto consulta route’s “local preference”attribute only af-
ter consideringits AS pathlength. The pessimisthowever, may
concludethatguaranteeingaferoutingwhile preservingautonomy
may yield constraintson expressienesshat are too constraining.
In eithercasetheresultsprovedin this paperaboutthefundamental
tradeof betweerthe expressienessaandautonomymay helpguide
thedesignof stableinterdomairrouting protocolsin thefuture.

2. Background and RelatedWork

A seminalpaperby Varadharet al. obsered that policy-based
interdomainrouting protocolscould oscillateandde ned the con-
ceptof safety[18]. Varadharetal. alsoconjecturedhatrouting
systemsthat allow rankingsother than thosebasedon next-hop
rankingsor shortespathroutingmay be unsafe[18].

Grif n etal. asked how expressie anautonomoustobustrout-
ing systencanbe[11]; ourpaperaddressethis question.Varadhan
etal. shaved thata routing systemwith anagyclic topology will
have atleastonestablepathassignmenif participantanonly ex-
pressext-hoppreferencegl8]. In this paperweuseaconstruction
dueto Feigenbaunet al. [6] to shav that systemswith next-hop
rankingsalwayshave at leastonestablerouting. However, we also
shav thatwhen BGP's protocol dynamicsare taken into account,
restrictingeachAS to only next-hop rankingsdoesnot guarantee
thattherouting systemwill besafe.

GaoandRexford derived sufcient constraintson rankings, I-
tering, and network topology to guaranteeouting stability; they
also obsere that theseconstraintsre ect today's commonprac-
tice [7, 8]. They shaved thatif every AS considerseachof its
neighborsaseithera customera provider, or a peer andobeys cer
tain local constraintson rankingsand ltering, andif the routing
systemsatis es certaintopology constraintsthen BGP is stable.
However, their modeldoesnot incorporaterankingindependence,
astheir proposedopologicalconstraintsare global. Furthermore,
their modelrestricts Itering; the example below illustrateswhy
theserestrictionamay sometimedetoo strict.

Example 2 Figure 2 shawvs a situationthat occurredin 2001 [2].
WhenPSINetterminatedts peeringwith AboveNet,AboveNetlost
connectiity to PSINets customersd;. To restoreconnectity,
AboveNet bought“transit” servicefrom Verio (alreadya peerof
PSINet),but only for routesto PSINetandits customers.



Verio doesnot lter di (or ary of PSINets pre xes) from
AboveNet, which is only possibleif Verio treatsAboveNetas a
customer The constraintdmposedby GaoandRexford statethat
anAS mustprefercustomeroutesover peeringroutest This con-
straintrequiresVerioto rank AboveNets routeto d, overary other
availableroutesto d, in orderto guaranteatability, which restricts
Verio's e xibility in how it canselectroutes. Establishinga nev
businesgelationship(and,hence alteringits Itering policies)re-
quiresVerioto changdts rankingsaswell.

Researcherisave previously studiedglobal conditionsto guaran-
teethesafetyof routingsystemsglobalconditionspresumehatthe
routing systemdoesnot presere autonomy Grif n etal. shaved
that,if therankingsof the ASesin aroutingsystemsdo notform a
disputewheel(a concepthatdescribeglobalrelationshipbetween
therankingsof a setof ASes),thentheroutingsystemis safe[12].
Grif n etal. alsoexaminedrobustnessthe propertythat safetyis
guaranteeavenif arbitrarynodesor edgesareremoved from the
graph.We view rohustnessasa specialcaseof Itering: remaoving
anedgecanbe achievedif the ASesincidentto thatedge Iter all
routesthroughthatedge;remaoving a nodeentailshaving all ASes

Iter all routesthroughthatnode.

Grif n etal. alsoshavedhow to modify a BGP-like pathvector

protocolto detectthe existenceof a disputewheelbut left unspeci-
ed how theASesshouldresolethedisputewheel[13]. Machiraju
and Katz de ned a global invariant for determiningsafetywhen
at most one AS deviates from the conditionsof Gao and Rex-
ford [15]. Govindanetal. proposedarouting architecturewvhere
ASescoordinatetheir policies[9, 10] usinga standardizegbolicy
speci cationlanguage/1]. Jaggardand Ramachandrapresented
global conditionsto guaranteesafety of routing systemsthat al-
low ASesto expressonly next-hop preferencesver routes,andde-
signedcentralizedanddistributedalgorithmsto checktheseglobal
conditions[14]. Sobrinhode ned conceptghatdescribeglobalre-
lationshipsbetweerpreferencesndincorporatedseveral previous
results(includingthoseof both Grif n etal. [12] andGaoandRex-
ford [8]) into asinglealgebraidramewnork [17]. In contrastto pre-
vious work, this paperrecognizesautonomyand ranking expres-
sivenessasrequirementsndstudiesthe conditionsunderwhich a
policy-basednterdomairrouting protocolcanbe stable.

3. Routing Model and De®nitions

We now de ne ourrouting model. After introducingsomebasic
terminology we formally de ne two notionsof goodbehaior for
routing protocols: stability and safety Finally, we extend eachof
thesetwo de nitions to handle Itering expressieness.

3.1 Preliminaries

We considera model consistingof N ASes (nodesj, labeled
1;:::;N. Eachof thesenodeswishesto establisha path(de ned
belcw) to assingledestination]abeledO.

De®nition 1 (Path) A pathfromi toj is a sequencef nodesP =
ii1i2:::imj with norepetition,;i.e., sud thati, 6 iy ifu 6 v,
andi, 6 i;j forall u.

1Gaoand Rexford presenta wealer constraintthat allows an AS to rank

routedearnedrom customerandpeersover thosefrom providers,but does
not requirecustomerroutesto be strictly preferredover routesfrom peers.
This relaxed condition requiresthat thereare no instancesvherean AS's

customeiis alsoa peerof anotheroneof the AS's peers.Of course Exam-
ple 2 could alsoviolate this constrainton the topology: PSINetis Verio's

customeffor ds, butit would bereasonabléor PSINetto peerwith another
of Verio's peerssinceall aredtier1° ISPs.

21n this paper we usetheterms?AS° and@nodednterchangeably

We denotethe numberof hopsin a pathP aslength(P); note
thata pathwith n nodeshasn 1 hops.In addition,givenanAS
k, we will write k 2 P if nodek appearsn P. For clarity, given
apathP fromi toj, wewill oftendenoteP by iP j; furthermore,
if P isapathfromi toj, andQ is apathfromj to k, thenwe will
denotetheconcatenatioof P andQ by iP j Qk.

We denotethe setof all pathsfrom i to O (i.e., all pathson the
completegraph)usingthenodesl; ::: ;N by PN . Giventhesetof
nodesf 1;:::;Ng, eachASi will choosearanklng i overtheset
of all pathsP, , de ned asfollows.

De®nition 2 (Ranking) Aranking i for nodei is atotal ordering
overthesetofall pathsPiN ; thus,givenanytwo pathsP; Q 2 PN,
eitherP ; Q (i prefesQtoP)orP ;| Q (i prefesP to Q).

An AS mayalwayschoosegheemptypath ", whichis equivalent
to total disconnectiorfrom the destinatiomnode0. Thus,we have
" 2 PN foralli andN. Furthermorewe assumehat every AS
strictly prefersconnectiity to disconnectiity, sothatP ; " for
allP 2 PN.

Note that all pathsmay not be availableto nodei, dueto both
topologicalconstraintsand ltering by othernodes. We will use
Fi PN to denotethe setof pathsactually availablefor useby
nodei. Theemptypathis alwaysavailable;i.e.," 2 Fi.

A routing systemis speci ed by the rankingsof the individual
nodes,togetherwith the pathsavailable to the individual nodes.
Obsere that we have decoupledhe “routing policy” of eachAS
i into two componentstherankings ; of ASi overrouteadwer
tisementgeceved; anda determinatiorof which pathsare Itered
from otherASes.The ltering decisionf all nodestogethemwith
physicalconstraintonthenetwork, yield thesetsF1; :::; Fn . We
thushave thefollowing formal de nition of aroutingsystem.

De®nition 3 (Routing system) A routing systemis a tuple (N;
1;::0; NG Fa;iiFa), whee nodei hasranking i overthe
setPN , andF; is thesetof pathsavailableto nodei.

A routing systemspeci estheinput to ary interdomainrouting
protocolwe might consider Giventhis input, the protocol should
corvergeto a“routing tree”: thatis, anassignmenof apathto each
AS, suchthattheroutestakentogetherform a spanningreerooted
at0. To formalizethis notion,we mustde ne pathassignmentand
consistenpaths.

De®nition 4 (Path assignment) A pathassignmentor therouting
system(N; 1;:::; n;F1;:::;Fn) is a vectorof pathsP =
(P1;:::;Pn) sudthat,foralli, P 2 F;.

Thus, a path assignments an assignmenbf a feasiblepathto
eachnodei, wherefeasibility is determinedy the setof pathsF;.
Eventhougheachnodehasa pathassignedthesepathsmaynotbe
consistentnodei maybeassignedapathP; = ij If}J 0, wherej is
the rst nodetraversedon P;, andwherelﬂj is apathfromj to 0.
However, thepathlf}j may not bethe sameasthe pathP; assigned
toj inthepathassignmenP ;in fact,lﬂj maynotevenbein theset
of feasiblepathsF; . For example,anodeor link alongthe pathlf}j
may experiencea failure, causingthe routing protocolto withdrav
the path; if j hasheardsucha withdrawal but i hasnot, thenit
is possiblethatP; = ij B; 0 until nodei learnsthatP; no longer
exists. To formally capturesuchsituations,we de ne consistent
pathsandconsistenpathassignments.



De®nition 5 (Consistentpath) Given a path assignmentP , a
pathB; for nodei is consistentvith P if oneof thefollowing holds:

1. B="or
2. B =i0; or
3. B = ij P; 0, for somgj 6 i.

De®nition 6 (Consistentpath assignment) A consistentpath as-
signmentfor theroutingsystem(N; 1;:::;

is consistentvith P .

A routing protocolwherepacletsareforwardedsolely on desti-
nationshouldultimately assignpathsthat are consistentvith each
other

3.2 Stability and Safety

Informally, a pathassignmenis stableif it is consistentandno
nodehasa morepreferredconsistenpathavailable.

De®nition 7 (Stablepath assignment) Given a routing system
(N; 1;:::0; w~;Fa;:::;Fn), anda consistenpath assignment
P, wesaythatP is stableif for all nodes, andall pathslﬂi 2 Fi
thatare consistenwithP , B, | P;.

De®nition 8 (Stablerouting system) The routing system (N;

ble pathassignmenP .

Thestability of aroutingsystendoesnotindicatewhetherarout-
ing protocolwill convergeregardlessof theinitial pathassignment.
The safetyproperty which statesthat a protocol eventually con-
verges,regardlesof theinitial pathassignmenandorderingof the
routingmessagegaptureghis notion.

In de ning safety we will considera simpli ed abstractionof
BGP. We modelthe processhy which nodesreceve route adwer
tisementgrom othernodesandsubsequentlypdatetheirown route
decisionsln this paperwewill considera protocoldynamicwhere
at eachtime steponly a singleAS is activated whenactivated,an
AS immediatelyprocessesll pendingincoming route adwertise-
ments,andthenmakesa routedecision. Formally, this modelwill
translateinto a pathassignmensequencevhereexactly onenode
(the“activated”node)changests routeatary giventime step.

A routingsystemis safeif nooscillationoccursregardlesof the
orderin which nodesareactivated.

De®nition 9 (Fair activation sequence)The sequenceis;iz;:::
is a fair activation sequencéf ead nodei = 1;:::;N appeas
in nitely oftenin thesequence

This de nition of fair activation sequencés similar to that pre-
sentedby Gao and Rexford [8], exceptthatin our de nition we
only activateonenodeat a time. This distinctionis not major: we
caninterpretthe GaoandRexford dynamicsasa modelwhereout-
standingroutingmessagemay bein ight whena particularnode
is activated.

We now de ne our simpli ed modelof the routing protocoldy-
namics: thatis, startingfrom an initial path assignmen® o, and
givenafair activation sequencef nodesi1;iz;:::, whatis there-
sulting obsened sequenceof pathassignment® 1;P »;:::? To
formalize the dynamicsof our model, we consideran abstraction
of the BGP decisionprocesglescribedn Figure3. At eachtime

Routingprotocoldynamics
Attimet 1, thecurrentpathassignmenis P 1;i.e., eachnode
i hascurrentlyselectechbathP;; 1 to thedestinatiorD. At timet:

1. A givennodei; is activated.

2. Nodei; updatedts pathto be the mostpreferred path (ac-
cordingto ,) consistenwith P 1. Thatis,

(@) Pi, 2 Fj, isconsistenwith Py 1, and
(b) Pi,x i, Pi, 8P, 2 Fi, consistentith P ;.

3. All othernodedeave their pathsunchanged.

Figure 3: The routing protocol dynamics,given an activation sequence
i1;i2;:::. The processstarts from aninitial path assignmentP ¢.

t, anodei, is activated,andchoosedts mostpreferredavailable
path consistentwith the pathassignmenP ; ;. All othernodes'
pathsremainunchangedlt is clearthatthis decisionprocesyields
asequencef pathassignment® ;P »;:: .

After ary givenactiationstept, theoverall pathassignmenP ¢
may not be consistent.Inconsistenciese ect the factthata node
only updatests pathassignmenin responsé¢o thereceiptof aroute
adwertisementlf, attimeto, anodei is usinga paththattraverses
someothernodej thathassincechangedathsthennodei would
obliviously continueto use (and adwertise) that inconsistentpath
until it recevesa routing updatethatre ects thatthe paththrough
j hasdisappearedr changedWhenactivated,say attimet > to,
nodei would discover thatthe pathit wasusingwasinconsistent
with P ¢ andwould then selectits highest-rankd path that was
consistentwith P . The activation of a nodeat sometimet cor
respondso thatnodereceving all availableroutinginformationin
thesystemupto thattime.

With the de nition of our protocoldynamicsin hand,we can
de ne protocolsafety Givenaroutingsystemandanactiationse-
guencewe saythatthe systemhasconvergedif, aftersome nite
time, the pathassignmentemainsinvariantfor all futuretime. A
protocolis safeif it convergesto a stablepathassignmentregard-
lessof theinitial pathassignmenandfair actvationsequence.

De®nition 10 (Safety) A routing system  (N; q1;:::;
n;F1;:0Fn) is safe if for any initial path assignment
P o andfair activationsequencés;i,;:::, thete existsa nite T

suhthatPy = Pt forallt T.

Becausehe activation sequencearefair in the precedingde -
nition, if aroutingsystemcorvergesto P ¢, thentheresultingpath
assignmento which the systemconvergesmustbe both consistent
andstable.If not, at leastonenodewould changeits pathassign-
menteventually

3.3 Filtering

In this paper we areinterestedn the stability andsafetyof sys-
temsthatresultwhennodesareallowedto lter routesfrom other
nodes Wethusrequireconditionsstrongeithanstability andsafety
known asstability under Itering andsafetyunder Itering . Infor-
mally, arouting systemis stable(respectiely, safe)under ltering
if, underary choicesof Iters madeby the ASes theresultingrout-
ing systemis alwaysstable(respectiely, safe).

De®nition 11 (Stableunder ®ltering) The routing system (N;



choicesof availablepathslf\i Fi fori = 1;:::;N, therout-

ingsystem(N; 1;:::; n;F1;:::Fy)isstable

De®nition 12 (Safeunder ®ltering) The routing system (N;
1;::0; N~ Fap i Fw) is safeunder ltering if, for all choices

of available pathsF' Fi fori = 1;:::;N, therouting system

(N; 1;::1; G Fagi Fy) issafe

We interpretthesede nitions asfollows. The setof available
pathsF; givesthesetof pathsthatarephysicallypossiblefor node
i to use,giventhe currentnetwork topology Onceall nodeshave
chosertheirroute Iters, Fi givesthe setof pathsthatcanever be
usedby nodei in routeadwertisementsBecauseave allow arbitrary
choiceof lters, theresultingrouting systemshouldbe stableand

4. Ranking Classesand Safety

In this sectionwe studytwo naturalrankingclassesinderwhich
ASesretainautonomyin settingrankingsover paths.First, in Sec-
tion 4.1, we studythe rankingswhereeachAS is allowed to rank
pathssolelybasedntheimmediatenext-hop AS, called“next-hop
rankings”. We shawv that (1) therearerouting systemswvhereeach
nodehasonly a next-hop ranking that are not safe; and (2) even
thoughall routingsystemavherenodeshave next-hoprankingsare
stable,thereexist somerouting systemsof this form that are not
stableunder Itering.

In Sectiond.2, we studythe propertiesof routing systemswvhere
eachnodeis allowedto choosea weightfor all its outgoinglinks,
andrankingsare derived from a “total” weight associatedo each
path. The total weight of a pathis de ned asthe weight of the

rst link on that path, plus a discountedsum of the weightsof all

remaininglinks onthatpath. We shawv thatif thediscountfactoris

anything otherthan1 (which correspondso shortespathrouting),
thenthereexist weight con gurationsthat yield a routing system
thatis notsafe.

4.1 Next-Hop Rankings

One naturalset of rankingsfor a routing systemis one where
eachAS canexpressrankingsover pathssolely basedon the next-
hop AS in the path. Sucha classof rankingsmakessensebecause
anAS establishedilateral contractswith its immediateneighbors
and,assuch,will mostoftenwishto con gureits rankingsbasecn
theimmediatenext-hop AS enrouteto the destination.For exam-
ple, an AS will typically prefersendingtrafc via routesthrough
its neighboringcustomerASesover other ASes, sincethosecus-
tomerASesarepayingbasedntrafc volume.Weformally de ne
next-hoprankingsasfollows:

De®nition 13 (Next-hopranking) Given N, ;i is a next-hop
rankingif, for all nodeg; k withi; j; k distinct,wehave:

ijP0 ikPO) ijP ikPJ0; (1)

forall P;;P°2 P, andPy; P¢ 2 Py . (HereweinterpretPy' =

f"g.)
Thus, ; rankspathsbasedonly onthe r sthopof ead path.

Sucha restrictionon policy would still be sufciently rich to
achievemosttraf c engineeringyoals sincemostpoliciesarebased
ontheimmediatenext-hop AS [4]. Additionally, this classof rank-
ings is expressie enoughfor most currentpolicy goals, because
most currentrouting policies are dictatedaccordingto the AS's
businesselationshipwith its immediateneighbor In this section,
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Figure 4: Next-hop rankings are not safein this routing system. AS 1
prefersall pathsthrough AS 3 over the dir ect path to the destination 0
(with ties broken deterministically) and prefersthe dir ect path over all
pathsthrough AS 2. Similarly, AS 3 prefersall pathsvia AS 2, and so
forth.

we shav that while systemswith next-hop rankingsare generally
stable thereexist examplesthatareunsafe aswell assystemghat
areunstableunder Itering.

In the following proposition,we routing systemswith next-hop
rankings, provided that no ltering is emplo/ed. The proof is
straightforvard, usinga constructiordueto Feigenbaunetal. [6].

Proposition1l Suppos€N; 1;:::; w~;Fa1;:::;Fn) is arout-
ing systemsud that ; is a next-hop ranking for ead i, and
Fi = P; for all i. Thenther existsa stablepath assignmen®P
for this routingsystem.

Wenow shav thattheremayexist 1 : : : Fn , whereF;  F; for
alli, suchthateventhoughthesystem(N; 1::: n;F1:::Fn)
is stable the Itered system(N; 1 ::: n;F1:::FN) isunsta-
ble. Thatis, thereexist routing systemswith next-hop rankingsfor
which a stablepathassignmenéxists, but introducing Itering can
yield asystemwhereno stablepathassignmenexists.

Obsewation 1 A routingsystenwhee eac nodehasonly a next-
hoprankingmaynot besafe

Example 3 ConsiderFigure4. In this example,eachAS ranksev-
ery one of its neighboringASes. For example,AS 1 prefersall
pathsthat traverseAS 3 asthe immediatenext hop over all paths
thattraverseAS 0 astheimmediatenext hop,regardlesof thenum-
ber of ASeseachpathtraversessimilarly, AS 1 preferspathsthat
traverseAS 0 asthe immediatenext hop over pathsthat traverse
AS 2. EachAS read\ertisesits bestpathto the destinatiorto all of
its neighborg(i.e., the systemhasno lItering). Now considerthe
activationsequence Figure4(b);if in nitely repeatedthisactiva-
tion sequencevould befair, andtherouting systemwould oscillate
forever. Thus,theroutingsystemis not safe.

Notethatthis systemis notsafe but it is stable for example,the
pathassignmen(10; 210, 3210)is stable.Nodes2 and3 areusing
pathsthroughtheir mostpreferrednodes.Node1's mostpreferred
node, node 3, is using a path that alreadygoesthroughnode 1,
sonodel is alsousingits mostpreferredconsistenpath. As every
nodeis usingits mostpreferrecconsistenpath,nonodewill change
pathswhenactivated,sothe pathassignmenis stable.

A routing systemwhereeachnodehasa next-hop rankingmay
not be safe, but Feigenbaunet al. shaved that thereis always
guaranteedo be at leastonestablepathassignmentor suchrout-
ing systemg6]. However, allowing nodesto Ilter pathsfrom each
othercancreaterouting systemgor which thereis no stablepath
assignment.
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Figure 5: This routing systemis stable without ltering but unstable
under ltering . The gur e shows a routing systemwith next-hop rank-
ingsand ltering that is equivalent to the unstablerouting systemwith
the rankings over paths shown in Figure 1.
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Figure 6: Routing systemwith edgeweight-basedrankings.

Obsewation 2 Theee existroutingsystemsvith next-hoprankings
for which a stablepath assignmenexists,but introducing Itering
canyield a systenwhee no stablepathassignmenéxists.

Example 4 ConsiderFigure5. As before,eachAS ranksevery one
of its neighboringASes. Additionally, eachAS may alsodeclare
arbitrary Itering policies.In this example,eachAS (otherthanthe
destinationfloesnotread\ertiseary indirectpathto thedestination.
For example,AS 1 doesnot adwertisethe path 130 to AS 2, and
thusthe path2130is not availableto AS 2. Formally, we de ne

F. = 130, 10g, F» = 210 20g, andF3 = f320; 30g.

The resultingrouting systemis equialentto the systemin Fig-
urel, oncethe ltered pathsareremoredfrom eachnodesranking.
Thus,the Itered routing systemis unstableby the samereasoning
asin Examplel: for ary pathassignmenin this routingsystemat
leastoneAS will have a higherranked consistenpath(and,hence,
hasanincentive to deviatefrom the pathassignment).

Using a constructionsimilar to thatin Example2, it is possi-
ble to shav how this example could arisein practice. The ex-
ampledemonstratethe comple interactionbetweenltering and
rankings—aclassof rankingsthat guaranteestability without |-
teringcanbeunstablaundercertain ltering conditions.

4.2 EdgeWeight-BasedRankings

Thereexistsat leastonerouting systenmthatpreseresautonomy
andyet ensuressafetyunder ltering: if eachprovider is allowed
to chooseedgeweightsfor its outgoinglinks, and eachprovider
rankspathsbasedn the sumof edgeweights,theresulting“short-
estpaths”routing systemis guaranteedo be safe[12]. Sincethis
resultholdsfor ary F1;:::;Fn, ary routing systembuilt in this
way is guaranteedo besafeunder Itering. In this sectionwe will
formulatea generalizednodelof suchedge weight-basedankings
with both next-hop rankingsand shortestpath routing as special
casesSuchrankingsdonotallow providersto directly specifytheir
ranking;rather the rankingsof eachprovider arederivedfrom the
stratgjic choicesmadeby all providers,namely the choicesof out-
goinglink weightsthateachprovider sets.This notionof “derived”
rankingsis a potentially useful methodfor ensuringautonomyin
interdomainroutingprotocols.

De®nition 14 (Edge weight-basedrankings)

(N; 1;::0; w~;Fa1;:i;Fa) is a routing systemwith edge

weight-basedankingsif there existsan assignmenof edge weights

w; to ead ordered pair of ASesi; j, togetherwith a parameter
2 [0; 1], sudh that for eadh ASi and pathsP;;B; 2 PN with

Pi=iii:iiin0andP = ij1:::jmO, there holds:
X 1 !
P i P ifandonlyif w;, + Wi i + Wino
k=1 |
X 1 '

> Wi, + Wiy + Wi o

~=1

The interpretationof this de nition is as follows. Eachnode
choosesdgeweightsfor all possibleoutgoinglinks; i.e., nodei
chooses weightw;; for eachnodej . Next, nodei determinests
rankingsby orderingall pathsP;i = ii1g::i,0 in increasingor-
deraccordingto their weightw;i, + ( E=1l Wi, s + Wigo),
where is a global parameteusedto weight the tail of the path.
Theparameter allows usto comparewo extremepoints: = 1,
corresponddo shortestpath routing basedon the matrix of edge
weightsw, while = 0 correspond$o next-hoprankings.A nat-
ural questiorto askis whetherarouting systemusingedgeweight-
basedankingscanbesafefor intermediatevaluesof . It turnsout
that the only edgeweight-basedanking classthat can guarantee
safety(andsafetyunder Itering), regardlesof theweightschosen
by eachprovider, istheschemeale nedby = 1;i.e., shortespath
routing.

Obsewation 3 A routing systenwith edge weight-basedankings
maybeunstableforany whee0O< < 1.

Example 5 Considerthe routing systemshown in Figure6. If the
systemis suchthateachnodeprefersthe two-hoppathto the des-
tination, followed by the one-hop(i.e., direct) path, followed by

the three-hoppath, then the systemwill be unstablebecausets

behaior will matchExamplel. The routing systemwill be un-

stableif the following conditionsaresatis ed, for all i = 1;2;3:

Wii+1 + W10 < Wipo < Wi +1 +  (Wiszji+2 + Wis2;0) (for

additionmodulo3). If = 1, theseinequalitiescannotbe simul-

taneouslysatis ed for ary nonngative choiceof the edgeweight
vectorw, which is expected,since = 1 corresponds$o shortest
pathrouting. Ontheotherhand,if 0< < 1, thentherearemary

vectorsw thatsatisfythe inequalitiesabore. For example,we can
choosewig = Wy = W3p = 1, andletwi, = Woz = Ws = X,

for ary x suchthat(1 )=(1+ )< x<1 . Forthisde ni-

tion of w, all threeinequalitiesabove will besatis ed,andthusthe
rankingsof eachnodewill leadto thesameoscillationdescribedn

Examplel.

5. Dispute Wheelsand Dispute Rings

Ourgoalis to studytheclasse®f rankingsfor which therouting
systemis guaranteedo be safeunder Itering. Grif n etal. have
shavn that checkingwhethera particularrouting systemis safeis
NP-hard[12]. To simplify our studyof safety we introducea use-
ful conceptdevelopedby Grif n etal. [12], known asa dispute
wheel Informally, adisputewheelgivesalisting of nodesandtwo
pathchoicegpernode,suchthatonepathis alwayspreferredo the
other If arouting systemoscillatesthenit is possibleto construct
a disputewheelwherebyeachnodein the wheel selectsits more
preferredoath(via thenodein the clockwisedirection)over its less
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Figure 7: Relationshipsbetweensafety and dispute rings and wheels.
Previous work showed that a routing systemwith no dispute wheelis
safe[12]. Section5 presentsall other relationshipsshawn in this gur e.

Figure 8: lllustration of a dispute wheel. Dotted lines show preferred
(indir ect) pathsto the destination. The nodesi1;:::;im are pivots.

preferredpath. Grif n etal. shavedthatif a routing systemwith
no ltering doesnothave a disputewheel,thenit is safe.

Thedisputewheelis a usefulconceptecausét allows usto an-
alyze dynamicpropertiessuchas safetyby simply looking at the
rankingsof eachnodein theroutingsystem.In this sectionwe for-
mally de ne adisputewheelandshaw therelationshipof Grif n' s
routing model, which simulatesmessage®eing passedbetween
nodes,to the modelwe usein this paper which usesfair activa-
tion sequencesThis relationshipallows usto studysafetyin terms
of theroutingmodelin this paper We thenintroducea specialtype
of disputewheelcalleda disputering andshaw that,if ary routing
systemhasadisputering, thenit is notsafeunder ltering. Finally,
we relatedisputewheelsto disputerings andshaw that, although
the presenceof a disputering guaranteeshat a routing systemis
not safeunder ltering, it doesnot necessarilymply that a rout-
ing systemis not safewithout Itering. Figure7 summarizeghe
resultsof this sectionandhow they relateto resultsfrom previous
work [12].

5.1 Dispute Wheelsand Safety

De®nition 15 (Dispute wheel) Given a routing system(N; 1;

3. ThepathPx = ik Qkik+1 Pk+1 Ois feasiblei.e., Pk 2 Fi,,
4. P i, Px.

Thus,eachnodei prefersthe pathiy Qkik+1 Pk+1 Oto thepath
ik Pk 0, asshavn in Figure8.

We now shav that safetyin the Simple Path Vector Protocol
(SPVP)de ned by Grif n et al. [12] implies safetyin our model,
which allows usto usedisputewheelsto analyzesafety

Proposition2 Givena routing systema fair activationsequence
andaninitial pathassignmenP o, letP 1; P 2;::: betheresulting
sequencef pathassignmentaccoding to thedynamicsdescribed
in Figure 3. Thenthere existsa sequencef messgesin the Simple
Path Vector Protocol (SPVP)sud that the samesequenc®f path
assignmentss observed.

Thus,in particular, if a routing systenis safeunder SPVRthen
it is safeaccoding to De nition 10.

Proof Sletch. The key differencebetweenSPVPandthe dynam-
ics we have de ned is that SPVPis asyntironous(i.e., atary time
step,messagemaybein ight), sodifferentnodesmay have dif-
ferentassumptiongboutthe global path assignmenat ary time.
SPVPis nondeterministiavith respecto the timing of messages;
thedelaybetweerarouting updateat nodej andthereceiptof the
new routeadwertisemenfrom nodej atnodei canbearbitrary We
usethis factto constructjnductively, a sequencef messagesuch
thatattimet, the currentsetof pathsavailableto nodei; in SPVP
correspondsxactly to P 1. Furthermorewe time the delivery
of routingupdatedo nodei; in SPVPsothatary updateghatoc-
curredsincethelasttime i, wasactivatedarrive exactly atthe start
of time stept. In SPVR thiswill initiate aroutingupdateatnodei.,
which correspondsxactly to theactiationof i; in our model(see
Figure3).

Thus, the sequencef pathassignmentseenin this realization
of SPVPmatchegshesequencef pathassignmentseenin our dy-
namics.We concludethatif SPVPis guaranteedo be safefor the
givenrouting system(i.e., if eventuallyno furtherrouting updates
occut regardlessof the initial path assignment)thenthe routing
systemis safeaccordingto De nition 10aswell.

Corollary 1 If a routing system (N; q1;:::; N;

tering (andhencesafe).

Proof Choosesubsets Fi. Then,ary disputewheelfor

theroutingsystem8 = (N; 1;:::; n;F1;:::Fn) is alsoa
disputewheel for the original routing systemS = (N; 1;:::;

n; F1;:i0 Fn). Thus,theresultfollows from Proposition2 and
theresultsof [12].

If nodisputewheelexists,theroutingsystemis safeunder Iter -
ing, but, unfortunately this conditionis not a necessargondition
for safety andthusnot muchcanbe saidabouta systemthatdoes
have adisputewheel. Furthermorethereexist routing systemshat
have adisputewheelbut which aresafeunder Itering.

Obsewation 4 Theexistenceofa disputewheeldoesnotimplythat
therouting systemis unsafe nor that the routing systenis not safe
under ltering .

Example 6 SeeFigure9. The rst two mostpreferredpathsin each
nodes ranking form a disputewheel, but the systemis safe: the
systemcorvergesto P = (10; 20; 30). Furthermoreno combina-
tion of lter s cancreatean oscillation Thetwo-hoppathsarenot
part of the stablepathassignmentso ltering thosepathshasno
effect on the protocoldynamics. Filtering a three-hoppathwould
simply resultin a nodeselectingthe direct pathto the destination,
andthe nodewould never deviate from thatpath. If onedirectpath
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Figure 9: A routing systemthat is safefor any choiceof Iters.

is Itered, thentheothertwo nodeswill take directpathsto thedes-
tinationandthenodewhosedirectpathis Itered will take its most
preferredthree-hoppath. If two directpathsare ltered, thenP is
simply a chainto the destination:the nodethat hasthe direct path
takesit, andthe othertwo nodeswill take two andthree-hoppaths.

5.2 DisputeRings and Safety

In this sectionwe extendthedisputewheelnotionto understand
the relationshipbetweenranking expressienessand safetyunder
Itering. Wede ne arelationshipbetweerrankingscalledadispute
ring, a specialcaseof a disputewheelwhereeachnodeappearst
mostonce.Thedisputering is ausefulconcepbecausd allows us
to prove anecessargonditionfor safetyunder Itering.

De®nition 16 (Disputering) A disputering is a disputewheel—a

collectionofnodes1;:::;im andpathsP1;:::;Pm,Q1;:::;Qm
satisfyingDe nition 15—suhb that m 3, and no nodein the
routingsystenappeas more thanoncein thewheel.

Proposition 3 If a routingsystenmhasa disputering, thenit is not
safeunder ltering .

Proof. Assumethat a routing systemhasa disputering, de ned

byii;:::iim, andpathsQzs;:::;Qm, P1;:::;Pm. Then,con-
struct Iters suchthat F; containsonly the pathsin that dispute
ring. Speci cally, F; containshefollowing pathsfrom PN (where
wedeneim+ = i1). (1) If i is notin the disputering, then
Fi = ;. (2) If i is apivot nodeon the disputering, sayi = i,

thenF; containsexactly two paths: Py, andix Qkik+1 Pk+1 0. (3)

If i is notapivot node,buti 2 Qx for somek, thenwe canwrite

Qk = ikQLiQ2ik+1 . In this caseF; consistsof the single path
iQ2ik+1 Pk+1 0. (4) If i is nota pivot node,buti 2 Py for some
k, thenwe canwrite P, = ixPiP20. In this case,F; consists
of the singlepathiP 20. Sinceeachnodeappearst mostonceon

thedisputering, theprecedingle nition uniquelyde nesF; for all

nodes.

There exists at least one consistent path assignmentP ;
such that some pivot nodeix 1 usesits most preferredpath,
ik 1Qx 1ikP«O, every otherpivot nodei; usespathi; P; 0, and
every othernon-piot nodei usesits only availablepathconsistent
with this assignmentThen,thefollowing activation sequencevill
resultin anoscillation:

1. Activatenodeiy . Nodei thenswitchego its morepreferred
path,ix Qkik+1 Pk+1 O.

2. Activatenodesalong Qx 1 in reverse order, from the node
immediatelyprecedingik, to ik 1. All nodesalongQk 1
switchto theemptypath,”.

3. Activatenodeiy 1. Thepathix 1Qk 1ikPxOisnowincon-
sistentsoix 1 mustswitchto thepathix 1P« 10.
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Figure 10: Systemthat (1) hasno disputering and (2) is not safe.
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5 (1240) (240) (350) (40) (51240) (60)
1 (160) (240) (350) (40) (51240) (60)

3 (160) (240) (3160) (40) (51240) (60)

4 (160) (240) (3160) (43160) (51240) (60)
5 (160) (240) (3160) (43160) (50) (60)
3 (160) (240) (350) (43160) (50) (60)
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6 (160) (2350) (350) (43160) (50) (62350)
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1 (1240) (240) (350) (40) (50) (62350)
5 (1240) (240 (350) (40) (51240) (62350)
6 (1240) (240 (350) (40) (51240) (60)

Figure 11: Activation sequencdor unsafesystemfrom Figure 10.

4. Returnto Stepl with k replacedbyk + 1, anditerateagain.

By thefourth stepof theiterationabove, thenew pathassignmenis
“isomorphic” to theinitial con guration: now nodeiy is usingthe
pathix Qkik+1 Pk+1 O, andevery otherpivot nodei;j is usingpath
i; P; 0. Thus,asthis iterationrepeatsthe dynamicswill ultimately
reachnodeiy onceagainwith the original pathassignmentNote
thatall pathsin this activationsequencareguaranteedo be avail-
ableandconsistentby thede nition of F;. To make this actvation
sequencéair, we mustalsoactivatethenodeghatarenotin Pi [ Qi

for ary i in the disputering; andthe non-pivot nodesin P; for all

i in thedisputering. The nodesthatarenotin P; [ Q; for ary i

have only the path" available,andeachnon-piot nodein P; (for
all i) hasonly onepathto thedestinatioravailable. Thereforethese
nodeswill never changegpaths,anddo notaffecttheoscillation.

We emphasizéhat, for simplicity, we reducecthe setof lters,
Fi, to includeonly the setof pathsthat are involved in an oscil-
lation. We note that therewill typically be more permissie sets
F; thatwill alsoresultin oscillation, becausdhe disputering is
presenin theunderlyingsetof rankings.Our intentis to highlight
the mostbasiccaseof Itering thatcancausean oscillation,given
the existenceof a disputering.

Despitethefactthatsystemshataresafeunder ltering areguar
anteednot to have a disputering, testingfor a disputering is not
sufcient to guaranteehat the routing systemis safe,becauseof
thefollowing obseration

Obsewation 5 Routingsystemghat havea disputewheelbut do
not havea disputering maynotbe safe



Example 7 Considerthe routing systemdescribedy Figure10(a)
and the correspondingdisputewheel in Figure 10(b). Suppose
thatnodesl, 2, and3 prefertwo-hop pathsover three-hoppaths,
and the only pathsavailable to nodesare thosedepictedin the
gure. This systemis not safe; for example, supposeP o =
(1240; 240, 350; 40; 50; 60). The systemthenoscillatesasshavn
in Figurell. However, thesystemhasnodisputering; in particular
the disputewheeldepictedin Figure 10(b) cannotbe reducedo a
disputering.

6. Autonomy and Safety

In this sectionwe determinenecessarandsufcient constraints
on the allowable classesof rankings, suchthat if eachAS au-
tonomouslysetsits rankingwhile Itering is unrestrictedthe pro-
tocolis guaranteetb besafe.We dosoby characterizingvhethera
routingsystemwhererankingsareindependenthspeci edby each
AS caninduceeithera disputering or adisputewheel.

Any protocol’s con gurable parametersmplicitly constrainthe
rankingsASescanexpress.For example,in BGP thesetof protocol
parameterss rich enoughto allow providersto expressessentially
ary possiblerankingover paths. In Section6.1, we axiomatically
formulatetwo propertiesthat shouldbe satis ed by ary protocol
that respectsautonomy: permutationinvarianceand scaleinvari-
ance The rst requirestherankingsallowed by the protocolto be
independentf nodelabeling,while thesecondequiregheallowed
rankingsto scalegracefullyasnodesareaddedto the system.We
abstractprotocolssatisfyingthesetwo conditionsusingthe notion
of anautonomousankingconstaint (ARC) function;suchafunc-
tion takestherankingof asingle AS asinput, andacceptst if that
rankingis allowed by the protocol. Obsene thatany protocolthat
respectghe ability of ASesto autonomouslychooserankingscan
berepresentedly a correspondingARC function.

In Section6.2, we give two examplesof suchfunctions: the
shortesthop count ARC function (which only acceptsrankings
whereshortempathsarepreferredo longerpaths) andthe next-hop
ARC function(whichonly acceptsiext hoprankings).We thende-
terminethe classof ARC functionssuchthat, aslong aseachnode
independentlychoosesan acceptableanking, the resultingglobal
routingsystemwill besafeunder ltering. In Section6.3,we shav
thatthe only ARC functionsthataresafeunder ltering arenearly
equivalentto the shorteshop countARC function.

6.1 ARC Functions

In this section, we de ne an autonomousranking constaint
(ARC) function, which senes as an abstractionof the protocols
constraintson allowed rankingsover routes. We startby de ning
alocal ranking constraint(RC) function, which takes asinput the
rankingof asingleASi, N anddeterminesvhetherthatranking

is allowable.

De®nition 17 (Local RC function) GivenN nodes.a local rank-
ing constraint(RC) function ( i) takesasinputtherankingof a
singleASi overall pathsin P) , andreturns“accept” if ; isal-
lowedby , andreturns‘r eject” otherwise If ( ;) = “accept”,
wewill saythat ; is -acceptedIf weare givena routingsystem
(N; 1;::0; ~3F1;:i:Fn) wheeead  is -acceptedwe
will saytheroutingsystenis -accepted.

Becausewe arerestrictingattentionto protocolsthatrespecthe
ability of ASesto chooserankingsautonomouslya rst condition
thatmustbe satis edis that constraintson rankingsshouldbe “lo-
cal”: thatis, an AS shouldnot faceconstraintson allowablerank-

ingsdueto therankingschoserby otherASes.For this reason)o-
cal RCfunctionsactonly ontherankingof asingleAS. More gen-
erally, protocolsmight placesystem-wideconstraintson the vector
of rankingschosenby all ASes; suchprotocolsshouldbe repre-
sentecdby “global” RC functions. Of course suchprotocolsdo not
respecautonomyandsowe do not considethemhere.

We now de ne two naturalconditionsarny local RC functionthat
preseres autonomyshouldsatisfy First, the local RC function's
conditionson rankingsshouldprovide consistenanswergo differ-
entASes regardlesof thelabelingof the ASes.Thatis, for thelo-
cal RC functionto presere uniformity, eachAS shouldbe subject
to the sameconstraintson routing policies, and thoseconstraints
shouldnot dependon the particularassignmenbdf AS numbersto
ASes. For example,supposehe routing systemconsistsof three
ASes,andAS 1 hasanacceptedankingwhereit prefers1230over
120, and 120 over 10. Thenwe expectthe sameranking should
beacceptedevenif thelabelsof nodesarepermuted For example,
supposeve permutghenodelabelsthatl! 2,2! 3,and3! 1.
Thennode2 shouldalsohave anacceptedankingwhereit prefers
23100ver230, and2300ver 20 (becaus®31Q 230, and20 arethe
new pathsthat resultafter applyingthe permutatiorto 1230 120,
and 10, respectiely). If this propertywere not satis ed, thenthe
setof acceptedankingsdetermineddy alocal RC functionwould
dependon the global assignmenbf AS numbersto nodes,not on
the characteristic®f the individual rankingsthemseles. We call
this notion permutationinvariance to de ne it precisely we must
proceecthrougha sequencef de nitions, startingwith path per
mutation

De®nition 18 (Path permutation) GivenN nodeslet bea per
inducesa path permuta-
tion onanypathP = iiqiz:::imj fromi toj, yielding a new
path (P)= (i) (i1) (i2)::: (im) (j)from (i)to (j). We
alwaysde ne (0) = 0.

De®nition 19 (Ranking permutation) GivenN nodeslet bea

permutationof thenodesl;:::;N. Then inducesarankingper

mutationon a ranking ; for nodei over the pathsin P , yield-

ing a new ranking ( i) over the pathsin PN(i), as follows: If

Pi:P; 2 PN, andPy i P2, then (P1) ( i) (P2) (whee
(Pi) is the pathpermutationof pathP; under ).

Note thata permutatiordoesnot modify the routing systemary
substantie way, exceptto relabelthenodesandto relabelthepaths
andrankingsandin a way thatis consistenwith the relabelingof
nodes.

De®nition 20 (Permutation invariance) A local RCfunction is
permutatiorinvariantif, givenN andaranking ; for anASi over
all pathsin PN, therelation ; is -acceptedf andonlyif ( ;)

Secondalocal RCfunctionshouldspecifyconditionsfor accep-
tanceor rejectionof rankingsthat “scale” appropriatelywith the
numberof nodesin the system;we call this propertyscaleinvari-
ance Supposefor example,that a local RC function acceptsa
ranking i overP, whenN nodesarein the system.Now sup-
posethatwe addnodegto the system sothetotal numberof nodes
is ! > N. As additionalnodesare addedto the system,addi-
tional pathshecomeavailableaswell, andeachnodei mustspecify

its rankingsover the IargersetPi’@. Informally, scaleinvariance
of thelocal RC functionrequiresthati shouldbe ableto “extend”



the ranking ; to an acceptedanking over Pi’@ , without having
to modify its existing rankingover PN ; otherwise the properties
of allowed rankingswould dependon the numberof nodesin the
globalsystem.

To formalizethis conceptwe rst de ne asubranking.

De®nition 21 (Subranking) GivenN nodes,et i bea ranking
for ASi overall pathsin PN . GivenNl > N, let *; bearanking

for ASi over all pathsin PiNA. Note that PN Pi'@. We say
that ; isasubrankingof ”; if P2 ; P2 impliesP1 " P2, for all
Pi;P2 2 PN,

We now de ne scaleinvariance.

De®nition 22 (Scaleinvariance) Alocal RCfunction isscalen-
variantif thefollowing conditionholds: givenany -acceptedank-
ing i for ASi overPN , andgivenany Xl > N, ther existsat
leastone -acceptedranking i overPi’@ thathas ; asa sub-
ranking

Permutationnvarianceguaranteethatrelabelingnodesdoesnot
affect allowed rankings;scaleinvarianceensureshat even asthe
setof nodesin the network increasesthe rankingsover previously
existing pathsshouldremainvalid. Local RC functionsthat sat-
isfy bothpermutatiorinvarianceandscaleinvariancecorrespondo
protocolsthatrespecthe ability of ASesto autonomouslychoose
rankings;we call suchfunctionsautonomousganking constaint
functions

De®nition 23 (ARC function) A local RC function is an au-
tonomousranking constraint(ARC) function if it is both permu-
tation invariantandscaleinvariant.

We wantto derive theconditionsunderwhich protocolsareguar
anteedo besafeunder Itering. GiventhatweuseanARC function
asanabstractiorof theconstraintplacedby aprotocolonrankings,
we would thuslike to characterizeARC functionsthatcanensure
safetyunder Itering of the entire routing system(a global prop-
erty). For this reason,we extendthe de nition of “safety under

Itering” to coverlocal RC functions.

De®nition 24 Let bealocal RCfunction. We saythat is safe
under ltering if all -acceptedouting systemsre safeunder I-
tering.

6.2 Examplesof ARC Functions

We now presenttwo simple examplesof ARC functions: the
shortesthop countARC function, which is guaranteedo be safe,
but is not expressie; andthe next hop ARC function,which is ex-
pressve, but not safe.

Example8 Our rst exampleis theshortesthopcountRCfunction

she Given the numberof nodesN, the RC function ' ac-
ceptsaranking ; for nodei if andonly if therelation ; strictly
prefersshorterpaths(in termsof hop count)over longerones.For-
mally, it accepts i, if, for any two pathsP;; P 2 PN suchthat
length(P;) < length(P:),P; i Pi. Tiesmaybebrokenarbitrar
ily.

It is not hardto verify that s"° is an ARC function. To check
permutationinvariance notethatif ; is allowed for nodei, then
of coursefor ary permutation , theranking ( i) will alsobe
allowed for node (i), as ( i) will alsoprefershorterpathsto
longer paths. Scaleinvarianceis natural: given ary shortesthop

countranking ; over PN, andgiven Xt > N, thereobviously

exists at leastoneshorteshop countrankingover Pi'@ thathas ;
asasubranking.

she forcesall providersto useshortestAS pathlength, effec-
tively precludingeachAS from having ary policy expressieness
in choosingrankings(otherthanwhenbreakingties). A more e x-
ible setof rankingsis allowed by the next hop RC functionof the
next example.

Example 9 The next hop RC function "™, acceptsaranking
for nodei if andonly if ; satis esEquation(1) in Section4.1;
thatis, if ; isanext hopranking.
" s clearly permutationinvariant; if ; is a next hop rank-
ing for nodei, thenclearly ( ;) is a next hoprankingfor node
(i). Furthermorenotethatary next hopranking ; is determined
entirely by the rankingsof nodei over eachpossiblenext hop,to-
getherwith tiebreakingchoicesamongrouteswith the samenext
hop. Thus,for &' > N, ; canbeextendedto anext hopranking

over PiNA , by extendingnodei's rankingsover eachpossiblenext
hop,anddeterminingiebreakingrulesfor ary routeswith next hop

thusit is anARC function.

" grantsgreater e xibility in choosingrouting policiesthan
undertheshorteshopcountRCfunction, ", albeitatsomecost.
With ™, eachAS i will choosea next hopranking ; without
ary global constraintson the compositevector of next hop rank-
ings( 1;:::; w~) choserbythenodesWe have shavn earlierin
Sectiond.1thatthereexist con gurationsof next hoprankingsthat
may not be stableor safeunder lItering; thus,the ARC function

" canleadto alack of safety

Next, we usedisputeringsanddisputewheelsto characterizéhe
classof ARC functionsthataresafeunder ltering. We will prove
thatthis classis closelyrelatedto the ARC function S"°.

6.3 Impossibility Results

We prove two mainresultsin this section.Informally, the rst re-
sultcanbestatedasfollows: supposeave aregivenanARC function
andanacceptedankingsuchthatsomen hoppathis lesspreferred
(i.e., rankedlower) thananothempathof lengthatleastn + 2 hops.
Then,we canconstructan acceptedouting systemwith a dispute
ring; i.e., onethatis not safeunder ltering. The secondresult
stateghatif somen-hop pathis lesspreferredthananothempathof
lengthatleastn + 1 hops,thenthereexistsaroutingsystemwith a
disputewheel(thoughnotnecessarily disputering). Notethatthis
resultis wealer thanour rst result,because disputewheeldoes
not necessarilymply thatthe systemis not safeunder Itering.

Weinterprettheseesultsasfollows: if wearesearchindor ARC
functionsthataresafeunder ltering, we arevery nearlyrestricted
to consideringonly the shortesthop countARC function, because
all pathsof n hopsmustbe more preferred than pathsof at least
n + 2 hopsto guaranteesafetyunder Itering, andall pathsof n
hopsmustbe more preferredthan pathsof at leastn + 1 hopsto
preventdisputewheels.

Our rst lemma,which is crucialto proving both of our results,
usespermutationinvarianceto constructa disputewheel from a
singlenodes rankings.We usea permutatiorto “replicate” pieces
of thedisputewheeluntil theentirewheelis completed.

To statethe lemma,we will requirethe de nition of period of
a nodewith respectto a permutation,as well asthe period of a

denotethe permutatiorthatresultswhen is appliedk times;e.g.,
2(1)= ( (j)),where °isdenedtobe .



on the nodes
as period;( ) =

De®nition 25 (Period) Given a permutation

minfk 1: X@)=ig.
Thus theperiodofi is theminimumnumberof applicationsof
requiredto returntoi.

De®nition 26 (Permutation period) Given a permutation on

period( )= minfk 1: (i) =iforallig.

Thus, period( ) is the minimumnumberof applicationsof
requiredto recovertheoriginal nodelabeling andcanbecomputed
astheleastcommormultipleof period; ( ),forl1 i N.

The following resultestablisheshe conditionsunderwhich we
canapply a permutationto a -acceptedankingto obtaina dis-
putewheel. We usethis lemmaasa building block for both of the
theoremsn this section.

Lemmal Let beanARCfunction. Supposehere existsa node
i with a ranking ; over PN, two pathsR;;B; 2 P, anda
permutation on1;:::;N sudithat: (1) i is -accepted;(2)
R i B @) period; ( ) = period( ); and (4) ther existsa
path®; fromi to (i) sud that:

Ri=iQi (i) (P)o: (2)
Thenther existsa -acceptedoutingsystenwith a disputewheel.
This disputewheelis de ned by pivot nodesii;:::;im, and

k l(i),Pk - k l(ﬁi)’

K 1Q).

Proof Sletch. Detailsarein thetechnicalreport[5]. Thekey idea
of the proofis that, becausgeriod; ( ) = period( ), we canre-
peatedlyapply to the paths®; andP; and apply permutation
invarianceto constructa -acceptedouting systemwith a dispute
wheel.

andQy =

The precedinglemmareducesthe searchfor a disputewheel
to a searchfor a permutationanda -acceptedanking with the
statedproperties. Obsere from Equation(2) that the permuta-
tion mapsthe pathB; into the “tail’ of the pathR;; in apply-
ing Lemmal, we will constructa partial permutatiorby mapping
apathP; into the“tail” of R; asin (2), andthenwe will complete
the permutatiorby addingnodesto the systemif necessargothat
period; () = period( ). We usethis approacho prove two the-
orems;the rst stateshatif an ARC function acceptsat leastone
rankingthatprefersann-hop pathlessthana pathof atleastn + 2
hops,thenthe ARC functionis not safeunder ltering.

Theorem1 Let beanARCfunction.Supposehere existsa node
i with -acceptedranking i, andtwo pathsR;; B 2 P] sudh
thatlength(R;) > length(%;) + 1andR; | Bi. Then, is not
safeunder ltering .

Proof Sletch. Details are in the technicalreport[5]. The proof
relieson Lemmal to build a disputewheel. First, usingscalein-
varianceof the ARC function, we shav that the statedconditions
of the theoremensurethat thereexist two pathsR?, BP suchthat:
length(RY)  length(PY + 1; R is more preferredthan P2 for
some -acceptedtanking; and R? and P have no nodesin com-
mon,otherthani andO.

We thenusescaleinvarianceand Lemmal. We add nodesto
the system,and usethemto build a permutation satisfyingthe
conditionsof Lemmal (in particular sothatP,’is mappednto the
tail of R?). Furthermoreye shav thatbecausé andR? shareno
nodesn commonthedisputewheelof Lemmalisin factadispute
ring. This completeghe proof, sinceby Proposition3 theresulting
routing systemis not safeunder Itering.

TheprecedingheorensuggestshatARC functionsthataresafe
under ltering are closely relatedto the shortesthop countARC
function, becauseno rankingscanbe acceptedvheren hop paths
arelesspreferredhan(n + k)-hoppathsfork 2. Thenext theo-
remdraws this relationshipevencloser by proving thatthereexists
adisputewheelif an ARC functionacceptsary rankingwherean
n-hoppathis lesspreferredhanan(n + 1)-hoppath.

Theorem?2 Let beanARCfunction.Supposéhere existsa node
i with -acceptedranking i, andtwo pathsR;;P; 2 P] sud
that length(R;) = length(P,) + 1 andR; ; B;. Thenther
existsa -acceptedoutingsystenwith a disputewheel.

Proof Sletch. Detailsarein thetechnicakreport[5]. Ourapproactis
to mapthepathB; into the“tail” of thepathR;, which partially de-
nes apermutation . Wethenshav how to addnodedo thesystem
andcompletethe permutation sothatperiod;( ) = period( ).
WethenapplyLemmal to concludethereexistsa -acceptedout-
ing systemwith adisputewheel.

Theprecedingesultsshouldnotbeinterpretecassuggestinghat
we cannot nd arouting systemthatis safeunder Itering, where
nodesprefer (n + k)-hop pathsover n-hop paths. Indeed,from
Example6, there are routing systemswhere nodesprefer 3-hop
pathsover 1-hop paths,andyet the systemis safeunder Itering.
However, checkingwhethersuchsystemsare safeunder ltering
requiresglobal veri cation; the theoremswe have presentedsug-
gestthat safetyunder Itering cannotbe guaranteedhroughlocal
veri cation alone,if somenodesareallowedto prefer(n + k)-hop
pathsover n-hop paths.

Furthermorethetwo resultsin this sectionhighlight the impor-
tanceof disputerings. Theoreml givesthe strongresultthat an
ARC functionthatallows some(n + k)-hop pathto be morepre-
ferredthanan n-hop path cannotguaranteesafetyunder Itering,
if k 2. Theorem2 only guaranteeshe existenceof a dispute
wheelif anARC functionthatallows some(n + 1)-hop pathto be
more preferredthanan n-hop path—wecannotdrav conclusions
regardingthe stability or safetyof a routing systemon the basisof
theexistenceof a disputewheel(seeExample6).

7. Conclusion

This paperexplored the fundamentakradeof betweenthe ex-
pressvenessof rankingsand routing safety presumingthat each
AS retainscompleteautonomyand Itering expressieness. We
male threemain contritutions. First, we shav thatnext-hop rank-
ingsarenotsafe;we alsoobsere thatalthoughrankingsbasedn a
globally consistentveightingof pathsaresafeunder ltering, even
minorgeneralizationsf theweightingfunctioncompromisesafety
Secondwe de ne adisputering andshaw thatary routingsystem
thathasa disputering is not safeunder Itering. Third, we shav
that, providing for completeautonomyand Itering expressveness,
the classof allowablerankingsthat guaranteesafetyis effectively



rankingbasedon (weighted)shortespaths.We alsopresentedhe
rst studyof theeffectsof Itering on stability.

In light theseresults anaturalquestiorto askis whetherthey are
positive or negative. In onesensepurresultsaregrim, becauséhey
suggesthatif BGPremainsn its currentform andeachAS retains
completeautonomyand ltering expressienesg(i.e., the only re-
alistic scenaridfor the foreseeabléuture), thentherouting system
cannotbe guaranteedb be safeunlesseachAS constrainsts rank-
ings over available pathsto thosethat are consistentwith shortest
hopcount(or, alternatvely, preferencethatarebasedn consistent
edgeweights).

Ontheotherhand,ourresultssuggesteveral cleardirectionsfor
designinga policy-basedrouting protocolthatis guaranteedo be
safe. Although we presentedhe ARC function as a proof tech-
nique,suchafunction could be implementedn practiceto restrict
the rankingsthat operatorsspecify in operationalnetworks. We
foreseetwo possibilities: (1) the routing protocolremainsasit is
today andthe constraintglerivedin Theoremsl and2 arechecled
by a tool that statically detectscon guration faults (e.g., rcc [3]);
or (2) the routing protocolis modi ed to prevent operatorsfrom
expressingankingsthatviolate theseconstraintsn the rst place.
Although we have not yet fully evaluatedthe merits of eachap-
proachin this work, we now brie y speculateon adwantagesand
disadwantage®f eachapproach.

Enforcing the ranking constraintsin a static checler would re-
quireno changeso theexisting routingprotocolsandcon guration
languagesUnfortunatelytheresultsin Theoremsl and2 only pro-
vide global guaranteeff every AS abidesby the constraints:asa
result,theremay belittle incentive for one AS to overly constrain
its policiesif otherASesdo not abideby the sameconstraintgand
creatingthe potentialfor unsaferoutingin theprocess).

Implementingthe rankingconstraintsy restrictingthe protocol
“knobs” requireswholesalechangego both the con guration lan-
guageandtherouting protocol,but it would provide absoluteguar
anteedor safetywhile still preservingthe autonomyof eachAS.
Ourresultsin Section4.2 suggesbnepossibledirection: therewe
shaw thatrouting using preferenceslerived from edgeweightsis
guaranteedo be stable. SupposeeachAS ranks pathsbasedon
the sumof edgeweightsto the destinationandadjustsweightson
its incidentoutgoingedgesto neighboringASes. Rankingswould
thenbe derived from the total pathcost, but an AS might still re-
tain enough e xibility to control the next-hop AS en routeto the
destination. Such an approachcould ensurethat the protocol is
safeon shorttimescaleswhile allowing “policy disputes”to oc-
curonlongertimescalesoput-of-bandrrom therouting protocol. Of
coursewe muststill explore whetherthis apparentlymorerestric-
tive languagecouldstill implementthe policiesthatoperatoravant
to express.Furthermorea morerestrictive policy languagewvould
guaranteesafety but would likely causerouting to oscillateon a
slowertimescaleasoperator®bsene theroutingprotocolcorvery-
ing to undesirablgaths.It is our positionthatthis designdecision
is exactly theright one: the routing protocolshouldcorverge on a
fasttimescaleandaccuratelyre ect network topology while policy
con icts shouldberesoledon slower, “human”timescales.
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