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The Streaming Mo del - Notation

� A streamis an orderedtuple over the alphabet

[n] = f 1; 2; 3; : : : ; ng:

� We denote the number of times that the item i is seenby mi and the
total number of items in the streamby m, i.e., m =

P n
i =1 mi .

� The number of distinct items in the stream (i.e., the number of items
with non-zerocount) is denotedby n0.

� The tth item in the stream is representedby at . So, the stream is
representedby (a1; a2; a2; : : : ; am ), whereeachat 2 [n].
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The Entropy of a Stream

The sampleentropy (or just entropy) of a streamis de�ned to be

H � �
nX

i =1

(mi =m) log(mi =m):

All logarithms are base2 and, by convention,we de�ne 0log0 � 0.
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The Entropy of a Stream

We will focuson computingthe valueS �
P n

i =1 mi logmi and note that

H = �
nX

i =1

mi

m
log

� mi

m

�

=
� 1
m

"
X

i

mi logmi �
X

i

mi logm

#

= logm �
1
m

X

i

mi logmi

= logm �
1
m

S;

so that we can computeH from S if we know the valueof m.
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Motivation

� Entropy is a good measureof \diversity."

� Simplevolume-basedmethods are insu�cient to detect anomalies.

� Several works have suggestedentropy as a good metric to detect
anomalies(e.g., [Lakhinaet al., SIGCOMM'05], [Xu et al., SIGCOMM
'05]).

� Entropy can be used to detect a diverse spectrum of attacks, e.g.,
denial-of-service,distributed denial-of-service,port scans,worm attacks.

� Having accessto this information allows us to pro�le the anomalous
behavior.
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Some Lower Bounds

Theorem: Any randomizedstreamingalgorithm to computethe exactvalue
of S whenthere are at most m items must use
( m) bits of space.

Proof Idea: Reductionfrom the communicationcomplexity problemof set
disjointness.

Theorem: Any deterministicstreamingalgorithm to approximate S with
relativeerror lessthan 1=3 must use
( m) bits of space.

Proof Idea: A counting argument to show that everysublinear algorithm
makesan error of at least1=3 on someinput.
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(�; � )-Approximation

An (�; � )-approximation algorithm for X is onethat returnsan estimateX 0

with relativeerror more than � with probability at most � . That is

Pr (jX � X 0j � X � ) � � :

For example,the usermay specify � = 0:05; � = 0:01 (i.e., at least 99% of
the time the estimate is accurateto within 5% error). Theseparameters
a�ect the spaceusageof the algorithm, so there is a tradeo� of accuracy
versusspace.
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The Algorithm

The strategywill be to sampleas follows:

r = rand(1, m) c = 4

1  5  6  11   ..................................      6   .....    6    ..........      6       ............     6     ...                                                 

t = 1 t = m

and computethe following estimatingvariable:

X = m (clogc � (c � 1) log(c � 1)) :
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Algorithm Analysis

This estimator X = m (clogc � (c � 1) log(c � 1)) is an unbiased
estimator of S since

E[X ] =
m
m

nX

i =1

m iX

j =1

(j log j � (j � 1) log(j � 1))

=
nX

i =1

mi logmi

= S:
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Algorithm Analysis, contd.

Next, we bound the varianceof X :

V ar (X ) = E(X 2) � E (X )2 � E (X 2)

=
m2

m
[

nX

i =1

m iX

j =2

(j log j � (j � 1) log (j � 1))2]

� m
nX

i =1

m iX

j =2

(2 log j )2 � 4m
nX

i =1

mi log2 mi

� 4m logm(
X

i

mi logmi ) � 4(
X

i

mi logmi ) logm(
X

i

mi logmi )

= 4S2 logm;

assumingthat, on average,eachitem appears in the streamat least twice.
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Algorithm contd.

If we compute s1 = (32logm)=�2 such estimators and compute their
averageY , then by Chebyschev'sinequality we have:

Pr (jY � Sj > �S ) �
V ar (Y)

� 2S2

�
4 logmS2

s1� 2S2 =
4logm

s1� 2

�
1
8

:

If we repeat this with s2 = 2log(1=� ) groupsand take their median,by a
Cherno� bound we get more than �S error with probability at most � .

Hence,the medianof averagesis an (�; � )-approximation.
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The Sieving Algorithm

� KEY IDEA: Separating out the elephantsdecreasesthe variance, and
hencethe spaceusage,of the previousalgorithm.

� Eachpacket is now sampledwith some�xed probability p.

� If a particular item is sampledtwo or more times, it is consideredan
elephantand its exact count is estimated.

� For all items that are not elephantswe usethe previousalgorithm.

� The entropy is estimatedby addingthe contribution from the elephants
(from their estimatedcounts)and the mice(using the earlier algorithm).
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The Sieving Algorithm, contd.
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Evaluation Traces

- Trace1 Trace2 Trace3
Date Feb. 2, 2004 Aug. 5, 2003 Apr. 24, 2003

Where USCLos Netto Mid-sizeddept. UNC AccessLink
Epoch Length 1 min. 5 min. 1 min.
TraceLength 60 min. 60 min. 60 min.

# Packets per Epoch 1.7M 0.5M 2.5M
# Distinct Addresses 30,267 2,587 25,565

# Distinct Ports 15,165 4,672 8,080
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Algorithms Compared
� Simplesampling

{ Samplepackets at rate p
{ Countsare normalizedby 1=p and usedto computeentropy

� Sampleand Hold (Estan and Varghese)

{ Samplepositionsand keepcountsfrom that point on
{ Adjust countsby adding1=p and sumto computeentropy

� Algorithm 1 - The StreamingAlgorithm

{ UsesAMS-type estimator

� Algorithm 2 - The SievingAlgorithm

{ Estimatescontribution of elephantsand mice separately
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Evaluation Results

CDF of the destinationaddressentropy of Trace1
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Evaluation Results

Distribution Sample Sample&Hold Algo. 1 Sieving
DSTADDR 0.198 0.192 0.013 0.013
SRCADDR 0.054 0.049 0.017 0.004
DSTPORT 0.116 0.109 0.016 0.015
SRCPORT 0.069 0.062 0.016 0.005

Trace3: Mean relativeerror in S estimate
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Evaluation Results

Verifying the accuracyin estimatingthe standardizedentropy
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Open Problems and Conclusions

� There is much to be learnt about streamingalgorithms and how they
outperform traditional samplingmethods.

� The idea of separating out the elephantsand performing computations
for them and the rest of the streamseparately may havea much wider
use.

� Are there methods out there to improve our resultsfurther? Can we do
better if we make slightly strongerassumptionsabout the distribution of
the stream?

� How hard would it be to maintainthe entropy of arbitrary subpopulations?
For example, to allow a network operator to study the behavior of a
singlesourceaddressafter the data hasbeencollected.
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Thanksfor your attention!
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Extra slides - Varying Sampling Rate
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Extra slides - Comparing H and S
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Extra slides - Threshold for Sieving
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