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Abstract

Due to its salient properties, mobile agent technology hawveecairapidly graving atten-
tion over the last fer years. Mag developments of mobile agent systems are undsr iw
both academic and industriaMonments. In addition, there are alreadyious eforts to
standardize mobile ageradilities and architectures.

Mole is the first Mobile Agent System that has beearelbped in the Ja language. The
first version has been finished in 1995, and since then Mole has been constanthgdmpro
Mole provides a stable eironment for the deelopment and usage of mobile agents in the
area of distribted applications.

In this paper we describe implementation techniques for molgh#gent communication
concepts we implemented in Mole, discuss security concerning Mobile Agent Systems, and
present system services pided by Mole.

1 I ntroduction

Throughout the past years the concept of sofvagents has reved a great deal of attention.
Depending on the particular point of wi¢he term ‘agent’ is associated withfdient properties
and functionalities, ranging from adajtiuser intedces, cooperating intelligent processes to
mobile objects. Our particular interest lies in tkpleration of mobile agents in the Internet and
the key benefits preided by the application of this wetechnology (e.g. in the area of the
WWW).

Mobile agents are defined as aetobjects (or clusters of objects) thatdaehaiour, state and
location. Mobile agents asutonomoupecause once thare irvoked thg will autonomously
decide which locations tigawill visit and what instructions tlyewill perform. This behaour

is either defined implicitly through the agent code (see e.g. [Gray95]) or alteapecified
by an- at runtime modifiable itinary (see e.g. [WhgEA97]). Mobile agents are mobile since
they are able to migrate between locations that basicallygeahe emironment for the agents’
execution and represent an abstraction from the underlyingorieamd operating system.

With the properties printed out al®it has been oftengued that mobile agents pide certain
adwantages compared to traditional approaches as the reduction of communication costs, better
support of asynchronous interactions, or enhanceibiliey in the process of softare distri-

bution. The emplgment of mobile agents has been particularly promising in application do-
mains like information retrieal in widely distriluted heterogeneous openvieonments (e.g.

the WWW), network management, electronic commerce, or mobile computing. The question
what real adantages mobile agentd@f has been subject carous papers (e.g. [HaCbB5],
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[BaTsM96], [RoHoRa97]) and ongoing discussions in mobile agent mailing lists. The results
of these imestications and discussions shthat we aredr from a common understanding con-
cerning the pros and cons of mobile agent technoB®glyall agree on the folaing:

To support the paradigm of mobile agents, a system infrastructure is needed vidasphe
functionality for the agents to e, to communicate with each other and to interact with the
underlying computer system. Furthermore this infrastructure has to guarauteg and in-
tegrity of agents and underlying system toverg malicious agents attacking other agents or
the computer system. At the same time the agentstbabe protected agst a malicious sys-
tem to aoid manipulations of the agents while yhasit this system.

In this paper we describe the current state of our agent system infrastructure, the Mobile Agent
System Mole V2. Mole tilds on Jga [Sun97] as the gmonment for the agent system and as
the language for the implementation of the agents.

This paper is @anized as follovs: after a short introduction into our agent model in section 2
we discuss possible mobility concept for mobile agent in section 3 and present the choice we
made for Mole. In section 4 we describe the communication concepts of Mole V2. In section 5
security concerning Mobile Agent Systemsxsamined. After presenting our notion of agent

ids in section 6 we discuss the Mole system services in section 7. In sectionv@ ae ger-

view over related wrk. In section 9 we summarize the paper and present our planned future
work.

2  Our Agent Model

In this section we will gie only a shortwerview of $
our agent model, that has been described in muc
more detail in [StBaH096] and [BaumEA97a]. Qu
model of an agent-based system - asous othefpiace A

models - is mainly based on the concepts of agents @

mobile agent

service agent

' migration

and places. An agent system consists of a number o "
(abstract) places, being the homearious services.
Agents are acte entities, which may nve from :
place to place to meet other agents and access tfadure 1 The Agent Model

places’ services. In our model, agents may be multi-threaded entities, whose state and code is
transferred to the meplace when agent migration &kplace. Places pide the emironment

for safely eecuting local as well as visiting agents.

place C

Each agent is identified by a globally unique agent identiieiagents identifier is generated
by the system at agent creation time. The creating place can\eddeom this name. It is in-
dependent of the agesitturrent place, i.e. it does not change when the agamsno a ne
place. In other wrds, the applied identifier scheme\pdes location transpareyc

A place is entirely located at a single node of the underlyingankfdut multiple places may
be implemented on agn node. Br example, a node may priole a number of places, each
one assigned to a certain agent commualtgwing access to a certain set of services or imple-
menting a certain prizing policLocations are dided into two types, depending on the con-
nectvity of the underlying system. If a system is connected to theonlewil the time (barring
network failures and system crashes), a location on this systems isaliedted. If a system

Is only part-time connected to the netk, e.g. a uses’PDA (Personal Digital Assistant), the
location is calledhssociated.
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3  Mobility Conceptsfor Mobile Agents

In this section we discuss thefdifent kinds of mobilityWe define a taxonomy of the fdifent
kinds of mobility discuss the a@wtages of the dérent approaches and present the implemen-
tation of mobility in Mole.

3.1 Taxonomy of Mobility

Different dgrees of mobility can be distinguished (see figure 2):

transport of migration of migration of
code + data code + data state code + data state k.estate
@ —constants parameter ® manual state encodmg'> mobility
Remote Ercution -
Code Mobility
Weak Migration Strong Migratio Agent Mobility|

Figure 2: Degree of mobility

In the case oRemote Execution, the agent program is transferred before itsvatitbn to some

remote node, where it runs until to its termination, i.e., an agent is transferred only once. The
information transferred includes the agent code plus a set of parameters (although the transfer
of code may not be necessary at runtime, compare e.g. [HoKIBa97] for a discussion of code
transport issues). Once aetied, an agent itself may use fRemote Execution mechanism to

start the gecution of other agents. Aexy similar approach - tailored to a client/ssstyle of
interaction - is thékemote Evaluation scheme introduced by Stamos [Stamos1986th Yis
approach, an operation (e.g. a procedure plus parameters) is transferred to a remote site, where
it is performed entirelyAfter executing the operation, the remote site returns the opesatn’

sults back to the issuer of the remotaleation. The remotevaluation mechanism can be ap-

plied recursrely, resulting in a tree-structureglezution model.

With the aboe scheme, the destination of the agent program to be transferred is determined by
the entity initiating the remotexecution. In contrast, witlCode on Demand, the destination

itself initiates the transfer of the program code. If@ode on Demand scheme is used in client/
sener settings, programs stored on semachines are dmloaded to clients on demand. The
currently most popular technologies supporting this type of mobility aree¥ct(see e.g.
[AarAar97]) and Jza Applets (see e.g. [Sun94]).

Both Remote Execution andCode on Demand support ‘code mobility’ rather than ‘agent mobil-

ity’ as both schemes transfer agent programs before thematmti. In the folleving two
schemes, agents (i.exeeutions of agent programs) may migrate from node to node in a com-
puter netwark. Olviously, for migrating agents not only codetlalso the state of the agent has
to be transferred to the destinatione Will start withSrong Migration and then motiate the
existence ofeak Migration. For our discussion we will assume that an agesttite consists

of data state (i.e. the arbitrary content of the global or instaar@@bles) and»ecution state

(i.e. the content of the locaakiables and parameters and tkeoeiting threads).

The highest dgree of mobility isstrong Migration [GheMg97]. In this scheme, the underlying
system captures the entire agent state (consisting of dataesndien state) and transfers it to-
gether with the code to thextdocation. Once the agent is reas at its ne location, its state
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Is automatically restored. From a programmeerspecte, this scheme isevy attractie since
capturing, transfer and restoration of the complete agent state is done transparently by the un-
derlying system. On the other hand,\pding this dgree of transparegdn heterogeneous en-
vironments at least requires a global model of agent state as well as a transfer syntax for this
information. Morewer, an agent system must pige functions to xternalize and internalize

agent state. Only ¥e languages allo to externalize state at such a higlvde e.g., Rcile
[Knabe95] or Jcoon [MaMaSc95]. Since the complete agent state (including datxanat e

tion state) can be Ige - in particular for multi-threaded agents - strong migration can ég/a v
time-consuming andx@ensve operation.

These dificulties hae led to the deslopment of the so-calledeak Migration scheme, where

only data state information is transferred. The size of the transferred state information can be
limited even more by letting the programmer select theables making up the agent state. As

a consequence, the programmer is responsible for encoding the agleraht execution states

in program ariables. Moreeer, the programmer must pride some sort of start method that
decides, on the basis of the encoded state information, where to corgougan after migra-

tion. This method reduces substantially the amount of state to be transferred. But it changes the
semantics of a migration, adt that gery agent programmer has to lveage of.

The following table classifiesxésting agent systems withgard to the dgree of mobility sup-
ported.

Table 1: Mobile Agnt Systems Classified

Type of Mobility Systems

Remote Ercution | Java Servlets (push [Sun96]) Remote Ealuation [Stamos86] Tacoma [JuRSc95]

Code on Demand | ActiveX [AarAar97] Java Applets [Sun94] Java Servlets (pull [Sun96])
Weak Migration Aglets [IBM96] Mole Odyssg [GenMag97]
Strong Migration | AgentTcl [Gray95] Ara [Peine97] Telescript [GenMag96]

3.2 Advantages of Code and Agent Mobility

In the following, we will examine the adantages resulting from code and agent mobiDiyr-

ing our discussions, for each of the indicatecaatlkges we will point out which geee of mo-

bility is required. V¢ have identified the folleing prime adantages: Softare distrilution on-
demand, asynchronous operation of tasks, reduction of communication cost, scalability due to
dynamic placement of functions.

Softwar e-Distribution on Demand

In existing client-serer systems, mecode has to be installed manually by users or system op-
erators. The installation is sometimes rather challenging and often requires detailkdigao
about the current state of the used computer system. Fsliyare tends to depend on certain
versions of other softare packages and the installati@migs on diferent machines, operating
systems and so on.

With the wide emplgment of Code on Demand systems (i.e. the successatdabled web
browsers) anothereasier installation alterne#i shaved up: theSoftwae-Distribution on De-
mandwhich is able not only to transport codef blso to install packages automaticakgr
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achieving that, code seers ofer programs to clients, which include arvieonment to install
these modules. The usage of a platform-independent languag&kkallons the system to
employ the same installation process on each system and hiteremies at thexecution of

the code. Since softwe-distrilution on Demand is a potential ahtage of very mobile code
system, mobile agent systems cafieioit also, it since the latter uses a less transient model of
applications (e.g. the aeé existence of Jaa Applets is bound to theistence of the wocation

of a bravser), code can be installed in a persisteay w

What dgree of mobility is needed here? If the client\adyi calls the codeCode on Demand
is certainly the matching scheme lalso a kind oRemote Execution can be applied if the serv-
er e.g. periodically disseminatesaneersions of a program togistered clients.

Software-distrilution on demand only simplifies the management ofxastieg structure. The
following adwantages will allev to kuild up nev structures that are better than the old ones in
some aspects.

Reduction of Communication Costs

Using agent technology does not reduce communication cost pervgevafon certain situa-
tions mobile programs/agents may reduce this cost substarfiatiytypes of reductions can
be distinguished:

* number of (remote) interactions (i.e., between entities residing fenedit nodes), and
* the amount of data communicatepthe netwrk

The first type of reduction can be actad by bringing tw entities that (healy) interact with
each other to the same locationr Ehe second type of reduction consider a clientéserla-
tionship, where the client includes a function filtering the data vetti&fom the seer. The
amount of data transferred from the seno the client can be reduced bywimg the filter func-

tion (or the entire client) to the servThen, filtering can be done before the data is communi-
cated @er the netwrk.

Of course, maing agents is not for free. Arverall cost reduction is only obtained if the per-
formance gins &ceed the ra overhead for transferring agents. A performance model taking
into account an agestitinary is described in [StrSch97]. Other models arergin [CaPi\97]

and in [ChiKan97].

Communication cost reductions can already be weHiavith theRemote Execution scheme.
However, agent mobility preides more room for optimizations.

Asynchronous Tasks

Asynchronous communication mechanisms, such as asynchronous message queues (see e.g.
[IBM93]), allow asynchronous processing of requests (figure 3). While thedndl requests
of a task can be processed asynchrongtistyclient performing this task must baiable to
receve replies and react on them. Especially in the case of mobile cliesdsociated places
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this can be problematic.éeping a mobile client up and connected while task processing is in
progress is)@ensve at least and mighven be impossible.

Client Sener
Request (opl)

Tas Request (op2

execute op4

Figure 3: Asynchronous tasks using message queues

With agent technologyhe client part of the application can be transferred from the mobile de-
vice to stationary seers in the netark. From an end usarperspectie, not only indridual
requests bt the entire task is mved to the netark, where it is performed asynchronously
Clearly, once the task transfer is complete, the mobiecdecan be disconnected from the net-
work. Later after days onen weeks, the déce can be reconnected to reesihe tasls results.

It is important to notice that the hidden assumption of those scenarios is that the underlying sys-
tem guarantees xactly once’ semantics of agents, i.e. when accepting an agent, treknetw
guarantees that the agent is not lost and is perforraadlg once, independent of communica-

tion and nodedilures. Unfortunatelynone of the current agent systems supports thes &
fault-tolerance.

Launch Request (Opl)

Result

executeopl

Request (op2)

< Result_ “Wexecuteop2

Terminate

Figure 4: Asynchronous tasks using mobile agents

Now, the question is what geee of mobility is required for those scenarikamote Execution

is suficient for maring the client program to @nnected place. Thigonnected place (see sec-

tion 2) is assumed to be an infrastructure component, whose purpose is to host chiants do
loaded to the netark. Dowvnloaded clients run on these places and access remote services to
perform their tasks. In general, common sesvcannot be used to do this hosting job, e.g., a
Lufthansa semr is certainly not willing to host an agent booking a flight with a rematseBv-

er. With aWeak or Srong Migration scheme, hosting agents are not needgchare. An agent
moves from serer to serer to achiee its task. In ounemple abwe, the mobile agent just goes

on to the B sener if the Lufthansa seev cannot der the desired flight.

Scalability Due to Dynamic Deployment

Dynamic deplgment of agent programs aks for more scalable applications. Assume, for e
ample, a search application that accessega tanmber of globally distnlied data sources.
Assume documents are reueel from the data sources and selected (oxedebased on a con-
tent-based filtering function. In a pure client/sgrsetting, a client auld access the remote data
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sources, and all retiied documents auld be transferred to the client. The final filteringud
be performed at the client site. If accessing the data sources is performed in parallel, the client
as well as (parts of) the netvk may become a bottleneck.

With mobile agents, a hierargbf filter agents can be set up. Filter agents not only perform con-
tent-based filteringut also get rid of redundantly retveed documents. The structure of the hi-
erarcly and the placement of the in@tlual filter agents mainly depends on the set of data sourc-
es accessed. Both placement and structure can changedétaesources are detected while the
search operation is in progress.v@isly, this setting is more scalable since filtering is distrib-
uted and can be performed close to the data sources. \Wgonemlundant information can be
detected early and thus does notentp be transported all theawto the client.

What dgree of mobility is needed her&@mote Execution is certainly sufcient if the place-
ment of (filter) agents is static for avgn search operation. If, Wwever, the placement is
changed and (filter) agents maintain canhteformation (e.g., in order to detect redundant doc-
uments) Strong or Weak Migration would simplify the implementation.

3.3 Mobilityin Mole

As has been discussed aboMigration, be itWeak or Srong, has map adwantagesRemote
Execution, while suficient for mary applications, prades neither the fiebility nor the sim-
plicity in use, thaiNeak andStrong Migration supply

The diference betweeWeak andStrong Migration is a change in semanticsitimot in expres-

sive paver. We have decided not to impleme8trong Migration, but to choos&\eak Migration

instead. Wi? One of the design goals of Mole is the ability to run out of the boxesy éaa

virtual machine (VM). A normal Ja VM doesnt support capturing the state of a thread, which
would be a prerequisite for capturing theeution state. Thus our decisioasvto choose the
changed semantics and with it the ability to run Mole on unchangadniarpreters. This in-
cludes that, while agents in Mole can be multithreaded, after a migration only one thread is start-
ed. If more threads are necessary the agent has to starbdbiesttlye.

Weak Migration in Mole is implemented by using a part "fstart()
the Remote Method Wocation package RMI, the object se-

rialization pravided as part of Ja 1.1. After an agent thre I here starts the agent thread
calls the migrated()-method, all threads belonging to the / after migration or at instantiation
agent are suspended (not stopped). No messages an
calls (RPC) to the agent are accepted. After all pending mes-
sages to the agentyeabeen deliered, the agent is rewed /I'migrationfailed if control flow
from the list of actie agents. Nw the agent is serialized ug- !/ &ecutes the folleing statements
ing the object serialization. The object serialization cam-

putes the transite closure of all objects belonging to the;
agent (ignoring transient objects and threads), and creafe
system-independent representation of the agent séta-
ized version of the agent is sent to thegirlocation that reinstantiates the agent. yf @inthe

java classes needed are nedilable locally the taget location requests these classes either

from a code seer [HoKIBa97], or from the source location. Mahe agent is reinstantiated.

One n&v agent thread is started. This threadibg its work at the start()-method. As soon as

the thread assumes control of the agent, a success message is sent back to the source location.
The source location moterminates all threads pertaining to the agent andvesnofrom the

system.

migrateTo(targetlocation);

gure 5: Migration of an agent
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If at ary stage of the migration an error occurs, the migration is stopped and the agent threads
at the source location are resumed. The contnel ¢lantinues after the migrate{) statement,
where error handling can be implemented.

Interestingly experience sheed that the semantics kak Migration are well understood and
easily used\en by ineperienced agent programmers. Aftesriing with WWeak Migration for
over two years we no longer deesitong Migration necessaryand a lage fraction of agent sys-
tem huilders concurs [BaumEA97b].

4  Communication Conceptsfor Mobile Agents

In this section, we will address thanous types of communication suitable for agents and dis-
cuss their use in Mole. An in-depth discussion of communication paradigms suitable for agents
can be found in [BaumEA97a].

A fundamental question tightly related to communication 8 hmbile agents are identified.

On the one hand, there is certainly a need for globally unique agentlds (we will discuss in sec-
tion 6). Identifier schemes that pide for migration transparepa@are well-understood today
However, such a scheme might be too ixitde in agent-based systems. Assume kameple,

that a group of agents coopevaty perform a usedefined task. Assume further that one group
member vants to meet another member of this group at a particular place for the purpose of co-
operation. In this case, the member should be identified@gcel d, groupld) pair. If the agent

to be met additionally isspected to play a particular role in this group, the identifarld/have

the form(placeld, groupld, roleld). For supporting those application-specific naming schemes
we propose the concept of badges.

For the purpose of cooperation mobile agents must 'meet’ and establish communication rela-
tionships from time to time.d¥ this purpose, we introduce the concept of a session, which is an
extension of ‘Elescripts meeting metaphor [GenMag96]. A number of the currexiltiag

agent systems are purely based on an RPC-style communication. While this type of communi-
cation is mostly appropriate for interactions with service agents, i.e. those agents that represent
services in the agents’asld, it has its limitations if agents interactdilpeers. Therefore, we
support both message passing and remote methochitions (with or without session coxife

In the general case, a group of agents performing a common task may be arbitrarily structured
and highly dynamic. In those dronments, we can not assume that an agent #uatiswto syn-
chronize on anwent (e.g., some subtask this agent depends upon is finishedy knariori

which agent or agent subgroup is responsible for generatingvmns &herefore, we use the
concept of anoymous communication, alling agents to generatgents and rgister for the

events thg are interested in, as a foundation for agent synchronization.

4.1 Typesof Agent Communication

Considering inteagent interaction, we distinguish between folltg types of communication:

* Agent/service agent interaction
Since service agents are the represemzinf services in the agenorid, the style of in-
teraction is typically client/seer. Consequentlyservices are requested by issuing requests,
results are reported by responseassimplify the deelopment of agent sofave, an RPC-
like communication mechanism should bevpted.
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* Mobile Agent/Mobile Agent Interaction
This type of interaction significantly d&rs from the pré@ous one. The role of the commu-
nication partners are pegr-peer rather than client/servEach mobile agent has ite/o
agenda and hence initiates and controls its interactions according to its needs and goals.
Furthermore, the communication patterns that may occur in this type of interaction might
not be limited to request/response olgsume e.g. a mobile agent passing a form to an-
other agent and terminating aftemds. The receing agent wuld fill out that form by us-
ing various services and finallyould delver the filled out form to another ageriting
at some pnaously specified place. The requiredydee of fleibility for those interactions
is provided by a message passing schementwghetlayer cooperation protocols, such as
KQML/KIF [FIMKME94], are based on message passing.

* Anonymous agent group interaction
In the preious two types, we hae assumed that the communication partnersvkeach
other i.e. the sender of a message or RPC is able to identify the recipient(gyerithere
are situations, where a sender does noivkihe identities of the agents that are interested
in the message sent. Assume, fxaraple, a gien task is performed by a group of agents,
each agent takingver a subtask. In order to perform their subtasks, agents thessedy
dynamically create subgroups of agents. In otteds; the member set of the agent group
responsible for performing the original task is highly dynamic. Of course, the same holds
true for each of the subgroupsatved in this task. N@ assume that some agerdams to
terminate the entire group or some subgroup. In general, the agent that has to send out the
terminate request does not knothe indvidual members of the group to be terminated.
Therefore, communication has to be aymaous, i.e., the sender does not identify the re-
cipients. This type of communication is supported by group communication protocols (e.qg.,
see [BirvRe94, Kaan91l]), the concept of tuple spaces [CarGel89], as well as sophisticat-
ed event managers. In the latter approach, senders sendemitreessages angnously
and receiers &plicitly register for thoseents thg are interested in. A group model using
such a distribted @ent service for the coordination has been presented in [BauRad97].

e User/Agent Interaction
Although a ery interesting area of research, the interaction between human users and soft-
ware agents is lyend the scope of this pap€&or a discussion of this type of communica-
tion the reader is referred to e.g. [Maes94].

Let us briefly summarize our findings. f@ifent types of communication schemes are needed in
agent-based systems. Besides gnwus communication for group interactions, message pass-

ing and an RPC-style of communication is needed. In our model, message passing and RPC is
session-oriented, which means that agemisting to communicate fia to establish a session
before thg can send and resei data. In the remainder of the section, we discuss the concept

of session-oriented communication in the cahté Mole and gamine @ent management as a
means for angrmous communication.

4.2 Session-Oriented Communication

As will be seen belg, a session between agents can be established only if the agents can iden-
tify each otherIln our model, there are basicallyaways haov agents can be identified, the
agent_lds introduced ab® and the so-called badges.

Agent_Ids are well-suited for identifying service agents, as long as thste &directory sys-
tem, that maps uselefined service names to service agent_Ids. Novesveg that the direc-
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tory service is not part of our base system, i.e., we clearly separate the mechanism for identify-
ing services from the one for finding services. As a consequerfeegdifnaming schemes and
directory systems can be used on top of this systeamwi¥present the directory service Mole
provides in section 7.

In the case of mobile agents the concept of agent_lds isweysabuficient. Assume forxe
ample, that an agentants to meet some other agent participating in the same taskvaha gi
place. If only agent_lds wereailable, both agentsauld have to knav each others ids. Actu-

ally, for identification it vould be sufcient to say ,At place XYZ | wuld like to meet an agent
participating in task ABC". This type of identification is supported by the concept of badges. A
badge is an application-generated identiach as ,task ABC*, which agents can ,pin on* and
»pin off‘. An agent may hee seeral badges pinned on at the same time. Badges may be copied
and passed on from agent to agent, and hence multiple agents can wear the samerlaege. F
ample, all agents participating in a subtask may wear a badge for the subtask and another one
for the werall task. The agent that carries the result of the subtask maghadditional badge
saying ,CarryResult".

Using badges, an agent is identified bylade |Id, badge predicate)-pair, which identifies all
agents fulfilling thébadge predicate at the place identified pytace Id). A badge predicate is a
logical expression, such as (,task ABC* AND (,CarryResult OR ,Coordinator)) viobsly,
this is a ery flexible naming scheme, which als to assign annumber of application-specific
names to agents.oTchange the name assignment® tfunctions are proded, PinOn-
badge(badge) and Pinbadge(badge).

Now let us tak a closer look to sessions. A session defines a communication relationship be-
tween a pair of agents. Agents thantvto communicate with each otherust establish a ses-

sion before the actual communication can be started. After session setup, the agents can interact
by remote method wocation or by message passing. When all information has been communi-
cated, the session is terminated. Sessions the follaving characteristics:

e Sessions may be intra-place as well as iplace communication relationships, i.e.ptw
agents participating in a session are not required to reside at the same place. Limiting ses-
sions to intra-place relationships seems to be too reatiicthere are mansituations,
where it is more ditient to communicate from place to place (i.e., generaky the net-
work) than migrating the caller to the place where the calles.liConsequentlyve feel
that the mobility of agents cannot replace the remote communication in all cases.

* Inorder to preservthe autonomy of agents, each session peer xplgtigy agree to par-
ticipate in the session. Furthemn agent may unilaterally terminate the sessions it is in-
volved in at ag point in time. Consequentlggents cannot be “trapped” in sessions.

* While an agent is wolved in a session, it is not supposed toventw another place. o
ever, if it decides to mee aryway, the session is terminated implicitiyhe main reason for
this property is to simplify the underlying communication mechanism, e.gvptd the
need for message foanding.

The question may arise, ywlessions are needed at all. There are basicallye@sons: Firstly
the concept of a session can be used to synchronize agentanh&d ineet’ for cooperation.
Note that the first property stated aballovs agents to ‘meet’ven if they stay on diferent
places. The concept of a session is introduced to alients to specify which other agentgithe
are interested to meet at which places. Furthermore, wsabgents to ait until the desired
cooperation partner avas at the place and indicates its willingness to participate.
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Secondlywe want to support both “stateless” and “stateful” interactions. In contrast to the first,
the latter maintain state information for a sequence of requestmuSly, if they encapsulate
“stateful” serers, service agentsv&to be “stateful” also. A prerequisite farilding “stateful”
entities arexplicit communication relationships, such as sessions.

Session Establishment

In order to set up sessionstawperations are fdred,PassiveSetUpndActiveSetUp(see figure

6). The first operation is non-blocking and is used by agentptess that theare willing to
participate in a session. In contrasttiveSetUps used to issue a synchronous setup request,
i.e., the caller is bload until either the session is successfully established or a timeout occurs.

void PassiveSetUp(PeerQualifier , Placeld)
SessionObjedctiveSetUp(PeerQualifier, Placeld, Timeout
void cb(SessionObject)

void SessionObject. Terminate()

Figure 6: Session Methods

If ActiveSetUucceeds, it returns the reference of tdyereated session object to the caller

Input parametePlaceldidentifies the place, where the desired session pegpésted, and
PeerQualifierqualifies the peer at the specified placé€e&rQualifieris either an agent_Id or

a badge predicate. Note that at most one agent qualifies in the case of a single agent_Id, while
several agents may qualify if a single badge predicate is specified. In that case a randomly
picked agent is choseno®void infinite blocking, the paramet@meOutcan be used to specify

a timeout interal. The operation blocks until the session is established or a timeout occurs,
whatever happens first.

The parameterBeerQualifierandPlace_Idof the operatiorPassiveSetUjare optional. If nei-
ther of both parameters is specified, the cakgresses its willingness to establish a session
with ary agent residing at &rplace. By specifyindglace_ldand/ or PeerQualifierthe calling
agent may limit the group of potential peerst Bxample, a group may be limited to all agents
wearing the badge “Stutig University” and/ or that are located at the calkeplace.

As pointed out abee, before a session is established both participants must agliedlg. An
agreement for session setup is aehikif both agents issue matching setup requests s€tup
requests, say Rand Ry of agents A resp. B, match if

» Place_Idin Ry and Ry identifies the current location of B and A, respesty, and

» PeerQualifierin Ry and Ry qualifies B and A, respevély.

If a setup request issued by an agent matches more than one setup request, one request is chosen
randomly and a session is established with the corresponding agent.

he Ap
ActiveSetUp| - | -
®

Setu),

A combination ofPassiveSetUmandActiveSetugllows a
client/ sener style of communication (see figure 7). T
agent playing the seev role once issueBassiveSetUy
when it is ready to reces requests. When an agent play
the client role imokes ActiveSetupthis causes th8etUp
method of the seer side to be woked implicitly. SetUp
implicitly establishes a session with the caller and assigns
a thread for handling this session. Therefore, once the serlv-
er agent has calleBassiveSetupary number of sessions

Figure 7: Client / Server Intaction
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can be established in parallel, where session establishment is purely chemt dri

If both agents issue (matchinggtiveSetUp requests this

corresponds to a rendems. Both requesters are bledk ’ Jn
until the session is established or timeout occurs (see fig

8). This type of session establishment is suited for age

that want to establish pe¢o-peer communication relationy '~~~ _ _

ships with other agents. Communication between agents i| T

peerto-peer if both hee their eavn “agenda” in terms of I
communication, i.e., both decide - depending on their ineiigure 8: peer to peer interaction
vidual goals - when tlyewant to interact with whom in

which way.

Communication

As pointed out abee, Remote Method Wwocation (RMI), the object-oriented egalent to
RPC, seems to be the most appropriate communication paradigm for & stieat style of
interaction, while message passing is required to support@@eer communication patterns.
The aailable communication mechanisms are realized by so-cedi®dobjects. Currently
there are tw types ofcom objects, RMI objects and Messaging objects.

Com objects are associated with sessions. Each session meagrh&MI object, a Messaging
object, or both. Each session obje¢erf a method for creatirapm objects associated with this
session.

With the RMI object the methods»gorted - - T =<
N
/

by the session peer can bedked. It can be
compared with a proxy object kwa from

distributed object-oriented systems. FigyreRM! obi- & g1phg alphal
9 shavs the RMI object enabling access|to beta beta
methodsalpha andbeta of object B.

Figure 9: RMI Object

-

With the Messaging object, messages ca

be coweyed asynchronously between the message

participants of a session (see figure 10).

Messages are sent by calling ead meth- send® object - __ | object @send
od. For receving messages theceive and receiv - Y receive

subscribe methods are prwaded. The re-
ceive method blocks until a message is [e-subscrib
ceived or timeout occurs, whatr happens
first. If the subscribe method is imoked in-
stead, the incoming messages are handedly calling thanessage method of the recipient
and passing the message as method parameter

subscribe

Figure 10: Message Object

The adwantage of hang the concept afom objects is twfold. Firstly, only those communica-

tion mechanisms lva to be initiated that are actually needed during a session, and secondly
other mechanisms, such as streams, can be added to the system. The daitagadnhances

the tensibility of the system.
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Session Ter mination

At ary time, a session can be terminated unilaterally by each of the both session participants,
either explicitly or implicitly. A session is terminatedicitly by calling Terminate (see figure

6), and implicitly when a session participantv@® to another place. When a session is termi-
nated, this is indicated by calling tBessionTerminated method &ported by agents. Moreer,

all resources associated with the terminated session are released.

We want to mention, that for easier programming, we stilvalloe programmer to use “tradi-
tional” RMIs or messages without the need of a sessierhead, giing them the opportunity
to issue single communication acts.

After we sav a session-oriented communication scheme for one-to-one agent interaction, we
will now investicate an angymous communication scheme that is used for group interactions.

4.3 Anonymous Communication at the Example of Agent Synchronization

Two widely deplyed concepts for angmous communication are tuple spaces and sophisticat-
ed eent managers. In contrast to the blackboard concept, tuple spadds pdditional access
control mechanisms. Agents empkoiple spaces to lga messages withoutviag ary knowl-

edge who will actually read themoiFa discussion of the tuple space concept the reader is re-
ferred to [CarGel89] or [LiDrD095]. In the remainder of this section we will concentrate on
event mechanisms as a well-suited concept for-agent synchronization.

Applications can be modelled as a sequence of reactiongmtsethat in turn generatewe
events. Eents may be usefe.g. reaction to a message), application-, or system-initiated (e.g.
signal sent by a process). Aveat-based vie maps quite closely onto real life, and/amo-
gramming primitves that supportvent-based concepts tend to be moralile in modelling a
given problem.

The event model is particularly well-suited for distifed communication since it abstracts

from the receier’s identity As a consequence, it enables the specification of carerac-

tions without the need to kmothe communication partners in ahce. Vith regard to agent
systems, thevent model simplifies application- as well as systewalleommunication. On the
application leel, events are empieed as a general communication means. On the systein le
events can be used to design and implement protocols that encompass agent synchronization,
termination, and orphan detection.

We will now shaw the suitability of anwent service as an infrastructural component atxhe e
ample of interagent synchronization. The general case of usingyem service for the inter

agent communication and coordination in agent groups has already been presented in detail in
[BauRad97]. First we will define our notion ofemts, and based on this notion the concept of
synchronization objects is presentede Wil explore an application scenario, where synchro-
nization is managed through this concept. Finallgrief werview of the OMG gent model is

given and the realization of synchronization objects by eyiqgiche OMG terminology is de-
scribed.

431 Events

In our notion, gents are objects of a specific type, containing some informatieni&are gen-
erated by so-called producers and are transferred to the consumenintteeerice. Consum-
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ers (and, depending on the actual implementation ofviiet service, also producersybao
register at the went service for the type ofents thg want to receie or send.

As consumers and producers may only interact if botiwksoich events to produce or to con-
sume, thg necessarily hae to share common kniedge of the usedvent types in an interac-
tion group. fer this, there st two alternatves: Either thevent types are mgotiated at start-up
time, then this information configures the agents before a migration, orethietgpes hee to
be communicated to the members of the interaction group.

4.3.2 Synchronization objects

Synchronization objects (figure 11) are defined asexcbmponents responsible for the syn-
chronization of an entire application or parts of it. Synchronization objects monitor specific in-
put events. Depending on theseeats, internal rules, state information and timeout iaisyv
output &ents are generated, that in turn may be the input for other synchronization objects.

o _ Rule 12:
synchronization object if ((event98 andeent51) or
(event3 and ariablel==true))
T~ rules / {
send(eent90);
\ Y variablel=alse;
state
input events output events }
P timer T variablel: boolean =dlse;
/ \ timer 1 = after 10 seconds:
{
send(gent51);
}

Figure 11: Synchronization Object

Rules are arbitrarily compteexpressions triggered through inputats. Thg consist of a con-

dition and an action part. The condition part is a logikptession composed ofent types and

state information of the synchronization object. If the logical condition becomes true, the action
part is triggered. The action part itself consists of simple commands (e.g. send eempsit e
change internal state, stop the synchronization object in processimig)e The state consists

of a set of wriables. Tmers are special rules with no inpweats that trigger actions after a
specified amount of time.

An agent group comprises logically related agents. Synchronization objects are well-suited to
model dependencies within agent groups. Relationships between agemsrassezl by the
synchronization objed’internal rules and can be defined in terms of success (i.e. a group is
only successful if a well defined set of the group memberes sizcceeded). Agents participat-

ing in such groups send succegsrds after thg have accomplished their task. The synchroni-
zation object recees success/ents and processes this input through its internal rules. As a re-
sult, output @ents are generated. In case a generatat & an successent it can be used to

nest groups (i.e. an outpwent of one group is used as an inpegrd of another group).

4.3.3 Example: OR and AND groups

Two agent group types of particular interest are the OR-group and the AND-gootipe OR-
group’s success it is didient if at least one group agent accomplishes its task. OR-groups are
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eligible for parallel searching in a set of information sources. As soon as one agent has found
the required information the group has succeeded in its task.

A simple OR group (figure 12) includes only threerd types. The inputventagentsuccess,

if (agentsuccess)
simple |[—® successful { send(successful); stop:}

OR—GFOUF_> not successfu| timerl = after (30min){
- send(not_successful); stop;}

agentsuccess—p

Figure 12: Smple OR Group

signalling the success of an agent, and the oututesuccessful andnot_successful, signal-

ling the groups success. The OR group enydmnly one rule and one timérhe rule causes

the synchronization object to send aem signalling the group’successs(iccessful) and to
disable itself afterards. If the timer fires first (e.g. caused by application specific timeouts or
processingdilures like deadlocks or crashes), the synchronization object sigptatsiccessful

and stops the processing.

The presented model is nary
efficient: if one group membe[ agentsuccess—»
succeeds, all other group mem- ~ register — - OR-Group |—- not_successi
bers are obsolete and, if all  giveup — — terminate
group members detect that yh

—» successful

are not able to complete the rT(embeIS: 'n@er;{ oA

. IT (agentsuccess . '
tfask, the groupsils. The defini- send(successful): if (mzmbers:O){ .
tlon Of the OR-gI’OUp I||UStI'ate Send(terminate); Stop'} Sen (nOt_-SUCCEISS U),
by figure 13 taks these casei (registen | send(terminate);

: . stop}}
into account. Agents detecting members = members+1;} . )
timerl = after (30min){

that the cannot succeed, genef- send(not_successful):
ate thegiveup event. If all group send(terminate); stop}
member_s signal @iveup, the Figure 13: Optimized OR Group

group fils. For this, the group

has to knw its members - either byekping them in mind at the groareation time or by
registering group agents through tregister event. In the latter case the number of members
potentially being able to succeed is counted and stored in the atiat@emembers (more so-
phisticated approaches could maintain agentld list, transmitted viaghts @nd ensuring that
only events from subscribed agents are accepted)nethbers becomes zero, thevent
not_successful is instantly generated. Therminate event (to terminate the group members) is
generated if the group either succeedsas.f

Alternatively, crash gents are used instead of timeout inssvCrashwents are reliable signals
that are sent if agents are yated to terminate their processing successfully (e.g. caused by
network partitions, node crashes, or byzantine agent errors). Consegqiiegénts can gener-

ate success or crasheats, no timeout mechanism is neededwél@r, crash gent manage-
ment is \ery hard to accomplish. The necessary aillance protocols areevy compla (see
[Walter82], [HamShi80]) and do not consider migrating elements. Furthermore, mefxkesde

are hard to sueil due to their sporadic connection to the rest of the ar&tw

In contrast to OR-groups, AND-groups succeed only if all agertsdacomplished their task.
AND-groups are well suited foravious scenarios (e.g. a customants to y a flight, book a
hotel and rent a calfor each subtask an agent is created and added to the AND-group. Only the
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success of all three subtasks together leads to a success of the AND-group). The structure of
AND groups is ery similar to the structure of OR-groups and therefore omitted here.

434 TheOMG event mode

The Object Management Grougeat services specification ((OMG94]) defines therd\serv-

ice in terms of suppliers and consumers. Suppliers are objects that preeitcdaga and pro-
vide them via thewvent service, consumers process trenedata praided by the gent service.

If a consumer is interested in redag specific gents, it has to gaster for them. This means a
supplier of gents knavs who the recipients are (this does naatly conform to the original
definition of @ent mechanisms)wio communication models are supported between suppliers
and consumers, thmish model and the@ull model. In both models all communication is syn-
chronous. In the push model, a supplier puskiestedata to the consumeending to each of
the rayistered objects thevent. In the pull model, consumers puleat data by requesting it
from the supplier

What males this gent service fleible and paverful, is the no-
tion of the @ent channel. @ a supplieran eent channel looks
like a consumefTo a consumer on the other hand, theng
channel seems to be a supplfeurthermore, the communica Evem Channe Q
tion model between the f#irent participants can be chosen Sf:
freely. By using aneent channel, suppliers and consumers ar@

decoupled and can communicate withoutang each othes | suppliers Consumers
identity. Suppliers and consumers communicate Synchron@igye 14: OMG Event Channels

ly with the event channel it the semantics of the dediry are

up to the designer of the specifieat channel. Wo types of channels are defined, typed and
untyped channels. Mothese eent channels are implemented is not defined in the OMG spec-
ification. By not imposing anrestrictions on the semantics, the specificatiomalionplemen-
tations to preide additional functionality in thevent channel implementation. Persistent
events (&ents that are logged) or reliableeat delvery mechanisms come to mind. Because
the eent channel integice complies to the definition of the consumarterice and to the def-
inition of the supplies interfice, thg can be chained without problems. Thiswablao ild
arbitrarily comple event channel hierarchies with a broad functionality

puII puII

Products follwing the OMG specification are commerciallyadable (e.g. lona Or-
bixTalk[IONA96], or Sunsofs NEO [Sun96]) or under delopment (IBM OpenBlueprint
[IBM95]).

But none of these products supports mobile participants, a necessary functionalityeihtan e
service has to be used with mobile agents. Thus at thetdity of Stuttgrt an gent service
following the OMG model has beenvedoped that supports mobile participants [Beck97]. This
event service bilds a hierarchical structure that contains so-caitetdinators for every par-
ticipating local netwrk, and in the local netwyk event demons for every machine. Theoordi-
nators communicate via TCP/IR/er a minimal spanning tree, that islbdynamically to allev
coordinators to be added and rem®d from this communication backbone transpareiiite
communication with thevent demons is done via local broadcast, which atoeficient com-
munication. Hand-»eer of mobile participants is done in aythat guarantees reliable dely

of events.
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4.3.5 Synchronization using the OMG model

With the emplgment of an untypedvent e <

channel for group communication, OR and | Event Channel \
AND-groups can be implemented (see figure 4 4 I Other
15). The channel is untyped becauséedif |, | | I Events
ent eent types are transmitted through it. As v | P v

the information about success is of forem Sync

importance to the synchronization obje \ Group Agent Objeét |_>Success
agents and synchronization object imple- /,’ Event
ment thepush model. The synchronization —— —— — — — — — —

object contains a reference to tvemt chan- Agent Group

nel. The agent that creates the group has 5@ure 15 Synchronization using the OMG model

cess to its synchronization object and thus the ability toafiahthe gent channel reference to
other agents, e.g. at creation time. The group members subscribeverthenannel as suppli-

ers (e.g. foagentsuccess event) as well as consumers (e.g.t®mination event). The commu-
nication to non-group entities is handled by the synchronization object, either by sending the
events directly to an agent (e.g. the parent agent creating the group) or by using aeother e
channel (e.g. arvent channel of a highdevel group).

5  Security for Mobile Agent
Systems

The vision of mobile agents as theykech-
nology for future electronic commerce appli-
cations can only become reality if all security
issues are well understood and the corrg- Yo @'
sponding mechanisms in place. As illustrategl | ' ‘
by figure 16, four security areas within mobilé
agent systems can be identified, namely @ipure 16: Security Areas of Mobile Agent Systems
interagent security(2) agent-host securjty

(3) interhost securityand (4) security between hosts and unauthorized third parties. Existing
cryptographic technology seems to be applicable to areas (1), (3) and &gd(2) is specific

to mobile code systems (see [Hohl97] for arreien).

The security between host and agent isfold: on the one side, hostsvieato be protected
agpinst malicious agents, on the other side, agens &lgo to be protected aigst malicious

hosts. The first direction, protectionaagst agents, can be setV using gisting technology

known from Jaa Applets and SafeTcl programs, since there the same prokiks) the ge-

cution of unknavn programs. Both systems use an approach, the so-&hddox security

model, where all potential dangerous procedure calls are restricted by special security control
components that decide which programs can use these procedures and which not.

Unauthorized third parties |

The other direction, the protection of agentsiagt malicious hosts, is specific to mobile
agents, and ongoing researcfods try to proide approaches in this field. Currently four re-
search directions«est: the oganizational approach (as in [GenMag96]) eliminates the problem
by alloving only trustverthy institutions to run mobile agent systems (and does, therefore not
allow open systems), the trust/reputation approach (s#8Usw96] or [RasJan96]) als
agents to migrate only to trusted hosts or such with good reputatibirbt/reputation are



6 Agentlds 18

problematic terms or tlyerestrict the openness of the system), the manipulation detection ap-
proach [\igna97] ofers mechanisms to detect manipulations of agent data oxebat®n of

code (lut does not protect amst read attacks) and the blackbox protection approach [Hohl97].
This last approach tries to generate a ‘blackbox’ out of agent code by using code obfuscating
techniques. Since an attackneeds time to analyse the blackbox code before it can attack the
code, the agent is protected for a certain irtefter this ‘expiration intenal’, the agent and

the data it transports becomealtid. All of these approaches are subject of ongoiakynone

of them is currently used in realewd application.

6 Agentlds

In Mole, an agent is seen as a unique erifitys viev is supported by using a globally unique

name for gery agent. This name is immutable, i.e. it does not change when the agent migrates.
The uniqueness can only be guaranteed if the system creates the names used. If the system cre-
ates the agent ids, then these ids should Wieal#e without global kneledge. Additionally it

is of adantage to be able to degithe site where the agent has been created from the agent id.

Why do we place such constraints on the agent id? First, to be able to identify an agent (this is
needed for communication, termination etc.), its name must be unique.l&sbynd, to be

able to do the same after an agent has migrated, the name has to be immutable. Fromvhis follo
that the agent id has to be globally unique.

This can only be guaranteed if the system itseMiges a service to create agent ids conforming
to these requirements. If global kmedge is needed to create this agent name, then eitker a e
pensve mechanism has to be implemented to obtain the global&dge, or a single point of
failure is introduced if e.g. an id sencreating these ids is brought into the system (see e.g the
Amoeba sequencer indenb95]).

The ability to denre the site where the agent has been created is ahtade e.g for finding
algorithms utilizing home location gestry approach. This approach is used in GSM (see e.g.
[MauPau92]), where the id of the user (his telephone number) leads to a designated place (the
home location rgistry) that contains the informationwdhis user can be reached.

The agent id in Mole is created from information that can be obtained lofadhg 2 contains

the components of the agent id. The IP v6 address of the underlying system together with the
port number of the engine allg to identify the engine on which the agent has been created.
The uniqueness of the name is guaranteed by using a combination of a normal counter that is
set to O at the start of the engine, and a so-called crash ¢dhates incrementedvery time

the engine is started. If more thaif 2gents are started the crash counter is incremented also.

2 more bytes are resexy for future use, ging a total of 24 bytes.

Table 2: The components of the Agent Id

# Bytes Meaning

4 Dynamic Counterincremented forvery nav agent id

4 Crash counteincrementedwery time the system is started. Also incremented if dynamic courgdtaws.
12 IP Version 6 address of the system on which the engine runs

2 The port number of the engine

2 Resered for future use (set to 0)
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7  Mole System Services

In this section we describe the Mole system services thaideréunctionality needed on dif-

ferent levels, from the communication and migrationdk to the lgel of system and user
agents. First we discuss the naming of agents used in Mole, and present the directory services.
Then security mechanisms for Mole are discussed, a service to find agents and resource man-
agement for Mole is presented.

7.1 Security

In Mole theSandbox security model (as described a&bdis enforced by implementing a simple
concept. In section 2 we presented our agent model, and with it user and service agents. User
agents are the normal mobile agents, programmed and\erddy the useilhey hare abso-

lutely no access to the underlying system. Service agents are agents with access to system re-
sources, pnading controlled, secure abstractions of these resources inside the agent system.
Furthermore, service agents mafeofaiccess to oy software, using the nate code intedce

offered by Jea. This does not causeyasecurity problems, because the service agents are im-
mobile and may be started only by the administrator of the location. User agents may only com-
municate with other agents andsbano direct access to system resources.

Additionally it can be decided on a gecation basis which types of agents toaltmn a place.

Only agents that are deeid from the specific typevgn can migrate to a place. This mechanism

can be used to implement access restricticaie &.9. a place that alls only agents of aery

specific type. These can only be created at one,a@pen place. Thervery agent \anting to

access a service on the first, closed place has to migrate to the open place and request a service.
This service then creates one of the specific agents that migrate to the closed place.

7.2 Directory Service

A directory service is an electronic database that contains information on entitieanple
for a directory service is X.500 (see e.g. [Chadwi94]). In our Mole system wiel@isimple
local directory service, that prinles information on agents piding a service denoted by a
string. This local directory servicaists on gery place.

An agent can igister itself locally if it preides a service by submitting a string identifying the
service to the directory service.

Another agent anting to use this service first asks the directory service. The directory service
returns a list containing all agents yiding the service. This list is either empty contains one
or more agent ids. The agentinohooses one of the agent ids and contacts the agent.

7.3 Resource Management

Resource management is necessary forgurposes. One is accounting, the other is resource
control. Acounting is a prerequisite for commercial applications with agents and resource con-
trol is necessary to prent e.g. service denial attacks. In Mole the feifey resources are man-
aged:

« CPU time

e local network communication
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¢ communication with remote netrks
« number of created children
» total time at the local place

The CPU time used is calculated by counting the time slives ¢ threads of an agent. Mole

has a central object, the MCP (Master Control Process), that schedules all threads in the Mole
system. W& decided to implement ouwa schedulerwhen problems with ¥a 1.02 lead to the
conclusion that the ya scheduler of the solaris implementation had problems with more than

3 threads of the same priority

The netvork communication is an important cogtfor Thus it is important for both accounting
and resource control. Because all agent communication has to use the mecharided lpyo
the agent system, control is done here.

When an agent aues at one place the asal time is noted don. This way the total time at the
local place can be computed without problems.

8 Related Work

In table 3 an werview over available mobile agent systems ivgn. Maly of these agent sys-
tems are research prototypes, and onlyediethese hee users outside theimm unversity or
research institute. Bhave already classified most of these systemgarding mobility support
(see table 1), mo we will examine the systems on the subject of communication support.

Table 3: Mobile Agent Systems and their Availability

Nasn;(;tgl;;he Supported Languages Compay Availability
ARA Tcl, C, Jaa University of Kaiserslautern, German free
ffMAIN Tcl, Perl, Jaa University of Frankfurt, German no
Tacoma Tcl, C, Python, Scheme, Perl Cormell (USA), Tomso, Norvay free
AgentTcl Tcl Dartmouth Collge, USA free
Aglets Java IBM, Japan binary only
Concordia Java Mitsubishi, USA binary only
CyberAgents | Java FTP Softvare, Inc., USA no longer
Java-2-go Java University of California at Berdey, USA free
Kafka Java Fujitsu, Japan binary only
Messengers MO University of Zurich, Switzerland free
MOA Java The Open Group, USA no
Mole Java University of Stuttgrt, German free
MonJa Java Mitsubishi, Japan binary only
Odyssg Java General Magic, USA binary only
Telescript Telescript General Magic, USA binary only
Voyager Java ObjectSpace, Inc., USA binary only
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All of these systems for mobile agents emypieary communication mechanisms such as mes-
sages, local and remote procedure calls oretechut, to our knavledge, no system uses a glo-
bal ezent management for communication and synchronization. Therevargséin AgentTcl
[GrayEA96], lut they are simply (local) messages plus a numerical tag.

Although the use of sessiondest certain adantages as st abwe, isting agent systems
barely provide session supportelescript [GenMag96], for@mple, which introduced a kind

of sessions by using the temeeting for mobile agent processingferfs only local meetings,

that allav the agents only taxehange local agent references. The meet command is asymmet-
ric, i.e. there is an agt meeting requestehe “petitioner” and a pas® meeting acceptehe
“petitionee”. The petitionee can accept or reject a meetutgoridy the petitioner gets a refer-

ence to the petitionee. Agents communicate after opening a meeting by calling procedures of
each other (i.e. the petitioner can call procedures of the petitionee). As there is no possibility
during the gecution of a procedure to obtain information about an enclosing meeting, agents
cannot access session comidata. Furthermore, an agent can open only one meeting per agent
as a petitionefFinally, agents may migrate during meetings, and if an agesd tdlared objects

with it, the other agent will not see this until it tries to access a shared object and gets a “Refer-
ence wid” exception. D summarize theélescript meeting, we can sdlyat it is not a session
according to our definition.

There are also “meetings” in ARA[Peine96] and in AgentTcl. Meetings in AR bp com-
munication relations betweendavagents wer which (string) messages can keleanged, meet-
ings are local and the only supported “specification method” isyammus addressing via meet-
ing names. Meetings in AgentTcl are just a mechanism that openset Isetkeen tw agents.

9 Conclusion and Future Wor k

In this paper we presented the Mobile Agent System Mole and the design decisions that led to
the isting implementation of Mole V2. Cigrent kinds of mobility hee been discusseBRe-

mote Execution, Code on Demand, Weak Migration andStrong Migration, and their adantages

and disadantages hae been discussed.aMpve the reasons for choosilgak Migration in

Mole. The communication concepts implemented in MoleHzeen presented, namely ses-
sions, badges, andient services for mobile participants. Security problems in Mobile Agent
Systems hee been r@ewed, the structure of agent ids as used in Mole leeen presented,

and the system services of Molevbdeen discussed.

Since its bginning the system haditernal actve users, that ge us feedback (i.euly reports,
new features etc.) and thus help to im@dhe system. These are Siemens Gmiandém
Computers, Uniersity of Freilirg, Uniersity of Zurich, and Urersity of Genea.

Mole is used, among other things, as the infrastructure for an electronic documents system
[KoMoVi96], as a simulation eironment for distrilnted network management, as anvaon-

ment for an enhanced WWW seryvas an xecution emironment for sergr classes [StraEA97],

and in a distribted \ariant of a Multi-User Dungeon (MUD), in which players can use mobile
agents as artificial team-mates.

Apart from these acté users wer 400 diferent persons aenloaded the ersion 1.0 of Mole,
and in the 2 months since thexngersion of Mole has been released, already nearly 200-do
loads hae been counted.

Mole is available as source code. Further informations about the Mole project can be found at
http://lwwwinformatik.uni-stutt@rt.de/ipvr/vs/projekte/mole.html.
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The net problems we will imestigate are group models, a performance model and the area of
commercial applications.

It is often agued that the adwntage of agent migration lies in the reduction xpémsve) global
communication costs by mimg the computation to the data [GenMag96, Ha€¥t. Al-
though this ayjument is understandable from an int@tpoint of viev, not much wrk has yet
been done tovaluate the performance of migration on a quanigdiasis. A performance mod-
el could preide help to identify situations in which agent migration issaddi@geous compared
to remote procedure calls.

A considerable part of toda/tommercial applications require a higlgee of rolistness. An
exactly-once semantics for task processing will be a prerequisite for a majority of future net-
based applications. Those semantics require a tiglgratien of agent technology and transac-
tion management. There arestehallenges to achie this intgration. Firstlydue to their asyn-
chronous nature, agents are best suited to kegedgn long-lred actvities. It must be ives-
tigated, which transaction models meet these requirements, where ContiaeRe[\®2] and
Sa@s [GarciaEA91] seem to be a good starting point. Secatdiast parts of the agent state
must be made rewerable. Current approaches to grete mobile entities and transactions,
such as Ja Database Connection (JDBC, see [HaCaFi97]) aradTdansaction Service (JTS,
see [JaaSoft97]), only consider sewstate to be regerable. If operations performed on mo-
bile state are part of transactiomsséing protocols for transaction management, such as commit
protocols, must be modified.

Furthermore we will continue tovestigate agent group models, agent security issues and ad-
vanced communication concepts.

Acknowledgements: A system as lge as this cannot be implemented with onlyarkiesearch-
ers. & wish to thank the marstudents that va implemented parts of the system as their stu-
dent or diploma thesis.
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