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Abstract.  The successof Internet telephony serviceslike Skype illus-
trates the feasibility of utilizing unstructured Peer-to-Peer (P2P) net-
works as an economical platform for supporting group communication
applications. However, the ad-hoc nature of these networks posessignif-
icant challengesto the e ciency and scalability of the group communi-
cation services. This paper preserts the design and implementation of
GroupCast  a utilit y-aware middleware architecture for scalable and
ecien t P2P group communications. The GroupCast design is charac-
terized by three unique features. First, we presernt the utility function
for quantifying the role of unicast links in enhancing the scalability and
e ciency of the group communication applications. This utilit y function
provides a careful combination of the two most important performance
factors, namely relative network locations and resource capabilities of the
end hosts. Second, we develop a utilit y-aware distributed spanning tree
construction algorithm for e cien tly propagating group communication
messageslt dynamically creates and maintains the group communica-
tion channelsby optimizing the utilit y value of the group communication
spanning trees. Third, we propose a utilit y-based overlay managemert
proto col for constructing and maintaining low-diameter overlay networks
to further enhancethe performance of the group communication services.
We evaluate the e ectiv enessof the GroupCast middleware architecture
through analytical and experimental analysis of the costsand bene ts of
the proposedtechniques. Our experimental results show that the Group-
Cast system can improve the scalability of wide-area group communica-
tion servicesby one to two orders of magnitude.
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1 Intro duction

Multi-part y group communication applications such asmultipla yer online games,
online community basedadvertising, real-time conferencing[3], and instant mes-
saging [2] have experienced a surge of popularity in the past few years. The



applications are characterized by exchangesof textual or multimedia contents
among multiple participants. A large number of existing group communication
systemsachieve the required scalability through computer cluster-basedserver
farms [3,2]. These sener farms are exclusively owned by service providers and
they require signi cant investmert. Subscribers are usually required to pay a
premium for scaling the services[3]. Further, the features of server farm-based
group communication applications are often limited by the capabilities of the
respective service providers.

Decertralized Peer-to-Peer(P2P) networks have evolved asa promising paradigm
for providing open and distributed information sharing servicesby harnessing
widely distributed, loosely coupled, and inherertly unreliable computer nodes
(peers) at the edgeof the Internet. The successof Skype [5] has demonstrated
both the opportunit y and the feasibility of utilizing P2P networks aseconomical
infrastructures for providing wide-areagroup communication services.In Skype,
widely distributed personal computers are interconnected by an unstructured
P2P overlay network. Skype exploits the high exibilit y and low maintenance
cost of such an open system architecture to support value-added serviceslike
Internet-to-PSTN (Public Switched TelephoneNetwork) calls at a fraction of
the price of traditional telephone services.Howewer, the overlay networks in
Skype are used only for servicelookup and control signaling. Under the multi-
party conferencesettings, ead node is required to sendthe payloads directly to
other participants of the communication group through its IP unicast links [9].
This placessewerelimitations on the scalability of multi-part y conferencecallsin
Skype. The rst releaseof Skype only supported group communication among
6 or lessparticipants [9].

The natural questionsthat comeup include: Can P2P overlayshbe utilized for
implementing salable group communication services over wide-area networks?
and if sowhat techniquesand systemleveloptimization are critic al for enhancing
the e ciency and salability of decentralized wide area group communications?
Although seweral researders have explored a related problem in the context
of designing application-level multicasting or end-system multicasting (ESM)
schemes|[22,24] over P2P overlays, surprisingly most of these works are de-
signedto work in conjunction with structured P2P networks, and they rely on
the distributed hashtable (DHT) abstractions of the P2P network for inter-peer
communication and routing [11,23]. Howevwer, it is widely recognizedthat in
ernvironments that exhibit high churn rates maintaining DHT-based structures
imposessewere overheads,which can a ect the performance of the applications
running on top of these networks to a considerableextent [13]. In cortrast, un-
structured P2P networks like Gnutella [31] are simple to implemert, having low
maintenance costs, and providing better resilienceto network churn causedby
peer ertries, exits, and failures. To the best of our knowledge, very few group
communication applications have beenimplemerted on top of unstructured P2P
networks. None, including Skype, has proposed a scalable group communica-
tion middleware architecture for supporting large number of participants in an
unstructured P2P network. We hypothesizethat common concernsabout the



non-deterministic nature of communication and servicelookup in unstructured
overlay networks and their ine cien t utilization of the underlying IP network
resourcesare the main reasonsfor the lack of work in this area.

Designingscalablegroup communication serviceson top of unstructured P2P
networks posesthree main challenges.The rst challengeis to translate wide-
areagroup communication application requiremerts, such as communication ef-
ciency, load balancing, and system scalability, into the metrics that can be
used while designing the communication structures and managing the topolo-
gies of the overlay networks. Second,the communication and servicelookup in
unstructured P2P networks imposeheavy messagingoverheads.Further, these
networks also su er from high service lookup latencies. Although a number of
optimizations have beenproposedto improve the e ciency of unstructured P2P
networks [13,4], few of them are designedfor scaling wide-area group commu-
nication services.The challengeis to deviselow-cost servicelookup mecanisms
that are e ectiv e for both cortrol signaling and communication group manage-
mernt. Furthermore, unstructured P2P overlay networks evolve in a random man-
ner. The resilienceof these networks to network churn is rooted in the fact that
they do not useany global control mecanismsfor regulating resourcedistribu-
tion and the network topology. The third challengeis to designoverlay network
managemen protocols sud that we incorporate features critical to the perfor-
mance of group communication applications without trading away the inherent
randomnessof the unstructured P2P networks.

Towards addressingthese challenges,this paper preserts GroupCast- a util-
ity aware decerralized middleware architecture for scalable and e cient P2P
group communication applications. In our system, the P2P network seresnot
only as a signaling overlay, but it also carries group communication payloads
through spanning trees that are composed of unicast links interconnecting the
participants nodes.In designingthe GroupCast system, this paper makesthree
unique cortributions:

{ First, we propose a utilit y function to quantify the usefulnessof unicast
links to the e ciency of individual communication groups as well asto the
scalability of the ertire group communication infrastructure. This utilit y
function provides a careful combination of the two most important factors
that in uence the performanceof the system, namely network proximities of
the peers and resource availabilities at the end hosts

{ Second,we designa utility-awar e mechanism for constructing spanningtrees
required for disseminating group communication payloads. The objective of
this schemeis to optimize the utilit y-valuesof the resultant spanning trees.
Further, consideringthe decerralized nature of unstructured P2P networks,
this schemehasbeendesignedto operate in a completely distributed fashion,
and it doesnot rely upon any global topological information.

{ Third, we presert a utility-b asal P2P overlay network managemern protocol
that usesthe proposedgenericutilit y function for constructing low-diameter
unstructured P2P overlays. This protocol generatesoverlay networks that
are comparableto structured P2P network in their scalability and e ciency



while retaining the randomnessand low maintenance overheadsof generic
unstructured P2P networks. We demonstrate that such a utilit y basedover-
lay network is critical for group communication applications.

We have performed seeral experiments to evaluate the proposed utilit y-
aware middleware architecture and its componert techniques. The results show
that our utilit y-aware spanning tree construction scheme and our utilit y-based
overlay managemerm protocols provide signi cant scalability and e ciency ben-
e ts for the group communication applications.

2 The Basic P2P-based Group Comm unication
Framew ork

In this section, we describe our framework for group communication in unstruc-
tured P2P networks. Spanning tree forms the fundamenal structure in most
group communication schemes.The spanningtree is an acyclic overlay connect-
ing all the participants of a communication group. The group communication
messagegqpayload) are disseminated through the spanning tree so that they
reach all the participants. The various group communication schemesdier in
manner in which they construct and maintain the spanning trees. For instance,
traditional client/serv er architectures can be viewed as a special spanning tree
of height 1 with server forming the root of the tree. However, it is obvious that
sudh an implementation has very poor scalability. Our system employs multi-
level spanning trees for achieving the scalability neededfor supporting group
communication in large wide-area networks. The proposedframework includes
completely distributed strategiesfor building and maintaining spanning trees of
communication groups.

We introduce a few notations that would be used in the rest of the pa-
per. The P2P network is conceptualized as a directed graph G < V; E >,

feg;er;:::em 10 denotesthe logical links in the network. The spanning tree
Tpt < Vpt; Ept > could be de ned as a connected, acyclic sub-graph of G,
where the participant set Vp:  V and links set Ep;  E. Each peeris aware
of only its immediate neighbors. A global view of the network is not maintained
in the system. Further, the network does not have any distributed hash table
(DHT) abstractions.

2.1 Constructing a Distributed Spanning Tree

One of the challengesin developing group communication systemsis to design
a completely distributed schemefor building spanning tree. Seeral application
level multicast (end-system multicast) systems have addresseda very similar
problem (the problem of constructing multicast trees). However, as we explain
below, none of them are directly applicable for building spanning trees on un-
structured P2P networks.



The existing multicast tree construction schemescan be classi ed into three
broad categories.In the rst approac, the participants of a multicast group
explicitly choose their parents in the multicast tree from a list of candidate
nodes. Examples of such systemsinclude NICE [7], Overcast[19], and Yoid [18].
Due to the complexity of those protocols, there are very few actual implemen-
tations of these systems. The secondapproad, which is adopted by systems
like Narada [14] and Scattercast[12], constructs the spanningtree in two-steps.
The rst step constructs a well-connectedmeshfrom the nodesin the network.
The secondstep usesthis mesh structure and constructs shortest path span-
ning trees through well-known distributed algorithms. These systems usually
use extensive messagingto maintain the quality of the mesh network, which is
critical to the performanceof the multicast tree. Consequetly, thesesystemsdo
not scalewell, especially when the underlying network experiencesconsiderable
churn. The third approach is represeried by systemslike CAN-multicast [23]and
SCRIBE [11]. These systemsassumethat the nodes of the underlying network
are organized as a structured P2P network [22,24]. The multicast tree is con-
structed using the deterministic routing functionalities of these P2P networks.
Becauseof the structured nature of the underlying network, thesesystemscanin-
corporate techniquesfor optimizing various systemparameters[32,24,35]. As we
discussedn Section 1, DHT-based structured P2P networks are not suitable for
scenarioswherein the peerpopulations are transient. Transiert peerpopulations
may degradethe performanceof the applications built on top of structured P2P
networks. In short, none of the current multicast tree construction approaces
are applicable for the problem at hand.

We have developed completely decerralized schemefor building group com-
munication spanningtrees on a genericunstructured P2P network. We leverage
techniquessud as selective messagdorwarding for reducing the communication
costsof spanning tree construction and maintenance.Our experimernts (seeSec-
tion 4) show that the quality of the resultant spanning trees are comparableto
those built using the other three approades.

2.2 Building the Comm unication Group

The objective of our communication group construction algorithm is to select
the edgesor the links in the P2P overlay to form the spanning tree that con-
nects all the group participants. The implementation of communication group
construction algorithms usually includes the implementation of two functional-
ities. First, participants should be aware of the existenceof the communication
group to which they will join. Second,a newly-joined participant should be able
to setup a connectionto the existing nodesin the chosencommunication group
for sendingand receiving the communication payloads.

In the literature of end-systemmulticast (especially in the systemsadopting
two-stepapproachesthat we discussedearlier) the rst task is solved by appoint-
ing a node as the rendezwus point or the multicast source,and publishing its
information at a well-known location such asa bulletin board system. The other
participants will usethe identity of this node as the keyword to establish the



multicast path, usually by leveraging the seard interface provided by the P2P
overlay network.

Two strategieshave beenproposedfor implementing the secondfunctionalit y.
The rst schemeis similar to the DVMRP [16] IP-multicast protocol. Instead of
using the IP level network devicessuch asrouters to implemert the polling and
pruning processesof multicast group managemem, this strategy usesoverlay
networks and peers. This strategy is adopted by the Scattercast system [12],
in which the source node solely advertises route information, and ead node
in the overlay forwards this advertisemert and builds the local routing table
erntries. To remove loops and to avoid the problem of counting-to-in nit y, the
full path information is embeddedinto the forwarded advertisement messages.
For the purposeof comparison, we refer to this schemeas Non-Seletive Service
Announcement(NSSA) schemein the rest of this chapter.

The second sceme is adopted by systemslike SCRIBE [11]. The multi-
cast sourceis mapped to a well-known node serving as the rendezwus point.
Subscribers use the identi er of the rendezwus point as the keyword in their
subscribing requests. The P2P overlay treats subscription requestsin the same
manner as the routing requests. The structured system topology and the de-
terministic routing algorithms decide the seriesof peersthrough which ead
subscription requestwould be forwarded sothat it reachesthe rendezwous point
or an existing participant in the multicast group. The reverseof this path would
be usedfor forwarding the multicast payloads down from the multicast source.

Two characteristics of our system prevert us from directly reusing these
schemes.First, the nature of group communication applications is di erent from
end-systemmulticast systems.In end-systemmulticast systems,communication
payloads are forwarded in one direction in most of the cases(from the multi-
cast sourceto all the other nodes), while in group communication systems,eac
participant may initiate messagesn addition to receivingthem. Second,the un-
structured nature of our P2P overlay prevents us from directly usingthe reverse
of the searding path asthe payload communication path. Becauseof the lack of
DHT abstractions and the random nature of the overlay topology, searding has
to be carried out either by o oding the requestor through random walks. The
former approadch results in heavy communication overheads, whereasthe lat-
ter may generatevery long seard paths which would a ect the communication
latencies of the payloads.

We have proposed a scheme that combines the advantages of these two
schemes,while avoiding their disadvantages.We call our schemeSeletive Service
Announcement (SSA) scheme.In this scheme,the spanning tree for a commu-
nication group is establishedin three steps.

Step 1: Choosing RendezvousPoint First, a peerin the P2P overlay is chosen
asthe rendezwus point. Unlike the rendezwus point in SCRIBE [11], to which
all the multicast payloads are rst forwarded, our rendezwus point seres as
the source of the group advertisement messagesand will behave as a normal
node in the communication spanningtree. There are seweral ways to choosesuc
a rendezwous point. It can be setup as a dedicated server donated by a service



provider who injects contents into the communication group. For groupsthat are
setup for applications like online conferencesthe rst participant can initiate a
random walk seard to locate a node that hasenoughaccessetwork bandwidth
and computational power to act asa rendezwus point.

Step 2: Advertising In the secondphase, the rendezwus point advertises the
group information to the potential participants of the communication group. The
o oding scheme usedfor similar purposesin DVMRP [16] and Scattercast [12]
will incur redundant messagesn the overlay network, especially when the peer
population is large and the communication group is relatively small. Our SSA
schemealleviates the communication overheadsin the following manner. In our
stheme, each peerthat receivesthe advertisemert messagewill forward it to a
few of its neighbors, rather than o oding the messageo all neighboring nodes.
By Itering out the neighbors that will not likely be usedin the communication
spanning tree, we can reducethe number of messagedy as much as 65%, com-
pared to the NSSA scheme. Our basic group communication framework usesa
very simple approadc for selecting neighbors, namely random strategy. In this
algorithm the rendezwus point randomly selectsa pre-speci ed fraction of its
neighbors and sendsthem the advertisement messageThis processis repeated
by every node which receivesthe messageAt ead step, the TTL is decremened
and the messageropagation terminates whenthe TTL becomeszero. However,
this simple advertisement scheme su ers from two major drawbacks that can
adversely impact the performance of group communication. We discussthese
limitations later in the paper and presert schemesfor mitigating them.

Step 3: Subscrite Subscription activities are initiated when a peer i decides
to join a communication group. Two scenariosneedto be considered.First, if
the potential service subscriber (peer i) has already received and routed the
service advertisemert, peeri is already on the messagegorwarding path of this
communication group. All it needto do is to start the subscription processby
sendingthe joining messagen the reversedirection of incoming SSA message.
However, note that the advertisement messagemight not reach all potential
subscribers. In casethe subscriber has never received the SSA messagea searh
method provided by the P2P overlay is triggered to look up the neighborhood of
the peerfor discovering nodesthat might have received the SSA advertisemert
message.

The searth method is implemented as a ripple seard in standard Gnutella
P2P network, with initial TTL (Time to Live) value setto a very low value. Be-
causeour advertisemert mecanismwould have already pushel the serviceinfor-
mation to di erent topological regionsof the network, a potential subscriber can
nd a nearby neighbor that hasreceived the SSAmessagavith high probability.
Our experimernt reports that the averagesuccessate of subscription seard is as
high as100%,evenwhenthe TTL of the seardhh messagesre setto 2. Oncesuc
a node is discovered, the subscription messagas sert to it, which then forwards
in the reversedirection of the original SSA message.



2.3 Limitations of the Basic Framew ork

The basicgroup communication framework hastwo important limitations which
canaect its e ciency and scalability. The rst limitation is the manifestation
of the overlay-underlay mismatch problem. Since, in the advertisemert phase
of the scheme, a node receiving the advertisemert forwards the messageto a
randomly chosen subset of neighbors, the resulting tree might not always be
ecient in terms of the relative locations of its nodes on the physical network.
For example, a node p; located in New York might have a node p; located in
Australia as one of its children, which in-turn might have a child p, located in
Boston. This has a negative e ect on the latencies experienced by the group
communication messages.

For the very samereasonof random advertisemert forwarding, the capability
(resource availability) of a node p; in the spanning tree might be completely
di erent from the capabilities of its parents or children. This mismatch among
the capacities of the neighbors in the spanning tree can result in high packet
losses.This again a ects the performanceof group communication.

We proposetwo middleware level techniquesfor overcomingthe above draw-
badks, namely a utilit y-aware spanning tree construction scheme and a utilit y-
aware topology managemen schemefor the underlying P2P network. While the
rst technique addressesthe question as to how should the connections in the
overlay be utilized for group communication applications?, the secondtechnique
addressedghe question of how the peers should chaose and maintain their neigh-
bors in the overlay? Howevwer, it is interesting to obsene that thesetwo questions
are the manifestations of the samedesignissue,namely given a list of nodes, say
L, what are the metric(s) that dictate which of thesenodesa peer p; should con-
nect to? Both thesetechniquesrely upon a unique utilit y-function, which assigns
di erent preferenceqrankings) to ead peerin the list L. In the next sectionwe
explain the formulation of the utilit y function. We then describe how this utilit y
function is utilized in the proposedtechniques.

3 The Utilit y-Aw are Middlew are for P2P Group
Comm unication

This section we presert the design of GroupCast middleware architecture for
decerralized group communication services.We focus on three main compo-
nents of the GroupCast design. First, we describe the utilit y function we useto
quantitativ ely model the critical performance metrics of wide area group com-
munication applications. Second,we discusshow to emplay our utilit y function
to optimize the group communication channel construction and maintenanceby
dewveloping a utilit y-aware distributed spanningtree construction algorithm that
can e cien tly propagate group communication messagesWe showv how it opti-
mizesthe utilit y value of the group communication spanning trees. Finally, we
presert our utilit y-basedoverlay managemem protocol which providesthe capa-
bilit y for constructing and maintaining low-diameter overlay networks to further
enhancethe performance of the group communication services.



3.1 The Utilit y Function

The group communication in overlay networks essetially occurs by forward-
ing the communication payload through unicast IP network links. Hence, the
properties of the unicast links interconnecting peersin the P2P overlay largely
decidethe performanceand the e ciency of the group communication system.
Our utilit y function considersthe two important factors that determine the per-
formance of unicast links, namely the network proximity of the end-nodesand
the similarity betweenamongthe capacitiesof the peers.The network proximity
between the end-hostsdeterminesthe latency of the unicast link. Similarly, it
is known that mismatch betweenthe packet-forwarding workloads and the ca-
pacities of peersintro ducesbottlenecks in the communication overlay and may
result in high padket losses.We note that thesetwo factors might sometimesbe
courteracting. For instance,a peerin the list L which is closestto p;, might have
completely di erent resourceavailabilities than p;. Our utilit y function provides
a careful combination of thesetwo factors basedon the utilit y preferenceof peer
pi, aswell asthe desired performance properties of the ertire overlay.

Concretely, for each node p; in the list L (recall that L represerts a list on
potential nodesfrom which the peerp; choosesa subset), we assumethat two
typesof information are available: the node capacity C; , and the relativ e distance
betweenpeeri and peerj, denotedby D (i; j ). The capacity of a peeris measured
in terms of its accessiblenetwork bandwidth, sincethe performance of a peer
in a distributed ervironment like P2P networks is largely decided by its access
network bandwidth available for forwarding communication payloads. The access
network bandwidth can be speci ed by the end userin terms of the number of
64kbps connections the node is willing to support. Alternativ ely, it can also
be estimated by network probing techniques. We use the network coordinates
to estimate the relative distance any two peers between peer j and peer p;.
Vivaldi [15] and GNP [1] are someof the techniquesproposedfor measuringthe
network coordinates of nodesin wide area networks.

We de ne two utilit y-based preferencemetrics basedon the two important
performance factors namely network proximity and node capacity. Given a list
of peersL, we de ne the Distance Pref erence of peerp; to peerj 2 L asthe
probability that peerp; choosespeerp; out of L, basedon the network coordinate
distance betweenthem. The closerthe peerp; is to peerp;, the more likely it is
chosen.The Distance Pref erenceis computed as indicated in Equation 1.

1
di(l—; )
DPp, (L; pj) = P—2 200 @

Pk2L pg; (Lip k)

where 2 (1 ;1) is atunable parameter that indicates the degreeto which
pi's prefers closer peers. Higher values of  indicates that p; strongly prefers
closerpeersand vice-versa.We choose < 1 sothat there is nonzeropreference
on ead p; 2 L. The function dy, (L; p;) givesthe normalized distance between



pi and p;. dy, (L; p;) is de ned as follows:

D(i; )

4L = WAX @D (i )

)
Note that 0< d, (L; px) 1 for eadh peerpy in the list L.

Similarly, we de ne the Capacity Pref erence utilit y metric of peer p; with
respect to peerp; asthe probability that peerp; choosespeerp; out of L based
on the node capacity of peerp;. The goal is to utilize higher capacity nodesto
relay group communication messageso larger number of peers.Equation 3 gives
the formulation for the Capacity Pref erence utilit y metric.

Cp
PCp (Lipy) = P ®3)
pk2L “~Pk

Here Cp, is the node capacity of the peer p;. The parameter 2 (1 ;1)
plays a similar role asthat of in equation 1.

While the Capacity Pref erenceand Distance Pref erence encapsulatethe
utilit y of nodesin L from two di erent perspectives, we needa meansto com-
bine these two utilit y parametersinto a single utilit y function. In this regard,
it is interesting to obsene that the peer p; which wants to selecta subset of
peersfrom L should also considerits own resourceavailability (capacity) while
making its choices. If the peer p; possessesnore resources,we would like to
useit asa forwarding hub in the overlay network and applications. Suc a peer
should be connectedto those peersthat have similar resourcesand play similar
roles in the overlay network, which would make it a member of the \core" of
the overlay network. On the cortrary, if the resourcesof peer p; are limited,
it should not be placed into the \core" as that would easily exhaust its re-
sources.A better choice for such a limited resourcepeerwould be to connectto
peersthat are physically closerto it and usethem to accesshe overlay network.
Hence,the weightage givento the two utilit y metrics (Capacity Pref erenceand
Distance Pref erence dependsupon the capacity of peerp;. Accordingly, we de-
ne the combined utilit y function Selection Pref erenceof peerp; to peerp; 2 L
as a weighted combination of Capacity Pref erenceand Distance Pref erence

Po(LJ)= PGCu(Lip)+ (1 ) PDp(Lp) (4)

Here is the weightage factor such that 0 1. Substituting the formulae
for Distance Pref erenceand Capacity Pref erenceinto Equation 4, we obtain;

The con gurable parameters , , and givesusthe exibilit y to ne-tune
the utilit y function for di erent application scenarios.For instance,in an overlay
network supporting applications that are sensitive to network proximity, can
be set to higher valuesand to be setto lower values. This would ensurethat
that network proximity is the dominating factor when peersmake their choices.
On the cortrary, for an overlay network that emphasizesnore on load balancing,
a higher value for  and a higher value for would be more preferable.



The valuesof parameter , ,and canbe mathematically derived by using
techniquessimilar to the onesusedby Bu and Towlsey[10]. Howewer, thesetech-
niquesrequire information about the exact number of peersand the exact distri-
butions of the various system-lewel parameters.In a decerralized environment
like P2P networks where global statistical mechanisms are expensiwe to imple-
mert, it is unlikely that such information would be available. The GroupCast
systemadopts an approximation approadc to addressthis problem. Speci cally,
we de ne Resourcelevel r; asthe fraction of peersthat have lesscapacity than
peerp; in the overlay network. r; can be estimated by sampling a few peersthat
are known to p;. We use the resourcelevels of various peersto set the three
parametersas =1 r;, =r;,and =r, ") Substituting the values for

, » ,PC,and PD into equation 4, we obtain:

i i L - (1 )
Pi(L;j) = r In(ri) Pclir' + (1 r; In(ri)) P di (L} )l i (5)
k2L “~I I k2L T(LK) (1 rl)

We note that this con guration re ects our designrationale. The and
parameters assumehigher valuesfor peerswith higher capacities. Hence,these
peerswould give preferencemore powerful peerswhile choosing a subsetfrom
L. In cortrast, for peerswith lessresources assumeshigher valueswhereas
and becomesmall. Thus, for these peersthe subsetselectionis predominantly
based upon the network proximities. In other words, the less powerful peers
connectto nodesthat are closerto them. Further, they avoid peerswith large
capacities, thereby shielding themselwesfrom getting overloaded.
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Fig. 1: Selection preference of low capacity peer Fig. 2: Selection preference of medium capacit y
vs. distance to other peers peer vs. distance to other peers

To evaluate the e ectiv enessof the selection preferencemetric, we simulate
the selectingprocessof three peers,using a set of synthetic data. We assignead
of them with di erent resourcelevel value. The onewith r; = 0:05 represens a
peer with low capacity. Similarly, the one with r; = 0:5 simulates a peer with
medium capacity, and the one with r; = 0:95 represerts a powerful peer. For
ead of them, we generateda list of 1 10° peers, ead of which is assigneda



capacity value that follows a zipf distribution with parameter 2.0. We assume
that the distance between ead candidate peer and the peer evaluating them
follows a uniform distribution Unif(Oms, 400ms).
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Figure 1  Figure 6 plot the simulation results, which exactly re ex our
designrationale. For a weaker peerthat hasr; = 0:05, its selection preference
to other peersare dominantly decided by its distance to them, as plotted in
Figure 1 and Figure 4. On the contrary, the selection preferenceof a powerful
peer is largely decided by the node capacity of peersin the candidate set L,
as shown in Figure 3 and Figure 6. For the peer that has medium amount of
resources,t equally prefers powerful and nearby peers.
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While the utilit y function quanti es the usefulnessof unicast links of the
overaly with respect to our designrationale, the question is how can the utility
function be utilized to construct e cient spanning trees for group communica-
tion? We answer this question by describing the two unique features of the



GroupCast system, namely utilit y-aware spanning tree construction technique
and utilit y-aware overlay managemen mechanism.

3.2 Utilit y-aware Spanning Tree Construction

In this section, we describe our technique for infusing utilit y-awarenessinto
spanning tree construction for group communication. The certral idea of this
technique is to ensurethat the edgesin the spanningtrees have very high utilit y
values, thereby optimizing the overall group communication performance.If the
topology of the P2P network and the utilit y valuesof all the unicast links in the
network wereto be available in a certralized location, we could have usedone of
the seweral optimization techniquesfor constructing utilit y-aware spanningtree.
Unfortunately, due to the very nature of P2P systemscollecting topological and
utilit y information at a certralized location would be extremely expensiwe, if
not impossible. Therefore, the challengeis to designa completely distributed
spanning tree construction technique that is not only e ectiv e in ensuring high
utilit y valuesfor the edgesin the tree but is also e cien t and lightweigtt.

We obsene that the basic spanning tree construction technique that we ex-
plained in Section 2 is indeed completely distributed, and it doesnot rely upon
any certralized topological information. Therefore, the question is whetherit is
possibleto achieve high utility valueswhile retaining the overall spanning tree
construction framework?

Our utilit y-aware spanning tree construction schemeis basedupon the fol-
lowing crucial obsenation. Of the three phasesof the basic spanning tree con-
struction scheme,the advertisemert phasehasthe most signi cant in uence on
the structure of the resultant spanningtree. In other words, the advertisemert
decisions made by various peers more or less determine the structure of the
spanning tree. This is because,if a node p, receiving an advertisemert decides
to participate in the group being advertised, the very links through which the
advertisemert was propagatedto p, from the rendezwus node would becomea
part of the corresponding spanning tree. However, in the basic group communi-
cation framework, ead peerreceiving the advertisemert sendsit to a randomly
selectedsubsetof its neighbors.

From the above obsenation, we concludethat the most natural way for in-
jecting utilit y-awarenessinto the spanning tree construction processis to incor-
porate it at the advertisemert phase.Accordingly, in the utilit y-basedspanning
tree construction technique, peer receiving the advertisemert forwards it to a
subsetof its neighbors basedon their utilit y values. Speci cally, the probability
of a neighbor being included in the subset selectedfor forwarding the adver-
tisemert is directly proportional to its utilit y value. Thus, a neighbor that has
a higher utilit y value has a higher chance of being included in the subset of
nodesto which the advertisemert is forwarded. Due to spacelimit, we omit the
pseudo-cale of the utilit y-aware serviceannouncemen algorithm in this paper.

In this algorithm, rendezwuspoint rp rst callsits local method initiateAdv ertising
to start the SSA process.The parameter R,, denotesthe ranking of the ren-
dezwus point, and is de ned asthe number of neighbors of rp that have more



capacity than rp. The utilit y function P,p(Nyp;]j) is de ned as Formula 5, and
will help rp choosethe peerseither have similar capacitiesasrp or are physically
closeto rp, depending on the capacity of rp. Those peerswill be the onesmore
usefulto rp and will likely be included in the spanningtree.

Upon receiving an SSA message,peer k performs two tasks as showvn in
method advertise of the ultilit y-aware service announcemen algorithm to for-
ward the advertisemert messageFirst, peerk usesalocal hashingtable receivedAdvertising
to ched and record if it has already received the samemessagdrom any other
neighbors. The messagewill be droppedif it is a duplicated one. Otherwise, the
samemecdanism we usedto initiate the serviceannouncemem processon rp will
be usedto selectneighbors of peerk for further propagating the SSA messages.

In e ect, when a peer receives an advertisemert, it is more likely that the
advertisemert traverseda path in which ead link had a high utilit y value. If this
peerdecidesto participate in the group being advertised, the path of the adver-
tisemernt becomesa part of the corresponding multicast tree. Thus, our scheme
seamlesslyincorporates utilit y awarenessinto the spanning tree construction
process.

3.3 Utilit y-aware Topology Construction and Managemen t

In this section, we describe our secondtechnique for enhancingthe e ciency of
group communication. Studies have shown that the topologiesof many natural
and sccial networks including seweral real world P2P networks like Gnutella ex-
hibit power-law characteristics [28,?,?]. In a power-law graph, the total number
of node pairs within h hops (represerted asP (h)), is proportional to the number
of hops (h) raised to the power of a constart ~, P(h) / h~, whereh , and

denotesthe diameter of the graph. Seeral studies have reported that unlike
most P2P networks, the Gnutella P2P network su ers from large network diam-
eters. It is interesting to note that Gnutella topology contradicts the properties
of the power-law networks, which should be scalefree[17]. Large diameterscause
the seard operations in sudh networks to be extremely expensive. A node needs
to setthe seart scopesto very high values,if it wants the queriesto reac sub-
stantial fraction of the peersin the network. More importantly, P2P networks
with large diameters are not appropriate for group communication applications
asthey result in very deepspanningtreesthereby a ecting the latency of group
messagepropagation.

In order to alleviate the above concern, we propose a distributed utilit y-
aware algorithm to construct an unstructured power-law network. The objective
of this techniqueis to create P2P networks in which the neighbors of an arbitrary
node p; have reasonablyhigh utilit y valueswith respectto p;. Unlike many P2P
networks that are based on the concept of super nodes, our technique inserts
both high-capacity and low-capacity peersinto the sameoverlay. Our technique
essetially works as follows: When a peer p; joins the overlay, it gathersthe in-
formation of a number of existing peersasits neighbor candidates. The new peer
calculates the probability of connectingto eat candidate by using the utilit y



function de ned in Equation 5. Theseprobabilities and the total number of con-
nectionsthat the p; intends to maintain determine whether p; would establisha
connectionwith an arbitrary neighbor candidate peer.

Topology Construction Algorithm  Our protocol extendsthe current version
of the Gnutella protocol [31]. Recall that an arbitrary peer in our overlay is
uniquely identied by a tuple of four attributes:

< | P address; port number; coordinate; capacity >

where coordinate represerts its network coordinate and capacity is its capacity.

Preferertial attachment hasbeenwidely usedin certralized network topology
generatorsto generate power-law networks. Algorithms like [10,?] add links
betweennodeswith probability in direct proportion to the incident link degrees
of the nodes. To build a power-law network for wide-areagroup communication
applications, ead node needstwo typesof information to decideits neighborsin
the overlay network. First, it needsthe degreeinformation of the other nodesto
preferertially connectto highly connectedpeers. Second,it needsthe network
proximit y information to connectitself to a setof physical network neighbors and
afewrandomly selectedonesasits routing \shortcuts". Howevwer, in a distributed
ernvironment like P2P networks, such information cannot be explicitly obtained.

In GroupCast, a joining peeri obtains a list of existing peers either using
its local cache which contains its P2P network neighbors carried from the last
sessionof activities or by contacting a host cache sener. The host cache sener
is an extension of Gnucleus[30], which cachesthe information of a list of peers
that are currently active in the P2P network. The joining peeri attaches its
4-tuple identi cation to the query requestsert to the host cache server. Upon
receiving a query request from peer i, the host cadce sorts its cadced entries
in an ascendingorder by their network coordinate distancesto peeri. From
the top of this sorted list, the host cache selectsa list of peersBD;. They are
returned to peerp; together with a list of ragndomly selectedpeersBR;. We set
jBRij = jBD;jj and use B; to denote BR; BD;. Similar to Gnutella, we set
5 |Bij 8.

Starting from the subsetB; of bootstrapping peersreceived upon its entry,
Peerp; sendsa probing messageM  op to €adh peerpy 2 Bi:

Moprob = def hsource= i; type= prob; TTL = O; hops= 0i
Each peer px that receivesthis probing messagesendsbadk a responding
messageM p; ob_resp, Which is augmerted with a list of px's P2P network neigh-
bors N br(pk).
Mprobresp =def hsource= k; type= prohresp; TTL = 0; hops= 0i

Peer p; assenbles all the neighbor information contained in the probing
replies and compiles them into a candidate list LC;. For ead unique peer



j 2 LC;, peerp; computestwo types of information: (1) The occurrence fre-
quency of peer p;, which recordsthe number of appearancesof peerp; in LC;,
denoted as fi(p;). As LC; serwes as a sampling of the peersin the network,
fi(p) is the sampleof the degreeof peerp;. (2) The estimation of the physical
network distance betweenpeerp; and peerp;, denotedby d;(LC;;p;), asde ned
in Equation 2.

Basedon thesetwo setsof information, the peerp; computesthe utilit y value
of eadh peerin LC; using the equation 6. Depending upon its own its own node
capacity, peer p; selectsa certain number of peersfrom the list LC; and adds
them into its neighbor list (N br(p;)). The chancesa peerpx 2 LC; being added
to the neighbor list of p; is directly proportional to pys utilit y values.Concretely,
the probability of px being selectedas a neighbor of p; is given by the following
equation.

. . fiG) r
Pi(LC;;j)y=1r, ") p 17
i(LCis)) i k2LCifi(J) ri
(1 r |n(fi)) p di(LCi3)) ( I) (6)

k2LCidi(Léi_;k) T )

Note that this equation is equivalent to Equation 5. However, we substitute
the node capacity information C; with f;(j) and instantiate the candidate list
L with LC;. As mertioned in Section 3.1, the resourcelevel r; of peerp; can
be estimated through sampling of the network. The possible way of obtaining
resource-leels of peerswould be to derive it using statistical information [25].
However, our approac avoids the problems that arise when the statistical in-
formation is outdated.

The peerp; now setsup its outgoing edges(forwarding connections)to eath
node in its neighbor list. It then initiates the processto setup the incoming
edges(back links to pj) by sendinga badkward connectionrequestto ead peer
p« 2 Nbr(p;). The requestis augmerted with the capacity information C; of
peerp; and its network coordinates.

Upon receiving a backward connection request, the peer px comparesthe
capacity and distance information of peeri against those of its existing neigh-
bors and decideswhether to add p; to its neighbor list. Speci cally, this func-
tion takesthree setsof information asinputs and returns the probability with
which the peer px should add p; to its neighbor list. The three sets of infor-

mation are: the capacity ranking rcg (N br(pg)) of peer px amongst its neigh-
bors N br(px), which is de ned as rc (N br(pk)) = - pjjpiz;\lek:r(ng)):jCj €9l the
capacity ranking rc;(Nbr(pk)) of peer pi amongst the neighbor of peer py,
which is de ned asrc (N br(pg)) = PP Zj'ilbgr((p;k));jcj €9 the distance ranking
rd (N br(px)) of peerp, amongst N br(px), which is de ned as rd; (N br(pk)) =
I p"jp"ZNbr(pjk,\)l;ErE‘;jk;)’}k) D(PP)U \where D(pi;px) denotesthe network coordi-
nate distance betweenpeer p; and peer px. The probability with which peer pg

acceptsthe back connectionrequestis de ned as follows:




PBk(Nbr(p);pi) = rac(Nbr(pe))? rci(Nbr(p) + (1 rac(Nbr(pe))®) rdi(Nbr(pk))

Peerk generatesa random number following uniform distribution Unif(0, 1).
If this number is smallerthan PBx (N br(pk); pi), peerp; is acceptedby peer py
as a new neighbor, and a badk connection acknowledgemert is sert bad. If this
number is larger than PBx (N br(pk); pi), only with probability py, a badkward
connectionfrom peerk to peeri will be setup. The value of p, cortrols the ratio
betweenthe number of outgoing links and the number of incoming links of eat
peer.In our implementation, we setit with a value 0:5.

Note that the above badk link setup processs basedupon the samerationale
we followed in devising the peer selection medchanism, i.e., powerful peersare
easierto be acceptedby other powerful peersas their neighbors, and weaker
onesare good candidatesonly when they are closeenough.

Neigh borho od Link Main tenance The GroupCast system usesan epoch-
based scheme to maintain the structure of the P2P overlay. The peersregu-
larly exchange heartbeat messageswith their neighbors. The peer p; attaches
its identi er quadruplet to ead heartbeat messagat sendsto the neighbors. A
neighboring peerpy receiving this messageesponds back with its own identi er

quadruplet. A neighbor that hasfailed to respond to two consecutiwe heartbeat
messages$s assumedto have failed. Further, a peerthat gracefully demarts sends
a departure messageo its neighbors. The peerp; recordsthe neighbor failures
that have occurred in the current epoch. At the end of the epoch, the peer p;

attempts to repair its neighbor list establish a set of new links to peersthat

are currently not its neighbors. New peersare chosenaccordingto their utilit y
values. The processfor choosing new neighbors is similar to that of bootstrap-
ping. Further, the epoch duration is dynamically adjusted depending upon the
network churn sothat overall overlay network can agilely adapt to current churn
pattern. Due to spacelimitations we omit further discussionson this topic. A
detailed discussioncan be found in our technical report.

4 Exp erimen tal Evaluation

we have implemented a discrete evert simulation systemto evaluate GroupCast.
This system is an extended Java version of p-sim [20] system. We used the
Transit-Stub graph model from the GT-ITM topology generator[34]to simulate
the underlying IP networks. Peersare randomly attached to the stub domain
routers and organized into overlay networks using the algorithm preserted in
Section 3.3. The capacity of peersis basedon the distribution gatheredin [25],
asshown in Table 1. We usethe algorithm of [1] to assignnetwork coordinate to
ead peer. Each experimert is repeated over 10 IP network topologies.Each IP
network supports 10 overlays, and eac overlay network has provided services
for 10 communication groups.



Table 1: Capacity distribution of peers

|Capacity level[Percertage of peerg

1x 20%
10x 45%
100x 30%
1000x 4.9%
10000x 0.1%

4.1 Power-law Overlay and Network Pro ximit y

We rst simulated the construction of P2P overlay networks. Peersjoin with
intervals following an exponertial distribution Expo(1s). They choosetheir over-
lay network neighbors using the utilit y-aware algorithm describedin Section 3.3.
Figure 7 shows the log-log degreedistribution of a GroupCast overlay network
of 5 10 peers.For comparison purposes,in Figure 8 we show the the degree
distribution of a power-law network generatedusing the certralized PLOD algo-
rithm [21]. The results show that our utilit y-aware overlay construction scheme
presenesthe power-law distribution property that has beenobsened in many
real-world P2P networks. Howewer, it is interesting to note that the node degree
distribution of the GroupCast network doesnot have a long tail. This is because
our bootstrapping algorithm are to someextent is consenative in replacing ex-
isting peerswith new ones. This property results in a lower value of network
clustering coe cien t comparedto the random power-law overlay. As our experi-
merts shaow this characteristic of the GroupCast network reducesthe messaging
overhead without being detrimental to the performance of the overlay or the
applications supported by it.

One of the objectivesof the utilit y-aware overlay construction mecanism is
to alleviate the mismatch betweenthe topologiesof the overlay and the under-
lying physical network. The next experiment evaluates the e ectiv enessof our
overlay construction mecdanism in minimizing the overlay-underlay mismatch.
We simulated the joining processef 1  10° peersand comparedthe overlay
networks constructed using our algorithm with the onesthat are generatedus-
ing certralized PLOD algorithm [21]. Figure 9 and Figure 10 show the average
distance of peersto their neighbors in the GroupCast overlay network and the
random power-law networks respectively. The results shaw that in the Group-
Cast overlay network, the neighbors are much closerto one another than the
random power-law network. Thus, the utilit y-aware overlay construction scheme
signi cantly reducesthe overlay-underlay mismatch. Nevertheless,the results
show the existenceof a few long unicast links. These links belong to the pow-
erful peersfor which network proximity is a secondary criterion for neighbor
selections.The powerful peersusetheselong links to connectto other powerful
peersand thereby creating forwarding badkbone of the overlay network.

Next, we study bene ts of the utilit y-aware overlays in reducing the latency
of servicelookup requests.Figure 13 shows that the subscription responsetime



in GroupCast overlay network is reducedby 74%to 84%,comparedto that of the
random power-law overlay networks. This bene ts peersentering the GroupCast
overlay, since they can subscribe to the group communication servicesmuch
faster than their counterparts in the random power-law overlay networks.
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4.2 Evaluating the GroupCast Service Lookup Mec hanism

In the secondset of experimernts, we evaluate the utilit y-aware spanningtree con-
struction and group communication mechanismsof the GroupCast system. Most
unstructured use either scoped o oding (broadcast) or random walk as their
communication paradigm. However, o oding-based mecanisms are expensive
in terms of messagdoads they impose, whereasrandom walks result in longer
delays. The GroupCast systemincludes a selective serviceannouncemen (SSA)
mechanism for e cien t and low-cost servicelookups.

Our next experiment evaluates the e ectivenessand e ciency of the SSA
schemeby simulating the serviceannouncemem processesn a number of over-
lay networks that are generatedusing either our utilit y-aware overlay construc-
tion mechanism or the certralized PLOD algorithm. In order to gain a better
understanding, we compare the SSA mecdhanism with the non-selective service
announcemei (NSSA) scheme (see Section 2.1). For eadh overlay network, we
randomly select 10 peers as rendezwous points, and initiate the selective ser-
vice announcemen (SSA) processand the non-selective service announcemen
(NSSA) processfrom eat of them. For both SSAand NSSA, we rst record the
fraction of peersin the overlay that have received the serviceannouncemen. As
we mertioned earlier, when these peerswant to subscribe for the group com-
munication service,they can circumvert the servicesearding process.For peers
that have not received the serviceannouncemen messagesubscription process
involves searding its neighborhood for peersthat have received the servicean-
nouncemen messageln our simulator, these peersusea ripple o oding seard
schemefor this purposewith TTL being setto 2. We measurethe succesgates
of service lookups for both SSA and NSSA schemes.We also record the total
number of messagegeneratedby thesetwo schemes.



The results in Figure 11 show that the SSA schemereducesthe total num-
ber of messagegeneratedin both GroupCast and random power-law overlay
networks. The SSA schemelimits the number of subscription messagesert to
neighbors that are not likely to be a part of the communication group. This
reducesthe messagdoad by 63%to 70% when comparedwith NSSA schemefor
the GroupCast overlay. The reduction is 35%to 44% for the random power-law
overlay. We notice that the number of subscription message®f SSA schemein
random power-law overlaysis almost negligible. This is becauseGroupCast over-
lays have lower cluster coe cien t valuesthan the random power-law topologies
generatedusing PLOD. Thus, SSA messageseac fewer peers.The results also
show that the SSA schemeperforms better for networks with higher connectivity
value.
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Figure 12 leadsto two interesting obsenations. First, fewer peersin Group-
Castreceivethe SSAmessagesomparedto random power-law topology. Second,
all subscribers can locate their serviceswith 100% successate even when the
initial TTL of the subscription messagess setto two. This is essetially because,
in the GroupCast overlay, the neighbors of individual peersare likely to have
higher utilit y values. Hence, at ead step of the SSA process,more candidate
peersmeet utilit y-aware selection criterion. This is also the reasonfor the rela-
tively large number of serviceannouncemen messagedn the GroupCast overlay
when comparedwith random power-law network. However, the peerschosenby
our utilit y-aware selection mechanisms are more suitable to the group commu-
nication spanning trees and they ensurehigh subscription succesgates even at
very small TTL values.
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4.3 Impro vement of Application Performance

Our next of experiments study the e ects of the proposedtechniqueson a group
communication application. The group communication application we consider
is that of end-system multicasting (ESM). ESM has been proposed as an al-
ternativ e for IP multicast, which has su ered from lack of wide acceptanceand
deplaymernt. In this approac, peersform overlay networks and implement multi-

castfunctionalit y. Multicast data arereplicated on peersand propagatedthrough

unicast edgesof the overlay networks. ESM is inherertly lesse cient than IP

multicast, as ESM may sendpackets with samepayload multiple times over the
same physical network link. Moreover, the ESM workload distribution among
heterogeneougeersa ects the overall system performance.

We simulated P2P overlay networks consistingof 1 10° to 3:2 10* peers.
P2P overlay networks are constructed using our utilit y-aware mechanism aswell
asthe certralized PLOD algorithm. We usedthe routing weights generatedby
the GT-ITM padkageto simulate the IP unicast routing. IP multicast systems
are simulated by merging the unicast routes into shortest path trees. We use
both SSA and NSSA for serviceannouncemen and subscription managemen.

We quantify the performance of the schemesusing Relative Delay Penalty
and Link Stress parameters, which are the two popular metrics for evaluating
the e ciency of ESM systems.Relative delay penalty is de ned asthe ratio of
the averageESM delay to the averagelP multicast delay. Link stressis de ned
as the ratio of the number of IP messagegienerated by an ESM tree to the
number of IP messagegeneratedby an IP multicast tree interconnecting the
sameset of subscribers.

Figure 14 shows the relative delay penalties when multicasting is imple-
mented through various combinations of the two overlay managemen schemes
(utilit y-aware (Peecast)and random power-law) and the two spanningtree con-
struction schemes(SSA and NSSA). Figure 15 shows the respective link stress
values. The results showv that ESM implemented on GroupCast overlays yield
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signi cant improvemerns in terms of both metrics when compared with their
courterparts implemented on random power-law networks. The delay penalty of
ESM implemented on GroupCast overlay is around 1.5, which is closeto the the-
oretical lower bound of 1. The link stressesof ESM implemented on GroupCastis
about 2/3 of the link stressesof ESM implemented on top of random power-law
network. The improvemerts are due to the network proximity awarenessof the
GroupCast overlay networks. Multicast payloads are forwarded through shorter
paths (recall the result in Figure 9 and Figure 10), thus generating fewer IP
padkets in the underlying IP network.

It is interesting to note that the impact of the SSA scheme on application
performance is almost negligible in GroupCast overlay networks, whereasthe
impact in random power-law networks is signi cant. We attribute this behavior
to the fact that GroupCast overlay networks are already aware of the network
proximity of peers.Thus, the peerschosenby the SSA schemeare most likely be
the onesthat are actually usedin the information dissemination spanning tree.

4.4 Load Balancing in Group Comm unication Systems

Next, we study the impacts of the di erent schemeson the load distributions of
the group communication applications. We usethe node stressmetric to quantify
the averagemulticast workloads on peers.The node stressis de ned asthe aver-
agenumber of children that a non-leaf peer handlesin the end-systemmulticast
tree. To measurethe load distribution in the overlay network, we de ne a metric
called overload index. This metric quanti es the mismatch betweenthe a node's
capacity and the communication load it encouriers. Speci cally, we de ne it as



the product of the fraction of peersoverloadedand the averageworkloads that
exceedthe capacities of those peers.

Figure 16 shows the node stress values of the four combinations and Fig-
ure 17 indicates their overload indices. The results show that our utilit y-aware
communication mechanism can improve the load distribution in both random
power-law overlay and GroupCast overlay. Howewer, the GroupCast overlay con-
siders node capacities during the overlay construction process,which makesit
more scalablein terms of node stressvalues. When the system s scaledto ac-
commaodate more subscribers, the node stressin GroupCast is almost constart.
We also note that SSA schemecan e ectiv ely reduceoverloading in overlay net-
works. By consideringnode capacity of candidatesin the choosingthe recipients
of the serviceannouncemeim messagest eat hop, the SSA schemereducesthe
overloading in the random power-law overlay by an order of magnitude. Simi-
larly, the overloadingin the GroupCast overlay is reducedby oneto two ordersof
magnitude when comparedwith random power-law overaly. Combining the SSA
with GroupCast utilit y-aware overlay bootstrapping schemeyields even better
performance. The overloading is reduced by two to three orders of magnitude
comparedto the random power-law network. We also notice that in Figure 17
the curve of GroupCast overlay coupled NSSA and the line of random power-law
overlay with SSA crossesead other when the overlay sizeis around 1:6  10%.
This indicates that optimization at the overlay level is better than at the group
communication application level for larger overlay networks.

To summarize,the proposedutilit y-aware spanningtree construction scheme
and the utilit y-aware topology managemen medanism o er signi cant bene ts
in terms of scalability, e ciency and load distribution.

5 Related Work

The work on group communication in P2P networks has mainly focused on
structured P2P networks. Researtiers have proposed seweral application-level
multicasting schemesfor DHT-based structured overlay networks [24,?,?,?,7].
However, structured P2P networks have high maintenance costs, especially in
highly dynamic ervironments. In contrast the GroupCast system does not re-
quire any DHT abstractions from the overlay. Instead, Our techniquesare com-
pletely distributed, and they rely only on local information. Further, our system
makes no assumptionson the underlying IP network or the knowledge of peer
activity patterns.

Many distributed group communication systemsrely on the servicesof over-
lay networks for operation [7,11,14]. The properties of overlay networks, such
as communication e ciency , system scalability, and fault resilience,largely de-
cide the performanceof those systems.Usually, end-hostsin the communication
groups use the unicast links of overlay networks to exchange application and
managemen messageskeseartiershave exploredvarious techniquesto optimize
the system performanceat the application level with the objective of designing
e cien t and scalablequery processingmedanisms[13].



A number of P2P systemshave beenproposedto construct overlay networks
with power-law degreedistribution [29,?]. However, none of these works have
consideredcombining node capacity and network proximit y metrics in construct-
ing overlay networks and the e ects such a combination may have on the overlay
network performance.Our work shavsthat a careful combination of node capac-
ity and network proximity metrics can enhancethe scalability and performance
of applications that run on top of these overlays.

Another approacd to improving P2P networks is to utilize the ranking of
di erent peersin terms of their node capacity and organizethem into di erent
hierarchical layers [31,4,33]. However, such predetermined hierarchical struc-
tures can introduce system vulnerabilities. For example, when super nodes are
attacked or overloaded,the overlay network can easily becomefragmerted if the
normal peersdepend upon a few peersfor their services.Further, for e ciency
purposes,the supernodes maintain the state information of the normal peers
they serne. However, such state information is generally tied to the application,
and it is hard to designa supernode overlay layer that can serwe as a generic
middleware to support dierent services.Sud systemsare also vulnerable to
attacks from malicious peersthat assumethe role of super peers.

Adaptation medanismshave beenstudied in the context of application-layer
multicasting [8,36]. Our researd is complimentary to these works. These sys-
tems can utilize the GroupCast protocols for construct well-regulated spanning
trees. Our protocol can help reducethe number of adaptations by ensuring the
e ciency of initial spanning trees. Tedcniques such as RON [6] have been de-
signed for building generic overlays that are independent of the applications
built on top of them. The GroupCast system di ers from these works in two
speci ¢ ways. First, our systemconstruct overlay networks that incorporate net-
work proximity information. Second,our algorithm builds scle-free power-law
topologiesand assignsconnectionsaccordingto the peers'capacities.

In short, the work preserted in this paper hasse\eral unique featuresand our
systemaddressesa problem that is crucial for the succesof seweral multi-part y
collaborativ e applications.

6 Conclusion

It is widely recognizedthat unstructured P2P networks provide a deceriral-
ized and economicalplatform for implementing group communication services.
However, the ad-hoc communication and the non-deterministic service lookups
in these networks posesseweral performance challenges. This paper presers
the design and evaluation of GroupCast a utilit y-aware decerralized mid-
dleware architecture for scalableand e cien t wide-areagroup communications.
The GroupCast designincorporates three novel features: (a) A utility function
that measuresthe usefulnessof unicast links to the scalability and e ciency of
the group communication application; (b) A distributed utilit y-aware scheme
for constructing e cien t spanningtreesfor disseminating group communication
payloads; and (c) A utilit y-based overlay managemen protocol that generates



and maintains low-diameter overlay networks for supporting scalablewide-area
group communication applications. Our experiments show that GroupCast can
improve the scalability of wide-areagroup communications by oneto two orders
of magnitude.

Our work on GroupCastcontin uesalong seeral dimensions.First, we are cur-
rently incorporating reliabilit y, trust, and security solutions into the GroupCast
system. Concretely, the GroupCast system can be augmerted with mechanisms
sudh as dynamic replication [35], TrustGuards [27] and Event Guards [26] to
enhanceits failure resilience,its node-lewel trust, and its middleware level secu-
rity. Second,the GroupCast system can be easily adapted for \sup ernode" or
multi-la yer overlay architectures.
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