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Abstract—Outsource encrypted data is a popular trend for
storing sensitive data in third party clouds. Many cloud applica-
tions need privacy preserving data encryption services with two
capabilities: On one hand, they need querying over encrypted
data in Web based data hosting services. On the other hand,
they also need to keep the query keywords and associated search
operations private such that data hosting service providers cannot
gain access to unauthorized content or trace and infer sensitive
data stored in the third party data hosting servers. In this paper
we present a novel service oriented framework for verifiable
searchable asymmetric encryption, called PVSAE. PVSAE offers
strong support for outsourced encrypted data with two formal
security properties in terms of IND-CKA security and search
pattern privacy. Our framework supports two concrete PVSAE
schemes. The first scheme /-PVSAE is based on the /-dimensional
vectors and achieves strong security notions, namely statistical
IND-CKA security and statistical search pattern privacy. The
second scheme 3-PVSAE is a light-weight version based on
3-dimensional vectors. 3-PVSAE maintains the strong security
properties and offers higher efficiency for search over encrypted
data compared with existing verifiable searchable asymmetric
encryption schemes. We experimentally evaluate the proposed
PVSAE schemes and show that they not only offer strong security
but also are practical and deployable.

Index Terms—searchable asymmetric encryption; verifiable
computation; IND-CKA security; search pattern privacy;

I. INTRODUCTION

With the proliferation of a new breed of Web-enabled big
data services and applications that store and process data
at remote service providers, the search over encrypted data
has emerged as an important research problem of growing
interests. In a typical storage-as-a-service scenario, a query
generated at the client side is rewritten into a transformed
representation such that it can be evaluated directly over
encrypted data at the remote cloud service provider. The
returned results are typically processed at the client after
decryption to obtain the final answers.

In this work, we focus on the public-key scenario, where
a data owner encrypts index with data user’s public key and
the data user can issue queries with his own private key, so
that the data owner can authorize queries to data user without
sharing the secret key through a secure channel.

In addition, to prevent misuse and abuse of outsourced data
stored in cloud data centers, such as intentional data removal
or malicious intent, the capability to allow data users to
verify the correctness of their searching results returned by the

cloud server becomes critical for data owners to outsource the
sensitive data into third party cloud storage hosting services.
Moreover, many cloud applications require to allow their
users to verify whether the cloud has faithfully executed their
search operations or not, while keeping both outsourced data
encrypted and the queries over encrypted data private [1], [2].

Based on the above introduction, the desirable security
properties of queries over encrypted data in the public-key
setting are as follows: (1) Confidentiality: the cloud cannot
learn anything about the data as well as the query; (2)
Correctness: the results must be sound and complete (items
returned satisfy the query and all such items are returned);
(3) Public verifiability: anyone (not necessarily the data user
originating the search query) can check the cloud’s responses.

However, to the best of our knowledge, no existing public-
key encryption with keyword search (PEKS) schemes can
achieve all three properties at the same time. Although Zheng
et al. [3] and Liu et al. [4] respectively proposed the first
verifiable attribute-based keyword search (VABKS) schemes,
their schemes only provide private verification, that is, only
the data user with secret key can verify whether or not the
cloud has faithfully executed the keyword search operation.

In this paper, we propose a novel Public Verifiable
Searchable Asymmetric Encryption service framework, called
PVSAE, to satisfy all the above requirements. Our schemes
allow a data owner to control the search of its outsourced
encrypted data by building the secure index with data user’s
public key, while allowing the legitimate data user to outsource
the costly search operations to the cloud and anyone with
verification key can verify whether or not the cloud has faith-
fully returned the right result. Most importantly, the process
of search and verification will not leak any information about
the query and the outsourced data.

A. System Model

We construct our schemes on the inverted index data
structure, which is an index data structure storing a mapping
from content, such as keywords to a set of files. Let D =
{dy,ds, - ,d,,} be the set of files to be stored in an untrusted
cloud, where |D| = m is the total number of files. Each file
d; contains a set of keywords. Let W = {wy, wa, - -, w, } be
the set of keywords in D, where || = n is the total number
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Fig. 1. System Architecture of PVSAE
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of keywords. D;cp,,) € D denotes the set of files containing
keyword w;.

Figure 1 shows the overall system architecture. To outsource
a set of files to the cloud, the data owner builds a secure search-
able index for the file sets and then uploads the encrypted
files, together with the secure index, to the cloud. Note that
the keywords and the sets of files are respectively encrypted
by encryption algorithms Enc and E, where Enc is a public
verifiable searchable asymmetric encryption scheme proposed
in this paper and E can be any semantically secure asym-
metric encryption scheme. The secure index is expressed as
I ={l,, I, } = {Enc(wy),Enc(ws), - ,Enc(wy)}.
A data user who with the secret key can issue a query with
token T'K for the files that containing keyword w to the cloud.
In addition, the data user generates a verification key V K for
this query. Upon receiving the search token, the cloud executes
the search algorithm over the secure index and returned the
matched files to the data user as the search result. Anyone
obtains the verification key V K and returned result can verify
the correctness of search operation of the cloud.

B. Security Model

Unlike the security model of traditional searchable encryp-
tion schemes as in [5], [6], we adopt the “malicious” model for
the cloud, which is untrusted by users in the following sense:
(1) The cloud may delete a part of encrypted files or index to
save storage space. (2) The cloud may not use the input that it
is provided when performing keyword search. For example, to
save its computation or download bandwidth, the cloud may
execute only a fraction of queries and return a fraction of
the search result. In addition, the cloud may forge the search
result to cheat the users. (3) The cloud is considered curiously,
it may try to analyze data in its storage and message flows in
order to learn additional information.

C. Design Goal

Based on the “malicious” model of the cloud, our design

bears the following security and performance goals.

« Data Privacy: Data privacy is a basic requirement which
requires the data to be outsourced should not be re-
vealed to any unauthorized parties including cloud service
providers. Typically, it can be guaranteed by public-key
encryption algorithms. The user who has the secret key
can effectively decrypt the encoded data after retrieving
them from the cloud.

o Keyword Privacy: If the cloud deduces any association
between frequent keywords and encrypted dataset from

the index, it may learn the main content of a file.
Therefore, searchable index should be constructed in such
a way that prevents the cloud from performing such
kind of association attacks. In PEKS schemes [5]-[8],
this kind of security is called security against chosen
keyword attack (CKA). In our schemes, the randomness
of encrypted index guarantees to prevent such attacks
from the cloud.

o Search Pattern Privacy: Data users usually prefer to
keep their query from being exposed to others, i.e., the
keyword indicated by the corresponding token. In the
literature [8], this kind of leakage is called search pattern.
Namely search patterns reveal whether the same search
was performed in the past or not. Like existing PEKS
schemes [5]-[8], our schemes use randomly generated
tokens to guarantee the privacy of a users search pattern.
Note that, randomizing token generation algorithm only
contributes to defend outside adversaries of the cloud
but not inner adversaries (e.g., cloud administrators),
because the entry of index touched in each search process
discloses the search pattern as well.

o Public Verifiability: Since the cloud may not honestly
perform keyword search and return the result. The data
user needs to verify the correctness of both the search
process and the returned result. Moreover, in the storage-
as-a-service settings, other users expect to be convinced
of the correctness of cloud service [1], [2], while keeping
the queried keyword and the stored data private. There-
fore, privacy-preserving public verification is significant
in this scenario.

« Efficiency: Search efficiency and verification efficiency,
are the two important indicators to measure a public
verifiable keyword search scheme. Search efficiency de-
termines the response time and quality of cloud service.
Verification efficiency meaning that users should be able
to check the proof by requiring significantly fewer re-
sources than those that are needed to compute in the
cloud. By reducing the dimension of vectors used in
our constructions, our 3-PVSAE scheme is more efficient
than existing verifiable keyword search schemes in the
sense of search and verification.

D. Our Contributions

In this paper, we propose a novel service oriented frame-
work for verifiable searchable asymmetric encryption. To the
best of our knowledge, our solutions are the first to achieve
both public verifiability and information-theoretical security
for searchable asymmetric encryption.

« First, we describe the approaches of constructing PVSAE
for inverted index-based encrypted data. We develop a
framework and its security definitions of PVSAE in terms
of IND-CKA security and search pattern privacy.

e Second, we propose a concrete construction for PVSAE
with ¢-dimensional vectors, called /-PVSAE. (-PVSAE
can provide public verification and offers stronger notions
of security: statistical IND-CKA security and statistical



search pattern privacy. Then, we put forward a light-
weight version of the PVSAE scheme with 3-dimensional
vectors, called 3-PVSAE. 3-PVSAE scheme maintains
the strong security properties and is highly efficient and
faster for querying over encrypted data in the cloud
environment, compared with existing verifiable attribute-
based keyword search schemes.

« Finally, we analytically and experimentally show that ¢-
PVSAE and 3-PVSAE schemes are not only offering
strong security but also practical and deployable for
querying over encrypted data in the cloud environment.

II. PREVIOUS WORK

In this section we briefly review the relevant techniques
including public-key encryption with keyword search and
verifiable searchable encryption.

A. Public-Key Encryption with Keyword Search

Boneh et al. [5] first presented the framework of public-
key encryption with keyword search (PEKS). They formally
defined its security and showed a general transformation
from anonymous identity-based encryption (AIBE) to PEKS.
Abdalla et al. [6] defined consistency in PEKS and gave an
improved transformation from AIBE to PEKS. The conven-
tional security for PEKS, called IND-CKA security, requires
that the searchable index does not leak any information about
the keyword. This security, however, gives no guarantee about
leakage of the keyword from the search token.

The privacy of keywords from search tokens has been
discussed in the symmetric-key setting [9] and the interactive
public-key setting [10]. Shen et al. [9] presented a security
notion, predicate privacy, to ensure that tokens reveal no
information about the encoded query predicate. Camenisch et
al. [10] presented an extended notion of PEKS, called public-
key encryption with oblivious keyword search (PEOKS), in
which a user can obtain the search token from the secret
key holder without revealing the keyword. Motivated by the
need for providing predicate privacy in public-key searchable
encryption, Blundo ef al. [7] presented a predicate encryption
scheme with partial public key, and define the notion of roken
security to ensure the privacy of attributes from a token.
Subsequently, Boneh et al. [11] put forward a new notion,
function privacy, in function encryption. Their notion asks
that decryption keys reveal essentially no information on their
corresponding identities and thus yields the first public-key
searchable encryption schemes that are provably keyword
private. However, their schemes are function private only for
identities that are high unpredictable (with high min-entropy).

Nishioka [8] first formalized token privacy within the frame-
work of PEKS, which is called search pattern privacy, that is,
when two tokens are given, it is hard to guess whether they
correspond to the same keyword. Then, Arriaga et al. [12]
proposed the security notion of key unlinkability for IBE,
which leads to the guarantee of search token privacy in PEKS.
However, their schemes are all constructed over the groups
of composite order, which require larger parameter size and

much longer time to complete a pairing than over a prime-
order elliptic curve [13].

B. Verifiable Searchable Encryption

Considering the cloud may not honestly execute the search
operation and return the correct result, Kurosawa et al. first
proposed a verifiable searchable symmetric encryption (VSSE)
scheme [14], in which they use the message authenticate code
(MAC) to protect the integrity of the searching results. Inspired
with their work, several works on VSSE schemes [15]-[19]
are put forward to enhance VSSE in recent years. However,
verifiable searchable encryption in public-key setting is rarely
studied.

Recently, Zheng et al. [3] proposed the first verifiable
attribute-based keyword search (VABKS) scheme. Then, Liu
et al. [4] gave another construction based on key policy
attribute-based keyword search (KP-ABKS). However, these
two schemes only provide private verification. While many
cloud applications require to allow their users to public verify
whether the cloud has faithfully executed search operations
or not, so that users can reasonably assess the quality of
service [1], [2].

III. PRELIMINARIES

In this part we simply explain the cryptographic tools used
in our constructions.

A. Notations

For an integer n € N we denote by [n] the set {1,---,n},
and by U, the uniform distribution over the set {0,1}".
For a finite set S we denote by x + S the process of
sampling a value x according to the distribution over S, and

by z £ S the random choose process of a value = from
the uniform distribution over S. We denote by & a vector
(w1, ,2)3), where |Z| and z;(1 < i < |Z]) respectively
denote the number of elements and the i-th element of vector
#. Let ZT be the transposition of vector #. We overload
the notation g™ to matrices: we let g™ € G*¢ denote the
matrix defined as (¢™);; = ¢gMiJ, where 1 < i,j < /.
Let M7 be the transposition of matrix M. Let M~! be
the inverse matrix of M. Let ¢°™ denote the product

defined afT (glel,lJf'“ﬂLzeMz,l’ o 7gr1Ml,e+-~+zeMe,e)
and  ¢gM~? denote  the  product  defined as
(gA11,1m1+"‘+M1,233l7 . 7gJWz,1-T1+'“+JWLZW). Let

(g%)7 = (ng)ﬂ: (993)77T denote the exponentiation defined as

Hle (g®)¥. The scheme is parameterized by the security

parameter A. A function ¢ is negligible if for every polynomial

p(-) there exist an N such that for all integers n > N it holds
1

B. Collision-Resistant Hash Function

A function H is collision resistant if it is infeasible for
any probabilistic polynomial-time (PPT) algorithm to find a
collision in H.



Definition 1: A hash function II' = (Gen, H) is collision
resistant if for all PPT adversaries A there exists a negligible
function e such that

Pr(Gen(1Y) — H, A(H) — z,a’ : 2’ # z, H(z') = H(z)] < ()
C. Bilinear Map

Let GroupGen be a PPT algorithm that takes as input a
security parameter 1%, and outputs (G,Gr,q, g, ), where G
and G are groups of prime order ¢, G is generated by g € G,
and ¢ is a \-bit prime number. Let G be a (different) group
of order g. A bilinear map e : G x G — G has the following
properties. (1) Bilinearity: for all g1, g2 € G, a,b € Z it holds
that e(g{, g5) =e(g1, 92)®; (2) Non-degeneracy: e(g,g) # 1;
(3) 1t follows that g7 = e(g,g) generates Gr.

Let & = {21, - ,a¢} and ¥ = {y1,--- ,ye} Tbe two (-
dimensional vectors. The bilinear map of e(g7, gg ) is com-
puted as follows:

e(gi*:95") - e(97:95°) -~ e(gi*, g5°)
— 6(91792)x1y1+~~+wzyz

-
e(gt. 99 )

D. The Discrete Logarithm Assumption

The discrete logarithm assumption is that the assumption
that the discrete logarithm problem is hard for GroupGen,

where this is defined as follows:

Definition 2: The discrete logarithm problem is hard for
GroupGen if the following is negligible for all PPT adversaries
A:

Pr[(G, ¢, g) < GroupGen(1*); h + G;z + A(G,q,g,h) : g = h).

E. Existentially Unforgeable Signature Scheme

A signature scheme is a tuple of three PPT algorithms
(SGen, Sign, SVerify). For an adversary A, we define the
advantage function Advgy(A) to be:

by | SVerifyu, (m',o’) =1 (vks, sks) < sc;en(ﬁ)]
. .

and m’ is not queried - (m', o) ASignsks(')(vk’s)

A signature scheme is existentially unforgeable under an
adaptive chosen-message attack if for all PPT adversary A,
the advantage Advgy () is a negligible function in .

IV. FRAMEWORK AND DEFINITIONS

We introduce the definition and security notions of PVSAE
in this section.

A. The Framework of PVSAE

To outsource data, data owner associates a set of keywords
W = {wy, - ,wy} with each file and creates an index I =
{Ly,, -+, L, } with data user’s public key PK, then sends
the encrypted index to the cloud along with the encrypted
data. The data user knowing the secret key M K may query
the database for a query function F'(w). The cloud computes
F(w) on the index to return a search result 6p(,,. Any party
holding the verification key V K ,, can verify the correctness
of the result. In this paper, we focus on the keyword exact
match search, that is, F'(w) = w, so we directly use w for the
query function F'(w) in the following parts.

Let IT=(Setup, Enc, TokenGen, Query, Verify) be a PVSAE
scheme over the set of keywords VW), consists of the following
PPT algorithms as follows:

e Setup(1)) — (PP,PK,MK): On input the security
parameter 1%, output public parameters PP and a key
pair (PK, MK).

e Enc(W,PK,PP) — I: On input the keywords set
W = {wy, - ,w,} C W, the public key PK and public
parameters PP, output a searchable encrypted index I.

o TokenGen(w, MK,PP) — (TK,,VK,): On input a
search keyword w, the secret key M K and public param-
eters PP, output a search token T K, and a verification
key VK.

e Query(TK,,,I,PP) — 6,, U L: On input a search
token T'K,,, the searchable encrypted index I and public
parameters PP, output the search result 6,,, or L.

o Verify(6,,, VK, PP) — 1 U 0: On input the returned
result 0,,,, a verification key V K, and public parameters
PP, output 1 or 0.

Correctness. The correctness of a PVSAE scheme can be
defined as follows:

Definition 3 (Correctness): For all A, all w € W, letting
(PP,PK,MK) «+ Setup(l*), if I « Enc(W,PK,PP)
and (TK,,VK,) <+ TokenGen(w, MK,PP), then
Query(TK,,, I, PP) = 0,,, and Verify(0,,,,VK,,, PP) = 1.

Security against Chosen-Keyword Attack. The basic notion
of security against chosen-keyword attack (CKA) asks that
without seeing the related search token .4 cannot learn any

information about keywords from the encrypted index.

Definition 4 (IND-CKA security): A P&?AE scheme 1I =
gSetup, Enc, TokenGen, Query, Verify) is IND-CKA secure if
or any PPT adversary A, there exists a negligible function
€(A) such that

Advi, (V) & [Pr [Exptgi;m A(/\):l] —Pr[Expt&Ln’ A(A):l” <e(N),
the experiment Exptggm 4(A) is defined as follows.

b
EXptEkL,H,A (N

1: (PP, PK, MK+ Setup(1*).
2: (Wg, Wy, state) + A(1*, PK, PP), where |W5|=|W;|=n.
3: Iw; + Enc(Wy, PK, PP), where b <~ {0,1}.
4: b'<—AT°ke”Ge”("MK‘PP)(IWb*7stat@), where b’ €{0, 1}.
5: For all token generation queries w;,
if Query(TKwi,Iwg,PP) = Query(TKuw,, [Wl*,PP)
then output b’, otherwise output L.
Remark. In addition, such a scheme is statistically IND-CKA
secure if the above holds for any computationally-unbounded
adversary.

Search Pattern Privacy. Given a search token, A should not
be able to infer any information about the queried keyword.

Definition 5 (search pattern security): A PVSAE scheme
IT = (Setup, Enc, TokenGen, Query, Verify) is search pattern
secure if for any PPT adversary A, there exists a negligible
function €(A) such that

AdviP, () E

Pr [Expt(0>

oA =1 = [Bxptl), 1 ) =1]| < e,



the experiment Exptéll;)p’n’ 4(A) is defined as follows.

b
xptl? 1 (V)

(wf)ka wf) <_W)\-
: (PP, PK, MK)+ Setup(1?).
D (T Ky, VEKyy) < TokenGen(wg, MK, PP).

o W =M

: b’<—AT°ke“Ge“{7"MK’PP) (TKw;;,Vng , state), output b'.

Remark. Like the Definition 4, such a scheme is
statistically search pattern private if the above holds for
any computationally-unbounded adversary.

Public Verifiability. .4 should not be able to return an
incorrect result without being detected by the verifier.

Definition 6 (public verifiability): A PVSAE scheme 11 =
(Setup, Enc, TokenGen, Query, Verify) is public verifiable if
for any PPT adversary A, there exists a negligible function
€(A) such that

ubverif def
AdvrlzLA ¢ ()‘) = ’PI‘ [Exptpubverif,H,A()‘) = 1] ‘ < 6(/\)’
the experiment Expt,,pverit 11,.4(A) is defined as follows.

EXptpubverif,l'[,A(A)
1: (PP, PK, MK) <+ Setup(1™).
2: w« A(1*, PK, PP).
3: (TKw,VKy) <+ TokenGen(w, MK, PP).
4: 911)(—ATOkenGen("IMK’PP>(TKw,VKw,PP),
5: 1« Verify(0y, V Ky, PP).
if W # L and W # w output 1, otherwise output 0.

V. THE CONSTRUCTIONS OF PVSAE

In this section, we first construct an /-PVSAE scheme based
on {-dimensional vectors. Then we show a light-weight and
efficient version called 3-PVSAE.

A. The (-PVSAE Scheme

Let II* = (Setup, Enc, TokenGen, Query, Verify) be our /-
PVSAE scheme. The detail construction of each algorithm is
as follows.

e Setup(1*) — (PP,PK,MK). The algorithm samples
(G,Gr,q,9,¢e) + GroupGen(1*), where G is a cyclic
group of prime order ¢, an (-bit vector S & {0,1}¢,
two full rank matrices M', M" ﬁnge, and a collision-
resistant hash function H : {0,1}* — Z,. It then sets
PP=(G,Gyp,q,9,¢e, H, §) as public parameters, PK =
(gM/T,gM”T) as the public key and MK = (M'T, M"'T)
as the secret key. Note that M’ M" are invertible with
all but a negligible probability.

e Enc(W, PK, PP)— ((vks, sks),I,o). With a collection
of keywords W = {ws, -+ ,w,}, the data owner en-
crypts it with the public key PK and public parameters
PP, and outputs a signature and verification key-pair
(vks, sks), the encrypted index I = {I,,, -, I, } and
a signature set 0 = {0y, , - , 0w, }, where each element
L, is generated as follows.

: (TK .z, VK, )+ TokenGen(w;, MK, PP)where b<-{0,1}.

1) Generate an /-dimensional vector p; =
(pi717"' 7pi,€) = (H(U)i),'f‘iﬁl,"' )ri,f—271)7
R
where 7 je1,0-2) < Zg-
2) Split p; to two vectors p;” and p;” with the splitting
indicator S as follows. For 1 <5</,

pfi,j :p;/,j =DPij (mod g),
Pi;+pi;=piy (mod gq),

For the second case, first choose pg’ j <£ Zg, then
set p; ;=pij—p; ; (mod gq).
3) Encrypt these two vectors as I, = (I, 1, Lw; 2) =
(gM'TPiT gMTPT,
Then the data owner runs SGen(PP) — (vks, sks) and
computes Sign;, (Iy,||[E(Dw,;)) — 0w, to generate a
signature for each item of index. Finally, the data owner
sends I, o to the cloud and makes vk, public.

o TokenGen(w, MK,PP) — (TK,,VK,). With the
queried keyword w, the secret key MK and public
parameters PP, the data user creates search token 7K,
and verification key V K, for keyword w as follows.

1) Generate an /-dimensional vector = (t1, - ,te) =
(a,0,---,0,c¢), wherea,c&Zq.

2) Split £ to two vectors # and #’ with the splitting
indicator S as follows. For i=1 to 4,

ti=t!=t; (modgq), S;=1 2
t'+t!=t; (modgq), S;=0

For the second case, first choose t; <£ Zq, then set
t!=t;—t, (mod q).

3) Compute S=H (w) and output TK,,=(T Ky 1,
711(11)727 TKw73) — gf’M"lT)gf”]\l”*lT’ gaﬂ+c
and VKw = (VKw,L VKw72, VKw73) =
(?M’*lT,P’M”*lT,gw*C) for w.

o Query(TK,,I,PP)—0,, U_L. With the search token
TK,, encrypted index [ and public parameters PP,
the cloud tests T'K,, with each item of encrypted index
by checking whether the following equation holds. If
Equation (3) holds it returns the search result 6,,, =
(L, , E(Dy,), 0w, ); otherwise it returns L.

?

e(TK'w,hI'w,-,l) . e(TKw,Za Iwi,,2) = e(TK’w,Sag) (3)

o Verify(6,,, VKy,vks, PP) — 1 U 0. With the 6,,,
verification key V K,,, signature verification key vk
and public parameters PP, anyone can verifies whether
the Equation (4) holds. If Equation (4) holds and
SVerify ;. (Iw,;||E(Dw,), 0w,) = 1 it outputs 1; otherwise
it outputs 0.

VKuy1 VEKy,2
Iwi,l ’ Iwi,Q

LVKys )

Correctness. We state the following theorem about the cor-
rectness of our -PVSAE construction.



Theorem 1: If each algorithm is performed correctly, our
(-PVSAE scheme II° satisfies the correctness as defined in
Definition 3.

Proof: For the query correctness, with a search token
TK,, and an encrypted index I, the left side of Equation (3)
can be computed as follows.

e(TKuw,, Tw;1) - e(TKuw,2, L, ,2)

71T

e(g g
o= T 711 = 11T
e(g,g)t P T

= €(TKw737g)

For the verification correctness, with a verification key V K,
and a returned search result 0,,, = (I, E(Dy, ), 0w, ), the left
side of Equation (4) can be computed as follows.

VKw,l VEKuy,2
Iwi,l ' Iwi,2

M/ T/ T {YJW/_lT M T T
Pe)elg P

)

(g]V[/Tp;/T){’AJ/—lT (gAI/ITpai//T){”]\/[//flT

gtﬂr(JWIA/I/—l)Tpai/Tth‘*//(A{//A{//—l)TpTi//T
VKuw3

Besides, SVerify,; (Lu,||E(Dw,),0w,) = 1 guarantees the
binding and unforgeability of I,,, and the corresponding
encrypted data E(D,, ). [ |

B. The 3-PVSAE scheme

To improve the efficiency of (-PVSAE scheme, we propose
a light-weight version of {-PVSAE in which we set ¢ = 3.

Let I1? = (Setup, Enc, TokenGen, Query, Verify) be our 3-
PVSAE scheme. The Setup algorithm runs the same as the
Setup algorithm of /-PVSAE except that it generates 3-bit
vector S <& {0,1}3, two full rank matrices M’,M”izgx?
The Enc algorithm first generates a 3-dimensional vector
p=(p1,p2,p3) = (H(w;),r, 1), where T&Zq. Then it splits
and encrypts p’ as the same as the process of Enc algorithm
of (-PVSAE. The TokenGen algorithm acts identical to the
TokenGen algorithm of /-PVSAE except to generate a 3-

dimensional vector t=(t1,ts,t3) = (a,0, c), wherea, c&Zq.
Query and Verify algorithms are act exactly the same as Query
and Verify of /-PVSAE.

Obviously, the correctness of 3-PVSAE can be maintained,
since Equation (3) and Equation (4) are still hold if each
algorithm is performed correctly.

VI. ANALYSIS OF OUR PVSAE SCHEMES

We evaluate the proposed schemes by analyzing their se-
curity and efficiency in this section. First, we show how the
proposed schemes meet security guarantees defined in section
IV-A. Then we give the efficiency analysis and comparisons
with existing verifiable public-key searchable schemes.

A. Security

We first prove that our PVSAE schemes achieve strong
security notion statistically IND-CKA security and statistically
search pattern private. Then we prove that our PVSAE
schemes can provide public verification for returned
encrypted index and files.

1) Security against Chosen-Keyword Attack:

Theorem 2: When ¢ > 3 our ¢-PVSAE scheme is sta-
tistically IND-CKA secure based on the discrete logarithm
assumption.

Proof: Let A be a computationally unbounded adversary
that makes a polynomial number of queries to the token gen-
eration oracle TokenGen. We prove that the distribution of A’s
view in the experiment EXPt((;(lL)l,n, (A) is statistically close to
the distribution of .4’s view in the experiment Exptgg,m ey
(we refer the reader to Definition 4 for the descriptions of these
experiments). We denote these two distributions by View?

cka
and Viewg{i, respectively.

Denote by Wg = {wgi,---,wi,} and Wy =
{wi ;- ,wi,} the two challenge keyword sets. Having
already fixed public parameters PP = (G,Gr,q,g9,¢, H, 5’)
and public key PK = (gM/T,gM”T), we can assume
that View” = ((Tw; , Twy,), - (Twr  Tus ) =

- /1T

((gM"P My L (g .9 Observe
that M’ and M" are uniformly chosen from nge’ thus for
M'Tp_;'/T

M/TP:L T M”Tp; //T)).

every i € [n], the distributions of g and gM""7"" are

uniform as long as p;’,p;” # 0. The probability that p;" = 0

. 1 1 —1\£—i—1 S
is Prlp;’ = 0] < W(qT) . When_}z =/ — 1 the
probability is maximized, that is Pr[p;’ = 0] < (2;@. The

probability is negligible when ¢ is a large prime.

In summary, the statistical distance between View
(€]

cka

(0)

cka

is negligible in A. [ ]

and
View

2) Search Pattern Privacy:

Theorem 3: when ¢ > 3 our /-PVSAE scheme is statis-
tically search pattern private based on the discrete logarithm
assumption.

Proof: Let A be a computationally unbounded adversary
that makes a polynomial number of queries to the token gen-
eration oracle TokenGen. We prove that the distribution of A’s
view in the experiment ExptégL,H. 4(A) is statistically close to

the distribution of A’s view in the experiment Exptig’m ey
(we refer the reader to Definition 5 for the descriptions of these
experiments). We denote these two distributions by Viewégi@
and Viewg);, respectively.

Denote by w§ and w7 the two challenge keywords. Having
already fixed hash function H and MK = (M'T, M"T), we

can assume that View?) = (TKuwy, VEKyy), for b € {0,1},

spp

where wy = w( for b =0, wy = wj for b =1, and a,c Zyq.

The distribution of (VKwZ71,VK11)g72) are uniform as long
as ', 1" 0 where ¢ and #’ are split from ¢ = (a,0,---,0,¢),
since M’ and M" are uniformly chosen from Z.*‘. This
implies the distribution of (Tngﬁl,Tng’Q) are also uni-
form as long as ', # 0. The probability that ¢ = 0 is
Pr[f’ = 0] < ﬁ. The probability is negligible when ¢ is
a large prime.

In addition, we can directly infer that the distribution
of Tng)g and VKwZ,3 are statistically-close to uniform

R Lo - .
as a,c < Zg. This implies the statistical distance between



TABLE I
COMPARISON OF VERIFIABLE PUBLIC-KEY SEARCHABLE ENCRYPTION
SCHEMES
Scheme Security Search Verification Public
Complexity Complexity Verification
VABKS [3] CKA, SPP 25+ 2SVerify 4+ (25 + No
2)P+SET 2)P+SET
LWMN [4] CKA, SPP 44+ 9S)P 2SVerify+2E No
{-PVSAE sCKA, sSPP (2¢+1)P 2(E 4 SVerify Yes
3-PVSAE sCKA, sSPP P 6E + SVerify Yes

S denotes the number of a data user’s attributes. P denotes the pairing operation. E
denotes the exponentiation operation in G. Et denotes the exponentiation operation
in Gp. SVerify denotes the verification operation of an existentially unforgeable
signature scheme. We ignore multiplication and hash operations because they are
much more efficient than the above operations. We write SCKA for statistically chosen
keyword attack security and sSPP for statistically search pattern privacy.

Viewggi3 and Viewg)iD

3) Public Verifiability:

Theorem 4: If H : {0,1}* — Z, is a collision-resistant
hash function, our PVSAE schemes achieve public verifiability
according to Definition 6.

Proof: To prove our PVSAE schemes achieve public veri-
fiability we can direct discuss the probability that the adversary
A successfully create 6,; and Verify (0, V K,,, PP) = 1, that
is Equation (4) holds. According to Equation (4), we actually
need to compute the probability PrlaH () +c¢ = aH (w)+¢].
Since H : {0,1}* — Z, is a collision-resistant hash func-
tion, according to Definition 1, the probability that all PPT
adversaries output w,w € {0,1}* such that @ # w and
H(w) = H(w) is negligible.

Besides, to verify the Equation (4), it also needs to satisfy
SVerify,;. (Iw||E(Dyw),0,) = 1. Since the signature scheme
adopted in PVSAE schemes is existentially unforgeable, the
advantage that all PPT adversaries successfully forge a sig-
nature o), is negligible according to the definition in section
II-E. In summary, we have following result.

is negligible in A. ]

Adv;ﬁli;verif (/\) _

Pr[BxPtheritn A (V) =1 | < )

B. Efficiency

We evaluate the efficiency of the PVSAE schemes in terms
of search and verification and compare with existing schemes
in Table I. Note that the search complexity in Table I is for
evaluating with a search token and one item of encrypted
index. The total search complexity for whole search process
is equal to the values in the table multiplied by n, where
n is the total number of keywords. We observe that our 3-
PVSAE scheme is much more efficient than VAVKS [3] and
LWMN [4].

VII. EXPERIMENTAL EVALUATION
A. Dataset and Experimental Setup

For our experiments, we built Email datasets indexed by dif-
ferent number of keywords (i.e., n = 1000, 2000, - - - , 10000).
We encrypted the datasets with OAEP+ [20] and encrypted
the indexes with /-PVSAE and 3-PVSAE respectively. We
adopted RSA-FDH [21] as the secure signature algorithm in

our PVSAE schemes. We then executed random queries over
these encrypted data.

We implemented our constructions in JAVA with Java Pair-
ing Based Cryptography library (JPBC) [22]. In our imple-
mentation, the bilinear map is instantiated as Type A pairing
(base field size is 512-bit), which offers a level of security
equivalent to 1024-bit DLOG [22].

The algorithms run by the data owner and the data users
(i.e., Enc, TokenGen and Verify) were executed on a client
machine with Windows 7, Intel i17-4600U 2.70GHz CPU, and
4GB RAM. The algorithms run by the cloud (i.e., Query) were
executed on a server machine with Windows 7, Intel i7-3520M
2.90GHz CPU, and 8GB RAM.

B. Implementation

Figure 2 shows the performance of our PVSAE schemes.
Figure 2(a) shows the computation overhead of building whole
encrypted index with n keywords. We observe that when =3,
to build an index with 10,000 keywords, the data owner only
needs to take about 71 seconds. However, when ¢ = 50, the
data owner needs to take about 17 minutes to build an index
with 10,000 keywords. Figure 2(b) shows the computation
overhead of token generation and verification. Take n =10, 000
as an example, the time for generating a search token is about
32 minutes, and the time for verifying the correctness of the
search result is only about 23 seconds. Figure 2(c) plots the
computation overhead of performing query over the encrypted
index with n keywords. We observe that when ¢ is small (say
£=23) our PVSAE scheme is much efficient for searching over
the whole encrypted index.

Figure 3 shows the performance comparison among
VABKS [3], LWMN [4] and PVSAE Schemes. In order
to facilitate comparison with VABKS [3] and LWMN [4],
we set £ = S, where ¢ is the vector dimension used in
our construction and S is the number of attributes used in
VABKS [3] and LWMN [4]. Figure 3(a) and 3(b) show the
computation overhead of search and verification. We observe
that our 3-PVSAE scheme are more efficient than VABKS [3]
and LWMN [4]. The execution time of performing Query and
Verify are only 153.24 milliseconds and 16.74 milliseconds.
Figure 3(c) and 3(d) respectively show the storage and com-
munication overhead. We observe that the storage overhead
and communication overhead of our schemes are lower than
VABKS [3] and LWMN [4].

VIII. CONCLUSIONS

We have presented the PVSAE framework for providing a
privacy preserving and public verifiable service on inverted
index-based encrypted data. This paper is novel from three
perspectives: (1) We have presented a framework and formal
security definitions for constructing a verifiable searchable
asymmetric encryption scheme that supports efficient public
verification. (2) Built on the proposed PVSAE framework,
we have designed two complimentary PVSAE services, ¢-
PVSAE and 3-PVSAE. Both schemes enjoy strong notions of
security, namely statistical IND-CKA security and statistical
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search pattern privacy, than existing searchable asymmetric
encryption schemes. Furthermore, we show that 3-PVSAE
offers high efficiency and low storage and communication
overhead for searching over encrypted data, compared to
existing verifiable attribute-based keyword search schemes.
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