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Abstract

We introducea new methodof automatingthe veri ca-
tion of term-level pipelinedmadine modelsthat is based
on commitmente nementmaps.Our methodis mud sim-
pler to implementthan current alternatives.More impor
tantly, asour extensivexperimentshow our methodeads
to more than a 30-fold improvementin veri cation times
over the standad approadesto pipelinemadine veri ca-
tion, which usere nementmapsbasedn ushing andcom-
mitment.In addition, we can verify madinesthat are too
comple to directly verify using ushing-basedre nement
maps.

1. Intr oduction

In this paper we describea new, automaticmethodfor
de ning commitmentre nement mapsthat provide over a
30-foldimprovementin veri cation timesover boththepre-
vious methodfor de ning commitment-basede nement
mapsandthe standardnethodfor de ning ushing-based
re nementmapsWe de ne 42 processomodelsof varying
complity and,with extensve pro ling, show that prov-
ing the invariantaccountsor almostall of the veri cation
time requiredwhen using the standarccommitment-based
re nementmaps.Basedon this obsenation, we introduce
anew invariantthat canbe usedfor commitment-basecte-

nement proofs.Not only doesthe new invariantleadto an

averagespeedupgactorof about30, but it is alsomud sim-
plerto de ne, leadingto a decreasdoth in the humanef-
fort requiredto verify pipelinedmachinesandin the code
size.

We automaticallyandef ciently verify thepipelinedma-
chinesdescribedin this paperby shaving that they have
exactly the samein nite executionsas the machinesde-

ned by the correspondinginstruction set architectures,
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up to stuttering. This is accomplishedby constructinga
WEB-re nement proof, which implies that the pipelined
machinesatis esexactlythesameCTL nX propertiessat-
is ed by theinstructionsetarchitecturg13]. Thus,we ver-

ify bothsafetyandlivenesgpropertiesof the pipelinedma-
chinemodelswe study Automationis attainedby express-
ing the WEB-re nement proof obligation in the logic of

Counterarithmeticwith Lambdaexpressionsand Uninter

pretedfunctions(CLU), which is a decidabldogic [5]. We
usethe tool UCLID [11] to transformthe CLU formula
into a CNF (Conjunctive Normal Form) formula,whichwe
then checkwith the SAT solver Siege [24]. The pipelined
machinemodelsthat we verify are describedat the term-
level, wherethe datapathis abstractlyrepresentedising
integersand mary of the combinationalcircuit blocks are
abstractlyrepresentedising uninterpretedfunctions. The
pipelinecontrollogic, hawvever, is describedn detail.

The re nement proofs dependon a critical parameter:
the re nement map, a function that relatespipelined ma-
chinestategoinstructionsetarchitecturestatesRe nement
mapstendto be complex functionsthatin essencestepthe
pipelinedmachinemultiple times,in orderto forceit into a
statewhereall the pipeline latchesare invalid, so that an
instruction set architecturestate can be obtainedby pro-
jecting out the programmervisible componentsFor this
reason,the re nement mapsusedcan have a drasticim-
pacton veri cation times. The re nement mapswe con-
siderare basedon commitment[12, 13] and ushing [6].
The ideawith commitmentis that partially completedin-
structionsareinvalidatedandthe programmewisible com-
ponentsare rolled backto correspondwith the last com-
mitted instruction. Flushingis a kind of dual of commit-
ment, where partially completedinstructionsare madeto
completewithout fetchingary new instructions.Using re-

nement mapsbasedn commitmentequiresgheuseof in-
variants,andthe main contrikbution of this paperis the in-
troductionof a new methodfor de ning a suitableinvari-
antthatleadsto drasticimprovementsn veri cation times
andis mucheasierto implementdehug, andmaintain.

The paperis organizedasfollows. In Section2, we pro-



vide an overview of re nement basedon WEBS, the the-
ory usedfor our correctnesgproofs. In Section3, we de-
scribethepipelinedmachinemodelsandveri cation bench-
marks that we use for the experiments.The modelsand
benchmarksare available from the authors.In Section4,

we briey describethe ushing and commitmentre ne-

ment maps.In Section5, we introducethe Greatestrix-

point(GFP)invariantandshaw resultsobtainedy applying
thecommitmente nementmapusingthe GFPinvarianton

our42 pipelinedmachinemodels.In Section6, we describe
how to usethe recentlyintroducedideaof intermediatee-

nement mapsto obtain even fasterveri cation times. Fi-

nally, we presentelatedwork in Section7, andconcludein

Section8.

2. Preliminaries on Re nement

In this section,we review the requiredbackgroundon
the theory of re nementusedin this paper;for a full ac-
countseeg[13, 14]. Pipelinedmachineveri cation is anin-
stanceof there nementproblem:givenanabstracspeci -
cation,S, andaconcretespeci cation,l, shav thatl re nes
(implements)S. In the context of pipelinedmachineveri -
cation,theideais to shav that MA a machinemodeledat
the microarchitecturdevel, a low level descriptionthatin-
cludesthe pipeline,re nes ISA, amachinemodeledat the
instructionsetarchitecturdevel. A re nementproofis rela-
tiveto are nementmap r, afunctionfrom MAstatego ISA
statesThere nementmap,r, shovs ushow to view anMA
stateasan ISA state,e.g., there nementmaphasto hide
the MAcomponentgsuchasthe pipeline) that do not ap-
pearin thelSA.

The ISA and MAmachinesare arbitrary transitionsys-
tems(TS).A TS, M, is atriple hS; 99K Li, consistingof a
setof states S, a left-total transitionrelation,99K S, and
alabelingfunctionL whosedomainis SandwhereL:s (we
sometimesiseanin x dotto denotefunction application)
correspondso whatis “visible” atstates.

Our notion of re nementis basedon the following def-
inition of stutteringbisimulation[3], whereby fp(s;s) we
meanthats is afullpath (in nite path)startingats, andby
matd(B;s;d) we meanthatthefullpathss andd areequi-
alentsequencespto nite stuttering(repetitionof states).

Denition 1 B S Sis a stutteringbisimulation(STB)
onTSM = hS§99KLi iff B is an equivalenceelationand
for all s;w suc thatsBw:

(StbD) L:is= L:w
(Sth2 h&s ::fp(s;s)) hdd:: fp(d;w) » matd(B;s;d)ii

Browne, Clarke, and Grumbeg have showvn that states
that are stutteringbisimilar satisfythe samenext-time-free
temporallogic formulas [3].

Lemmal Let B bean STBon M and let sBw. For any
CTL nXformulaf, M;wi fiff M;sf f.

We note that stutteringbisimulationdiffers from weak
bisimulation[18] in that weakbisimulationallows in nite
stuttering.Stutteringis acommonphenomenomhencom-
paringsystemsat differentlevels of abstractiong.g., if the
pipelineis empty MAwill requireseveralstepsto complete
aninstruction,whereadSA completesaninstructiondur
ing every step. Distinguishingbetweenin nite and nite
stutteringis important,becausgamongother things) we
wantto distinguishdeadlockfrom stutter

Whenwe saythatMAre nes ISA, we meanthatin the
disjointunion (] ) of thetwo systemsthereis an STB that
relatesevery pair of statesw, s suchthatw is an MAstate
andr(w) = s.

De nition 2 (STBRe nementlLetM = hS;99KLi, M 0=
299K LY, andr : S!S WesaythatM is a STBre ne-
mentof M ®with respecto re nementmapr, writtenM
M 9 if there existsa relation, B, sud thath8&2 S:: sBrsi
and B is an STBon the TShS] S299K] 99K Li, whee
L:s= LC%sfor san P stateandL:s= Lqr:s) otherwise

STB re nementis a generallyapplicablenotion. How-
ever, sinceit is basedon bisimulation,it is oftentoo strong
a notion and in this casere nement basedon stutter
ing simulationshouldbe used(see[13, 14]). The reader
may be surprisedthat STB re nement theoremscan be
provedin the contet of pipelinedmachineveri cation; af-
ter all, featuressuch as branch prediction can lead to
non-deterministicpipelined machines,whereasthe ISA
is deterministic. While this is true, the pipelined ma-
chineis relatedto the ISA via are nementmapthathides
the pipeline; when viewed in this way, the nondetermin-
ism is masled andwe can prove that the two systemsare
stutteringbisimilar (with respecto thelSA visible compo-
nents).

A major shortcomingof the above formulation of re-
nement is that it requiresreasoningaboutin nite paths,
somethinghatis dif cult to automatg21]. In [13], WEB-
re nement,anequivalentformulationis giventhatrequires
only local reasoning,involving only MA states,the ISA
stateghey mapto underthere nementmap,andtheir suc-
cessorstates.n [15], it is shavn how to automatethe re-
nement proofsin the contet of pipelinedmachineveri -
cation.Theideais to strengthentherebysimplifying, there-
nement proof obligation;theresultis the following CLU-
expressibleformula, whererank is a function that maps
statesof MAinto thenaturalnumbers.

Theorem 1
h8v2 MA:: s=r(w) » u=ISA-step (s "
v= MA-step (W) * u6 r(v)
) s=r(v) * rankv) < rankw)i
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Figure 1. High-le vel organization of a 10-stage pipelined machine model including all the features we
model, including a pipelined fetch stage, a 3-stage instruction queue, branc h prediction, instruction

and data caches, and a write buffer.

In the formulaabove s andu arelSA statesandw and
v areMAstates]SA-step is afunction correspondindo
steppingthe ISA machineonceand MA-step is a func-
tion correspondingo steppinghe MAmachineonce.lt may
helpto think of the rst conjunctof theconsequenfs= r:v)
asthe safetycomponenbf the proof and the secondcon-
junctrankv < rankw asthelivenessomponentAlso note
thatfor the machineglescribedn this paperthede nitions
of the stepfunctionscanbe quite comple, e.g., for some
of our examples MA-step takesthousand®f linesto de-
ne usingUCLID.

Note that the notion of WEB re nement is indepen-
dentof the re nement map used.This is what allows us
to compareveri cation timeswhen using differentre ne-
mentmaps,e.g., whencomparingthe ushing re nement
map[6] with thecommitmentre nementmap[12].

3. Pipelined Machine Models and Bench-
marks

For our experimentswe have created4?2 pipelinedma-
chine modelsof varying compleity. We startwith a base
processormodel and extend it with featuressuch as a
pipelinedfetch stage a 3-stageinstructionqueue two dif-
ferent ways of abstractingbranchpredictors,an instruc-
tion cache,a datacache,anda write buffer. The basepro-
cessomodelis a 6 stagepipelinedmachinewith the fol-
lowing stages:instruction fetch (IF), instruction decode
(ID), execute (EX), datamemory access(M1 and M2),
andwrite back (WB). We implementedALU instructions,
registerregister and registerimmediateaddressingnodes,
loads,stores,and branchinstructions.We assignnamesto
the pipelinedmachinemodelsthat are consistentwith the
namesin the “Processor’column of Table 1. The model

namesstartwith a numberindicatingthe numberof stages
followed optionally by the letters“l”, “D”, “W”, “B” and
“N” indicating the presenceof an instructioncache,data
cache,write buffer, branchpredictionabstractionscheme
1, andbranchpredictionabstractiorscheme2, respectiely.
By applyingdifferentre nementmapsto the pipelinedma-
chinemodels,we getin all 210 benchmarkg5 veri cation
problemsfor eachpipelinedmachinemodel).

The basicfeaturesof the pipelined machinesare mod-
eledin a style similar to [15], which in turn are similar
to [28]. The modelsaredescribedat the term-level. Word-
level valuesareabstractedisingtermsor integersandmuch
of the combinationalcircuit blocks that are commonbe-
tween the pipelined machineand its ISA are abstracted
using Uninterpreted-unctions(functionsthat only satisfy
the property of functional consisteng). We userestricted
lambdaexpressionsto model memories.The cachesand
write buffer aremodeledasdescribedelow.

We modela direct mappedinstructionand datacache.
The instruction cache is modeled using three mem-
ory elements ICache-Valid , ICache-Tag , and
ICache-Block  that take the index as input and re-
turn a predicateindicating if the entry in the instruc-
tion cachéds valid, thetag,andthe datablock, respectiely.
ThreeuninterpretedunctionsGetinde, GetTag, and Get-
BlockOffset take the program counter as input, and are
usedto obtain the index, tag, and the block offset, re-
spectvely. Another uninterpretedfunction Select\Wwrd is
usedto extractthe instructionfrom the datablock. Thein-
struction memory is modeled as a lambda expression
that takes 2 amguments,an index and a tag, and re-
turnsablock of data.This way of modelingtheinstruction
memory allows us to relate the contentsof the instruc-
tion memorywith the instruction cachecontents.We re-
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Figure 2. The Greatest Fixpoint Invariant (GFI) characteriz es the set of states that can be reached in

n steps from some pipelined machine state.

quire an invariant about the instruction cachethat valid
entriesin thecacheareconsistentvith theinstructionmem-
ory. We also prove that the instructioncacheinvariantis
inductive, i.e., we prove thatif theinvariantholdsfor anar-
bitrary pipelinedmachinestate w, thenit holdsfor v, where
v is obtainedby steppingw once.

Thedatacachds directmappedandtheway we modelit
is similarto theway we modeltheinstructioncache Writes
arewrite-throughandupdateboththe datacacheandmem-
ory. Also, aninvariantstatingthatall thevalid entriesin the
datacacheareconsistentvith thedatamemoryis required.

The write buffer is implementedas a queueand has4
entries.Eachentry hasa datapart, an addresgart, anda
valid bit. Storeinstructionsdo not updatethe datamem-
ory directly, but write to the tail of the write buffer queue.
The headof the write buffer queueis readandusedto up-
datethe datamemory Readsfrom the datamemoryhave
to take into accountthe valid entriesin the write buffer, as
thewrite buffer hasthe mostrecentdatavalues Amongthe
write buffer entries,priority is given to the entriescloser
to the tail. We requirean inductive invariantfor the write
buffer thatstateghatthe combinedstateof the write buffer
andthe datamemoryis consistentvith a datamemorythat
is updatedirectly, without usinga write buffer.

4. Flushing and Commitment

BurchandDill in [6] shaved how to automaticallyuse
ushing to de ne re nementmaps.Theideawith ushing
is thatpartially executednstructionsin the pipelinelatches
are madeto completeand updatethe programmexvisible
componentsvithoutfetchingarny new instructionsThepro-
grammervisible componentsre the programcountey the
register le, andthe instructionand datamemoriesAfter
thepipelinedmachines ushed, thepipelinelatchesareall
invalid, andan ISA stateis obtainedby projectingout the
programmevwisible componentsWe alsoneedarankfunc-

tion, which we de ne asthe numberof stepsrequiredto
fetchandcompletea new instruction.

The commitmentre nement map was rst introduced
in [12] andautomatedn [15]. Commitmenttanbethought
of asthedualof ushing, aspartially executedinstructions
in the pipelineareinvalidatedinsteadof beingcompleted,
andthe programmewisible componentsrerolled backto
correspondo thelastcommittedinstruction We storesome
history informationto simplify the implementationof the
re nementmap.Therankfunctionis de ned asthelength,
in latchesfrom theendof the pipelineto avalid latch.

For the commitmentapproachwe requirean inductive
invarianton the pipelinedmachinestates Onesuchinvari-
antisthe“Good MA” invariant:it stateghatapipelinedma-
chine stateis goodif it canbe reachedwithin a bounded,
machine-dependemumberof steps,sayn, from a com-
mitted state.A committedstateis a statein which all the
pipelinelatchesareinvalid. All stateghatarewithin n steps
from a committedstateclearly satisfythe invariant,so our
proof obligation reducesto shawving that the successoof
ary statethatis n stepsaway from a committedstatesat-
is es the invariant. As showvn in Table 1, it turns out that
the invariantproof is computationallyexpensve, account-
ing for morethan98% of the veri cation time requiredby
the commitmentapproach.

5. GreatestFixpoint Invariant

We introducea new inductive invariantthatcanbe used
with commitment-basede nement maps;we call it the
Greatestrixpoint (GFP) invariant. In this section,we de-
ne the GFPinvariantand comparebasedon proof times
andthe easeof implementationthe commitmentapproach
thatusesthe GFPinvariant,with the ushing approachand
the commitmentapproactthatusesthe “Good MA” invari-
ant.

Thede nition of thethe GreatesFixpoint (GFP)invari-
antis straightforvard.



Flushing Commitmen{GoodMA) CommitmentGFP)

ProcessoModel CNF | Ref.Proof | Inv. Proof | Ref.Proof Total CNF | Ref.Proof
Vars | Time(sec) | Time(sec) | Time (sec) CNFVars| Time (sec) Vars | Time (sec)

6 28,256 20 23 1 12,334 24 9,498 3
6l 48,917 22 172 4 36,498 176 | 16,955 5
61D 114,124 202 414 20 75,405 434 | 29,089 10
6IDW 159,620 458 438 35 80,434 473 | 34,107 16
7 53,165 168 24 1 13,296 25| 17,528 13
71DW 263,022 1,012 723 95 105,313 818 | 55,182 40
8 95,092 630 47 1 14,100 48 | 27,107 43
8IDW 393,719 2,995 1,054 156 131,364 1,210| 96,710 147
9 144,045 1,394 24 1 15,214 25| 39,346 100
9IDW 526,651 Fail 1,754 98 161,759 1,852 | 125,585 265
10 198,375 3,841 30 1 17,121 31| 55,763 164
101 293,862 4,752 1,325 8 82,795 1,333 | 91,416 384
101D 580,355 Fail 2,685 126 195,562 2,811| 159,638 540
10IDW 690,598 Fail 2,885 88 197,258 2,973 | 174,122 536
6B 37,002 14 89 1 21,850 90 | 13,495 4
6Bl 63,824 23 1,423 11 51,114 1,434| 23,891 8
6BID 137,935 283 2,968 167 100,406 3,135| 40,371 17
6BIDW 191,101 439 2,851 229 105,639 3,080| 45,567 25
7B 70,985 216 232 1 26,058 233 | 25,676 22
7BIDW 311,425 1,627 5,537 579 144,441 6,116 | 76,820 70
8B 121,645 733 701 1 31,914 702 | 40,559 150
8BIDW 424,604 5,376 30,438 1,043 177,741 31,481 | 122,550 304
9B 183,371 1,737 686 2 36,757 688 | 59,110 674
9BIDW 628,179 Fail 58,029 876 | 230,500 58,905| 173,479 1,145
10B 256,272 4,563 1,555 2 43,517 1,557 | 81,569 1,756
10BI 371,249 4,706 73,710 299 126,785 74,009 | 136,545 1,780
10BID 695,833 Fail 160,523 926 | 276,289 161,449 221,420 4,431
10BIDW 824,633 Fail 233,928 1,193| 278,137 235,121 237,485 6,039
6N 37,452 19 101 1 37,147 102 | 12,631 4
6NI 63,563 23 878 8 95,821 886 | 23,229 8
6NID 137,885 282 3,599 51 161,995 3,650| 40,132 18
6NIDW 190,399 428 3,472 267 163,763 3,739 | 45,259 23
7N 70,667 188 240 1 27,500 241 | 23,936 14
7NIDW 310,434 1,679 11,103 307 162,225 11,410| 75,496 73
8N 121,499 499 794 1 53,697 795 | 39,165 140
8NIDW 424,124 5,968 34,423 433 | 259,031 34,856 | 12,1170 270
9N 185,149 2,027 970 2 62,536 972 | 54,631 447
9NIDW 626,884 Fail 75,453 417 | 350,587 75,870| 170,918 899
10N 255,780 4,910 2,136 2 73,163 2,138 | 75,676 1,938
10NI 368,888 4,544 51,514 493 | 224,692 52,007 | 131,642 2,101
10NID 698,555 Fail 225,636 4,455| 414,530 230,091 217,725 4,229
10NIDW 824,210 Fail 286,285 3,479 | 416,378 289,764 | 233,852 6,155

Table 1. Veri cation statistics for the ushing approach, the commitment approach using the “Good

MA” invariant, and the commitment

pipelined machines.

approach using the Greatest Fixpoint

invariant for various




De nition 3 gfp:w iff h%2 S::a 99k, wi

In the above de nition, Sis the setof all pipelinedma-
chine states 99Kis the transitionrelation,and 99k; is the
n-fold compositionof 99K (i.e., it relatesu to v if v can
be reachedn n stepsfrom u). The de nition statesthata
pipelined machinestatew is in the invariantif it canbe
reachedrom somestatein n steps.Reasonabl&aluesof
n dependon the pipelinedmachinein questionandshould
be selectedo correspondo the minimum numberof steps
requiredto replaceall the partially executedinstructionsin
the pipeline with instructionsfetchedfrom the instruction
memory For the pipelined machinemodelsthat we con-
sider nis thenumberof stepsrequiredto ush themachine.

Thereasorwe call this invariantthe greatestxpoint in-
variantis thatwe have thefollowing lemma.

Lemma 2
h&?2 1 h%2S:ad99K.wi) h%2 S:a99K wi

fw2 S::h%2 S::a%99Kwig,wehaeSy S S
The GFPinvariantis depictedn Figure2. If anarbitrary
pipelinedmachinestateis steppedor the numberof steps
requiredto ush thepipeline,thenall the partially executed
instructionsin the pipeline are madeto completeand up-
datethe programmewvisible componentsandthe pipeline
latchesare lled with new instructions.For the machines
we considerthe ow of aninstructionin the pipeline de-
pendsonly on olderinstructionsin the pipeline.Therefore,
all the instructionsin pipelinelatchesof the original arbi-
trary stateare guaranteedo completeand be replacedby
new instructiondrom theinstructionmemory Thenew par
tially executednstructionsin the pipelinelatchesof there-
sulting statewill be consistenttherebyavoiding the prob-
lemsinherentin the commitmentapproachThatGFPis an
invariantfollows from thefollowing lemma.

Lemma3 h8xv2 S:: (gfp:w A w99Kv) )  gfpivi

The lemmais true by de nition. Recall that checking
the standardinvariant usedfor the commitmentapproach
is wheremostof the veri cation time is spent,but by the
above lemma,no suchcheckis requiredfor the GFPinvari-
antapproachAs we shaw in the next section this leadsto
drasticallyfasterveri cation times.

The commitmentre nementmapusingthe GFPinvari-
antis de ned asfollows. A pipelinedmachinestatesatisfy-
ing the GFPinvariantis committedby invalidatingthe par
tially executedinstructionsin the pipelineandrolling back
the programmeuisible componentgprogramcounter in-
structionand datamemory and register le) so that they
correspondwith the last committedinstruction. The pro-
grammexvisible componentsrethenprojectedout, result-
ing in anISA state.Therankfunctionis thesameastheone
usedfor the “Good MA” commitmentapproach(i.e., it is
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Figure 3. The invariant and re nement proof
times for the “Good MA” commitment ap-
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thelength,in latchesfrom the endof the pipelineto avalid
latch).

5.1. Resultsand Analysis
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Figure 4. A comparison of the verication
times required for our benchmark problems
between commitment using the “Good MA”
invariant and ushing.

We used ushing, the commitmentapproachwith the
“Good MA” invariant,andthe commitmentapproachwith
the GFPinvariantto verify the 42 pipelinedmachinemod-
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Figure 5. A comparison of verication times
required for our benchmark problems be-
tween commitment using the GFP invariant
and ushing.

elsdescribedn Section3. For all experimentalresultspre-
sentedin this paper we usedthe UCLID decisionproce-
dure (version1.0) coupledwith the Siege SAT solver [24]
(variant4), usinga 3.06 GHz Intel Xeon,with anL2 cache
size of 512 KB. The resultsshould be interpretedtaking
into considerationthefollowing two factors First,the Siege
SAT solverusesarandomnumbergeneratoandlarge vari-
ationsin the runningtimes are possible,e.g., in previous
work we noticedthat the standarddeviation of the Siege
runningtimescanbesigni cant [15]. Secondthemachines
we usedfor the experimentsare part of a public cluster
While we tried to useidle machinesthe runningtimeswe
obtainedcould have beenslightly in uenced by otherjobs
runningonthemachines.

Table 1 shaws the veri cation times andrelatedstatis-
ticsfor thevariouspipelinedmachinemodels Thenamesn
the “Processor’columnstartwith a numberindicatingthe
numberof stagegollowedoptionallyby theletters®l”, “D”,
“W”, “B”, and“N” indicatingthe presencef aninstruction
cache datacache,write buffer, branchpredictionabstrac-
tion schemel, andbranchpredictionabstractiorscheme,
respectiely. Branchpredictionabstractiorschemesl and
2 referto two differentwaysof abstractingoranchpredic-
tors. For all the threeapproachesve reportthe time taken
by bothUCLID andSiegeto completethere nementproof.
For thecommitmentapproacthasednthe“Good MA” in-
variant,we alsoreportthe time taken by both UCLID and
Siggefor theinvariantproof andthetotal time for boththe
re nementproof andtheinvariantproof. A “Fail” entryin-
dicateghatSiegefailedontheproblem(by immediatelyre-
portingthatthe problemis too comple< andquiting).

Figure 3 shaws the running times for the re nement
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Figure 6. A comparison of verication times
required for our benchmark problems be-
tween commitment using the GFP invariant
and commitment using the “Good MA” invari-
ant.

proof andthe invariantproof for the “Good MA” approach
andthere nementprooffor the GFPapproachasthecom-
plexity of thepipelinedmachinemodelsincreasesAn inter-
estingobsenationis thatmorethan98% of the total proof
time for the “Good MA” approachs spentin proving the
invariant. This motivatesthe use of the Greatest~ixpoint
(GFP)invariant,whichis computationallylessexpensve.
Figures4, 5, and 6 are scatterplots with log scalesfor
both axes and comparethe use of commitment(*Good
MA”) vs. ushing, commitment(GFP) vs. ushing, and
commitment{GFP)vs. commitment(*Good MA”"), respec-
tively. The comparisonis basedon runningtimesfor veri-
fying 42 pipelinedmachinebenchmarksFrom Figure4, it
canbeseenthat ushing andcommitmenthasedon “Good
MA” have similar performancecharacteristicon the mod-
elsthat ushing completesBut, ushing fails to producea
resulton 9 of the morecomplex benchmarksCommitment
(“GoodMA") scaledetterthan ushing, buttheveri cation
timesfor themorecomplex benchmarkseachover 250,000
secondskigure5 shavsthatthecommitmenbasedn GFP
doesbetterthan ushing onall the 42 benchmarks.
FromFigure®, it canbe seenthatcommitmentasedn
the GFP invariant doesbetterthan commitmentbasedon
the“Good MA” invariantfor mostof the benchmarkswWe
notethatthe time requiredfor the re nementproofsof the
two commitmentapproachediffers.FromFigure3 andTa-
ble 1, we seethatthetime for the re nementproofsfor the
GFP approachis much higher The differencecan be ex-
plainedby noting that oncethe invariantsare proved, the
setsof statessatisfyingthe invariantsarede ned asthe set
of stategeachablérom aninitial stateaftersomenumberof
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Figure 7. A comparison of the size of the
UCLID speci cations required for our bench-
mark problems between commitment using
the GFP invariant and commitment using the
“Good MA” invariant.

steps.The maximumnumberof suchstepsrequiredfor the
two approachedepend®nthenumberof stepsequiredfor
anewly fetchedinstructionto reachthe endof the pipeline.
For the“Good MA” approachtheinitial stateis acommit-
ted state(this is an adwvantageof usingthe “Good MA” in-
variant), meaningthat all the pipeline latchesare initially
invalid. Therefore,the ow of the rst newly fetchedin-
structionis uninhibited (e.g., it cannotstall) and depends
only on the length of the pipeline. For example, for the
10 stagepipeline models,startingfrom a committedstate,
9 stepsof the pipelinedmachineare requiredfor a newly
fetchedinstructionto reachthe endof the pipeline.In con-
trast,whenusing the GFP approachthe initial stateis an
arbitrary stateand the o w of the rst newly fetchedin-
structionin thepipelinedepend®ntheolderinstructionsn
thepipeline.For example,if the rst newly fetchedinstruc-
tion is datadependenbn olderinstructionsin the pipeline,
it will stall. For the 10 stagepipeline,startingfrom anarbi-
trary state amaximumof 14 stepsof the pipelinedmachine
is requiredfor a newly fetchedinstructionto reachtheend
of the pipeline. As a rule of thumb, veri cation timesin-
creasexponentiallywith the numberof symbolic simula-
tion stepgequiredthereforethere nementprooftimesfor
the GFPapproactis muchhigherthanfor the “Good MA”
approachOf course,if we look at the total time required
for veri cation, the GFP approachs the clearwinner be-
causet doesnot requireusto prove aninvariant.
Onefurtherimportantobsenation is worth makingand
thatis thatthe GFP approachis mucheasierto implement
thanthe “Good MA” approachpecausdin contrastto the
“Good MA” approach)we do not requirean extra invari-

ant proof. Suchproofs requirethat we symbolically sim-
ulate a pipelinedmachinestatein two differentwaysand
checkthatthat resultsare equal.Figure 7 is a scatterplot
thatcompareghe size of the UCLID speci cationsfor the
two commitmentbasede nementmapsfor eachof the42
pipelinedmachinemodels.The UCLID speci cationscon-
sistof the machinemodelandthe re nementmap.As can
be seenfrom the gure, the UCLID speci cationsthatuse
the “Good MA” approachare muchlarger thanthosethat
usethe GFP approachFurther oncethe machinemodels
arede ned, implementinghecommitmentre nementmap
basedntheGFPapproachequiredaboutacoupleof hours
while theimplementatiorof the“Good MA” approachook
morethantwice aslong.

6. Using GFP with Intermediate Re nement
Maps

Intermediatere nement maps, an approachthat com-
bines ushing andcommitmentandleadsto drasticreduc-
tionsin veri cation times,was proposedn [16]. Interme-
diatere nementmapsare obtainedby selectinga pipeline
stagewhichwewill call thereferencepoint,committingall
pipelinelatchesbeforethe referencepoint, and ushing all
latchesafterthereferencepoint. Therankfunctionfor these
re nementmapsreturnsa pairof naturalnumbersank; and
ranks, which areexactly the samerank functionsfor com-
mitmentand ushing. Theless-tharorderingontherankis
the component-wis@rder An invariantis requiredfor the
partof the pipelinebeingcommitted but is not requiredfor
the partof the pipelinebeing ushed.

For ary givenpipelinedmachinemary intermediatee-

nement mapscanbe de ned by selectingdifferentstages
in the pipeline asthe referencepoint. The fastestveri ca-
tiontimesareobtainedvhenselectingareferenceointthat
is closeto the middle of the pipeline.We implementedhe
intermediatere nement map IR4 that commitsthe rst 4
pipeline latchesand ushes all otherlatches,for the most
complex processomodel with branchpredictionscheme
1 (10BIDW) usingboth the old andthe newn characteriza-
tion of commitment.For the new characterizatiorof com-
mitment,we usedthe GFPinvariantto characterize¢he set
of reachablestateshy steppingthe pipelinedmachinefor i
stepswherei is thenumberof stepsrequiredto replacethe
instructionsin the pipeline latchesbeing committedwith
new instructionsfrom memory The rank function for the
intermediatee nementmapde ned usingthe GFPinvari-
antis the sameastherankfunctionfor theintermediatee-
nement mapde ned usingthe“Good MA” invariant.

Theexperimentsvereconductedisingthe sameexperi-
mentalsetup (toolsandmachinesgescribedn Section5.1.
We foundthatthe veri cation time for 10BIDW usingIR4
de ned with the commitmentapproachbasedon “Good



MA” invariantand the GFP invariantto be 3,500seconds
and 550 secondsrespectrely. Note that with using only
the commitmentapproach(*Good MA”), the veri cation
timefor 10BIDW is 235,121secondsThus,the GFPinvari-
antcanbefruitfully combinedwith intermediatee nement
mapsto getveri cation timesthatareabout6 timesfaster
thanthe previous approachfor the mostcomplex proces-
sormodel(10BIDW).

7. RelatedWork

Pipelined machineveri cation is an active areaof re-
search.One popular approachinvolves the use of theo-
rem provers, which have the adwantagethat the underly-
ing logics arevery powerful andexpressie, but alsounde-
cidable.Examplesof this line of researchincludethe work
by SavadaandHunt, who usean intermediateabstraction
calledMAETT to verify somesafetyandlivenesgproperties
of comple pipelinedmachineg25, 27, 26]. Anotherexam-
ple of atheorenproving approachs thework by Hosabettu
etal., who usethenotionof completionfunctions[8].

Our main concern,however, is with highly automatic
methods An early andin uential paperin this areais due
to BurchandDill, who shaved how to automaticallycom-
pute re nement mapsusing ushing [6] and gave a de-
cision procedurefor the logic of uninterpretedfunctions
with equalityandBooleanconnectves.Theideawith ush-
ing is that a pipelined machinestateis relatedto an in-
structionsetarchitecturestateby completingpartially com-
pletedinstructionswithout fetching ary new instructions.
Another re nement map that can be automaticallycom-
putedis basednthecommitmentpproach12, 15), where
a pipelinedmachinestateis relatedto aninstructionsetar
chitecturestateby invalidatingall the partially executedn-
structionsin the pipelineandrolling backthe programmer
visible componentsso that they correspondwith the last
committedinstruction.Therehasbeenrecentwork oncom-
mitment[23, 2], and on the use of re nement mapsthat
partly ush andpartly commit[16].

Different types of automaticmethodshave beenused,
e.g., McMillan usesmodel-checkingand symmetryreduc-
tions [17]; Patankaret al. use Symbolic TrajectoryEvalu-
ation (STE) to verify a processothatis a hybrid between
ARM?7 andStrongARM][22]; andSVCis usedto checkthe
correct o w of instructionsin a pipelinedDLX model[19].
Aagaardetal., in [1] describea surwey of variouspipelined
machinecorrectnesstatementsTherehasalsobeenrelated
work basednassume-guaranteeasonindy Henzingeret
al. [7].

More directly relatedto this paperis the work on deci-
sionproceduresor booleanogic with equalityanduninter
pretedfunctionsymbols[4]. Theresultsin [4] werefurther
extendedin [5], wherea decisionprocedurefor the CLU

logic is given. The decisionprocedureis implementedn
UCLID, which hasbeenusedto verify out-of-ordermicro-
processor§l1l] andwhich we useto verify the modelspre-
sentedn this paper

The notion of correctnesdor pipelined machinesthat
we usewas rst proposedn [12], andis basedon WEB-
re nement[13]. The rst proofsof correctnessor pipelined
machinedasedn WEB-re nementwerecarriedout using
the ACL2 theoremproving system[9, 10]. The advantage
of using a theory of re nement over usingthe Burch and
Dill notionof correctnessgvenif augmentedvith a “li ve-
ness”criterion is that, deadlockmay avoid detectionwith
the Burch and Dill approach[12], whereasit follows di-
rectlyfrom the WEB-re nementapproachhatdeadlockor
ary otherlivenesgproblem)is ruledout. In [15], it is shavn
how to automaticallyverify safetyand livenessproperties
of pipelinedmachinesusing WEB-re nement. The proofs
arecarriedoutusingUCLID andSiege,andit is shavn that
Sigge tendsto outperformsChaf [20] for suchproblems,
which is why we use Sigge in this paper Our resultsex-
tendthis work by shaving how to use WEB-re hementto
automaticallyprove safetyandlivenessisinganew charac-
terizationof the commitmentre nementmap.

8. Conclusion

We have introduceda nev methodfor automatically
verifying pipelinedmachinesusingcommitment-basede-
nement maps.Our methodis basedon a greatestx ed-
point characterizatioof the commitmentnvariant. We de-
ned 210benchmarkveri cation problemsand42 proces-
sor models,which we usedto compareour methodwith
previousapproachedOur resultsclearly shav thatour new
methodis easierto de ne andautomateand givesrise to
morethana 35-fold reductionin veri cation timesover the
standardapproachto verifying commitment-basede ne-
mentmaps.We noticeda similar improvementover ush-
ing, althoughthe standardushing approachwas not able
to completethe veri cation of 9 of the 42 ushing bench-
marks.We alsoshavedthatfurtherimprovementsn veri -
cationtimes are possibleby usingthe recentlyintroduced
notion of intermediatere nement maps. The veri cation
enginesve usedarethe UCLID decisionprocedureandthe
Siege SAT solwver. For future work, we plan to apply our
methodof de ning commitmentmapsto a wider classof
pipelinedmachinesandwe will continueto explore meth-
odsfor reducingthe veri cation timesof re nementbased
approacheso pipelinedmachineveri cation.
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