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ABSTRACT

As computing migrates from the workplace to the Bpm
householders must tackle problems of home networ
maintenance. Often they lack the technical knowdedyy
motivation to complete these tasks, making the agperience
of home network maintenance frustrating. In resgoto these
difficulties, many householders rely on handwritreminders
or interactive networking tools that are ill-suitéxt the home
environment. In this paper, we seek to understaod ko
design better home network management tools threusfiudy
of sketches created by 40 people in 18 householdsour
study, we obtained information about householdarswledge,
practices and needs with respect to home netwarBaged on
our results, we present guidelines for transformihg user
experience of home network management.

Categories and Subject Descriptors
H5.m. Information interfaces and presentation: Miscedizus.

General Terms
Human Factors.

Keywords

home networks, sketching, troubleshooting

1. INTRODUCTION

Recently, a growing body of research in the humangpder
interaction community has focused on the user éapes
difficulties of home networking (see, as recent repkes,
[4,7,9,17,21,26,36]). As computer networking hasgratied
from managed environments to the home, househelders
whether they want to or not—are having to tackiebfgms of
network setup, maintenance, and repair. These uasFs
confronted with protocols, tools, and terminolodyatt were
created during a time when networks were architeaad
maintained by skilled (and paid) network adminigtrs; the
result is that home network management is a friistraand
tedious experience for most householders.

Much of this body of research presents the residlfieldwork
designed to highlight the difficulties faced by hometwork
users, and unpacks the root problem areas thaharsources
of trouble. These impediments include (but are limoited to)
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factors such as unequal distribution of networkvdedge in
the home, the “invisibility” of the settings and ndiguration

K information required to properly set up the netwopoor

strategies for diagnosis and troubleshooting, aedsions

between individual and household ownership of deuic
Although this fieldwork has identified many of theoblems of

home networking, it has illuminated relatively fealutions to

those problems. How can designers create tools lieft

(largely disinterested) householders to more easéy up,

manage, maintain, fix, and evemderstandtheir networks?
Further, how can these tools calmly accommodatesapgort

the practices and routines of the home, while atsdume time
allowing for householders to complete “housekeepiigpres

of network management?

Addressing the problems of home network managepeses a
difficult design challenge, as there is a gap betwthe data we
can elicit from householders and the specific intsgequired
for designing new technologies for the home netwdthr
example, as noted by Grinter et al. [21], housedrsidre often
unable to verbally articulate accurate informatamout their
networks, meaning that conventional interviews gahuhk-
aloud techniques may yield few specific designghts beyond
“it should just work.”

In this paper, we seek to bridge this gap by priogdnsight on
how to design home networking management tools hirajc
the knowledge, needs, and practices of ordinaryséioalders.
Our approach to gaining such insight is a set oidist
analyzing the sketches householders drew of their bome
networks. Our results suggest that sketching isramising
technique for uncovering the (often unspoken) tketabout
technology that may otherwise be invisible in pct We
report our analysis of 40 sketches from 18 houskholThe
sketches yield not only low-level data about hoerssonceive
of the home network, but also data about the usau
evolution of individual home networks. Our findingghlight
and reaffirm insights by Brand [6], Star [33], antthers about
the relationship of humans to the various infragtrces in the
home environment.

In the next section we examine more closely why chese
sketching as a method for gaining insight into siser
conceptions of networking. Following this discussiowe
examine two bodies of work that relate to our owsearch.
The first body of research focuses on studies efstworking
in the home, and the second focuses on technitathpts at
addressing some of the challenges posed by network
management (and why these attempts have not swet@ethe
home). We then present our methods and the restilar
studies, organized along key findings. Finally, a@nclude
with a set of design implications drawn from oualgses.

2. Why Sketching?

Due to unfamiliarity with networking terminology,
householders are often unable to verbally desdhibecurrent



state of their network, detailed information abant intended
ideal state, or their own internal conceptions a@iwhthe
network works. Faced with
encouraged by several pieces of research thatdretie
sketching to elicit information about peoples’ ceptions of
complex topics. For example, Vosniadou and Brewexdus
sketching to uncover children's perceptions abbet world
[38]. Elementary school students were asked tockkethat
they thought the earth “looked like,” in order tlicié details
about their internal models of the earth (Is it fia round? Do
people live inside it or on it?). Similar methodsvha also been
used in behavioral psychology to find how childrexason
about the Internet [41]. In a study with adults,ndey used
sketches to elicit mental models of search enganelscreated a
set of mappings from user sketches to abstractitatsmay be
useful in the search engine domain [23]. Other istidhave
examined users’ conceptions of their email strect{t6].
Given these prior results, we believed that sketghiould be
employed to uncover householder conceptions aboumteh
networks, at a level of detail that would suppartdepth
analysis in a way that interviews might not.

Beyond the uncovering of internal models,
researchers have also relied on user sketchesidib rabre

reflective feedback as input to design. Tohidi, toample,

reports on a design process for a house climateamsystem
[35], in which users sketched their ideal thermbd&sign as a
method to gather design ideas for interfaces trattieeyond
what could be collected using think-aloud and witaw data.

In Tohidi's study, sketches allowed quick analyasi visual

comparisons as well as deep interpretation by ¢searchers.
More closely related to the topic of networkingieéman et al.
[20] studied the use of sketching to uncover usensteptions
of web security. Researchers asked users to draveguidin

concepts such as a “secure connection” on the wael,

analyzed subjects’ drawings to categorize them wsawoeral

groups, based on the representations they sketched.

Previous studies of home networking have shown tisatrs
already use drawings and other self-created
representations to help them with managing the ort\,36].
Further, all these studies demonstrate the proofisnd-user
produced sketches as a tool for eliciting informatabout how
users conceive of entities that may be difficult vierbalize
otherwise. Thus, we believed that a more systencatiection
and analysis of householder-created sketches cgidttl

insights into how better to design tools to supploese users

We therefore developed a study design in which uswats

would create sketches of their own networks. Intispdrson

households, we asked each householder to creatrasep
sketches without consulting one another. The skstolere

later analyzed for key commonalities and themelse dnalysis

technique is described in depth in the Methodsarct

3. RELATED WORK

Here we describe two threads of prior research etwark
usability: studies of the problems of networkingtire home,
and technical solutions intended to make networkiagjer.

3.1 Home Networking

In the last few years, researchers have becomeasicgly
interested in usability issues associated with haetevorking.
As the complexity of the home network increasesdsothe
difficulties of configuring, upgrading, and troubleoting.
Envisioned “smart home” and ubiquitous
applications (such as [10,30,40]) require more ckviand

456

this conundrum, we were

however,

visual

computing

more complex network topologies; these in turn leaadnore
burden on the householder to understand and mairtkes
network [7,26]. Yet, even in homes that could hardle
considered a ubiquitous computing “smart home,” ynan
occupants have significant difficulty setting up dan
troubleshooting their existing networj49,13,21,36].

Some researchers—from both the networking and tk@ H
communities—have argued that these user experjgtdems
are in fact inherent in the design of the corerhmetechnology
(such as TCP/IP, and basic end-to-end architecpuiatiples)
that is the basis of current home networking (858][and [31]
for a more complete discussion of this issue). il&m
arguments are, in part, impetus to a host of effarmed at
“redesigning” the Internet to provide better setguri
manageability, and so forth (see, for example, Nwional
Science Foundation’s GENI initiative in the US).cBu'clean
slate” approaches have the potential to lead toreatly
improved user experience for networking in the hohwsvever,
there is much inertia in the current infrastrucfueading to
path dependencies that make the current techndiagy to
replace [29]. Without such wholesale revampinghef internet
architecture and protocols, users will likely beed with some
degree of network maintenance for the foreseeaitles.

Focusing on homes using the current Internet-btesgthology,
Grinter et al. [21] found that networks are difficfor even

sophisticated householders to understand and maage of
the reasons for this difficulty is the effectiirevisibility of the

network, meaning that the configurations of indiad
machines, parameters needed for communication with
network, and patterns of traffic flow are all higddenless one
explicitly looks for them. Looking for this inforntian may

require skill with arcane tools and seldom-usedfiganation

panels. One result of this effective invisibilitys ithat
householders are often confused about how to puisee to

problems, often relying on a strategy of systeradtic
rebooting devices [4]. To compound this difficulftentimes
householders do not even know which devices areheir

networks. Networking equipment may be added ooked by
one occupant without the others knowing that tiange had
occurred. Furthermore, some householders may mow khat
certain devices exist at all if they have been gdiainn hard-to-
see areas because of aesthetic concerns [9,21].

Other researchers have found that in responseetdifficulties
of home networking, some people create visual rdergs—
such as Visio diagrams, post-it notes and inswuasti—to help
them understand and manage their networks [9,36]s& aids,
however, are of limited usefulness; Chetty et dl.r§@nark that
householders need aids that go beyond simple postiés to
more interactive tools that allow them to “see” ftthgnamic
state of the network within their homes. Tolmieak{36] note
that householder network diagrams are good for allo
understanding of the home network but not as ustdul
external service providers.

Although a number of researchers have called fotebe
management tools for the home network [9,17], threnfthese
tools should take is unclear. We have little dagalaning how
users conceive of their home networks, nor do previ
research efforts suggest how to use this informatanfluence
the design of tools to support home network managém
Further, given that home network management ocaroand
other daily routines and practices [12,34,37],sitniot clear
which aspects of the network may need to be repteden any
visually-oriented tool. For instance, both simpletwork
oriented details as well as intricate depictionshef network as



they relate to the physical and social dynamiahefhousehold
may have merits and limitations.

3.2 Existing Tools for Network Management
The research and commercial spheres have devetopathber
of network management tools. Most of these tootsyéver,

were designed for workplace network managementremiere
are different constraints and assumptions thanwanéd see in
the home environment. First, many of these toadsdmsigned
for use by people with advanced technical knowledde
networking [5]; tools such as HP OpenVfewor example,
provide a complete network management suite intfficieuse
by entire professional technical support departmerin

contrast, most householders who manage home netvodiy
tend to have informal knowledge of networking astbend
little motivation to learn and use complex managenwiites
[9,21]. Second, many of these tools—such as VISUid

EtherApe, and a range of 3D tools—focus on higluglable
visual representations that are necessary for |laegeorks
(e.g.,thousands of nodes) [1,24]. Home networks arecéjlyi

orders of magnitude smaller, and thus visual regadions
that put scalability in a position of primacy ovether

considerations may be inappropriate in this confexird, tools

such as Etheréaland a wide range of command line programs

including ping, netstat andtraceroute generally provide low-
level details on latency, traffic patterns and lwidth

consumption, leaving the user to interpret data anatke the
necessary conclusions about possible causes ofeptspthe
home network—uwith its less experienced or motivaiedrs—
is likely better served by tools that provide matiected
troubleshooting guidance.

Recently, several tools designed for a context efather than
the workplace and non-expert users have appeared.
example, one of the only tools that specificallygédas home
network management is Pure Networkietwork Magid

software. The program provides a map of devicetherhome
network, capabilities to monitor network intrudesisd views of
shared files and printers. Although it provides achsimpler
view than the enterprise or expert oriented tootscdbed
above, Network Magic omits a number of details thppear
even on householders own self-created diagramduding

detailed configuration settings of individual deasg¢ as well as
other aspects of dynamic state such as netwonktgcti

Still other tools provide awareness of network\atstj but are
not aimed at management. For example, Ethérpegvides
network users with collages of image files thatfereing over
a network. Natalie Jeremijenko’s LiveWire systeresctibed
by Weiser and Brown [39] is an ambient display ofwoek
traffic in which the movement of a hanging string
proportional to the amount of traffic on the netlwdn addition
to these examples, there are tools that can prosimee
visibility of hidden aspects of networking, such saftware
indicators revealing strength of wireless signaj [

All of these tools, however, provide only a narrevadow into
the state and activity of the network, and providesupport for
understanding the nuances of the network that reayskful for
overall management. In effect, a collection of aasrambient
displays for network status — in the form of thdigator lights

1 http://h20229.www2.hp.com/

2 http://www.ethereal.com

3 http://www.networkmagic.com/
4 http://www.etherpeg.org/
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on routers, cable modems, and access points — & mbst
householders rely on at present. In reaction tosehe
impoverished interfaces, a number of researcheve kalled
for better interoperability standards, a set obilgg principles
intended for connected consumer products [22,2528and
animated instructions for device setup [19]. Whileese
recommendations are certainly a step in the rigrgction,
most of this work focuses on improving the setup ase of
single devices, rather than the holistic experievicsetting up
and using the complex constellations of devicesnadly found
on entire networks.

4., METHODS

We collected data for this work during two studiesused on
exploring householders’ use of complex home netsokke
have previously reported some findings from theteliss
[9,21], but in this paper our attention is on theadthat was
generated in a sketching exercise we asked theipartts to
undertake. Although we focus on the sketch datkecteld, our
studies employed three primary instruments. Thest fir
instrument was an inventory form designed to fittet homes
that did not have networks of sufficient complexifgr
investigation—those without devices connected togebr to
the wider Internet via a wired or wireless netwobk. this
instrument, we also collected demographic infororatabout
each participant, including any professional IT engnce,
advanced degrees in technology-related fields émgineering,
information systems), and role in setting up anéhiaining the
home network.

The second instrument was a sketching exercise hichw
occupants drew their home networks. During the sewaf the
studies, 40 people from 18 homes in two metropoléeeas in
the United States completed an exercise in whichy th
independently drew visual representations of thieome
computer networks (routers, modems and other cdngput
devices), audio/visual (AV) networks (televisiongceivers,
VCRs and other AV equipment primarily for recreationy
well as their “ideal” home network—one that theyuleblike to
have independent of any constraints on time, fieanor
reality. The sheets of paper provided for the sietdnformed
study participants that they could use boxes andslifor
representations. Participants were also verbalyrueted to
draw their networks in whatever form or shape ttiesired. All
participants worked independently, and were nodvad to
view or discuss each others’ sketches until corigsiedf the
exercise.

The third instrument used was a home tour followgdsemi-
structured interviews. The tour provided us withditidnal
details about the uses of technology in the home,surfaced
the occupants’ problems in trying to control, uaad adapt
technology to their needs. Study participants’ ckes served as
a prop and a pre-home-tour primer for the reseascHeérst,
seeing the sketches helped the researchers ganse sf the
layout of the home network so that they were pregaior
which equipment to seek or be on the lookout fottmhome
tour. Further, the sketches themselves served #molafor
eliciting discussions about the home network. Fustance,
householders could point to items in their drawirgsthey
spoke with the researchers. (Likewise, the reseasckould
also point to items drawn by householders and neqabout
them). As each householder explained his or hetck&s,
issues such as how the network was connected aondwak
responsible for various devices surfaced.



We analyzed the sketches by coding every singte iteevery
drawing, using a technique similar to those usegbrievious
sketch-based studies [23,35]; our scheme resuitex/ér 100
codes in three groupings. The first group of comdderred to
how networking devices—including end-user
peripherals, audio/visual equipment, and infrastmec

devices—were drawn and labeled. Several sketches al

included old or broken devices that were once ennétwork
but were not necessarily connected to the netwbitkeatime of
the study. For each device, we noted whether reptasons
were depicted pictorially (for example, a smalltpie of a
laptop) or abstractly (such as a box representingaréicular
laptop). We also noted how items in the drawingeeviabeled.
For instance, we coded whether labels referrechéoperson
who owned the item (“Bob’s laptop”), brand (“TiVo'lpcation
(“Living room PC”), or other nomenclature such ashtgcal
terms.

The second group of codes referred to how connettets—
including the network as a whole—were representad
sketches. For example, we examined the represamsgati links
between items drawn by users. For example, theks lisually
were depicted as lines, waves or a textual labeh sas
‘wireless’ or ‘wired’. In this part of the codingye also noted
whether householders mentioned groupings of items
networks external to the home, such as ‘the Inteangerhaps
a neighbor’s wireless access point.

The third group of codes referred to how househsldzew
aspects of the physical infrastructure of their bBemfor
instance, whether they drew rooms in their housems to
represent furniture, or parts of the house suchasde/phone
jacks or electrical outlets.

Finally, in addition to analyzing the sketch date compared
the themes emerging out of this data with otheorimftion
collected from our interviews and home tours ad waelfrom

studies conducted by other groums householder needs and

routines surrounding home network management [4,362.

5. RESULTS

In this section, we describe the results of outcdliag analysis.
First, we discuss the different ways that peoptganized their
networks in their sketches. Second, we highlighw fiar some
of our participants, elements of the network cocalby

blurred together. Third, we review the types of elab
householders used to talk about their netwoFksoughout our
discussion, we categorize study participants basedtheir

degree of engagement with the home network (i.@isass, or
also as people who actively worked to set up, raainand
repair the network). Based on suggestions contampcevious
research, we sought to make this distinction amuegple to
see whether differences manifested themselveseirskistches
based on the different roles that householderswitidrespect
to the network.

In the remainder of this paper, we refer to thriséinttt groups
of householders. We call people who took respolitsikfior
setting up, maintaining, and fixing the netwaylerus (n=19).
Three households had two gurus, two had none, laadest

had one. Our second grougssisters consists of people who

assisted with network maintenance, but did not |daeke
activities; we encountered nine of them in our gtuginally,
those individuals who used the network, but did ermgage in
any network administration we catlonsumers(n=12). We
made
participants, and confirmed our hypotheses abautales that
they played through the home visit, since duringsthvisits all
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devices,

these distinctions based on self-reports bg th

participants provided great detail about their lewef
responsibility and engagement with the devices tbatprised
the home network. Note that we do not wish to imgty value
judgments associated with these distinctions—rathes
attempted to capture each household’s divisiolod.

5.1 Layout: Organizing Schemes

One of the most striking differences among the chiext
coincided with the roles householders played inwogt
administration. Perhaps unsurprisinglyurus especially and
some assisterstended to draw the home network following
“traditional” networking conventions—those learndttough
the type of training (such as a computer sciencelectrical
engineering degree, or learned through a careesystems
administration) still largely required to own a h®metwork
today [21]. Specifically, ouguru andassistermparticipants often
opted for diagrams that illustrated how devicesenmnnected
together: a “logical” view of the network that #trated its
topology without any
organizational scheme. In our data this represef38d of our
gurus and assisters—and is illustrated by the tagich in
Figure 1.

Figure 1: Two sketches of the same network. The guiiop)

depicts individual technical components of the netark

infrastructure, whereas the consumer (bottom) desdébes the

backbone of the network as a single entity calledcentral
networking”.

reference to any other type of



Another 21% of ourgurus and assistersdrew diagrams that
were largely logical, but included elements dravemnt another
organizational scheme for describing the
physical/spatial organizational scheme that redlespatial
orientations and placements within the home, rathem simple
connectivity. This style is illustrated in the teketches in both
Figures 2 and 3, which both include physical andtiap
elements. In Figure 2 the wall appears and is shawmected
to the cable modem. In Figure 3, the diagram makfssence
to the “upstairs audio” implying that the deviceshta physical
position within the house. This scheme—a hybritbgfcal and

physical—was particularly used by a subset of assister
population who identified as not having formal aagiical

network training.

Figure 2: Inclusion of physical/spatial information Top
drawn by guru and bottom drawn by consumer.

By contrast with theassisters and gurus our consumer
participants drew heavily on the physical organaratof the
home as a method for organizing their view of tketwork.
Indeed, over two-thirds of owwonsumerparticipants used the
physical layout of the home as a mechanism for gipwhere
the home network was located. This is illustratedhie bottom
sketches in Figure 1 and 2. Participants varigtiéir degree of
expression about connectivity. In the bottom sketicRigure 1,
the participant draws a representation of conniégtamong the
rooms of the house, and a separate place thatdtieipant
referred to as “central networking"—her charactsions of
the room in the house where the networking equiprmes
located.

Figure 3 (which was not the only sketch that ineldidthe whole
house in cross-section) goes so far as to includeep of
furniture in the diagram, a couch in this caseother cases,
beds and desks were drawn. The addition of furajtunot
“logically” related to the network, appeared in 42%oall the
sketches we saw by consumers. Through conversatien,
learned that these pieces of furniture were—in rihieds of
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network—a

these participants—in fact a “part” of the netwoHRurniture,
alongside rooms, represented settings for homeanktusage.
The couch was the place where some networking itesv
occurred for the participant who drew the bottonetsk in
Figure 3. In other words, this participant alsoduseutines of
activity as a conceptual scheme for thinking abinat home
network.

Routines-of-use also appeared in other sketchemndnsketch,
we saw a laptop appear in multiple places in thesighal-spatial
diagram. Critically, it was the same laptop—and egpently a
diagrammatic representation that would violateltiggcal view
of the network. However, what it expressed for fhasticipant,
which we were immediately able to grasp, is thallaaobility

provided by this laptop within the domestic settinthis

participant’s view of the home network was coupledifferent
settings of use.

For some participants, it was not only their owrages that
showed up in diagrams, but also that of other huooigers,

notably children. For example, in Figure 4 we see
participant’s description of how her daughter’'s pomer is

configured. It shows some network access; the ctenmould

connect to the printer, but not to the Internet. fee

householder explained, these restrictions werddoepbecause
the machine was in the child’s bedroom, and thuslavanot

easily allow supervision of online usage; thus, #€ was
disconnected from the Internet, but could accessptinter so
that the daughter could complete homework assigtsriarher

bedroom.

When asked to draw their networks, our participargsd a
variety of resources to organize their diagramsr Bome,
notablygurus but to a lesser degreessistersas well, a degree
of logical connection was depicted and likely alewfon of
their knowledge of the links between devices on riavork.
Also, we saw some of our participants’ formal traghemerge
in their diagrams; indeed a feguru participants provided us
with pre-drawn diagrams during the home visiat followed
the traditional technical ways of organizing andpidgéng
networked devices. Some turned to the built envivemnt as a
scheme, or included elements of the home infrastrac
Interestingly, this complements Rodden and Benfof@8]
argument that the physical systems of the homeh(sscits
geographical location, its walls and floors and ttentral
systems) as well as their evolution should all ket into
account when considering the design of domestigoeoational
technologies. We suggest that participants areadyren part
expressing connections between the network and twoenes
by representing elements of their physical home dtsd
infrastructural systems in their diagrams. Our fes research
suggests that people do confront the physicalitthefr homes
when using the network, so perhaps it is no worldatr these
relationships are made manifest in their diagra@s\[Ve also
saw sketches that made reference to the routinesein the

home, for instancehere laptops are frequently used. Previous

research has demonstrated the importance of uaddisy
routines when considering the design of domesthrtelogies
[11,12,34]. Sketching, as a mechanism for elicifimfgrmation
about the network, appears to capture some of thmsgines
and situate the network within that context by simgwus
where certain activities take place.

In conclusion, we found that householders drew @argty of
resources to conceptualize their home networksdutition to
drawings that exhibited properties associated widiwork
education or training, some householders employ#tero
schemes such the physical layout or routines ohtmee as
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Figure 3: The home itself as a tool for organizinghe view of
the network. Top drawn by guru and bottom by consmer.

Figure 4: Access controls for a child’s PC. The teéxeads “9-
yr-old girl bedroom desktop wired to network for printer
access, no Internet access (?), software block”.

methods of organizing the network. Minimally, weggast that
these other mechanisms for ordering and makingesefishe
network present possibilities for tools to suppoatl

householders in networking tasks (for instance pbytraying
the network in the familiar organizational scheréphysical
home layout or routines of use). Such organiziobemes
would be helpful during troubleshooting tasks, lasytcould,
four instance, help householders pinpoint locatioof
malfunctioning devices.

5.2 What's On: Devices, Blobs, and Legacy
Another common difference among the participankgtches
was thatconsumerswere much more likely to amalgamate
certain types of networking devices in their skethln
particular, consumers tended to merge infrastrectievices—
such as modems, routers, cabling, and servers—tedstn
networking but not typically used directly by hobeklers into
one entity in their diagrams.

We wish to stress that our participants did natkhthat these
devices were a single unit: in many diagrams theyaly
labeled the object in such a way that it was ctbat multiple
devices existed. For example, in Figure 1 (bottdetch) the
participant clearly draws a box with multiple linesd labels it
“central networking equipment”. What is missing are
distinctions among the devices that give each guafunction
within the network, as well as the connections agneach
element. Again, Figure 5 refers to the presencea d¢fain
network dealy (maybe several dealies)” that théigpant drew
next to the printer (which was where the “netwoelalies” were
physically within the home), yet did not distinguigsmong
them or express their connectivity.

Another common pattern among thensumergand one that
was in stark contrast to thgauru participants in our study) was
to omit any details about the connection type, iftstance,
seventy-five percent afonsumerdlid not indicate the type of
connection in use (Ethernet, Wifi, Bluetooth and feah).
Again, we do not suggest that this is because th@ynot
know—conversations during the home tour suggestatithey
were aware of these connections—but rather thaast not the
way that they thought about, or could easily deptbeir
network in diagrammatic form.

Figure 5: This consumer’s sketch describes network
infrastructure as “network dealy (maybe several dekes)”
and “crazy energy waves that communicate with our
computers”.

A final type of difficulty that we saw was a breakah in the
physical organization scheme. In one case, a paatit knew
that a cable modem provided Internet connectityhe home.
However, when drawing the house in a spatial remtasion
scheme, it was necessary to know where it was gdljsi
located in the home. This participant did not kribw location



of the device, and instead noted on his sketch ttietdevice
existed, but he did not know where it was withia Home.

As might be expected, bothurus and assistersgenerally
provided more technically accurate diagrams. Thegiuded
more devices and connection types, and by doinghso
sketches provided critical information for undenstimg how
the network functioned. Yet, even people with digant
technical expertise, as well as day-to-day knowdedgh their
home networks, sometimes forgot core devices suchha
network router (occurring in 37% of these drawings)

A final difference emerged around legacy devic&sirusmore

than any other group were likely to include deviteat no
longer worked in their network diagrams. These dgiy

showed up as connected into the network, but atetbtaith a
comment about their offline nature (see Figure/ain, we
suggest that this likely stems from tleru's administrative
responsibility of knowing how all the devices — ewbose out
of commission — fit into the network.

Figure 6: This guru’s sketch includes a broken devie that
was available “until last week but soon to return”.

Of course, the fact that users—evgorus—forgot devices
could partially stem from the nature of the skatghexercise,
since the participants were asked to produce aratiagn a
constrained period of time with a stranger pregetiteir home.
(We did not tell householders in advance that tveyld be

asked to produce a sketch, in order to avoid having

householders discuss the network, and potentiafiynl about
the network from each other in preparation for &xercise.)
But the more systematic difficulties thabnsumershad in
articulating some of the fundamentals that maker theme
network function suggest possibilities for the dasof home
network management tools.

In particular, where this sort of knowledge becomrscal is in
troubleshooting. As we have previously describ&gR21],
consumerssometimes ended up in a situation where
network failed when the householder typically rasgble was
not available to troubleshoot the problem. We Hedrthat

the

consumershad considerable difficulty tracing the problems—

even simply rebooting devices gets complicated héirt
presence on the network is not known. Tracingphablem
back through the network turns on understandingdaitgcal
connectivity.

However, visualizations of home networks—particlylahose
that could be generated automatically—offer houkke
another resource to remember the structure of #tevank.
Visualizations to suppoktonsumersassistersand evergurus
are becoming more of a necessity as visions of iquitbus
computing future come to pass where the numbepohected
devices is ever increasing; particularly when thesénologies
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provides little end-user interaction but must bespnt for the
network to function. In this we are reminded o&r&t [33]
observation that a challenge with infrastructurete-invhich
home networking clearly falls—is that in use itesftfades into
the background (hence becoming invisible or, ineotords,
unremarkable, to paraphrase Tolmie et al. [37]).

5.3 Labels: Networks in the Object World
Thus far, we have largely described the sketchiraggrdms
themselves with little reference to the labels. ido&r, the
labels merit attention for they also speak to tlaysvthat our
participants saw their networks and constituenticdsv— both
through issues of physicality, spatiality, and ovshé, as well
as technical properties of the network. In labelimgny of the
gurus in our study abandoned technical terminology igirth
diagrams. Whilgguruswere most likely to label connections by
using technical nomenclature (Ethernet, Wifi, amd farth),
they often used other types of names to refer jectd on the
network. No one in ouguru group, for example, labeled any
devices by their Internet Protocol (IP) addressas,their
hardware or Media Access Control (MAC) addresses. éRath
both gurus and assisterdabeled devices on the home network
by householder ownership. Over half of those ppditts
referred to devices using terms like “Bob’s laptap” “Jill's
desktop” (for example, see Figure 6). Indeed, soiseme was
ubiquitous and it speaks to two observations aasegtiwith the
network. First, it shows how dominant the natur@whership
is in computing. Devices, even those that suppauttipte
users, were often “owned” by one person. This watsto say
that that person had purchased it, but ratherttizatdevice was
dominantly used by that person.

Second, labeling also reflects the object's statithin a
broader context of the world of goods that ouripgr@ants have
and consume in their home. Drawing on Douglas and
Isherwood’s [15] idea that individuals do not jystrchase
goods for psychological needs, objects become & pfar
identity, a way to make sense of and participatéheworld.
Hence the labels tell us about who owns a deviqgaressing a
relationship that tells us something about the @em=nd their
participation in a world which has home computinginiy
something that makes sense, that is valued, thab ibe
consumed, and that is to be known. Taking this mseadew of
labeling also helps in considering those devices Hre not
associated with a particular person, but with ammpsuch as
“kitchen computer.” These labels invite us to exelahe
household’s “value” system. Labels remind us thithlens are
now, for some, appropriate places to consume né&ggor
computing technology within the home.

In our study of labels, we found information abthe objects
on the network and through this information we doske the
place of computers as “things in the home.” Laselggest that
individual ownership and room usage are ways theipfe

orient to these objects in the home: some objeetsnly to

individuals, yet others invite new purposes for @dms. More
pragmatically, we suggest that flexibility in latvg) in any form
of network management tool will be essential foe tiome.
People have adopted these objects, and categdtieed for

people and places: rather than asking them toupkeew terms
that may reflect technology, we think allowing pkopo

continue to sort and manage their devices on tieemns will

prove more useful and usable in the domestic contex



Figure 7: This guru’s sketch labels devices by ownship.

6. DISCUSSION

Based on our results, we discuss design implicationfome

network management tools. We present three therpes t

consider when implementing various types of toolsupport
householders. These themes include: (1) desigwintinfie, (2)
designing for space, and (3) designing for houskhmltines.

6.1 Designing for Time

Chetty et alfound that home networks are frequently evolving

do-it-yourself projects, with alterations and uplgsa as part of
the norm [9]. The sketches createdgoyusandassistersn our
study reflected the dynamic character of the horeavark.
Several sketches depicted broken or legacy devites
example, old laptops that were stored in a closétnbt used).
For home network tools that depict devices on teevark
(visually or otherwise), it may be useful to keeack of what
once was on a network or what is temporarily migskiaving
the ability to visualize the evolution of the netwmver time
using a tool, as well as having the ability to rbkck to
previous configurations may help householders wesol
problems. Additionally, interactive tools that calnow how a

network has evolved over time could be used by home

networking researchers as a probe for discussidntémviews
with householders. Combined with visualizing howides and
their configurations have changed over time, tanight also
depict network events that have occurred in thet. pasr
example, householders may wish to keep a recomheh an
intruder accessed the home network while ho one preasent
in the house. Displaying changes over large perimfdigme,
however, can result in information overload if razarefully
designed. Using techniques from information viszalon such
as dynamic sliders [18] or magic lenses [2] to sissiith

representing large amounts of data may result inremo

manageable, understandable interfaces.

6.2 Designing for Space

Participants in our study drew their networks inethtypes of
organizational layouts: spatial, logical or hybridVhen
developing home network management tools focused
visualizing data, there are tradeoffs that comé wdépicting the
network in terms of its logical structure or itsafipl structure.
Visual representations that are true to the logataicture of
the network may be better candidates for in-defdloused
troubleshooting, as they provide more detailed rmition
about how the network infrastructure is connectwl the other
hand, such representations are deeply technical; nw
correlate well with non-expert users’ understandiofg the
network, may not readily provide an overall sens@aeatwork
health, and may be inappropriate for activities eotithan
focused troubleshooting.
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Using a purely spatial representation of a homevowkt in a
visualization tool, however, exemplifies the oppesset of
tradeoffs. A spatial representation maps onto thgsipal
structure of the home, and correlates with lmonsumerseem
to conceive of the network. On the other hand, bscures
important details about the network structure #rat essential
for problem solving. The underlying logical netwddpology,
for instance, is hidden in this approach; furtlibagrammatical
depictions of details such as traffic flows—whichaynbe
straightforward and clean in a logical view—arettgdted and
messy in a spatial view. For example, traffic betwewo
nearby devices may wind their way through infradtie
components in other rooms and back again in a apati
representation.

Although spatial views are comfortable to most lehwdders,
logical views may be necessary for problem solMiregause
they can reveal whether links are broken betwearicesg for

example. Additionally, detail is needed for problsaiving, but
quickly becomes overwhelming when there are nokoi@ans

(or the steady-state case) and may obscure morertamb

aspects of overall network health by providing towch

information. Moreover, designing tools that ‘knotkie spatial
layout of a home are difficult to implement — edobme is
different; hence having visualizations that showheuse’s
structures require significant input from the ugbemselves to
‘build’ an accurate picture of their houses in thsualization.

Moreover, spatial depictions make the placemenimobile

devices problematic. Since these devices may roam foom

to room (and even outside the house completelig iitfeasible
to expect that users will manually update the pmsitg of

these devices.

6.3 Designing for Household Routines
Underlying many householder problems with network
breakdowns is a fundamental issue inherent in aligit
networking: home networks are, by-and-langejsibleto their
users. Even though users may see the wires, roaecgss
points, and other devices, thagical topologythat sits above
this physical infrastructure layer is hidden, anatadabout
network function remains unseen unless explicithansined
with arcane networking tools. Even researchersystgcdhome
computing can find that obtaining accurate, congptethnical
information about individual networks is difficult. For
example, it may be impossible to obtain informatialbout
every service, configuration detail and so forth efery
machine on the home network or to get informatidooua
physical topology that is largely invisible evenorfr the
networking point of view without being extremelysdiptive to
householders.

Through use of householder sketching, however, e able
to obtain certain useful pieces of information abthe home
network that would otherwise be unobtainable bysptaf or
other technical means of inspection. Although dietc

ONprovided by our study participants did not provaléground

truth’ from a technical perspective of the struetand function
of the network, these householder-created sketgheside
insight into the values and routines that are embédinto
home networking technology. For example, in houkkhwith
children, parents were often concerned with retstigcaccess to
some networked resources in the home (e.g. thenkttat large
on a child’'s bedroom computer). This suggests tetvork
management tools for the home need to take intsideration
(and possibly notify householders or people helghem with
network setup or maintenance tasks) the socialctsmd the
household affecting home networking. At the sanmet



however, the domestic ecology is a setting of subtterplay
among the routines of its occupants, and privacy isore
concern. Any tool, for instance, that visualizeswuek traffic
in the home has privacy implications. In order tgpport
troubleshooting, tools must provide substantiaail@bout the
network and the traffic over it; and yet, such detaay
compromise individual privacy preferences of howsaérs.

7. CONCLUSION

Addressing the user experience problems of homevanket
management poses a difficult design challenge.usHboolders
are often unable to verbally describe accuraterinddion about
their networks, meaning that conventional interdesad think-
aloud techniques may yield little information. o Detter
understand the needs, knowledge, and practices oafeh
network management, we analyzed sketches createdOby
people from 18 homes. Our results suggest thadtlske is a
promising technique for uncovering the details abmiworked
technology that are difficult for householders thalize. We
believe that this technique may be useful for tfigi
information related to the design of other compéphnologies.

Based on the results of our analysis, we have discus
implications for design of the user experience ahb network
management. Network management tools for the hsiroald
take into consideration issues of time, space, leubeholder
routine. By creating appropriate tools for homewoek
management, designers are taking essential stegspgowering
householders to understand and manage their dilgitates.
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