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Abstract—We quantify the effectiveness of random
walks for searching and construction of unstructured
peerto-peer (P2P) networks. For searching, we argue
that random walks achieve improvement over ooding
in the case of clustered overlay topologies and in the
case of re-issuing the same request several times. For
construction, we arguethat an expandercan be maintained
dynamically with constant operations per addition. The
key technical ingredient of our approachis a deepresult
of stochasticprocessesndicating that samplestaken from
consecutve stepsof a random walk can achieve statistical
properties similar to independentsampling (if the second
eigervalue of the transition matrix is bounded away from
1, which translates to good expansion of the network;
such connectiity is desired, and believed to hold, in every
reasonablenetwork and network model). This property has
beenpreviously usedin complexity theory for construction
of pseudorandomnumber generators. We reveal another
facet of this theory and translate savings in random bits
to savings in processingoverhead.

Keywords: Graph theory, Combinatorics, Statistics,
peerto-peer networks.

. INTRODUCTION

The simulationof a randomwalk, or more generallya
Markov chain, is a fundamentalalgorithmic paradigm
with highly sophisticatedand profound impact in al-
gorithms and compl«ity theory Furthermore,it has
found a remarkablywide rangeof applicationsin such
diverse elds asstatistics,physics,arti cial intelligence
(Bayesianinference),vision, populationdynamics,epi-
demiology bioinformatics,amongothers.

Recently randomwalks have been proposedas pri-
mary algorithmic ingredientsin protocols addressing
searchingandtopologymaintenancef unstructuredP2P
networks. In particular:

(a) Following extensive experimentation,[1] report
that searchingby simulating random walks has supe-
rior performanceas comparedo the standardapproach
of searchingby ooding. They attribute the improved
performanceof random walks to their adaptvity in
terminationconditionsandhencegranularityin coverage

of the searchspace(in ooding, increasingthe TTL by
1 may increasethe spacecoverageexponentially).

(b) [2] give a distributed algorithm for constructing
andmaintainingunstructuredopologieswith very strong
connectwity propertiesnamelyconstantdegreeandcon-
stantexpansion,with overheadper addition of
a peer where is the numberof peers.At a very high
level, whena new peerarrives, their protocol simulates
a randomwalk on the existing overlay topology which,
after stepsreachesa nearly uniformly random
existing peerto which the new peerattaches.

What are the analytic reasonsof the successof the
randomwalk method?Canwe isolate one or two com-
prehensibleanalytic primitives that explain the power
of the method?Most important,can we translatethese
primitivesto heuristicsor rulesof thumb,for the useof
the methodin P2P network applications?

Independensamplingfrom the uniform distribution is
a primodal statistical,and hencealgorithmic primitive.
However, it is infeasiblein marny complex populations,
such the set of nodesof a P2P network, since this
set is not maintainedanywhere and it is also quite
dynamic.In this paperwe make the following agument:
In every case where uniform sampling from the set
of nodesof a P2P network would have beena good
algorithmic approad, the randomwalk methodis an
excellent candidate (i) to simulate uniform sampling
moreover, (i) the numberof simulation stepsrequired
can be as low as the numberof samplesn independent
uniform sampling which translatesto constantnetwork
overhead,independenbf the size of the network.

In particular beyond adaptvity to terminationcondi-
tions and granularityin spacecoveragediscussedn [1],
we believe that the power of the randomwalk method
canbepinneddown into two kindsof analyticproperties:

The r st analytic property, correspondingto (i), is
that for ary population whose memberscan be con-
nectedby links forming a connectedyraph, performing
a random walk which startedat ary state and using
the state of the randomwalk at time , as a sample
point, simulatessamplingwith arbitrary accurag, for



boundedby well de ned parametersf thegraph.Thisis
ratherintuitive, sincewe expectthat graphswithout any
“bad” or “bottleneck” cutswill make the walk to “loose
memory” and hencereacha randomstatequite fast. In
particular for a wide rangeof applicationsijt is possible
to constructsparsegraphsso that . Such
fast corvergencerates translateto practically ef cient
simulationof uniform sampling.

The secondanalytic property, relatedto (ii), is sub-
stantially more profound and rather counterintuitive.
It statesthat starting the random walk at a random
state,simulating the walk for  steps,and using each
visited node as a samplepoint, we may achieze same
statisticalpropertiesas independentuniform samples.
Thereasonwhy thisis counterintuitive is becausef the
obvious hugedependenciebetweensuccessie stepsof
arandomwalk, of which have beenusedin the place
of independentniform sampling.

In this paperwe focus on two centralissuesof P2P
networks, namely searchingand overlay topology con-
struction. For both problemswe have isolatedscenaria
whereindependenuniform samplingwould have beena
goodalgorithmicprimitive. We thensimulate indepen-
dentsampleswith  successie (up to constantfactors)
statesvisited during the simulationof a randomwalk on
the P2P network. Finally, we comparethe performance
of sampling by random walk to the performanceof
the standard,or previously known techniquesin each
application.Our resultsand conclusionsare:

(a) For searchingrelatively popular items, (when
uniform sampling is obviously bene cial) we found,
experimentallythatsearchindy randomwalksperforms
betterthan ooding (for the samenumberof network
messagesin two cases{(i) Whenpeersin the topology
form clusters(representingfor example,thematicparti-
tioning), sothatthewholetopologyis arrangedn 2 tiers,
the lower representingpeer clustering and the higher
connectingrepresentatiesfrom eachcluster(e.g. super
nodes)to ensuregood global connectvity. (i) When
the samesearchrequests re-issuedrepeatedlyin hopes
of nding new peers,while the entire topology hasnot
changeddramatically (lessthan 40%). We believe that
both scenariaare realistic. However, to the bestof our
knowledge, they have not beenconsideredn previous
studies.

We believe that our resultsin the context of searching
areintuitive. Our primary contrikution wasto formalize
setupsof practical interest and translate our analytic
intuition in thesesetups.

(b)For constructingand maintaininga P2P topology
with good connectity properties,we turned to the
approachof [2]. As mentionedbefore,whena new peer

arrives, they look for a few nearly uniformly random
existing peersto connectthe new peer by simulating

stepsof a randomwalk of the set of existing
peers.This causes network overheadoer newly
arriving peer We introduce a daemonconstructionto
simulate the secondanalytic property and connecta
newly arriving peerwith constantnetwork overhead.n
fact, there are strong dependenciedetweenthe edges
of peersthat arrive closely in time. We give analytic
evidencethat theselocal dependenciedo not affect the
global connectity propertiesof the network, up to con-
stantfactors.We alsogive strongexperimentalevidence
that our daemonconstructionsimulatesthe algorithm
of [2] (andotherrelatedconstructions)a)with overhead
a very small constantper arriving peer (b)for networks
up to 5M nodes(which is the currentbelieved size of
Kazaa; larger experimentswere stressingthe memory
limits of our machines),and (c)with truly negligible
penaltyin the quality of the connecwity of the overall
topology

We believe that our resultsin the context of P2P
network constructionare particularly surprising. From
a practical point of view, they indicate that minimal
amount of (correctly used) randomizationsufces to
keepa dynamicnetwork well connectedFromatheoret-
ical point of view, we believe thatthey leadto anexciting
new problem and paradigmin the study of the power
and necessityof randomnessAll of our algorithmsin
the context of constructionwereinspiredby the second
analytic propertyof randomwalks.

The isolation of the secondproperty has beenone
of the most celebratedesultsin compleity theory [3],
[4], [5], [6]- In compleity theorythis propertyhasbeen
usedas follows. Considera randomizedalgorithm that
uses randombits and has probability of successl/2.
By simulatingthe algorithm times we may decrease
the failure probability to . This needs  random
bits. Now think of the nodesof a graphlabeledby all

-bit stringsthat be usedto simulatea randomized
algorithm.Considera constantdegree“expander’graph
imposedon these  nodes(there are known deter
ministic constructionf such“expander’graphs).Start
arandomwalk from a uniformly randompointof  and
simulatea randomwalk on  for steps.This requires
random bits to pick the initial point, and
bits to performthe walk. Then simulatethe randomized
algorithmon the  -bit stringsvisited by the random
walk. Thefailure probabilityis , andyetwe used
only randombits to performthe experiment!
This obsenation is the basisof some of someof the
strongesknown pseudorandommumbergeneratorsvith
provably good performance.ln some sense,our work



can be also viewed as translatinga compleity result,
mostly known in the contet of savzings in randombits,
into savingsin overheadandimproved performancen a
practicalnetworking context.

The balance of the paperis as follows: In Sec-
tion 11, we give the supportingtheory comparingcoupon
collection and Chernof boundsto the corresponding
statementsn randomwalks. All the technicalparts of
this sectionare known; their synthesisand relevancein
the context of networking is new. In Sectionlll, we
userandomwalksto performsearchingn P2Pnetworks
and comparethis approachto searchingusing ooding
and uniform sampling.Note that ooding corresponds
to breath rst search,whose statisticsare not as well
guanti ed as those of randomwalks. In Section IV,
we describetwo algorithmsfor distributed construction
of P2P topologieswith good expansionproperties.We
stresgthat our experimentsin Sectiondlll andlV areon
thesizeof currentP2Pnetworks. Many implementational
and other details are suppressedo emphasizeclearly
the new ideasand for lack of space.We concludein
SectionV.

[I. STATISTICAL ESTIMATION AND RANDOM WALKS

In this section we focus on the statistical properties
of samplingperformed(a)by ideal independendraws,
and (b)by simulating a random walk. In the case of
independensamplingwe areinterestedn the numberof
samplesufcient to achieve a certainstatisticalproperty
In the caseof randomwalks we are interestedin the
numberof simulationstepssufcient to achieve the same
statisticalproperty

For comparison,we considertwo common abstrac-
tions, namelythe couponcollection problemand Cher
noff boundsfor independenBernoulli trials; theseab-
stractionsrefer to samplingby independentdraws. For
samplingby randomwalk simulation,we considerthe
cover time which is the suitable analogy to coupon
collection, and the trajectory sampleaveragewhich is
the suitableanalogyto independenBernoulli trials.

We obsenrethat,for both abstractionsthe overheadf
the randomwalk simulationmethodis determinedonly
by the secondeigervalue of the probability transition
matrix of the random walk. In particulay when the
secondeigervalueis constan{independentf the size of
the graph)the randomwalk methodachieves the same
statisticalcharacteristicas independensampling,up to

notation.

The reasonwhy the secondeigervalue provides such
clean characterizationgs that it is intimately related
to global connectity propertiesof the graph, namely
expansionand conductancelntuitively, expansionand

conductancexpressthe worst-casée‘cuts” of the graph,
andit is naturalto expectthat whenthe graphdoesnot
have “bad cuts” arandomwalksapproachetgs stationary
distribution very fast, and hence sampling by random
walk “mimics” well independensampling.

A. CouponCollectionand Chernof Bounds

The couponcollectionproblemis thefollowing: Suppose
thatthereare distincttypesof couponsAt eachstep,
we draw a couponwhosetype is uniformly distributed
amongall types.Let bethetime by whichwe have

encountered¢ouponsbelongingto all  distincttypes.lIt

is well known [7] that

(1)

Let be a constant, . Let be the time by
which we have encountereccouponsbelongingto
distinct types.lIt is alsowell known that

(2)
We proceedwith anoutline of Chernof bound$8]. Let
beindependenBernoullitrials with

and , , :

Let , hence . In a searching
contet, where denoteghe probabilitythata randomly
dravn objecthasa desiredproperty we areinterestedn

the probability that the propertyis found in substantially
fewer draws thanits frequeng in the searchspace.This
correspondso the event , for . For

this event, Chernof boundsare

®3)

In a measurementontext, where denotesthe frac-
tion of objects satisfying a certain property we are
interestedn the quality of the estimator for . Now,
for , Chernof boundsare:

(4)

B. RandomWalks, Corvergence Cover Time and Tra-
jectory SampleAverage

Let be an undirectedconnectedyraph,
. Let  denotethe degreeof vertex . Let
. Let , , bethe
adjaceng matrix of . Let be the transition matrix

of the randomwalk on , where a patrticle that is on
vertex attime , movesto a neighborof attime ,
choseruniformly at randomamongall neighborsof : It
is well known and easyto verify thatthe above random



walk hasa uniquestationarydistribution , in the sense
that , With : , and let
Let beaO0-1functionon |, . Let

be the probability massof verticesthat take the value
1 under underthe stationarydistribution , which is
the sameasthe meanof under :

()

Of particular interest are the following three met-
rics: (a)Corvergencerate, which is the rate with which
the randomwalk approacheshe stationarydistribution.
(b)Cover time which is the time whenthe randomwalk
hasvisited all verticesat leastonce.This is analogougo
the couponcollection abstractionand we wish to have
boundscomparablego (1) and (2). (c)Trajectory sample
average, which is the rate with which the value of
averagedover successie verticesof a trajectoryof the
randomwalk, approaches . This is analogousto the
Chernof boundabstractionandwe wish to have bounds
comparableto (4). In the next paragraphwe point out
boundsfor all the above metricsin termsof the second
eigervalue of

C. Boundsin termsof the SeconcEigervalue

In general,a vector is an eigervector of with
eigervalue if andonly if . Thus, is an
eigervector of  with eigervalue 1. It is well known
that has realeigervectorswith correspondingigen-
values [9], [10];
the strict separatiorof the rst and secondeigervalues
follows from the connectvity of . The rst eigervalue

which correspondso eigervector characterizes
stationarity We may alsoassumehat (large
negative eigervalues concernstrong periodicities, like
bipartitenesswhich we may exclude for the purposes
of this paper).

Consider a random walk on according to the
transition matrix , starting from an arbitrary vertex,
or an arbitrary distribution on . Let  be the vertex
that the randomwalk visits at time . To
boundthe corvergencerateof therandomwalk we focus
on the so-calledvariation distancewhich, at time , is

. The following is
known [11]: .

Let be the time by which the above randomwalk

visits all the verticesof . [12], [13] show:

(6)

Compare(6) to (1) and realize that, for constant
they both solve couponcollectionin the sameorder of
magnitude.
Let be the time by which the randomwalk visits
distinctverticesof , for someconstant , .
It is straightforvard to derive from [12], [13] (and is
folklore amongprobabilists)that

)
Comparg7) to (2) andrealizethat, for constant , they
both solve partial couponcollectionin the sameorderof
magnitude.

Recallthat denoteghevertex thatthe randomwalk
visitsattime . Let . Supposédhatwe simulate
the randomwalk for

(8)

steps(very roughly this guaranteegjood approachto
to stationarityaccordingto the bound on and then

use the next  stepsas sample points. We thus let
. The particularly strong result is that,
using as an estimatorfor , is of the samequality

as Chernof boundswhich refer to totally independent
samplesThus,despitethelocal dependenciesmtroduced
by consecutie stepsof the randomwalk, the overall
distribution of the verticesvisited by the randomwalk is
well spreadacrossthe samplespace.ln particular (9)
below is to be comparedo (4):

— )
The above resultwas obtained(in increasinglystronger
forms and referring to pseudorandormumber simula-
tion) in a sequenceof celebratedcompleity theory
paperd3], [4], [5], [6]. The versionthat we give above
is from [6].

D. SeconcEigervalug Expansionand Conductance

For , de ne the cutsetof , , asthe setof
edgeswith oneendpointin  andthe other endpointis

. De ne thevolumeof asthe sumof the degreesof
verticesin . The expansionandthe

conductanceof  are:

(10)



In addition, the following boundis known [11]:

(11)

Finally, realizethatin graphswherewe have boundson
the minimum and maximum degrees,both expansion,
conductanceand eigervaluesare easily related.In par
ticular, in regular graphs,if any of thesemetricsis a
constanthenall of themare constants.

In summary for families of graphs where is
constant,consecutre statesof random walks are ex-
cellent candidatego approximateindependentuniform
sampling.Since, constantis equivalentto expansion

constantandconstanexpansionis equivalentto good
global connectvity, it is reasonabldo try the random
walk approactin communicatiometworks. Goodglobal
connectwity is desiredand believed to hold in all rea-
sonablenetworks and network models[14], [15], [16],
[17], [18], [19].

I1l. SEARCHING

In this sectionwe study the performanceof searching
using ooding andrandomwalks, and comparethe two
methodgo eachotherandto a baselinecaseof indepen-
dentuniform sampling.We measurehe performancen
terms of the averagenumberof distinct copiesof an
item locatedin the searchthe probability of not nding
ary copy of the item, even though there are copies
in the network, and the number of messageshat the
searchingalgorithm uses.We shav experimentallythat
randomwalk is betterthan ooding, if at leastone of
the following conditionsholds:
The user issuesmultiple searchrequestsfor the
sameitem and betweentwo consecuiie requests
thetopologychangeselatively slowly (in thesense
that two consecuire snapshot®f the topology are
highly correlated).
There is peer clustering. That is, there are com-
munitiesin the topology with denseconnectvity
betweenpeersin the samecommunity and sparse
connectity betweenpeersof different communi-
ties.

We believe that the two scenariosintroducedabore
areimportantfor the following reasons:

In practice,whena userissuesa requestthe user(or,
the systemon behalf of the user) re-issuesthe same
requestmultiple times hoping to locate more sources.
Consecutie oodings take advantageof the changesn
the topology that happenin betweenand can discover
more sourcesIf the topology however remainsmostly
unchangedbetweenconsecutie request,then the new
oodings will mostly discover sourcesalreadyknown.

On the other hand, for the samenumberof messages,
therandomwalk follows totally differenttrajectoriesand
hasbetterchancedo discover new sourcesNote thatin
previous work, searchinghas beenalways modeledas
an onetime processHowever, we believe that studying
searchingundermultiple requestsanda changingtopol-
ogy is realisticand important.

The motivation behind studying peer clustering be-
comesclear if we considerthe processby which the
P2Pnetwork is formed.Eachpeerkeepsa cacheof other
peersand picks its neighborsfrom its cache.The cache
is populatedby the addresse®f peersthat answered
previous queries[20]. Thus, intuitively, the cachecon-
tainsaddressesf peersthat have similar interests.lt is
thereforereasonabléo expectthat this procesdeadsto
theformationof communitiesof usersTheexactprocess
by which P2P networks are formed s largely unknavn
andthuspeerclusteringis at this pointonly a hypothesis.
But, we believe thatit is a fair hypothesidbhasedooth on
our practical experiencewith P2P systems,and on the
obsenationthat mostnetworks growvn in a decentralized
way exhibit strong clusteringproperties.Seealso [21],
[22], [23], [24] andfor relateddiscussion25].

The restof the sectionis organizedas follows. First,
we give the methodology Then, we discussthe most
simplecaseof atopologywithout clusteringthatdoesnot
changewith time. In this scenariowe nd that ooding
and randomwalk behae similarly. Next, we examine
topologieswith peerclustering.Next, we examinemulti-
plere-issue®f arequestn topologieghatchangeslowly
with time. In the last part we discusspower-law graphs
and real topologies.Randomwalks behae better than
ooding in mostcasesf interest.

A. Methodolgy

In all our experimentswve assumehat copiesof theitem
to be discovered populate of the peers,where

is a parameterwith . Assuming
that a single searchreaches10000 distinct nodes, a
typical value of the horizon of a userin the Gnutella
network [20], the searchwill result,in expectation,in
1 to 10 distinct copiesfound for the rangeof 's we
have experimentedvith (thisrepresentgéemsthatarenot
rare). The performanceof eachsearchingtechniqueis
measuredsthe numberof distinct copieslocatedwhen
simulating the searchingalgorithm from a randomly
chosenpeerof thetopology To make statisticallyrobust
conclusions,we repeatthe experimentfrom a set of
randomly chosenpeers,typically 500 peers,and study
the distribution of the numberof distinct copieslocated
(hits).



a) PerformanceMetrics: A metricthatsummarizes
the distribution of the hits is the mean.Of equalimpor
tance,however, is the discrepang aroundthe mean,and
failure probability (probability of no copiesdiscovered).
Even when the meansof randomwalks and ooding
are the same, it is almost always the case that the
discrepang and failure probability of randomwalk is
substantiallybetter than ooding (e.g. see Figure 2).
We thereforemeasuréViean standarddeviation Std and
Failure probability.

b) Cost: We measurethe cost of eachsearching
techniqueas the number of message®r queriesper
formed during the search.When comparing different
algorithms, it is always underthe assumptionof using
the samenumberof messages.

c) Peerto-peertopolagies: Availabletopologiesof
current P2P networks are limited in size and of ques-
tionablequality dueto the collectionmethod(topologies
from [26] have only 30-40K nodes,when current P2P
networks have hundredsof thousandsand perhapsmil-
lions of users).We have thereforeexperimentedn syn-
thetictopologiesof up to 1 million nodesExperimenting
with extremal synthetic topologies has the additional
advantageof facilitating the demonstrationof general
principles.

We have usedthe following modelsto generatesyn-
thetic P2Ptopologies:

Flat regular expandersThis is a canonicalexample
of regular graphswith good expansionproperties.
We use expanderssince expansionis desiredand
believed to hold in every reasonablenetwork and
network model [17], [2], [18]. We have used 6-
regular expanders.
Two-tier topologieswith clustering. To study the
effects of peer clusteringwe have startedby con-
structinga numberof isolatedregularexpanderghat
correspondo the clusters.Then,from eachcluster
we pick a small numberof nodesat randomand
connectthem using anotherregular expander

Paoverlaw graphs.Many important networks that

arisein a decentralizedashionare known to have

power-laws [15], [23], [27]. Someresearcheamgue
that P2P topologiesmay also possessheavy tails

[28]. We have usedthe standardmodel of growth

with preferentiakconnectyity to generatgower-law

randomgraphs(this modelrunsin linear time and
hencecan ef ciently generategraphsof very large
size).

Samplesof real topologies.We have used partial

views of the Gnutellatopology made available in

[26]. Thesetopologiesarelimited in the numberof

peers(around35K) and of questionableaccurag,

since the topology evolves during the topology
discovery process,some peers are uncooperatie
and for other practical reasons.Becauseof their
very limited size, our resultsare inconclusve.

d) DynamicTopolagies: Thedynamicnatureof the
P2P topologiesis a crucial parameterf thesesystems
[29]. However, very few thingsareknown aboutthe way
thesetopologiesevolve over time. To modelthedynamic
natureof the P2Ptopologieswe have usedthe following
heuristic:We performa numberof “rewirings”; for each
rewiring we pick two edgesuniformly at randomand
exchangetheir end points. The numberof rewirings is
a parameterthat is relatedto the speedby which the
topology is changing.In our experimentsthe measure-
mentsare happeningoeforeand after the rewirings and
notduringthe procesof changingthetopology Thesize
of the topology remainsunchangediuring the changes,
since we want to captureonly effects of changesin
the connectiity of the topology and not the effects of
changesn the numberof peers.

In our experimentswe measurethe speedby which
the topology is changingas the ratio of the numberof
links changedby performing rewirings over the total
numberof links. We have experimentedwith ratios in
therangefrom 2% to 40%. Therate of changéan current
P2P networks is not known andis dif cult to estimate.
However, from our practicalexperiencewe obsene that
consecutie searcheshathappenevery 10-20mindo not
resultin differencedn hostsdiscoveredthat would have
been expectedif a large fraction of the network has
changed.

e) Content placement: The straightforvard ap-
proachis to pick the nodesthat will host the copies
uniformly at randomfrom the entire population.This is
what we have usedin our experiments.We have also
experimentedwith caseswherethe nodesthat hostthe
item are close to eachother in the topology (content
clustering).In our experiments,we have obsened that
contentclusteringaffects the performanceof searching
by ooding or randomwalk muchlessthanpeercluster
ing, or re-issuingof the samerequest.We thereforedo
not presentthis case.

B. Flat Topolagieswith Uniformly Distributed Content

We start by examining a scenarioin which the per
formanceof ooding and randomwalks is similar. See
Tablel. We study the performanceof issuinga request
only oncein a at regulartopologyof 500K peers After
simulating the ooding algorithm with a time to live
(TTL) of 5 andcountingthe numberof messagesye run
the randomwalk algorithmand con gured it to usethe



TABLE |
PERFORMANCE OF SEARCHING IN A STATIC TOPOLOGY WITHOUT
PEER CLUSTERING.

Attribute Flooding RW | Uniform
Mean 8.712| 8.796 | 10.990
Std 3.01 2.93 3.22
Min 1 2 3
Messages 22331 | 22331 22331
Unique peers 17235 | 17431 21839

Note: 500K peers, . Min is the minimum numberof hits
over all searchingrequestsUnique peersis the numberof distinct
peersdiscovered during the search.Obsere that ooding and RW
have very similar performancewhile uniform samplingis better
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Fig. 1. Sortednumberof hits when searchingfrom 500 randomly
chosenpeers.Topology of 500K peers, . Obsere that
ooding andrandomwalk have very similar performance.

samenumberof messagesObsene that the meanand
minimum numbersof hits, and the standarddeviation
of the hits distribution of both ooding and random
walk are roughly the same,while independentuniform
samplingis better Moreover the entire distribution of
hits, givenin Figure 1, is similar for both randomwalk
and ooding.

We have experimentedvith topologiesof varioussizes
andfor variouspopularitiesof les, with

, andfoundthatalwaysthe performancedf ooding
andrandomwalk are similar, when both are allowed to
usethe samenumberof messages.

Obsenre that comparedto the study of [1] we use
only one walker. The resultswere similar whenusinga
larger numberof walkersassuminghatthe total number
of messagestaysthe same.The use of more walkers
increaseghe userperceved delay which is a parameter
we do not studyin this paper

C. Topolagieswith Peer Clustering

12

== Flooding
- - Random Walk
10r — Uniform 1

# of hits
>

Fig. 2. Sortednumberof hitsin atopologywith peerclustering.The
distribution of randomwalk is more concentratecroundthe mean.
Topology of 200K peers,

is constructedas follows. We generate ve at regular
graphs each with size 40K. From each topology we

pick 1000 nodesat random (for a total of 5K nodes)
and constructanother at regular graphon the selected
nodes.The nal P2Pnetwork is the compositionof all

topologies.

The performanceof eachsearchingalgorithmrun on
theexampletopologyfor differentcontentpopularitiesis
givenin Tablell. First, obsere thatthe averagenumber
of hits using ooding was slightly better than using
randomwalks, but, given the large standarddeviations,
the differencesare not statistically signi cant. Even
thoughthe two schemeshehave similarly with respect
to the averagenumberof hits, they have totally different
behaior when it comesto the failure rate and the
minimum number of copies found. For %,
ooding failed in 28.8% of the casesand randomwalk
in only 10.8%,an improvementof nearly a factor of 2.

Thefundamentadifferencebetweerthetwo searching
algorithms s that the number of hits in the case of
random walks appear more concentratedaround the
mean (obsene also the entire distribution of hits in
Figure 2). Indeed,the standarddeviation in the caseof
randomwalks is muchsmallercomparedo the standard
deviation of ooding. Obviously, the optimal concentra-
tion aroundthe meanis achieved by uniform sampling.
Thebasicstrengthof randomwalks, following Sectionll
is preciselythat they resembleuniform samplingin a
guanti able way.

D. Re-issuinghe SameQuery

In this section,we studythe performanceof ooding
andrandomwalksin at regulartopologiesunderthe as-

We now examine a topology with well separated sumptionthat usersissuethe samequery multiple times
communitiesof peersand showv that randomwalk has while the topology is changing.Realize that dynamic

betterperformancehan ooding. The exampletopology

topologiedavorsonly ooding, while randomwalkswill



TABLE 1l
PERFORMANCE OF SEARCHING IN A TOPOLOGY WITH PEER CLUSTERING.

Method

Mean Std Min Failure Mean

Std

Min Failure Mean Std Min Failure

1.754
2.124
2.676

191 0
1.38 0
1.52 0

28.8%
10.8%
6.6%

9.308
10.860
13.496

Flooding
RW
Uniform

6.44 1
3.21 2
3.26 5

0.0%
0.0%
0.0%

18.192
21.764
27.274

11.04 5
4.54 10
4.87 15

0.0%
0.0%
0.0%

Note: Topologyof ve clustersfor a total of 200K peers.

be largely unafected.In fact, in the worst casewhere
thetopologyis not changingre-issuinga ooding query
times doesnot nd new copies.On the other hand,
accordingto (7) and (9), increasingthe length of the
randomwalk by factor hassubstantiaimpact.

The performanceof the different algorithms for
topologiesof various sizes and for various values of

is given in Tablelll. Our experimentalmethodology
is as follows: Each peer initiates a searchingrequest
andwaits for the results.Then,we changethe topology
by performing rewiring operationsto 2% of the links.
Then, each peerinitiates a new searchingrequestand
this processcontinues4 times. In the end, we countthe
numberof distinctitemsfound for eachpeer

Table Il indicates that random walks have better
performancecomparedto ooding with respectto both
the averagenumberof hits andthe probability of failure.
The averagenumberof hits for randomwalks was at
least three times better comparedto the same num-
ber for ooding. Also, the failure probability dropped
substantially This greatperformancamprovementwas
expectedsince,eventhoughwe changea certainnumber
of links, the overall topology remainsrelatively stable
and successie ooding searcheglo not resultin mary
new items found. On the other hand, prolonging the
randomwalk, or, successierandomwalksfrom thesame
peer follow totally different sampling paths and have
better chancesof locating new copiesof the requested
item.

The performanceof successie searcheslependson
the numberof topology changeghattake placebetween
the consecuite searchesWe have studied this effect
and reportthe resultsin Table IV. We obsene that the
performanceof ooding increasesas the rate of topo-
logical changedncreasesFor very fastratesof change
( ateachstepin our experiment) the performancef
ooding becomescomparableo that of randomwalks,
sinceeffectively the neighborhoof eachnodechanges
almostcompletelybetweenconsecutie searchesOn the
other hand, the performanceof randomwalk remains
relatively unafectedby the changesn the topology

TABLE IV
PERFORMANCE OF SEARCHING IN DYNAMIC TOPOLOGIESAS A
FUNCTION OF THE RATE OF CHANGES.

Links Flooding RandomWalk
Changed| Mean | Std | Failure | Mean | Std | Failure
2% | 0.488 | 0.67 | 60.6% | 1.398 | 1.14 | 24.6%
4% | 0.644| 0.82 | 53.0% | 1.382| 1.11 | 23.6%
10% | 0.888 | 0.86 | 38.0% | 1.450 | 1.11 | 21.4%
20% | 1.162| 0.99 | 27.6% | 1.456 | 1.12 | 20.8%
40% | 1.460| 1.12 | 20.0% | 1.378| 1.13 | 23.8%

E. Realtopolagiesandtopologieswith powerlaw statis-
tics

In the previous analysiswe have experimentedon
at regular graphs.Similar resultshold for topologies
with heavy-tailed statisticsaswell asin real topologies.
In Figure 3, we shav the distribution of hits for a
topology of 500K nodesgeneratedwith the model of
growth with preferentialconnectvity [30], andfor areal
Gnutellatopology taken from [26]. Again, obsene that
thedistribution of hitsin thecaseof randomwalk is more
concentratedaround the mean comparedto ooding.
Indeed,in the real topology the meannumberof hits,
the standarddeviation and the failure rate were 0.514,
2.15and81%respectiely in the caseof ooding in the
real topology and 0.538,0.73 and 59% in the caseof
randomwalk. Similar resultsapply for the graphgrown
with preferentialconnectvity.

Obsenre that the very small TTL usedfor ooding
in the caseof the real topology was due to the small
size of the topology Increasingthe TTL to 3, would
have resultedin reachingalmosthalf of the nodeswith
ooding andwould have skewedthe statisticsIt is more
realistic to expect that searchingvisits only a small
portion of the graph.

In conclusion,we expect that our results apply to
all graphswith good expansion property as expected
from the theoretical section. In addition, we expect
that typical networks, like P2P networks, have good
expansion properties,otherwise, they would have not
scaledeasily from a few tens of thousandsto a few
million nodes.



TABLE Il
PERFORMANCE OF SEARCHING IN DYNAMIC TOPOLOGIES.

A. Flooding
Size (K)
Mean Std Min Failure Mean Std Min Failure Mean Std Min Failure
100 0.488 0.67 0 60.6% 2.294 1.45 0 8.6% 4.566 2.08 0 1.4% 0.79
300 0.412 0.64 0 66.2% 2.350 1.57 0 9.4% 4.918 2.26 0 0.4% 0.79
500 0.550 0.75 0 58.6% 2.562 1.68 0 8.8% 4.992 2.27 0 0.6% 0.79
1000 0.494 0.62 0 60.0% 2.684 1.72 0 8.7% 5.032 2.31 0 0.2% 0.80
_ RandomWalk
Size (K)
Mean Std Min Failure | Mean Std Min Failure Mean Std Min Failure
100 1.398 1.14 0 24.6% 7.058 2.40 1 0.0% 14.076 | 3.30 5 0.0% 0.79
300 1.436 1.12 0 20.2% 7.396 2.62 1 0.0% 14.894 | 3.87 5 0.0% 0.79
500 1.562 1.19 0 19.8% 7.634 | 2.78 1 0.0% 15.152 | 3.88 7 0.0% 0.79
1000 1.518 1.20 0 22.4% 7544 | 2.71 1 0.0% 14982 | 3.91 4 0.0% 0.80
C. Uniform Sampling
Size (K)
Mean Std Min Failure | Mean Std Min Failure Mean Std Min Failure
100 1.734 1.18 0 13.8% 8.634 2.83 1 0.0% 17.210 | 3.75 7 0.0% 0.79
300 1.864 1.23 0 12.6% 9.212 2.90 1 0.0% 18.496 4.07 9 0.0% 0.79
500 1.872 1.38 0 15.2% 9.486 2.98 2 0.0% 18.924 | 4.21 10 0.0% 0.79
1000 1.876 1.34 0 14.2% 9.482 3.14 0 0.2% 18.850 | 4.34 8 0.0% 0.80
A. Growth with preferentialconnectvity modelwith . : .
SSOK nodes.(TTL=4) y (i) Peersarrive andleave the network dynamically

" : — (i) Thealgorithmmustbe strongly or weaklydecentral-

0 -- Famomwa ized. By strongdecentralizationwe meanthatthere

’ is no centralsener. In weak decentralizatiorthere

7 .

. is a constantnumberof central seners. However,
s s the computationaresourcef eachcentralsener
* are of the sameorder of magnitudeas thoseof an

: averagepeer In other words, a typical peer can

2 . .

. simulatethe behaior of a centralsener.

o (i) We wishto achiese low networkoverheadin terms

B. Samplefrom the Gnutellanetwork with 36K nodes.
(TTL=2)

- Flooding
== Random Walk
—— Uniform

100 200 300

Fig. 3. Performanceof searchingin A) a network with heay-
tailed statistics,and B) in a real topology The small TTL in the
real topology is due to the fact that using a larger TTL would have
resultedin reachingwith ooding almosthalf of the nodeswhich is
unrealistic.

IV. CONSTRUCTION

In this sectionwe turn our attentionto constructionand
maintenancef well connected”2Ptopologies.Follow-
ing the spirit of the previoussectionsaswell asthework
of [16], [2], [17], [19], we translategood connectvity
to good expansion,conductanceand separationof
from 1. We furthertranslatehefactthatthe construction
concernsa P2P network to the following conditions:

of messageger additionor deletion.In the restof
section.we dealonly with additions.Deletionscan
be handledasin [2].

In paragraphlV-A we shall revisit the known ran-
domizedalgorithmsfor constructingsparsegraphswith
good expansion properties, without being concerned
about conditions (i) and (ii). We call these baseline
constructionsThis is helpful becausell known schemes
for constructingexpandemgraphsunderconditions(i) and
(i) explicitly simulatea baselineconstruction.

All known baselinealgorithmsconstructan expander
essentiallyby choosingthe edgesincident to a vertex
uniformly at random, and independentlyfor eachver-
tex. This facilitatesthe probabilisticargumentsthat are
subsequentlysedto establishexpansion We review the
baselineprobabilisticagumentin Theorem4.1.

Thus, when constructingan expanderon  vertices,
a baselineconstructionuses randombits per
edge.In a distributed setting, when verticesarrive dy-
namically and a new vertex needsto extend an edge
to an existing vertex, one may use stepsof
a randomwalk on the existing graphto nd a random
existing vertex, thussimulatingthe baselineconstruction
with messageverheadon the network. This
is the approachof [2]. ([16] usethe fact that deletions
happenin arandomway, andthey usethe “randomness”



of deletionsto connectnew vertices).

In paragraphlV-B, Theorem4.2, we show, analyti-
cally, that a certainbaselineconstructionachieves non-
trivial expansion propertiesusing constantnumber of
randombits per new edge.Whentranslatedo overhead
in network resourcesthis gives a heuristicto construct
an expanderwith constantmessageoverheadper new
vertex. In particular insteadof taking stepsof
arandomwalk pernewly arriving vertex, we keepa con-
stantnumberof daemonawvhich continuouslysimulatea
randomwalk onthe existing network andusethevertices
visited by the daemonsevery stepsas samplepoints,
where is a constant,and without waiting
stepsuntil the daemonrandomizes.In paragraphlV-
C we report that, in experiment,the method achieses
constantseparationof from 1 for assmallasl

(samplingconsecutie verticesvisited by the daemons).

The eigervalue gap dependson and on the average
degreeof the constructedgraph,but doesnot dependon

the size of the constructedgraph,for aslarge as 5M

vertices.Note that the currentsize of Kazaais thought
to be 2M to 4M. (Performingexperimentsfor morethan
5M verticeswasstressinghe memorylimitations of our
machines.)

A. BaselineConstructionof ExpanderGraphs

is the following construction:On input  the
numberof verticesand thenumberof edgeschoserby
every vertex, eachvertex, independentlypicks vertices
independentlyand uniformly at randomamongthe set
of all vertices,and connectswith an (undirected)edge
to eachone of thesevertices.Thus the total numberof
edgess andtheexpecteddegreeof avertexis . (It
can be easily seen,using (4), that all verticeswill have
degreeat most , almostsurely)

When we insist on all vertices having the same
degree, then we simulate by picking random
perfect matchings,or randomHamilton cycles. In par
ticular, is the following constructionPick perfect
matchingson verticesindependenthanduniformly at
random (assumew.l.o.g. that is even), and consider
the union of these perfect matchings.Finally, is
the following construction:Pick  Hamilton cycles on

verticesindependentlyand uniformly at random,and
considerthe union of theseHamilton cycles.

Theoem4.1 (Folklore): Let be the graph
constructedby is an expanderwith
high probability In particular thereis a positive constant

suchthat

(12)
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Proof: For a positive constant , we saythata set
of vertices with is Bad if and only if
. We will shaw that thereexists a positive

constant suchthat

(13)
The left handside of (13) is

(14)

Letus x in the above range.Thereare at most
setsof verticesof cardinality . We henceneedto bound

a x edset , is Bad (15)
We maynow assuméhattheset is x ed.Let be
the setof verticesin  thatchoseto connectto vertices
in . In orderfor to beBad, the cardinality = must
beatmost . Foreachcardinalityin therangeOto

thereare at most possibilitiesfor , andat most

possibilitiesfor the cardinalityof . We may now

assumehatthe set is also x ed. Finally, for x ed
and , the probability that an edgepicked by a vertex
in connectsto a vertex in  is at most , and
thereare suchedges.We may now write
x ed , is Bad -
(16)
Combining( 14), (15) and (16), (13) gives:
_ _ (17)

where is a constantNow the lastline of (17)
is boundedoby if everytermis boundedby :
which is true for ary , since . [ |

B. Baseline Constructionof Expandes with Constant
Overheadin RandomBits

Procedure assumeshatwhena vertex chooses

otherverticesto connectthesechoicesareindependent
and uniformly distributed in the integers1 to . Now
considerthe following pseudorandommumber genera-
tor: A constantdegree expandergraph , with second
eigervalue , is imposedover asetof pointslabeled



with the numbersl to . We starta randomwalk on
from a point choseruniformly atrandom,and,whenezer
thealgorithm needsarandomnumber we feedit
with the currentpoint of therandomwalk on . We call
this algorithm . Realizethat the randomchoices
of are highly correlated, since they resulted
from consecutie verticesvisited by the randomwalk
on . Nevertheless,we are able to establisha non-
trivial expansionpropertyfor , Which essentially
describesconstantexpansionof relatively large subsets
of vertices.Our proof follows by the sameprobabilistic
argumentas Theorem4.1, exceptwe usethe bound(9)
to boundthe probability of correlatedbad events:
Theoem4.2: Let be a graphconstructedy
. Thereare positive constants and ,
, suchthat ary subset of atleast and at most
verticeshascutsetexpansion , almostsurely In
particular

(18)
Proof: The reasoningis identical to the proof of
Theorem4.1, up to (16). At this point we use(9): What

is the probability that subsequenpointsof the
randomwalk on  correspondedo ending up inside

, While the probability of falling outside is at least
? We apply (9) with and
and get
X ed , is Bad -
(19)
Now the nal calculationsbecome
(20)
where is a constantandthelastline of (20)
is boundedby for someconstant . Note
that is crucial to bound by [ |

C. DistributedConstructionof Expandes with Constant
Overheadon NetworkResouces

In this paragraphwe study how the conceptof Para-
graphlV-B canbe usedto speedup the approacthof [2].
We examinetwo algorithms.
1) . This is an extensionof the schemeproposed
in [2]. The authorsproposea schemeto implementthe
constructionin a distributed, decentralizederviron-
ment.To ensureandomplacemenbdf eacharriving node
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TABLE V
AS A FUNCTION OF SIZE AND NUMBER OF RANDOM
WALK STEPS.

OF

Size Random 5 3 1 0
(K)
10 0.7455
50 0.7453
100 0.7452
500 0.7453

1000 0.7453

5000 0.7453

0.7445
0.7457
0.7453
0.7453
0.7452
0.7454

0.7452
0.7459
0.7460
0.7463
0.7462
0.7462

0.7506
0.7508
0.7504
0.7504
0.7503
0.7504

0.7906
0.7924
0.7938
0.7944
0.7956
0.8023

0.9999
0.9999
0.9999
0.9999
0.9999
0.9999

100F T Tt R
200}
300|

400 17

[}

2500 :

600

700} o,

800 g

900
0 200

400
nodes

600 800

Fig. 4. Theconnectiity matrix of atopologyconstructedising

for . The strongdependenciearere ected in the concentration
along the diagonal.However, thereare mary points away from the
diagonalandthe picture appeargandom.

in eachof the cycles, they proposetechniguesto
estimatethe size of the network  and then perform
randomwalks of length , thustheir overheads

Instead,we keep daemonspne for eachHamilton
cycle. Thesedaemonsnove freely in thetopology When
a new node arrives, it contactsthe daemonassociated
with the -th Hamilton cycle, for , andinserts
itself betweerthe peerthatcurrentlyhostsdaemon and
one of its two neighborsin cycle . We requirethat the
daemonsperform numberof stepsbeforeallowing a
new peerto join the topology Obsenre thatin [2] is

. In fact, when is , the daemonsare
allowed to startfrom arny nodeof the topology andthis
makesthe algorithmof [2] fully decentralized.

We measurdhe goodnes®f the constructedopology
by the seconcdeigervalueof the correspondingransition
matrix. SeeTableV and Figure4. It is obvious that
remainsconstantsthetopologyscaledfrom 10K to 5M
nodes.On the otherhand, dependedn . However,
noticethatfor , islargeronly by compared
to . (As asanitytest,when is , thatis without
randomizationthereis no expansion.) alsodepends
on .In TableV we give the caseof , thatis degree

. The trendsare identicalfor larger valuesof

2) : The existenceof Hamilton cyclesin and

is a good propertysinceit guaranteegonnectvity.



TABLE VI
OF AS A FUNCTION OF SIZE, DEGREE AND NUMBER OF
RANDOM WALK STEPS .
Size d=4 d=4 d=4 d=4 d=6 d=6 d=6
(K) c=1 c=2 c=5 c=10 c=1 c=5 c=10
1 0.9754 | 0.8982 | 0.8711 | 0.8600 | 0.7782 | 0.7385 | 0.7392
10 0.9893 | 0.9131 | 0.8732 | 0.8654 | 0.7854 | 0.7468 | 0.7443
50 0.9939 | 0.9144 | 0.8777 | 0.8670 | 0.8015 | 0.7471 | 0.7450
100 0.9929 | 0.9312 | 0.8925 | 0.8673 | 0.8273 | 0.7470 | 0.7456
500 0.9969 | 0.9482 | 0.8833 | 0.8679 | 0.8332 | 0.7472 | 0.7454
1000 | 0.9995 | 0.9421 | 0.8861 | 0.8679 | 0.8287 | 0.7476 | 0.7455
5000 | 0.9996 | 0.9504 | 0.8846 | 0.8677 | 0.8348 | 0.7473 | 0.7454

MaintainingHamilton cycleshowever is dif cult. In this
paragraphwe considera distributed implementationof
the algorithmwhich doesnot requirethe existence
of a specialstructurein the topology and thusis easier
to implement.On the other hand, the price paid is an
increasedeconckigervalue.Also, theseconceigervalue
doesnot remainrelatively constantwith the size of the
network, but it increasesslightly as we increasethe
numberof peers.

Our algorithm works as follows. Again, we maintain

daemonsWe modelthe arrival of a new node,asthe
arrival of two nodes and , eachwith degree . Upon
thearrival, and contacthecentralsenerto discover
thelocationof the daemonsAssumethatdaemon is
locatedat node , andthatthe -th neighborof s
Theconnectiorbetween and isteareddown andthe
new -th neighborof is andthenew -th neighbor
of is . Betweeneacharrival, the daemonsmove
steps.

The performanceof the topology constructedoy our
algorithm, measuredn termsof , for varioussizesof
the topology valuesof , and aregivenin Table VI.
Obsere that the secondeigervaluein this construction
is a function of the degree, the number of stepsand
the size of the topology However, for degree andfor

, the secondeigervalue for nodesis 0.8348
which is comparabldo the correspondingntrancevalue
in Table V, which is 0.8023.The interpretationis that
for currentsizesof the network andfor degreeat least
6, both methodsachiere equally goodresults.

V. SUMMARY

In this paper we focuson the power of samplingusing
random walks in peerto-peer networks. We provide
theoreticaljusti cation in supportof randomwalks as
a primitive operationfor P2P networks.

We amgue that, in the context of searchingrandom
walks are superiorto ooding in two casesof practical
interest.Relatedwork was previously donein [1].

For constructionof dynamic P2P topologies,we use
randomwalks to add new peerswith constantoverhead.
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This improvesthe algorithmof [2].

Open problems: 1) The construction algorithm is
weaklydecentralizedye wishto makeit stronglydecen-
tralized.We have reduceddeletiongto [2]; canwe handle
them more effectively. Theorem4.2 shovs expansion
of large sets;can we expandit to small sets?2) [29]
givesa modelfor P2Pnetworks with several parameters
(capacities,etc.). How do theseparametersaffect the
performanceof randomwalks? 3) We have suppressed
mary implementationaldetails. In practice,we expect
adaptation®f the randomwalk methodsandin general
a hybrid betweenrandomwalks and other methods.
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