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Abstract— We quantify the effectiveness of random
walks for searching and construction of unstructur ed
peer-to-peer (P2P) networks. For searching, we argue
that random walks achieve impr ovement over �ooding
in the case of clustered overlay topologies and in the
case of re-issuing the same request several times. For
construction, wearguethat an expandercanbemaintained
dynamically with constant operations per addition. The
key technical ingredient of our approach is a deep result
of stochasticprocessesindicating that samplestaken fr om
consecutive stepsof a random walk can achieve statistical
properties similar to independent sampling (if the second
eigenvalue of the transition matrix is bounded away fr om
1, which translates to good expansion of the network;
such connectivity is desired, and believed to hold, in every
reasonablenetwork and network model).This property has
beenpreviously usedin complexity theory for construction
of pseudorandomnumber generators. We reveal another
facet of this theory and translate savings in random bits
to savings in processingoverhead.

Keywords: Graph theory, Combinatorics, Statistics,
peer-to-peer networks.

I . INTRODUCTION

The simulationof a randomwalk, or more generallya
Markov chain, is a fundamentalalgorithmic paradigm
with highly sophisticatedand profound impact in al-
gorithms and complexity theory. Furthermore,it has
found a remarkablywide rangeof applicationsin such
diverse�elds asstatistics,physics,arti�cial intelligence
(Bayesianinference),vision, populationdynamics,epi-
demiology, bioinformatics,amongothers.

Recently, randomwalks have beenproposedas pri-
mary algorithmic ingredients in protocols addressing
searchingandtopologymaintenanceof unstructuredP2P
networks. In particular:

(a) Following extensive experimentation,[1] report
that searchingby simulating random walks has supe-
rior performanceas comparedto the standardapproach
of searchingby �ooding. They attribute the improved
performanceof random walks to their adaptivity in
terminationconditionsandhencegranularityin coverage

of the searchspace(in �ooding, increasingthe TTL by
1 may increasethe spacecoverageexponentially).

(b) [2] give a distributed algorithm for constructing
andmaintainingunstructuredtopologieswith verystrong
connectivity properties,namelyconstantdegreeandcon-
stantexpansion,with �������
	���
 overheadper additionof
a peer, where � is the numberof peers.At a very high
level, whena new peerarrives, their protocol simulates
a randomwalk on the existing overlay topologywhich,
after �������
	���
 steps,reachesa nearlyuniformly random
existing peerto which the new peerattaches.

What are the analytic reasonsof the successof the
randomwalk method?Can we isolateoneor two com-
prehensibleanalytic primitives that explain the power
of the method?Most important,can we translatethese
primitivesto heuristics,or rulesof thumb,for theuseof
the methodin P2Pnetwork applications?

Independentsamplingfrom theuniform distribution is
a primodal statistical,and hencealgorithmic primitive.
However, it is infeasiblein many complex populations,
such the set of nodes of a P2P network, since this
set is not maintainedanywhere and it is also quite
dynamic.In this paperwe make thefollowing argument:
In every case where uniform sampling from the set
of nodesof a P2P network would have beena good
algorithmic approach, the randomwalk methodis an
excellent candidate (i) to simulate uniform sampling,
moreover, (ii) the numberof simulation stepsrequired
can be as low as the numberof samplesin independent
uniform sampling, which translatesto constantnetwork
overhead,independentof the sizeof the network.

In particular, beyond adaptivity to terminationcondi-
tions andgranularityin spacecoveragediscussedin [1],
we believe that the power of the randomwalk method
canbepinneddown into two kindsof analyticproperties:

The �r st analytic property, correspondingto (i), is
that for any population whose memberscan be con-
nectedby links forming a connectedgraph,performing
a random walk which startedat any state and using
the state of the random walk at time � , as a sample
point, simulatessamplingwith arbitraryaccuracy, for �
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boundedby well de�ned parametersof thegraph.This is
ratherintuitive, sincewe expectthat graphswithout any
“bad” or “bottleneck” cutswill make the walk to “loose
memory” and hencereacha randomstatequite fast. In
particular, for a wide rangeof applications,it is possible
to constructsparsegraphsso that �����������
	���
 . Such
fast convergencerates translateto practically ef�cient
simulationof uniform sampling.

The secondanalytic property, relatedto (ii) , is sub-
stantially more profound and rather counter-intuitive.
It states that starting the random walk at a random
state,simulating the walk for � steps,and using each
visited node as a samplepoint, we may achieve same
statisticalpropertiesas � independentuniform samples.
Thereasonwhy this is counter-intuitive is becauseof the
obvious hugedependenciesbetweensuccessive stepsof
a randomwalk, � of which have beenusedin the place
of independentuniform sampling.

In this paperwe focus on two central issuesof P2P
networks, namelysearchingand overlay topology con-
struction.For both problemswe have isolatedscenaria
whereindependentuniform samplingwould have beena
goodalgorithmicprimitive.We thensimulate� indepen-
dent sampleswith � successive (up to constantfactors)
statesvisitedduring thesimulationof a randomwalk on
the P2Pnetwork. Finally, we comparethe performance
of sampling by random walk to the performanceof
the standard,or previously known techniquesin each
application.Our resultsandconclusionsare:

(a) For searching relatively popular items, (when
uniform sampling is obviously bene�cial) we found,
experimentally, thatsearchingby randomwalksperforms
better than �ooding (for the samenumberof network
messages)in two cases:(i) Whenpeersin the topology
form clusters(representing,for example,thematicparti-
tioning),sothatthewholetopologyis arrangedin 2 tiers,
the lower representingpeer clustering and the higher
connectingrepresentativesfrom eachcluster(e.g.super-
nodes) to ensuregood global connectivity. (ii) When
the samesearchrequestis re-issuedrepeatedly, in hopes
of �nding new peers,while the entire topology hasnot
changeddramatically(less than 40%). We believe that
both scenariaare realistic.However, to the bestof our
knowledge, they have not beenconsideredin previous
studies.

We believe thatour resultsin the context of searching
are intuitive. Our primary contribution was to formalize
setupsof practical interest and translateour analytic
intuition in thesesetups.

(b)For constructingand maintaininga P2P topology
with good connectivity properties,we turned to the
approachof [2]. As mentionedbefore,whena new peer

arrives, they look for a few nearly uniformly random
existing peersto connectthe new peer by simulating

�������
	���
 stepsof a randomwalk of the set of existing
peers.This causes�������
	���
 network overheadpernewly
arriving peer. We introduce a daemonconstructionto
simulate the secondanalytic property and connect a
newly arriving peerwith constantnetwork overhead.In
fact, there are strong dependenciesbetweenthe edges
of peersthat arrive closely in time. We give analytic
evidencethat theselocal dependenciesdo not affect the
globalconnectivity propertiesof thenetwork, up to con-
stantfactors.We alsogive strongexperimentalevidence
that our daemonconstructionsimulatesthe algorithm
of [2] (andotherrelatedconstructions)(a)with overhead
a very small constantper arriving peer, (b)for networks
up to 5M nodes(which is the currentbelieved size of
Kazaa; larger experimentswere stressingthe memory
limits of our machines),and (c)with truly negligible
penaltyin the quality of the connectivity of the overall
topology.

We believe that our results in the context of P2P
network constructionare particularly surprising.From
a practical point of view, they indicate that minimal
amount of (correctly used) randomizationsuf�ces to
keepa dynamicnetwork well connected.Froma theoret-
ical pointof view, webelieve thatthey leadto anexciting
new problem and paradigmin the study of the power
and necessityof randomness.All of our algorithmsin
the context of constructionwere inspiredby the second
analyticpropertyof randomwalks.

The isolation of the secondproperty has been one
of the most celebratedresultsin complexity theory [3],
[4], [5], [6]. In complexity theorythis propertyhasbeen
usedas follows. Considera randomizedalgorithm that
uses � randombits and hasprobability of success1/2.
By simulating the algorithm � times we may decrease
the failure probability to ������� . This needs ��� random
bits. Now think of the nodesof a graphlabeledby all

� �!� -bit strings that be usedto simulatea randomized
algorithm.Considera constantdegree“expander”graph

"

imposedon these �
� nodes(thereare known deter-

ministic constructionsof such“expander”graphs).Start
a randomwalk from a uniformly randompoint of

"

and
simulatea randomwalk on

"

for � steps.This requires
���#��
 random bits to pick the initial point, and ���$�%


bits to performthe walk. Thensimulatethe randomized
algorithm on the �&� -bit stringsvisited by the random
walk.Thefailureprobabilityis ���'�����

�

 , andyetweused

only ���#�)(*�%
 randombits to perform the experiment!
This observation is the basisof someof someof the
strongestknown pseudorandomnumbergeneratorswith
provably good performance.In somesense,our work
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can be also viewed as translatinga complexity result,
mostly known in the context of savings in randombits,
into savings in overheadandimprovedperformancein a
practicalnetworking context.

The balance of the paper is as follows: In Sec-
tion II, we give thesupportingtheory, comparingcoupon
collection and Chernoff bounds to the corresponding
statementsin randomwalks. All the technicalparts of
this sectionare known; their synthesisand relevancein
the context of networking is new. In Section III, we
userandomwalksto performsearchingin P2Pnetworks
and comparethis approachto searchingusing �ooding
and uniform sampling.Note that �ooding corresponds
to breath �rst search,whosestatisticsare not as well
quanti�ed as those of random walks. In Section IV,
we describetwo algorithmsfor distributed construction
of P2P topologieswith good expansionproperties.We
stressthatour experimentsin SectionsIII andIV areon
thesizeof currentP2Pnetworks.Many implementational
and other details are suppressedto emphasizeclearly
the new ideasand for lack of space.We concludein
SectionV.

II . STATISTICAL ESTIMATION AND RANDOM WALKS

In this section we focus on the statistical properties
of samplingperformed(a)by ideal independentdraws,
and (b)by simulating a random walk. In the case of
independentsamplingwe areinterestedin thenumberof
samplessuf�cient to achieveacertainstatisticalproperty.
In the caseof randomwalks we are interestedin the
numberof simulationstepssuf�cient to achieve thesame
statisticalproperty.

For comparison,we considertwo common abstrac-
tions, namelythe couponcollectionproblemand Cher-
noff boundsfor independentBernoulli trials; theseab-
stractionsrefer to samplingby independentdraws. For
samplingby randomwalk simulation,we considerthe
cover time which is the suitable analogy to coupon
collection, and the trajectory sampleaveragewhich is
the suitableanalogyto independentBernoulli trials.

We observe that,for bothabstractions,theoverheadof
the randomwalk simulationmethodis determinedonly
by the secondeigenvalue of the probability transition
matrix of the random walk. In particular, when the
secondeigenvalueis constant(independentof thesizeof
the graph) the randomwalk methodachieves the same
statisticalcharacteristicsas independentsampling,up to

���+
 notation.
The reasonwhy the secondeigenvalueprovidessuch

clean characterizationsis that it is intimately related
to global connectivity propertiesof the graph,namely
expansionand conductance.Intuitively, expansionand

conductanceexpressthe worst-case“cuts” of the graph,
and it is naturalto expect that whenthe graphdoesnot
have“badcuts”a randomwalksapproachesits stationary
distribution very fast, and hencesampling by random
walk “mimics” well independentsampling.

A. CouponCollectionand Chernoff Bounds

Thecouponcollectionproblemis thefollowing: Suppose
that thereare � distinct typesof coupons.At eachstep,
we draw a couponwhosetype is uniformly distributed
amongall � types.Let ,

�

bethetime by which we have
encounteredcouponsbelongingto all � distinct types.It
is well known [7] that
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Let @ be a constant,ACB)@�B!� . Let ,ED

�

be the time by
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�c�2W . In a searching
context, whereW denotestheprobability thata randomly
drawn objecthasa desiredproperty, we areinterestedin
theprobability that thepropertyis found in substantially
fewer draws thanits frequency in the searchspace.This
correspondsto theevent

N

Z?�'� 3Mde
'�2W , for AfB�d%B6� . For
this event,Chernoff boundsare

T>U

. N

Z[�'�g3hde
'�2W

/

Z^i�j�k�l�m

n

8 (3)

In a measurementcontext, where W denotesthe frac-
tion of objects satisfying a certain property, we are
interestedin thequalityof theestimator

N

��� for W . Now,
for AfB�d%B�Ao8qp , Chernoff boundsare:
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B. RandomWalks, Convergence, Cover Time and Tra-
jectory SampleAverage

Let xb�+y

Qz-


 be an undirectedconnectedgraph, s{yPs��

� . Let |

V

denotethe degreeof vertex ] , �MZ!]EZ!� . Let
|�}f~{•G�P€�•�‚

OSƒ%V#ƒ

�%„

|

V†…

. Let ‡P�

„�ˆ

VŠ‰�…

, �GZb]

QŒ‹

Zb� , be the
adjacency matrix of x . Let • be the transitionmatrix
of the randomwalk on x , where a particle that is on
vertex ] at time Ž , movesto a neighborof ] at time ŽS(•� ,
chosenuniformly at randomamongall neighborsof ] : It
is well known andeasyto verify that the above random
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walk hasa uniquestationarydistribution •

‘ , in the sense
that •
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Of particular interest are the following three met-
rics: (a)Convergencerate, which is the rate with which
the randomwalk approachesthe stationarydistribution.
(b)Cover time, which is the time whenthe randomwalk
hasvisitedall verticesat leastonce.This is analogousto
the couponcollectionabstraction,and we wish to have
boundscomparableto (1) and(2). (c)Trajectorysample
average, which is the rate with which the value of ˜ ,
averagedover successive verticesof a trajectoryof the
random walk, approachesW . This is analogousto the
Chernoff boundabstraction,andwe wish to have bounds
comparableto (4). In the next paragraphwe point out
boundsfor all the above metricsin termsof the second
eigenvalueof • .

C. Boundsin termsof the SecondEigenvalue

In general, a vector •

¦ is an eigenvector of • with
eigenvalue § if and only if •

¦

•’�’§¨•

¦ . Thus, ‘ is an
eigenvector of • with eigenvalue 1. It is well known
that • has � realeigenvectorswith correspondingeigen-
values �©�ª§

O©«

§œ¬*u­8:8:8bu®§

�

u 3=� [9], [10];
the strict separationof the �rst and secondeigenvalues
follows from the connectivity of x . The �rst eigenvalue

§

O

�!� which correspondsto eigenvector •

‘ characterizes
stationarity. We may alsoassumethat s{§¯¬Hs

«

s{§

�

s (large
negative eigenvalues concernstrong periodicities, like
bipartiteness,which we may exclude for the purposes
of this paper).

Consider a random walk on x according to the
transition matrix • , starting from an arbitrary vertex,
or an arbitrary distribution on y . Let °H± be the vertex
that the randomwalk visits at time Ž , �hZ^Ž²Z<³ . To
boundtheconvergencerateof therandomwalk we focus
on the so-calledvariation distancewhich, at time Ž , is
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be the time by which the above randomwalk
visits all the verticesof x . [12], [13] show:
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Compare(6) to (1) and realize that, for constant §—¬ ,
they both solve couponcollection in the sameorder of
magnitude.

Let ¿CD

�

be the time by which the randomwalk visits
@E� distinctverticesof x , for someconstant@ , AfZ�@hZ6� .
It is straightforward to derive from [12], [13] (and is
folklore amongprobabilists)that
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Compare(7) to (2) andrealizethat,for constant§—¬ , they
bothsolve partialcouponcollectionin thesameorderof
magnitude.

Recallthat ° ± denotesthevertex that therandomwalk
visits at time Ž . Let Äµ±2�6˜f�#°
±+
 . Supposethatwe simulate
the randomwalk for
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steps(very roughly, this guaranteesgood approachto
to stationarityaccordingto the bound on

´

Ž and then
use the next � steps as sample points. We thus let
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± . The particularly strong result is that,

using Ä¨��� as an estimatorfor W , is of the samequality
as Chernoff boundswhich refer to totally independent
samples.Thus,despitethelocal dependenciesintroduced
by consecutive stepsof the random walk, the overall
distribution of theverticesvisitedby therandomwalk is
well spreadacrossthe samplespace.In particular, (9)
below is to be comparedto (4):
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The above resultwasobtained(in increasinglystronger
forms and referring to pseudorandomnumber simula-
tion) in a sequenceof celebratedcomplexity theory
papers[3], [4], [5], [6]. The versionthat we give above
is from [6].

D. SecondEigenvalue, Expansionand Conductance
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In addition,the following boundis known [11]:
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Finally, realizethat in graphswherewe have boundson
the minimum and maximum degrees,both expansion,
conductanceand eigenvaluesare easily related.In par-
ticular, in regular graphs,if any of thesemetrics is a
constantthenall of themareconstants.

In summary, for families of graphs where §¯¬ is
constant,consecutive statesof random walks are ex-
cellent candidatesto approximateindependentuniform
sampling.Since, §œ¬ constantis equivalent to expansion

Ñ

constant,andconstantexpansionis equivalentto good
global connectivity, it is reasonableto try the random
walk approachin communicationnetworks.Goodglobal
connectivity is desiredand believed to hold in all rea-
sonablenetworks and network models[14], [15], [16],
[17], [18], [19].

I I I . SEARCHING

In this sectionwe study the performanceof searching
using �ooding andrandomwalks, andcomparethe two
methodsto eachotherandto a baselinecaseof indepen-
dentuniform sampling.We measurethe performancein
terms of the averagenumber of distinct copies of an
item locatedin the search,the probability of not �nding
any copy of the item, even though there are copies
in the network, and the number of messagesthat the
searchingalgorithm uses.We show experimentallythat
randomwalk is better than �ooding, if at least one of
the following conditionsholds:

Ö The user issuesmultiple searchrequestsfor the
sameitem and betweentwo consecutive requests
the topologychangesrelatively slowly (in thesense
that two consecutive snapshotsof the topologyare
highly correlated).

Ö There is peer clustering.That is, there are com-
munities in the topology, with denseconnectivity
betweenpeersin the samecommunityand sparse
connectivity betweenpeersof different communi-
ties.

We believe that the two scenariosintroducedabove
are importantfor the following reasons:

In practice,whena userissuesa request,the user(or,
the systemon behalf of the user) re-issuesthe same
requestmultiple times hoping to locate more sources.
Consecutive �oodings take advantageof the changesin
the topology that happenin betweenand can discover
more sources.If the topology however remainsmostly
unchangedbetweenconsecutive request,then the new
�oodings will mostly discover sourcesalreadyknown.

On the other hand, for the samenumberof messages,
therandomwalk follows totally differenttrajectoriesand
hasbetterchancesto discover new sources.Note that in
previous work, searchinghas beenalways modeledas
an onetime process.However, we believe that studying
searchingundermultiple requestsanda changingtopol-
ogy is realisticand important.

The motivation behind studying peer clustering be-
comesclear if we considerthe processby which the
P2Pnetwork is formed.Eachpeerkeepsa cacheof other
peersandpicks its neighborsfrom its cache.The cache
is populatedby the addressesof peersthat answered
previous queries[20]. Thus, intuitively, the cachecon-
tainsaddressesof peersthat have similar interests.It is
thereforereasonableto expect that this processleadsto
theformationof communitiesof users.Theexactprocess
by which P2Pnetworks are formed is largely unknown
andthuspeerclusteringis at thispointonly ahypothesis.
But, we believe that it is a fair hypothesisbasedbothon
our practicalexperiencewith P2P systems,and on the
observationthatmostnetworksgrown in a decentralized
way exhibit strongclusteringproperties.Seealso [21],
[22], [23], [24] and for relateddiscussion[25].

The restof the sectionis organizedas follows. First,
we give the methodology. Then, we discussthe most
simplecaseof atopologywithoutclusteringthatdoesnot
changewith time. In this scenario,we �nd that �ooding
and randomwalk behave similarly. Next, we examine
topologieswith peerclustering.Next, we examinemulti-
ple re-issuesof arequestin topologiesthatchangeslowly
with time. In the last part we discusspower-law graphs
and real topologies.Randomwalks behave better than
�ooding in mostcasesof interest.

A. Methodology

In all our experimentswe assumethatcopiesof the item
to be discovered populate @t× of the peers,where @

is a parameterwith Ao8ŠAg��× ZØ@®ZØAo8���× . Assuming
that a single searchreaches10000 distinct nodes,a
typical value of the horizon of a user in the Gnutella
network [20], the searchwill result, in expectation,in
1 to 10 distinct copiesfound for the rangeof @ 's we
haveexperimentedwith (thisrepresentsitemsthatarenot
rare). The performanceof eachsearchingtechniqueis
measuredasthe numberof distinct copieslocatedwhen
simulating the searchingalgorithm from a randomly
chosenpeerof the topology. To make statisticallyrobust
conclusions,we repeat the experiment from a set of
randomly chosenpeers,typically 500 peers,and study
the distribution of the numberof distinct copieslocated
(hits).
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a) PerformanceMetrics: A metricthatsummarizes
the distribution of the hits is the mean.Of equalimpor-
tance,however, is the discrepancy aroundthe mean,and
failure probability (probabilityof no copiesdiscovered).
Even when the meansof random walks and �ooding
are the same, it is almost always the case that the
discrepancy and failure probability of randomwalk is
substantiallybetter than �ooding (e.g. see Figure 2).
We thereforemeasureMean, standarddeviation Std, and
Failure probability.

b) Cost: We measurethe cost of eachsearching
techniqueas the number of messagesor queriesper-
formed during the search.When comparing different
algorithms,it is always under the assumptionof using
the samenumberof messages.

c) Peer-to-peertopologies: Availabletopologiesof
current P2P networks are limited in size and of ques-
tionablequality dueto thecollectionmethod(topologies
from [26] have only 30-40K nodes,when current P2P
networks have hundredsof thousandsand perhapsmil-
lions of users).We have thereforeexperimentedon syn-
thetictopologiesof up to 1 million nodes.Experimenting
with extremal synthetic topologies has the additional
advantageof facilitating the demonstrationof general
principles.

We have usedthe following modelsto generatesyn-
thetic P2Ptopologies:

Ö Flat regularexpanders.This is a canonicalexample
of regular graphswith good expansionproperties.
We use expanderssince expansionis desiredand
believed to hold in every reasonablenetwork and
network model [17], [2], [18]. We have used 6-
regular expanders.

Ö Two-tier topologieswith clustering.To study the
effects of peer clusteringwe have startedby con-
structinganumberof isolatedregularexpandersthat
correspondto the clusters.Then,from eachcluster
we pick a small numberof nodesat randomand
connectthemusinganotherregular expander.

Ö Power-law graphs.Many important networks that
arisein a decentralizedfashionare known to have
power-laws [15], [23], [27]. Someresearchesargue
that P2P topologiesmay also possessheavy tails
[28]. We have usedthe standardmodel of growth
with preferentialconnectivity to generatepower-law
randomgraphs(this model runs in linear time and
hencecanef�ciently generategraphsof very large
size).

Ö Samplesof real topologies.We have usedpartial
views of the Gnutella topology madeavailable in
[26]. Thesetopologiesarelimited in the numberof
peers(around35K) and of questionableaccuracy,

since the topology evolves during the topology
discovery process,some peers are uncooperative
and for other practical reasons.Becauseof their
very limited size,our resultsare inconclusive.

d) DynamicTopologies: Thedynamicnatureof the
P2Ptopologiesis a crucial parameterof thesesystems
[29]. However, very few thingsareknown abouttheway
thesetopologiesevolveover time.To modelthedynamic
natureof theP2Ptopologieswe have usedthefollowing
heuristic:We performa numberof “rewirings”; for each
rewiring we pick two edgesuniformly at randomand
exchangetheir end points. The numberof rewirings is
a parameterthat is related to the speedby which the
topology is changing.In our experimentsthe measure-
mentsarehappeningbeforeandafter the rewirings and
notduringtheprocessof changingthetopology. Thesize
of the topologyremainsunchangedduring the changes,
since we want to captureonly effects of changesin
the connectivity of the topology and not the effects of
changesin the numberof peers.

In our experimentswe measurethe speedby which
the topology is changingas the ratio of the numberof
links changedby performing rewirings over the total
numberof links. We have experimentedwith ratios in
therangefrom 2% to 40%.Therateof changein current
P2Pnetworks is not known and is dif�cult to estimate.
However, from our practicalexperience,we observe that
consecutive searchesthathappenevery 10-20mindo not
resultin differencesin hostsdiscoveredthat would have
been expectedif a large fraction of the network has
changed.

e) Content placement: The straightforward ap-
proach is to pick the nodesthat will host the copies
uniformly at randomfrom the entirepopulation.This is
what we have used in our experiments.We have also
experimentedwith caseswhere the nodesthat host the
item are close to each other in the topology (content
clustering).In our experiments,we have observed that
contentclusteringaffects the performanceof searching
by �ooding or randomwalk muchlessthanpeercluster-
ing, or re-issuingof the samerequest.We thereforedo
not presentthis case.

B. Flat Topologieswith Uniformly DistributedContent

We start by examining a scenarioin which the per-
formanceof �ooding and randomwalks is similar. See
Table I. We study the performanceof issuinga request
only oncein a �at regular topologyof 500K peers.After
simulating the �ooding algorithm with a time to live
(TTL) of 5 andcountingthenumberof messages,werun
the randomwalk algorithmandcon�gured it to usethe
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TABLE I

PERFORMANCE OF SEARCHING IN A STATIC TOPOLOGY WITHOUT

PEER CLUSTERING.

Attribute Flooding RW Uniform
Mean 8.712 8.796 10.990
Std 3.01 2.93 3.22
Min 1 2 3
Messages 22331 22331 22331
Uniquepeers 17235 17431 21839

Note: 500K peers,Ù\Ú6ÛRÜ ÛÞÝàß . Min is the minimum numberof hits
over all searchingrequests.Unique peersis the numberof distinct
peersdiscovered during the search.Observe that �ooding and RW
have very similar performance,while uniform samplingis better.
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Fig. 1. Sortednumberof hits when searchingfrom 500 randomly
chosenpeers.Topology of 500K peers, Ù&Ú^Û�Ü ÛàÝàß . Observe that
�ooding andrandomwalk have very similar performance.

samenumberof messages.Observe that the meanand
minimum numbersof hits, and the standarddeviation
of the hits distribution of both �ooding and random
walk are roughly the same,while independentuniform
sampling is better. Moreover the entire distribution of
hits, given in Figure1, is similar for both randomwalk
and �ooding.

Wehaveexperimentedwith topologiesof varioussizes
and for variouspopularitiesof �les, with Ao8ŠAg��×áZ^@¾Z

Ao8���× , andfoundthatalwaystheperformanceof �ooding
andrandomwalk aresimilar, whenboth areallowed to
usethe samenumberof messages.

Observe that comparedto the study of [1] we use
only onewalker. The resultsweresimilar whenusinga
largernumberof walkersassumingthat the total number
of messagesstaysthe same.The use of more walkers
increasesthe user-perceiveddelay, which is a parameter
we do not study in this paper.

C. Topologieswith Peer Clustering

We now examine a topology with well separated
communitiesof peersand show that randomwalk has
betterperformancethan�ooding. Theexampletopology
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Fig. 2. Sortednumberof hits in a topologywith peerclustering.The
distribution of randomwalk is more concentratedaroundthe mean.
Topologyof 200K peers,

Ù\Ú)Û�Ü ÛÞÝeß
.

is constructedas follows. We generate� ve �at regular
graphs each with size 40K. From each topology we
pick 1000 nodesat random(for a total of 5K nodes)
and constructanother�at regular graphon the selected
nodes.The �nal P2Pnetwork is the compositionof all
topologies.

The performanceof eachsearchingalgorithm run on
theexampletopologyfor differentcontentpopularitiesis
given in TableII. First, observe that the averagenumber
of hits using �ooding was slightly better than using
randomwalks, but, given the large standarddeviations,
the differencesare not statistically signi�cant. Even
though the two schemesbehave similarly with respect
to the averagenumberof hits, they have totally different
behavior when it comes to the failure rate and the
minimum number of copies found. For

@®�âAo8ŠAg�
%,

�ooding failed in 28.8%of the casesand randomwalk
in only 10.8%,an improvementof nearlya factorof 2.

Thefundamentaldifferencebetweenthetwo searching
algorithms is that the number of hits in the case of
random walks appear more concentratedaround the
mean (observe also the entire distribution of hits in
Figure 2). Indeed,the standarddeviation in the caseof
randomwalks is muchsmallercomparedto thestandard
deviation of �ooding. Obviously, the optimal concentra-
tion aroundthe meanis achieved by uniform sampling.
Thebasicstrengthof randomwalks,following SectionII
is precisely that they resembleuniform sampling in a
quanti�able way.

D. Re-issuingthe SameQuery

In this section,we studythe performanceof �ooding
andrandomwalksin �at regulartopologiesundertheas-
sumptionthat usersissuethe samequerymultiple times
while the topology is changing.Realize that dynamic
topologiesfavorsonly �ooding, while randomwalkswill
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TABLE II

PERFORMANCE OF SEARCHING IN A TOPOLOGY WITH PEER CLUSTERING.

Method ãtäCå†æ å†çJè ãtäCå†æ å+é$è ãfäCå†æ çêå+è

Mean Std Min Failure Mean Std Min Failure Mean Std Min Failure
Flooding 1.754 1.91 0 28.8% 9.308 6.44 1 0.0% 18.192 11.04 5 0.0%
RW 2.124 1.38 0 10.8% 10.860 3.21 2 0.0% 21.764 4.54 10 0.0%
Uniform 2.676 1.52 0 6.6% 13.496 3.26 5 0.0% 27.274 4.87 15 0.0%

Note: Topologyof � ve clustersfor a total of 200K peers.ë

n

äCå†æ ì$ì+é�í .

be largely unaffected.In fact, in the worst casewhere
thetopologyis not changing,re-issuinga �ooding query

� times doesnot �nd new copies.On the other hand,
accordingto (7) and (9), increasingthe length of the
randomwalk by factor � hassubstantialimpact.

The performance of the different algorithms for
topologiesof various sizes and for various values of

@ is given in Table III. Our experimentalmethodology
is as follows: Each peer initiates a searchingrequest
andwaits for the results.Then,we changethe topology
by performing rewiring operationsto 2% of the links.
Then, eachpeer initiates a new searchingrequestand
this processcontinues4 times.In the end,we count the
numberof distinct items found for eachpeer.

Table III indicates that random walks have better
performancecomparedto �ooding with respectto both
theaveragenumberof hits andtheprobabilityof failure.
The averagenumberof hits for randomwalks was at
least three times better comparedto the same num-
ber for �ooding. Also, the failure probability dropped
substantially. This greatperformanceimprovementwas
expectedsince,eventhoughwe changea certainnumber
of links, the overall topology remainsrelatively stable
and successive �ooding searchesdo not result in many
new items found. On the other hand, prolonging the
randomwalk, or, successiverandomwalksfrom thesame
peer, follow totally different samplingpathsand have
betterchancesof locating new copiesof the requested
item.

The performanceof successive searchesdependson
thenumberof topologychangesthat take placebetween
the consecutive searches.We have studied this effect
and report the resultsin Table IV. We observe that the
performanceof �ooding increasesas the rate of topo-
logical changesincreases.For very fast ratesof change
( î�AH× at eachstepin our experiment),theperformanceof
�ooding becomescomparableto that of randomwalks,
sinceeffectively theneighborhoodof eachnodechanges
almostcompletelybetweenconsecutivesearches.On the
other hand, the performanceof random walk remains
relatively unaffectedby the changesin the topology.

TABLE IV

PERFORMANCE OF SEARCHING IN DYNAMIC TOPOLOGIES AS A

FUNCTION OF THE RATE OF CHANGES.

Links Flooding RandomWalk
Changed Mean Std Failure Mean Std Failure

2% 0.488 0.67 60.6% 1.398 1.14 24.6%
4% 0.644 0.82 53.0% 1.382 1.11 23.6%

10% 0.888 0.86 38.0% 1.450 1.11 21.4%
20% 1.162 0.99 27.6% 1.456 1.12 20.8%
40% 1.460 1.12 20.0% 1.378 1.13 23.8%

E. Realtopologiesandtopologieswith power-law statis-
tics

In the previous analysis we have experimentedon
�at regular graphs.Similar resultshold for topologies
with heavy-tailed statisticsaswell as in real topologies.
In Figure 3, we show the distribution of hits for a
topology of 500K nodesgeneratedwith the model of
growth with preferentialconnectivity [30], andfor a real
Gnutellatopology taken from [26]. Again, observe that
thedistributionof hits in thecaseof randomwalk is more
concentratedaround the mean comparedto �ooding.
Indeed,in the real topology, the meannumberof hits,
the standarddeviation and the failure rate were 0.514,
2.15and81% respectively in the caseof �ooding in the
real topology, and 0.538,0.73 and 59% in the caseof
randomwalk. Similar resultsapply for the graphgrown
with preferentialconnectivity.

Observe that the very small TTL used for �ooding
in the caseof the real topology was due to the small
size of the topology. Increasingthe TTL to 3, would
have resultedin reachingalmosthalf of the nodeswith
�ooding andwould have skewedthestatistics.It is more
realistic to expect that searchingvisits only a small
portion of the graph.

In conclusion,we expect that our results apply to
all graphswith good expansionproperty as expected
from the theoretical section. In addition, we expect
that typical networks, like P2P networks, have good
expansionproperties,otherwise, they would have not
scaledeasily from a few tens of thousandsto a few
million nodes.
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TABLE III

PERFORMANCE OF SEARCHING IN DYNAMIC TOPOLOGIES.

A. Flooding
Size(K) ãtäCå†æ å†çJè ãtä¨å†æ å+é$è ãtäCå†æ çêå+è ë

n

Mean Std Min Failure Mean Std Min Failure Mean Std Min Failure
100 0.488 0.67 0 60.6% 2.294 1.45 0 8.6% 4.566 2.08 0 1.4% 0.79
300 0.412 0.64 0 66.2% 2.350 1.57 0 9.4% 4.918 2.26 0 0.4% 0.79
500 0.550 0.75 0 58.6% 2.562 1.68 0 8.8% 4.992 2.27 0 0.6% 0.79

1000 0.494 0.62 0 60.0% 2.684 1.72 0 8.7% 5.032 2.31 0 0.2% 0.80
B. RandomWalk

Size(K) ãfäCå†æ å†çJè ãïä¨å†æ å+é$è ãtäCå†æ çêå+è ë

n

Mean Std Min Failure Mean Std Min Failure Mean Std Min Failure
100 1.398 1.14 0 24.6% 7.058 2.40 1 0.0% 14.076 3.30 5 0.0% 0.79
300 1.436 1.12 0 20.2% 7.396 2.62 1 0.0% 14.894 3.87 5 0.0% 0.79
500 1.562 1.19 0 19.8% 7.634 2.78 1 0.0% 15.152 3.88 7 0.0% 0.79

1000 1.518 1.20 0 22.4% 7.544 2.71 1 0.0% 14.982 3.91 4 0.0% 0.80
C. Uniform Sampling

Size(K) ãfäCå†æ å†çJè ãïä¨å†æ å+é$è ãtäCå†æ çêå+è ë

n

Mean Std Min Failure Mean Std Min Failure Mean Std Min Failure
100 1.734 1.18 0 13.8% 8.634 2.83 1 0.0% 17.210 3.75 7 0.0% 0.79
300 1.864 1.23 0 12.6% 9.212 2.90 1 0.0% 18.496 4.07 9 0.0% 0.79
500 1.872 1.38 0 15.2% 9.486 2.98 2 0.0% 18.924 4.21 10 0.0% 0.79

1000 1.876 1.34 0 14.2% 9.482 3.14 0 0.2% 18.850 4.34 8 0.0% 0.80

A. Growth with preferentialconnectivity modelwith
500K nodes.(TTL=4)
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B. Samplefrom the Gnutellanetwork with 36K nodes.
(TTL=2)
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Fig. 3. Performanceof searchingin A) a network with heavy-
tailed statistics,and B) in a real topology. The small TTL in the
real topology is due to the fact that using a larger TTL would have
resultedin reachingwith �ooding almosthalf of the nodes,which is
unrealistic.

IV. CONSTRUCTION

In this sectionwe turn our attentionto constructionand
maintenanceof well connectedP2Ptopologies.Follow-
ing thespirit of theprevioussections,aswell asthework
of [16], [2], [17], [19], we translategood connectivity
to good expansion,conductance,and separationof

§—¬

from 1. We furthertranslatethefact thattheconstruction
concernsa P2Pnetwork to the following conditions:

(i) Peersarrive and leave the network dynamically.
(ii) Thealgorithmmustbestronglyor weaklydecentral-

ized.By strongdecentralizationwe meanthat there
is no centralserver. In weakdecentralizationthere
is a constantnumberof central servers. However,
the computationalresourcesof eachcentralserver
are of the sameorder of magnitudeas thoseof an
averagepeer. In other words, a typical peer can
simulatethe behavior of a centralserver.

(iii) We wish to achieve low networkoverhead, in terms
of messages,per additionor deletion.In the restof
section.we dealonly with additions.Deletionscan
be handledas in [2].

In paragraphIV-A we shall revisit the known ran-
domizedalgorithmsfor constructingsparsegraphswith
good expansion properties, without being concerned
about conditions (i) and (ii) . We call these baseline
constructions. This is helpful becauseall known schemes
for constructingexpandergraphsunderconditions(i) and
(ii) explicitly simulatea baselineconstruction.

All known baselinealgorithmsconstructan expander
essentiallyby choosingthe edgesincident to a vertex
uniformly at random,and independentlyfor eachver-
tex. This facilitatesthe probabilisticargumentsthat are
subsequentlyusedto establishexpansion.We review the
baselineprobabilisticargumentin Theorem4.1.

Thus, when constructingan expanderon � vertices,
a baselineconstructionuses �������
	���
 randombits per
edge.In a distributed setting,when verticesarrive dy-
namically and a new vertex needsto extend an edge
to an existing vertex, one may use �������
	���
 stepsof
a randomwalk on the existing graphto �nd a random
existing vertex, thussimulatingthebaselineconstruction
with

�������
	���

messageoverheadon the network. This

is the approachof [2]. ([16] usethe fact that deletions
happenin a randomway, andthey usethe“randomness”
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of deletionsto connectnew vertices).
In paragraphIV-B, Theorem4.2, we show, analyti-

cally, that a certainbaselineconstructionachievesnon-
trivial expansionpropertiesusing constantnumber of
randombits per new edge.Whentranslatedto overhead
in network resources,this givesa heuristicto construct
an expanderwith constantmessageoverheadper new
vertex. In particular, insteadof taking �������
	���
 stepsof
a randomwalk pernewly arriving vertex, we keepa con-
stantnumberof daemonswhich continuouslysimulatea
randomwalk on theexistingnetwork andusethevertices
visited by the daemonsevery ð stepsas samplepoints,
where ð is a constant,and without waiting �������
	���


stepsuntil the daemonrandomizes.In paragraphIV-
C we report that, in experiment, the methodachieves
constantseparationof §µ¬ from 1 for ð as small as 1
(samplingconsecutive verticesvisited by the daemons).
The eigenvalue gap dependson ð and on the average
degreeof the constructedgraph,but doesnot dependon
the size of the constructedgraph,for � as large as 5M
vertices.Note that the currentsize of Kazaais thought
to be2M to 4M. (Performingexperimentsfor morethan
5M verticeswasstressingthememorylimitationsof our
machines.)

A. BaselineConstructionof ExpanderGraphs

‡òñoóGôeõ is the following construction:On input � the
numberof vertices,and | thenumberof edgeschosenby
every vertex, eachvertex, independently, picks | vertices
independentlyand uniformly at randomamongthe set
of all vertices,and connectswith an (undirected)edge
to eachone of thesevertices.Thus the total numberof
edgesis �F| andtheexpecteddegreeof a vertex is ��| . (It
canbe easilyseen,using (4), that all verticeswill have
degreeat most �������
	���
 , almostsurely.)

When we insist on all vertices having the same
degree, then we simulate ‡Yñoó—ôeõ by picking random
perfectmatchings,or randomHamilton cycles. In par-
ticular, ‡Õö is the following construction:Pick | perfect
matchingson � verticesindependentlyanduniformly at
random(assumew.l.o.g. that � is even), and consider
the union of theseperfect matchings.Finally, ‡Y÷ is
the following construction:Pick | Hamilton cycles on

� verticesindependentlyand uniformly at random,and
considerthe union of theseHamilton cycles.

Theorem4.1 (Folklore.): Let x��+y

Qz-


 be the graph
constructedby ‡

ñoóGôøõ . xb�+y

Qz-


 is an expanderwith
high probability. In particular, thereis a positive constant

@7B[� suchthat
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Proof: For a positive constant@ , we saythat a set
of vertices

½
with s ½ s¨Z“s{yPs{��� is Bad if and only if

s{¿�� ½ 
:s†Z�@Cs ½ s . We will show that thereexists a positive
constant@ suchthat

T>U

.ŠþKÿ����

½

/

Z üg�'��
=8 (13)

The left handsideof (13) is
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Let us �x � in the above range.Thereare at most �
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We maynow assumethattheset ½ is �x ed.Let 	 Ò�½ be
the setof verticesin ½ that choseto connectto vertices
in

Ï

½
. In orderfor

½
to be Bad, the cardinality s 	)s must

beat most @ï� . For eachcardinalityin therange0 to @�� ,
thereareat most �

�

D
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�

possibilitiesfor s
½

s , andat most
@ï� possibilitiesfor the cardinality of 	 . We may now
assumethat the set 	 is also �x ed. Finally, for �x ed ½

and 	 , the probability that an edgepicked by a vertex
in

½�

	 connectsto a vertex in

½
is at most �%�2� , and

thereare |µ�$�t3h@��%
 suchedges.We may now write
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Combining( 14), (15) and(16), (13) gives:
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where i��ø�)i����$@t
 is a constant.Now the last line of (17)
is boundedby üg�'��
 if every term is boundedby üo�#�

j

O


 ,
which is true for any |�u��g�'�g3\@t


j

O

, since @\B?� .

B. BaselineConstructionof Expanders with Constant
Overheadin RandomBits

Procedure‡;ñoó—ôeõ assumesthatwhena vertex chooses
| otherverticesto connect,thesechoicesareindependent
and uniformly distributed in the integers 1 to � . Now
considerthe following pseudorandomnumber genera-
tor: A constantdegreeexpandergraph

"

, with second
eigenvalue �E¬ , is imposedover a setof � pointslabeled
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with the numbers1 to � . We starta randomwalk on
"

from a point chosenuniformly at random,and,whenever
thealgorithm ‡¼ñoóGôeõ needsa randomnumber, we feedit
with thecurrentpoint of therandomwalk on

"

. We call
this algorithm ‡��

ñoó—ôeõ

. Realizethat the randomchoices
of ‡��

ñoó—ôeõ

are highly correlated,since they resulted
from consecutive verticesvisited by the random walk
on

"

. Nevertheless,we are able to establisha non-
trivial expansionpropertyfor ‡ ñoó—ôeõ , which essentially
describesconstantexpansionof relatively large subsets
of vertices.Our proof follows by the sameprobabilistic
argumentasTheorem4.1, exceptwe usethe bound(9)
to boundthe probability of correlatedbadevents:

Theorem4.2: Let xb�+y

Qz-


 be a graphconstructedby
‡ �

ñoóGôeõ

. Thereare positive constants@ and � , A¼B��PB

8 � , suchthat any subset
½

of at least �¨s{yIs and at most
s{y�s{��� verticeshascutsetexpansion@ , almostsurely. In
particular,
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Proof: The reasoningis identical to the proof of
Theorem4.1, up to (16). At this point we use(9): What
is the probability that |0�G�'� 3¨@t
 subsequentpointsof the
randomwalk on

"

correspondedto ending up inside
½ , while the probability of falling outside ½ is at least

�#�Õ3h�%
S�2�\u4����� ? We apply (9) with do�&� and W)�X�����

andget
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Now the �nal calculationsbecome
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where i��ø�)i��$�$@

Q

�t
 is a constant,andthelast line of (20)
is boundedby üg�'��
 for someconstant|ï�P|¯�$@

Q

�ï
 . Note
that �Pu.�F� is crucial to bound �#�����%


� by i�� .

C. DistributedConstructionof Expanderswith Constant
Overheadon NetworkResources

In this paragraph,we study how the conceptof Para-
graphIV-B canbeusedto speedup theapproachof [2].
We examinetwo algorithms.

1) ‡��

÷

: This is an extensionof the schemeproposed
in [2]. The authorsproposea schemeto implementthe

‡
÷

constructionin a distributed,decentralizedenviron-
ment.To ensurerandomplacementof eacharriving node

TABLE V
/10

OF 243 5 AS A FUNCTION OF SIZE AND NUMBER OF RANDOM

WALK STEPS.

Size Random 6 798

n�: 5 3 1 0
(K)
10 0.7455 0.7445 0.7452 0.7506 0.7906 0.9999
50 0.7453 0.7457 0.7459 0.7508 0.7924 0.9999
100 0.7452 0.7453 0.7460 0.7504 0.7938 0.9999
500 0.7453 0.7453 0.7463 0.7504 0.7944 0.9999
1000 0.7453 0.7452 0.7462 0.7503 0.7956 0.9999
5000 0.7453 0.7454 0.7462 0.7504 0.8023 0.9999
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Fig. 4. Theconnectivity matrix of a topologyconstructedusing 2
3
5

for ;
Ú�<

. Thestrongdependenciesarere�ected in theconcentration
along the diagonal.However, thereare many points away from the
diagonaland the pictureappearsrandom.

in each of the | cycles, they proposetechniquesto
estimatethe size of the network � and then perform |

randomwalksof length
�*�����
	>��


, thustheir overheadis
�������
	���


.
Instead,we keep | daemons,one for eachHamilton

cycle.Thesedaemonsmovefreely in thetopology. When
a new node arrives, it contactsthe daemonassociated
with the ]

-th Hamilton cycle, for
�=Z ]CZ*|

, and inserts
itself betweenthepeerthatcurrentlyhostsdaemon] and
oneof its two neighborsin cycle ] . We requirethat the
daemonsperform

ð
numberof stepsbeforeallowing a

new peer to join the topology. Observe that in [2]
ð

is
�������
	���


. In fact, when
ð

is
�������
	���


, the daemonsare
allowed to start from any nodeof the topologyandthis
makesthe algorithmof [2] fully decentralized.

We measurethegoodnessof theconstructedtopology
by thesecondeigenvalueof thecorrespondingtransition
matrix. SeeTableV andFigure4. It is obvious that §¯¬

remainsconstantasthetopologyscaledfrom 10K to 5M
nodes.On the otherhand,

§µ¬
dependedon

ð
. However,

noticethat for
ðÕ�1�

,
§µ¬

is largeronly by
Ao8ŠA=�

compared
to ðÕ� ���
	>� . (As asanitytest,when ð is A , thatis without
randomization,thereis no expansion.)

§
¬ also depends

on
|
. In TableV we give thecaseof

|•�?>
, thatis degree

@

. The trendsare identical for larger valuesof
|
.

2)
‡��

ö

: Theexistenceof Hamiltoncyclesin
‡

÷

and
‡

�

÷

is a good propertysinceit guaranteesconnectivity.
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TABLE VI
/10

OF 243 A AS A FUNCTION OF SIZE, DEGREE B AND NUMBER OF

RANDOM WALK STEPS ; .

Size d=4 d=4 d=4 d=4 d=6 d=6 d=6
(K) c=1 c=2 c=5 c=10 c=1 c=5 c=10
1 0.9754 0.8982 0.8711 0.8600 0.7782 0.7385 0.7392
10 0.9893 0.9131 0.8732 0.8654 0.7854 0.7468 0.7443
50 0.9939 0.9144 0.8777 0.8670 0.8015 0.7471 0.7450
100 0.9929 0.9312 0.8925 0.8673 0.8273 0.7470 0.7456
500 0.9969 0.9482 0.8833 0.8679 0.8332 0.7472 0.7454
1000 0.9995 0.9421 0.8861 0.8679 0.8287 0.7476 0.7455
5000 0.9996 0.9504 0.8846 0.8677 0.8348 0.7473 0.7454

MaintainingHamiltoncycleshowever is dif�cult. In this
paragraph,we considera distributed implementationof
the ‡Õö algorithmwhich doesnot requirethe existence
of a specialstructurein the topologyand thus is easier
to implement.On the other hand, the price paid is an
increasedsecondeigenvalue.Also, thesecondeigenvalue
doesnot remainrelatively constantwith the size of the
network, but it increasesslightly as we increasethe
numberof peers.

Our algorithm works as follows. Again, we maintain
| daemons.We model the arrival of a new node,as the
arrival of two nodes

N

and Ä , eachwith degree | . Upon
thearrival,

N

and Ä contactthecentralserver to discover
the locationof the | daemons.Assumethat daemon] is
locatedat node ‡ , andthat the ] -th neighborof ‡ is 	 .
Theconnectionbetween‡ and 	 is teareddown andthe
new ] -th neighborof ‡ is

N

and the new ] -th neighbor
of 	 is Ä . Betweeneacharrival, the daemonsmove ð

steps.
The performanceof the topology constructedby our

algorithm,measuredin termsof §¯¬ , for varioussizesof
the topology, valuesof | , and ð are given in Table VI.
Observe that the secondeigenvalue in this construction
is a function of the degree, the number of stepsand
the sizeof the topology. However, for degree

@

and for
ðI�–� , the secondeigenvalue for �1C nodesis 0.8348
which is comparableto thecorrespondingentrancevalue
in Table V, which is 0.8023.The interpretationis that
for currentsizesof the network and for degreeat least
6, both methodsachieve equallygoodresults.

V. SUMMARY

In thispaper, we focuson thepowerof samplingusing
random walks in peer-to-peer networks. We provide
theoreticaljusti�cation in supportof randomwalks as
a primitive operationfor P2Pnetworks.

We argue that, in the context of searching,random
walks are superiorto �ooding in two casesof practical
interest.Relatedwork waspreviously donein [1].

For constructionof dynamicP2Ptopologies,we use
randomwalks to addnew peerswith constantoverhead.

This improvesthe algorithmof [2].
Open problems: 1) The construction algorithm is

weaklydecentralized;wewish to makeit stronglydecen-
tralized.Wehave reduceddeletionsto [2]; canwehandle
them more effectively. Theorem4.2 shows expansion
of large sets;can we expand it to small sets?2) [29]
givesa modelfor P2Pnetworks with severalparameters
(capacities,etc.). How do theseparametersaffect the
performanceof randomwalks?3) We have suppressed
many implementationaldetails. In practice,we expect
adaptationsof the randomwalk methodsand in general
a hybrid betweenrandomwalks andothermethods.
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