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ABSTRACT
While industry is making rapid advances in system virtu-
alization, for server consolidation and for improving system
maintenance and management, it has not yet becomeclear
how virtualization can contribute to the performance of high
end systems. In this context, this paper addressesa key issue
in system virtualization { how to e�cien tly virtualize I/O
subsystems and peripheral devices. We have developed a
novel approach to I/O virtualization, termed self-virtualized
devices, which improves I/O performance by o�oading se-
lect virtualization functionalit y onto the device. This per-
mits guest virtual machines to more e�cien tly (i.e., with less
overhead and reduced latency) interact with the virtualized
device. The concrete instance of such a device developed
and evaluated in this paper is a self-virtualized network in-
terface (SV-NIC), targeting the high end NICs used in the
high performance domain. The SV-NIC (1) provides virtual
interfaces(VIFs) to guest virtual machines for an underlying
physical device, the network interface, (2) managesthe way
in which the device's physical resourcesare used by guest
operating systems, and (3) provides high performance, low
overhead network accessto guest domains. Experimental
results are attained in a protot yping environment using an
IXP2400-based ethernet board as a programmable network
device. The SV-NIC scales to large numbers of VIFs and
guests, and o�ers VIFs with � 77% higher throughput and
� 53% less latency compared to the current standard vir-
tualized device implementations on hypervisor-based plat-
forms.
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1. INTRODUCTION
Virtualization technologies have long been used for high

end server class systems, examples including IBM's pSeries
and zSeriesmachines. More recently , these technologies are
becoming an integral element of processorarchitectures for
both lower end PowerPCs and x86-based machines [6]. In
all such cases,the basis for machine virtualization are the
hypervisors or Virtual Machine Monitors (VMMs) that sup-
port the creation and execution of multiple guest virtual
machines (VMs or domains) on the same platform and en-
force the isolation properties necessaryto make the underly-
ing shared platform resourcesappear exclusive to each do-
main. Examples of these are Xen [18] and VMW are ESX
server [11]. The virtualization methods used include re-
source partitioning, time sharing, or a combination thereof,
and they are used to (i) create virtual instances of all phys-
ical resources, including the peripheral devices attached to
the host, and (ii) dynamically manage virtualized compo-
nents among the multiple guest domains.

The purp oseof our research is to explore the implications
of virtualization for the high performance domain, with our
initial focus being the virtualization of peripheral resources.
Current implementations of I/O device virtualization use a
driv er domain per device [32], a driv er domain per set of
devices [27], or they run driv er code as part of hypervisor
itself [18]. The latter approach has been dismissed in order
to avoid hypervisor complexity and the increased probabil-
it y of hypervisor failures causedby potentially fault y device
driv ers.

It is clear that current approachesto device virtualization
di�er from the way high performance or petascaleoperating
systemsand applications operate, where devicesare directly
mapped into user space[26] and applications have full con-
trol over device operation. Instead, with current virtualized
systems, the unfortunate fact for HPC is that their use of
`driver domain'-based I/O requires multiple domains to be
scheduled for each device access,with consequent negative
implications on overhead and cache behavior [25]. Youse�
et al. demonstrate substantial performance degradation for
MPI benchmarks for systems virtualized with Xen [39].



This paper intro duces an alternativ e, high performance
solution for I/O virtualization, termed self-virtualized de-
vices. Using the processingelements present on the higher
end devices commonly present in the HPC domain, a self-
virtualized device implements selected virtualization func-
tionality on the device itself, resulting in reduced host in-
volvement and overheads and improved latency in device
access.As a concreteexample of a self-virtualized device, we
have created a self-virtualized network interface (SV-NIC)
on an implementation platform comprisedof a SMP machine
using a high end communication device. To evaluate alterna-
tiv e o�oading solutions, the programmable communication
device chosen is an IXP2400 network processor-basedgiga-
bit ethernet board. The IXP2400 network processor con-
tains multiple internal processingelements situated close to
the physical I/O device, which the SV-NIC exploits to im-
plement virtualization solutions imposing low overheadson
hosts and o�ering levelsof performanceexceedingthat of the
I/O virtualization solutions basedon the `driver-domain' ap-
proach. The implementation also frees host computational
resources from simple communication tasks, thereby per-
mitting them to run the computationally intensive applica-
tion codes for which they are designed. For server systems,
self-virtualization improves platform scalability, permitting
a large number of guest virtual machines to e�cien tly share
the platform's I/O devices.

The scalability and performance of self-virtualized devices
depend on two key factors: (1) the virtual interface (VIF)
abstraction and its associated API, and (2) the algorithms
used to manage multiple virtual devices. For the SV-NIC,
measured performance results show it to be highly scalable
in terms of resource requirements. Speci�cally , limits on
scalability are not due to the design, but are dictated by the
availabilit y of resources,such as the physical communication
bandwidth and the maximum number of processing cores
that can be deployed by the device.

While initially focused on SV-NICs, our research has al-
ready gonebeyond virtualizing high end network devices,by
generalizing the notion of SV-NIC to that of a self-virtualized
I/O abstraction (SV-IO). This abstraction captures all of the
functionalit y involved in virtualizing an arbitrary peripheral
device, the intent being to make it easyto 
exibly map such
functionalit y to the multiple processingcorespresent in to-
day's multi-core or tomorrow's many-core platforms. In this
fashion, SV-IO functions can be executedon generalpurp ose
cores, on specialized cores, or on the high end devices ex-
plored in the experiments presented in this paper. In all such
cases,to guest operating systems, this functionalit y and its
implementation are `hidden' behind a simple, yet 
exible
virtual device interface abstraction.

In summary, this paper makesthe following contributions:
� It intro duces the self-virtualized device approach for

high-performance I/O virtualization;
� it presents a realization of a self-virtualized device for a

high end network device. By using this device's inter-
nal processing resources,concurrency in the SV-NIC
implementation results in high performance and scal-
abilit y for the virtual interfaces (VIFs) used by guest
operating systems and their applications; and

� it extends the notion of self-virtualized device to that
of self-virtualized I/O, to allow 
exible, e�cien t map-
pings of virtualization functionalit y to future many-
core systems.

Performance results demonstrate that the SV-NIC per-
mits virtual interfaces to operate at full link speeds,within
limits dictated by the PCI bandwidths attainable with our
current protot ype con�guration. At gigabit link speeds,for
instance, current PCI performance dominates, so that a VIF
from our SV-NIC provides TCP throughput and latency of
� 620Mbps and � :076ms, respectively. Interestingly, this
is still � 77% higher throughput and � 53% lower latency
compared to a virtual device implemented with the `driver
domain' approach. Performance scaling is excellent, permit-
ting the SV-NIC to easily deal with an increasing number of
virtual interfaces and guest domains using them. For exam-
ple, for 8 VIFs, the aggregate throughput for the SV-NIC
is 103% higher compared to the `driver-domain'-based ap-
proach, while the average latency is 39% less.

2. SELF-VIRTUALIZED I/O DEVICES
A self-virtualized I/O device is a peripheral with addi-

tional computational resourcesclose to the physical device.
The device utilizes these resources to encapsulate certain
I/O virtualization functionalit y. In particular, the device is
responsible for:

� scalable multiplexing/dem ultiplexing of a large num-
ber of virtual devices mapped to a single physical de-
vice;

� providing a lightweight API to the hypervisor for man-
aging virtual devices;

� e�cien tly interacting with guest domains via simple
APIs for accessingthe virtual devices;and

� harnessing the compute power (i.e., potentially many
processingcores) o�ered by the underlying hardware
platform.

Before we describe the di�eren t components of a self-
virtualized deviceand their functionalities, we brie
y digress
to discuss the virtual interface (VIF) abstraction provided
by the device and the associated API for accessinga VIF
from a guest domain.

2.1 Virtual Interfaces (VIFs)
Examples of virtual I/O devices on virtualized platforms

include virtual network interfaces,virtual block devices(disk),
virtual camera devices,and others. Each such device is rep-
resented by a virtual interface (VIF) which exports a well-
de�ned interface to the guest OS, such as ethernet or SCSI.
The virtual interface is accessedfrom the guest OS via a
VIF device driv er.

Each VIF is assigneda unique ID , and it consists of two
messagequeues, one for outgoing messagesto the device
(i.e., send queue), the other for incoming messagesfrom the
device (i.e., receive queue). The simple API associated with
these queuesis as follows:

boolean isfull(send queue);
size_t send(send queue, messagem);
boolean isempty(receive queue);
message recv(receive queue);

The functionalit y of this API is self-explanatory.
A pair of signals is associated with each queue. For the

send queue, one signal is intended for use by the guest do-
main, to notify the self-virtualized device that the guest has
enqueueda messagein the send queue. The other signal is
used by the device to notify the guest domain that it has
received the message.The receive queue has signals similar



to those of the sendqueue,except that the roles of guest do-
main and self-virtualized device are interchanged. A partic-
ular self-virtualized device need not use all of these de�ned
signals. For example, if the device polls the send queue to
check the availabilit y of messagesfrom the guest domain,
it is not required to send the signal from guest domain to
the device. Furthermore, queue signals are con�gurable at
runtime, so that they are only sent when expected/desired
from the other end.

2.2 Design
A self-virtualized device has three components { the pro-

cessing component, that consists of one or more cores, and
connects to the physical I/O device via the peripheral com-
munication fabric. The device itself is connected to the host
system via a messagingfabric, which guest domains utilize
to communicate with the device using VIFs.

The two main functions of a self-virtualized device are
managing VIFs and performing I/O . Management involves
creating or destroying VIFs or recon�guring various param-
eters associated with them. These parameters de�ne VIF
performance characteristics, and in addition, they can be
used by guest domains to specify QoS requirements for the
virtual device.

When performing I/O, in one direction, a messagesent by
a guest domain over a VIF's send queue is received by the
device's processingcomponent. The processingcomponent
then processesthe messageand forwards it to the physical
device over the peripheral communication fabric. Similarly ,
in the other direction, the physical device sendsdata to the
processing component over the peripheral communication
fabric, which then demultiplexes it to one of the existing
VIFs and sends it to the appropriate guest domain via the
VIF's receive queue.

A key task in processingmessagequeues is for the self-
virtualized device to multiplex/dem ultiplex multiple VIFs
on a single physical I/O device. The scheduling decisions
made as part of this task must enforce performance isola-
tion among di�eren t VIFs. While there are many e�cien t
methods for making such decisions, e.g. the DWCS [35]
algorithm developed in our own past research, the simple
scheduling method used in this paper's experimentation is
round-robin scheduling. A detailed study of VIFs' perfor-
mance and fairness characteristics with di�eren t scheduling
methods is beyond the scope of this paper.

3. THE SELF-VIRTUALIZED NETWORK IN-
TERFACE (SV-NIC)

In this section, we present a concrete self-virtualized de-
vice implementation for a high end network device. The de-
vice usedis an IXP2400 network processor(NP)-basedRadiSys
ENP2611 board [1]. This resource-rich network processor
features a XScale processingcore and 8 RISC-based special-
ized communication cores, termed micro-engines (although
not all of them are currently utilized.) Each micro-engine
supports 8 hardware contexts with minimal context switch-
ing overhead. The XScale core and the micro-engines form
the processingcomponent of the SV-NIC. The physical net-
work deviceon the board is a PM3386 gigabit ethernet MA C
and is connected to the NP via the media and switch fab-
ric (MSF) [12], which forms the peripheral communication
fabric. The board also contains onboard memory, including

Figure 1: NP-based net work in terface and the host
platform

SDRAM, SRAM, scratchpad and micro-engine local mem-
ory (listed in the order of decreasing sizes and latencies,
and increasing costs.) The board runs an embedded Linux
distribution on the XScale core, which contains, among oth-
ers, somemanagement utilities to executemicro-code on the
micro-engines. This micro-code is the sole execution entit y
that runs on the micro-engines.

The board utilizes the host PCI bus as the messaging
fabric, i.e., it is connected to the host PCI bus via the Intel
21555 non-transparent PCI bridge [5]. This bridge allows
the NP to accessonly a portion of host RAM resourcesvia
a 64MB PCI address window. In contrast, host cores can
accessall of the NP's 256MB of DRAM. Figure 1 shows the
block diagram of our combined ENP2611 and host platform.

The following details about the PCI bridge are relevant to
some of our performance results. The PCI bridge contains
multiple mailbox registers accessible from both host- and
NP-ends. These can be used to send information between
host cores and NP. The bridge also contains two interrupt
identi�er registers called doorbell, each 16-bit wide. The NP
can send an interrupt to the host by setting any bit in the
host-side doorbell register. Similarly , a host core can send
an interrupt to the XScale core of the NP by setting any bit
in the NP-side doorbell register. Although the IRQ asserted
by setting bits in theseregisters is the same,the IRQ handler
can di�eren tiate among multiple \reasons" for sending the
interrupt by looking at the bit that was set to assert the
IRQ.

As stated earlier, guest domains accessa self-virtualized
device via its VIF abstraction. For the SV-NIC, the send
queue of each VIF is used for outgoing packets from guest
domains, and the receive queue is used for incoming pack-
ets. Due to asymmetric PCI performance in our platform,
with PCI writes heavily favored over PCI reads [21], our
current implementation avoids PCI reads whenever possi-
ble. In particular, the send queue is placed into the NP's
SDRAM, while the receive queue is implemented in host
memory. The VIF device driv er for guest domains also has
the capabilit y to map thesequeuesdirectly into the applica-
tion's addressspace. This provides the abilit y to bypassthe
operating system's networking stack, thereby also enabling
high performance communication from user space.

As explained in more detail in the next section, only some
of the signals associated with VIFs are needed: those sent
from the SV-NIC to the guest domain. These two signals
work as transmit and receive interrupts, respectively, sim-
ilar to what is needed for physical network devices. Both
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NIC, hyp ervisor and the guest domain to create a
VIF.

signals are con�gurable and can be disabled/enabled at any
time by the guest domain virtual interface driv er, as re-
quired. For example, the send code of the guest domain
driv er does not enable the transmit interrupt signal till it
�nds that the send queue is full (which will happen if the
SV-NIC is slower than the host processor). Similarly , the
receive code of the guest domain driv er usesthe NAPI [31]
interface and disablesreceive interrupt signal when process-
ing a set of packets. This reducesthe interrupt load on the
host processorwhen the rate of incoming packets is high.
The queueshave con�gurable sizesthat determine transmit
and receive bu�er lengths for the store and forward style
communication between the SV-NIC and guest domain.

3.1 Functionality breakdown for SV-NIC' spro-
cessingcomponent

This section describeshow the coresused for the process-
ing component of the SV-NIC achieve (1) VIF management,
and (2) network I/O.

Management functionalit y includes the creation of VIFs,
their removal, and changing attributes and resourcesasso-
ciated with them. Figure 2 depicts various management
interactions between the SV-NIC's processing component,
the hypervisor and the guest domain to create a VIF . The
hypervisor enhances guest domain privileges and enforces
security isolation, which is further discussedin Section 3.2.
The �gure also shows the I/O and signaling paths for the
VIF between the SV-NIC and the guest domain (via the
messagingfabric).

Other management functionalit y includes the destruction
of VIFs and changing attributes of a VIF or of the SV-NIC.
Destruction requests are initiated by the hypervisor when
a VIF has to be removed from a guest. This might be the
result of a guest VM shutdown, or for security reasons(e.g.
when a VM is compromised, its VIFs can be torn apart.)

Certain attributes can beset, at VIF creation time or later,
to change VIF properties. For example, the throughput
achievable by a VIF directly depends on the bu�er space
provided for the send- and receive-queues. Bandwidth and
latency also depend on the scheduling algorithm used at the
NP for the processingof packets corresponding to di�eren t
VIFs. Hence, changing these attributes will a�ect runtime
changesin VIF behavior.

Management functionalit y is accomplished by two man-
agement driv ers { one running on the host and the other

running on the SV-NIC. The host-side driv er runs as part
of the controller domain (dom0). The device-side driv er is
part of the embedded OS running on the NP-based board.
It runs on the XScale core.

Management requests are generated by guest domains or
the hypervisor. They are forwarded to the host-side man-
agement driv er, which in turn forwards relevant parameters
to the device-sidedriv er via the 21555bridge's mailbox reg-
isters. The device-sidedriv er appropriates the resourcesfor
VIFs, which includes assigning micro-engines for network
I/O and messagingfabric spacefor send/receivequeues. The
device-side driv er then communicates these changes to the
host-side driv er, via the bridge's mailbox registers, and to
the micro-code running on the micro-engines, via SRAM.

A guest domain performs network I/O via a VIF. It en-
queuespackets on the VIF's send-queueand dequeuespack-
ets from the VIF's receive-queue. It is the responsibilit y of
the SV-NIC to:

� egress: multiplex packets in the send-queuesof all
VIFs on to the network device; and

� ingress: demultiplex the packets received from the net-
work device onto appropriate VIFs' receive queues.

Since VIFs export a regular ethernet device abstraction to
the host, this implementation modelsa software layer-2 (eth-
ernet) switch.

Our current implementation uses four micro-engines for
network I/O { one for egress,one for ingress and two for
executing the device driv er to perform I/O on the gigabit
NIC.

Egress is managed by one micro-engine context per VIF .
For simple load balancing, this context is selected from a
pool of contexts belonging to a single micro-engine (the
egressmicro-engine) in a round robin fashion. Hence, the
lists of VIFs being serviced by the contexts of the egress
micro-engine are mutually disjoint. This allows for lock free
operation of all contexts. The context dequeuesthe packet
from the send-queueof the VIF and forwards it to the device
driv er. Contexts managing egressemploy voluntary yielding
after processingevery packet and during packet processing
for I/O to maintain a fair-share of physical network resources
acrossmultiple VIFs.

Ingress is managed for all VIFs by a shared pool of con-
texts belonging to onemicro-engine (the ingressmicro-engine).
Each context selects a packet from the physical network,
demultiplexes it to a VIF basedon MA C address, locks the
VIF, obtains a sequence number to perform \in-order" place-
ment of packets, unlocks the VIF, and signals the next con-
text to run. Next it performs the I/O action of moving the
packet to the VIF receive-queue,during which it voluntar-
ily relinquishes the micro-engine to other contexts that are
either performing I/O or waiting to get a chance to exe-
cute. After a context is done performing I/O, it waits for
the expected sequencenumber of the VIF to match its se-
quence number, yielding the micro-engine voluntarily be-
tweenchecking for this condition to becometrue. Once this
wait operation is complete, the context atomically adjusts
the VIF's receive-queue data structures to signify that a
packet is successfully queued. Also, a signal to the guest
domain is sent if required by the guest domain driv er.

The SV-NIC sends signals to the guest domain, and its
micro-engines poll for information from the guest domains.
There are multiple reasons for this design: (1) an ample
number of micro-engines and fast switchable hardware con-



texts make it cheaper to poll for information than to wait
for an asynchronous signaling mechanism lik e an interrupt;
(2) hardware contexts running on micro-engines are non-
preemptible, thus the context must explicitly check for the
presenceof interrupt signal anyway; and (3) there exists no
direct signaling path from host cores to micro-engines, so
that such signals would have to be routed via the XScale
core, resulting in prohibitiv e latency.

More speci�cally , every VIF is assignedtwo di�eren t bits
in the host-side interrupt identi�er register (one each for the
sendand receive directions). The bits are sharedby multiple
VIFs in case the total number of VIFs exceeds8. Setting
any bit in the identi�er register causesa master PCI inter-
rupt to be asserted on a host core. The interrupt service
routine runs in the hypervisor context and using the associ-
ation between bits and VIFs, can determine which VIF (or
potential set of VIFs in caseof sharing) generated the mas-
ter interrupt, along with the reason,by reading the identi�er
register. Based on the reason (send/receive), an appropri-
ate signal is sent to the guest domain associated with the
VIF(s). This signal demultiplexing and forwarding (aka in-
terrupt virtualization) is the sole involvement of the hyper-
visor in the I/O path.

3.2 Managementresponsibilitesof the hyper-
visor

In this section, we discusshow the hypervisor assists the
SV-NIC in providing isolation between VIFs. The SV-NIC
isolates VIFs via spatial partitioning of resources,both on
the device (such as SDRAM and micro-engine contexts) and
on the host (the host memory). Memory resourcesbelonging
to a VIF are mapped into the address space of the guest
domain owning that VIF by the hypervisor.

As discussed earlier, the send queue of a VIF exists in
the NP's SDRAM, which is part of the host PCI address
space. Accessto it is available by default only to privileged
domains, e.g., the controller domain. In order for a (non-
privileged) guest domain to be able to accessits VIF's send
queue in this address space, the management driv er uses
Xen's grant table mechanism to authorize write accessto the
corresponding I/O memory region for the requesting guest
domain. The guest domain can then request Xen to map
this region into its page tables. Once the page table entries
are installed, the guest domain can inject messagesdirectly
into the send queue.

In our current implementation, the host memory area that
contains a VIF's receive queue is owned by the controller
domain (dom0). The management driv er grants accessof
the region belonging to a particular VIF to its corresponding
guest domain. The guest domain then asks Xen to map
this region into its page tables and can subsequently receive
messagesdirectly from the VIF's receive queue.

The above mappings are created once during VIF cre-
ation time and remain in e�ect for the life-time of the VIF
(usually the life-time of its guest domain). All remaining
logic to implement packet bu�ers inside the queuesand the
send/receive operations is implemented completely by the
guest domain driv er and on the NP micro-engines.

In summary, the hypervisor enforcesisolation by restrict-
ing accessto memory resources via page tables { a guest
domain cannot accessthe memory space(neither upstream
nor downstream) of VIFs other than its own.

3.3 SV-NIC vs. Dri ver-Domain approach to
network virtualization

Current hypervisors use the `driver-domain' approach to
network virtualization. In this approach, henceforth termed
HV-NIC, each guest domain is provided with one or more
virtual `front-end' network devices. Corresponding to each
front-end device, a virtual `back-end' network device is cre-
ated in a privileged domain. This domain, terned `driver-
domain' can accessthe physical network device. The driv er
domain useslayer-2 software bridging to bridge virtual back-
end devicesand the physical network device.

Front-end and back-end network devices are connected
via a point-to-p oint shared memory channel. In the egress
path, a packet sent by the guest domain on front-end device
requires the scheduling of driv er-domain, where the packet
is received by the back-end device driv er and is forwarded
to the software bridging code. Based on packet destina-
tion MA C address, bridging code may invoke the physical
NIC's device driv er to send the packet out. In the ingress
path, a packet received by the physical NIC's device driv er
is forwarded to the bridging code, which may invoke a send
on the back-end network device. This results in schedul-
ing of destination guest domain to receive the packet on the
front-end device. Xen usesa zero-copy approach, where a
network packet is moved between guest domain and driv er
domain via page 
ipping [27]. As shown by Menon et al.,
the driv er-domain approach requires substantial CPU cy-
cles, negatively a�ects caches, and the virtualized network
performance does not compare favorably against the net-
work performance in nativ e systems [25].

In our protot ype setup, since the host does not have di-
rect accessto the gigabit network interface available on the
ENP2611 board, the network processoron the board is used
to tunnel network packets between the host and the inter-
face. This provides to the host the illusion that the ENP2611
board is a gigabit ethernet interface. In fact, this tunnel in-
terface is almost identical to a VIF. It contains two queues,
a send-queueand a receive-queue, and it bears the ID of
the physical ethernet interface. Its virtualization with the
driv er-domain approach discussedearlier comprisesthe HV-
NIC implementation evaluated in this paper.

In comparison, the SV-NIC does not require the involve-
ment of any domain other than the guest that is performing
I/O. In addition, it removes most hypervisor interactions
from the data fast path, by permitting each guest domain
to directly interact with the virtualized device. This is done
by exploiting device-level resourcesto map substantial vir-
tualization functionalit y (i.e., the hypervisor functions and
the device driv er stack required to virtualize the device) to
the processing resourceslocated close to the physical net-
work device.

We note that the total number of data copy and signaling
operations performed by the host and the NP to accessthe
physical device are the same for the SV-NIC accessedby a
guest domain and for the tunnel interface accesseddirectly
from the driv er domain. Here, performance di�erences are
due only to the e�ects from `where' network virtualization
code is run: inside a driv er-domain or inside the device itself.

4. ENHANCING NETWORK I/O WITH HARD-
WARE I/O MMUS

Unlik e the caseof downstream access,where the host can



addressany location in the NP's SDRAM, �rm ware restric-
tions in our protot ype implementation platform limit the
addressability of host memory by the NP to 64MB. In fact,
even with �rm ware modi�cations, the hard limit is 2GB.
Sincethe NP cannot accessthe complete host addressspace,
all NP to host data transfers must target speci�c bu�ers in
host memory, termed bounce bu�ers . This implies that the
receive queue of the tunnel device or a VIF must consist of
multiple bounce bu�ers.

In keepingwith standard Unix implementations, the host-
side driv er copiesthe network packet from the bouncebu�er
in the receive queue to a socket bu�er (skb) structure. An
alternate approach avoiding this copy is to directly utilize
receive queue memory for skbs. This can be achieved by
either (1) implementing a speci�c skb structure and a new
page allocator that usesthe receive queue pages,or (2) in-
stead of having a pre-de�ned receive queue, construct one
that contains the addressesof allocated skbs. The latter
e�ectiv ely requires either that the NP is able to accessthe
entire host memory (which is not possible due to the lim-
itations discussedabove) or that an I/O MMU is used for
translating an I/O addressaccessibleto the NP to the mem-
ory addressof the allocated skb. For easeof implementation,
we have not pursued (1) in our protot ype, but it is an opti-
mization we plan to consider in future work. Concerning (2),
sinceour platform doesnot have a hardware I/O MMU, our
implementation emulates this functionalit y by using bounce
bu�ers plus messagecopying, essentially realizing a software
I/O MMU. In future systemswith hardware I/O MMU, this
extra copy can be eliminated which will improve the perfor-
mance of upstream NP accessesto host memory. Further,
the hardware I/O MMU must be integrated with the self-
virtualized device to enforce security isolation - a guest do-
main must be able to program I/O MMU with addressesfor
memory pagesit owns and map them to I/O addressesfor
receive queue(s) for VIF(s) it owns.

5. EXPERIMENT AL EVALUATION
The experiments reported in this paper use two hosts,

each with an attached ENP2611 board. The gigabit net-
work ports of both boards are connected to a gigabit switch.
Each host hasan additional Broadcom gigabit ethernet card,
which connects it to a separate subnet for developmental
use.

Hosts are dual 2-way HT Pentium Xeon (a total of 4 log-
ical processors)2.80GHz servers, with 2GB RAM. The hy-
pervisor usedfor systemvirtualization is Xen3.0-unstable [27].
Dom0 runs a paravirtualized Linux 2.6.16kernel with a Red-
Hat Enterprise Linux 4 distribution, while guest VMs run
a paravirtualized Linux 2.6.16 kernel with a small ramdisk
root �lesystem basedon the Busybox. The ENP2611 board
runs a Linux 2.4.18kernel with the MontaVista Preview Kit
3.0 distribution. Experiments are conducted with unipro ces-
sor dom0 and guest VMs. Dom0 is con�gured with 512MB
RAM, while each guest VM is con�gured with 32MB RAM.
We use the default Xen CPU allocation policy, under which
dom0 is assignedto the �rst hyperthread of the �rst CPU
(logical CPU #0), and guest VMs are assignedone hyper-
thread from the second CPU (logical CPU #2 and #3).
Logical CPU #1 is unused in our experiments. The Bor-
rowed Virtual Time (bvt) scheduler with default arguments
is the domain scheduling policy used for Xen.

Experiments are conducted to evaluate the costsand ben-

e�ts of the SV-NIC in comparison with the driv er-domain
approach to network virtualization. Two setsof experiments
are performed. The �rst set uses the HV-NIC, where the
driv er domain provides virtual interfaces to guest domains
and uses the tunnel interface as the physical device. Our
setup usesdom0 (i.e., the controller domain) as the driv er
domain. The second set of experiments evaluates the SV-
NIC realization described in Section 3, which provides VIFs
directly to guest domains without any driv er domain in-
volvement in the network I/O path.

The performance of the SV-NIC vs. the HV-NIC, i.e.,
of their virtual interfaces provided to guest domains, are
evaluated with two metrics: latency and throughput. For
latency, we wrote a simple libp cap [9] client server appli-
cation, termed psapp, to measure the packet round trip
times betweentwo guest domains running on di�eren t hosts.
The client sends 64-byte probe messagesto the server us-
ing packet sockets and SOCK RAW mode. These packets
are directly handed to the device driv er, without any Linux
network layer processing. The server receives the packets
directly from its device driv er and immediately echoesthem
back to the client. The RTT serves as an indicator of the
inherent latency of the network path.

For throughput, we use the iperf [7] benchmark applica-
tion. The client and the server processesare run in guest
domains on di�eren t hosts. The client sends data to the
server over a TCP connection with bu�er size set to 256KB
(on guest VMs with 32MB RAM, linux allows only a maxi-
mum of 210KB), and the averagethroughput for the 
o w is
recorded. The client run is repeated 20 times.

All experiments run on two hosts and use a `n,n:1x1' ac-
cesspattern, where `n' is the number of guest domains on
each host. Every guest domain housesone virtual network
interface. On one machine, all guest domains on a machine
run server processes,one instance per guest. On the second
machine, all guestdomains run client processes,oneinstance
per guest. Each guest domain running a client application
communicates to a distinct guest domain that runs a server
application on the other host. Hence, there are a total n
simultaneous 
o ws in the system. In the experiments in-
volving multiple 
o ws, all clients are started simultaneously
at a speci�c time in pre-spawned guest domains. We assume
that the time in all guest domains is kept well-synchronized
by the hypervisor.

5.1 Latency
The latency measured as the RTT by the psapp appli-

cation includes both basic communication latency and the
latency contributed by virtualization.

Another sourceof latency for the SV-NIC is the total num-
ber of signals sent per packet. On our platform, due to the
limitations on interrupt identi�er size, a single packet may
require more than one guest domain to be signalled. As-
suming these domains share the CPU, the overall latency,
then, includes the time it takesto senda signal and possibly,
the time spent on `useless'work performed by a redundant
domain. Whether or not such uselesswork occurs depends
on the method for domain scheduling used on the shared
CPU.

Using packet round trip time (RTT) as the measure of
end-to-end latency, Figure 3 shows the RTT reported by
psappfor the HV-NIC and the SV-NIC. On the x-axis is the
total number of concurrent guest domains `n' running on
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Figure 3: Latency of the HV-NIC and the SV-NIC.
Dotted lines represen t the latency for dom0 using
the tunnel net work in terface in t wo cases: (1) No
virtualization functionalit y (i.e., without soft ware
bridging), represen ted by �ne dots, and (2) driv er-
domain functionalit y (i.e., with soft ware bridging),
represen ted by dash dots

each host machine. On the y-axis is the median latency and
inter-quartile range of the `n' concurrent 
o ws; each 
o w i 2
n connects GuestD omain client

i to GuestD omain ser v er
i . For

each n, we combine N i latency samplesfrom 
o w i; 1 � i � n
as one large set containing

P n
i =1 N i samples. The reason is

that each 
o w measures the same random variable, which
is end-to-end latency when n guest domains are running on
both sides.

We usethe median as a measureof central tendency since
it is more robust to outliers (which occur sometimes due
to unrelated system activit y, especially under heavy load
with many guest domains). Inter-quartile range provides an
indication of the spread of values.

These results demonstrate that with the SV-NIC, it is pos-
sible to obtain close to a 50% latency reduction for virtual
interfaces compared to Xen's driver-domain approach. This
reduction results from the facts that dom0 is no longer in-
volved in the network I/O path, and that hypervisor inter-
actions are reduced. Also, with the SV-NIC, the latency of
using one of its VIFs in a guest VM is almost identical to
using the HV-NIC's tunnel interface from the domain that
has direct device access, dom0. Our conclusion is that the
basic cost of the self-virtualized device implementation is
low.

The median latency value and inter-quartile range in-
creasein all casesasthe number of guestdomains (and hence
the number of simultaneous 
o ws) increases.This is mostly
becauseof increased CPU contention between guests and
would not be present for many-core hosts, such as 32-way
SMPs. In any case,the cost of virtualization at the SV-NIC
remains low and shows good scalability, as shown by the
microbenchmarks depicted in Figure 4. For brevit y, these
microbenchmarks are discussedin detail elsewhere[21].

Our protot ypehardware's limitations in terms of interrupt
identi�er sizes leads to interrupt identi�er sharing, which
causesthe latency of the SV-NIC to increase beyond that
of the HV-NIC for 32 VIFs. This is becausehere, every
identi�er bit is shared among 4 VIFs, and hence, requires
1.5 redundant domain schedules on the average before a
signal is received by the correct domain. On our system
with only two CPUs available for guest VMs, these domain
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schedules also require context switching, which further in-
creaseslatency. One component of this latency, the extra
time taken by the hypervisor for interrupt virtualization, is
demonstrated by the host-side microbenchmarks reported
next. For # vif s = 1, the host takes � 1:99� s for inter-
rupt virtualization. For # vif s = 32, the average cost of
interrupt virtualization increasesto � 11:57� s. The cost of
interrupt virtualization increasessince for every interrupt,
multiple domains need to be signaled, even redundantly in
the casewhen # vif s > 8. To addressthis issue,we are cur-
rently implementing a messagebasedsignaling mechanism,
which will permit the SV-NIC to usea sharedmemory bu�er
to communicate to the hypervisor exactly which guest do-
main needs to be signaled, along with sending the master
interrupt to the host. This will eliminate redundant signal-
ing and thereby improve SV-NIC scalability.

5.2 Throughput
Figure 5 shows the mean and variance of the aggregate

throughput of `n' TCP 
o w(s) reported by iperf for the SV-
NIC and the HV-NIC, where `n' is the number of concurrent
guest domains. The setup is similar to the latency experi-
ment described above.

Based on these results, we make the following observa-
tions:

� The performance of the SV-NIC is about 2X of that of



host to NP 1088.1
NP to host 947.8

Table 1: Throughput of the PCI writes bet ween the
host and the NP (Mbps)

the HV-NIC, even for large numbers of guestdomains.
Several factors contribute to the performance drop for
the HV-NIC, as discussedearlier.

� The performance of using a single VIF in a guest VM
with the SV-NIC is similar to using the HV-NIC (tun-
nel interface) in dom0 without any virtualization func-
tionality . This shows that the cost of I/O virtualiza-
tion with the SV-NIC is low and that it purely resides
in the device and the hypervisor.

� The performance of the HV-NIC for any number of
guests is always lower than with a single VIF in the
SV-NIC . The reason for this is the fact that the tun-
nel driv er must enforce ordering over all packets and
hence, it cannot take advantage of hardware paral-
lelism e�ectiv ely. In contrast, for the SV-NIC im-
plementation, there is less contention for ordering as
the number of VIFs increases. For example, on av-
erage 2 contexts will contend per VIF for ordering
when #VIFs = 4, vs. 8 contexts, when #VIFs = 1
(or for the tunnel device in the HV-NIC case). Al-
though a smaller number of contexts per VIF implies
lessthroughput per VIF, the aggregatethroughput for
all the VIFs will be more when #VIFs > 1 vs. #VIFs
= 1 (or for the tunnel device).

Further, the performance of the network I/O path for
both SV-NIC and HV-NIC is limited by the upstream (NP
to host) PCI performance. This is shown by the following
microbenchmark. We measure the available throughput of
the PCI path between the host and the NP for write (since
PCI reads are avoided), by writing a large bu�er acrossthe
PCI bus both from the host and from the NP. In order to
model the behavior of packet processingin both SV-NIC and
HV-NIC, the write is done 1500 bytes at a time. Also, for
the upstream path, aggregatethroughput is computed for 8
micro-engine contexts, where all of the contexts are copying
data without any ordering requirement. This represents the
best caseperformance available for network I/O from NP to
host.

Results of this benchmark are presented in Table 1. They
demonstrate that the bottleneck currently lies in the up-
stream path. This is further exacerbated by the ordering
requirements and the need to use bounce bu�ers due to the
limited addressability of host memory from the NP. Better
upstream PCI performance can be achieved via the use of
DMA engines available on the NP board. On the egress
path, the host can provide data fast enough to the NP to
sustain the gigabit link speed.

6. TOWARD SELF-VIRTUALIZED I/O IN FU-
TURE MANY-CORE SYSTEMS

A self-virtualized device, lik e the SV-NIC evaluated in
this paper, exhibits high performance and scalability for I/O
virtualization since it can exploit multiple processing cores
situated close to the physical device and becausethese pro-
cessingcores might be specialized for certain types of pro-
cessing,e.g. micro-engines in a network processor. Further

performance bene�ts can be obtained with better messaging
fabrics connecting the self-virtualized device and guest do-
mains executing on the host. Current architectural advances
are addressing these issues:

� Large multi-core and many-core systems will provide
the opportunit y to utilize certain coresfor virtualizing
a particular peripheral. A highly optimized version
of a driv er-domain, one that implements just enough
functionalit y and employs latency reducing techniques,
such aspolling rather than interrupts, can provide bet-
ter performance and scalability than is possible in sys-
tems today.

� I/O devices will come `closer' to compute cores, as
evident from planned enhancements to system inter-
connects, such as Geneseo[2]. These will reduce the
latencies of device accessesfrom cores, e.g. via cache-
coherent data transfer between memory and I/O de-
vices.

� Heterogeneousmulti-core systems lik e IBM's Cell [10]
processor or lik e general purp ose hosts paired with
network processorsand other acceleratorscan provide
specialized processingat lower costs than general pur-
posecores.

� Improved inter-core communication mechanisms, such
as AMD's Hyp erTransport [3], will allow low latency
signaling amongcores. At the sametime, sharedcaches
and high-bandwidth memory interconnects will allow
for faster data transfer among cores. Both of these
properties will enable higher performance for the mes-
sagingfabric implemented via sharedmemory and inter-
core signaling.

Basedon theseobservations, weextend the self-virtualized
deviceapproach presented in this paper toward a hypervisor-
level abstraction for high end, many-core systems, termed
self-virtualized I/O (SV-IO). The SV-IO abstraction describes
the resourcesusedto implement devicevirtualization. Specif-
ically, a device virtualization solution built with SV-IO is
described to consist of (1) somenumber of processingcom-
ponents (cores), (2) a communication link connecting these
coresto the physical device, a.k.a. the peripheral communi-
cation fabric, such as PCI Express enhancedwith Geneseo,
and (3) the physical device itself. By identifying these re-
sources,SV-IO can characterize, abstractly, the di�er ent im-
plementation methods currently used to virtualize peripheral
devices, including those that fully exploit the multiple cores
of modern computing platforms. Realizations of the SV-IO
abstraction must e�cien tly map these components to avail-
able physical resourcesin order to obtain high performance
and scalability.

Our ongoing and future work is using the SV-IO approach
for several purp oses.First, it is usedto generalizethe notion
of SV-NIC presented in this paper to encompassall possi-
ble implementations of its functionalit y, on generalpurp oses
hosts in their driv er domains and with alternativ e partitions
of virtualization functionalit y acrosshosts and network pro-
cessors. Second, it is used to describe virtualization for
other devices, including high performance communication
devices lik e SeaStar on Crays [13] or In�niband [4], the lat-
ter already o�ering limited self-virtualization capabilities.
Third, it extends the communication-centric treatment of
self-virtualized devices pursued in this paper to one that
addressesentirely di�eren t devices, including USB devices
used for cameras [22], for example. Fourth, and most im-



portantly , with SV-IO, it becomespossible to 
exibly and
dynamically allocate platform resources to I/O virtualiza-
tion tasks, so as to best meet application requirements in
terms of acceptable overheadsand desired performance.

7. RELATED WORK
Recent advancements in system virtualization techniques

that o�er high performancevia para-virtualization havewar-
ranted re-evalutation of the applicabilit y of virtualized plat-
forms in the high performance computing domain [39]. Fur-
ther optimizations in the management software stack, such
as small, special purp oseoperating systems, are envisioned
to provide further support to HPC on large many-core sys-
tems, both with and without virtualization [16, 17]. Simi-
lar to these developments, self-virtualized devices o�oad se-
lected virtualization functionalit y from the hypervisor to the
device itself, to enable high performance and scalable I/O
virtualization. A concrete realization presented in the pa-
per, the SV-NIC, provides direct, multiplexed, yet isolated,
network accessto guest domains via VIFs. Its philosophy is
similar to fast messages[26] and U-Net [33], where network
interfaces are provided to user spacewith OS-bypass. Since
the VIF device driv er for guest domains has the capabilit y
to map VIF resourcesto user space, the SV-NIC trivially
incorporates these solutions. Similarly , new generation In-
�niBand devices [23] o�er functionalit y that is akin to this
paper's ethernet-based SV-NIC, by providing virtual chan-
nels that can be directly used by guest domains. However,
these virtual channels are less 
exible than our SV-NIC in
that no further processingcan be performed on data at the
device level.

In order to improve network performance for end user
applications, multiple con�gurable and programmable net-
work interfaces have been designed [37, 28]. These inter-
facescould also be used to implement a SV-NIC, as demon-
strated by the CDNA protot ype [36]. Another network de-
vice that implements this functionalit y for the zSeriesvirtu-
alized environment is the OSA network interface [8], which
usesgeneral PowerPC cores for this purp ose, in contrast to
the NP used by our SV-NIC. We believe that using special-
ized network processingcoresprovides performance bene�ts
for domain-speci�c processing, thereby allowing more e�-
cient and scalable self-virtualized device implementations.
Furthermore, these virtual interfaces can be e�cien tly en-
hanced to provide additional functionalit y, such as packet
�ltering and proto col o�oading.

Although NPs have generally been used standalone for
carrying out network packet processingin the fast path with
minimal host involvement, previous work hasalsousedthem
in a collaborativ e manner with hosts, to extend host capabil-
ities, such as for fast packet �ltering [14]. We use the NP in
a similar fashion to implement the self-virtualized network
interface. Application-sp eci�c code deployment on NPs and
other specialized cores has been the subject of substantial
prior work [30, 19, 38].

Modern computer systemsperform a variety of tasks, not
all of which are suitable for execution on general purp ose
processors. A platform with both general and specialized
processingcapabilities can provide the high performance re-
quired by speci�c applications. A protot ype of such a plat-
form is envisioned in [20] where a CPU and a NP are utilized
in unison. More recently , multiple heterogeneouscoreshave
been placed on the samechip [10]. Our work usesa similar

heterogeneousplatform, consisting of Xeon CPUs and an
IXP2400 NP communicating via a PCI interconnect. This
is in comparison to other solutions that usegeneral purp ose
cores for network packet processing and other device-near
tasks [29, 15].

The SV-IO abstraction bears resemblance to the virtual
channel processorabstraction proposedin [24], although the
intended use for virtual channel processors is to provide
virtual devices for some system-level functionalit y, such as
iSCSI. The purp oseis to o�oad guests by not having them
run their own iSCSI module which in turn communicates
to the virtual network interface. VIFs provided by SV-IO
can be similarly enhanced with added functionalit y. As a
concrete example, we are currently constructing priv acy en-
hanced virtual camera devices. Their logical VIFs provide
an extension mechanism similar to soft-devices [34], the ma-
jor di�erence being that we can 
exibly choose where to
extend the VIF, at the device level directly or at the host
level. This 
exibilit y is provided by utilizing both host- and
device-resident processingcomponents.

8. CONCLUSIONS AND FUTURE WORK
This paper advocates the self-virtualized device approach

to virtualizing the `smart' peripherals found in high end sys-
tems. It presents the design and implementation of a self-
virtualized network interface (SV-NIC) using an IXP2400
network processor-basedboard. Performance of the virtual
interfacesprovided by the SV-NIC is analyzed and compared
to the driv er-domain approach (HV-NIC) used in commer-
cial platforms and by the open-sourceXen hypervisor. Ex-
perimental results demonstrate that the SV-NIC solution
outp erforms the HV-NIC approach. It also scales better
with an increasing number of virtual interfaces used by an
increasing number of guest domains.

The SV-NIC enableshigh performance in part because of
its ability to reduce hypervisor involvement and eliminate
driver-domain involvement in I/O path. In our solution,
the hypervisor on the host is responsible for managing the
virtual interfaces presented by the SV-NIC, but once a vir-
tual interface has been con�gured, most actions necessary
for network I/O are carried out without any hypervisor in-
volvement.

Future work includes both improvements in the current
SV-NIC implementation and enhancements to and general-
izations of the SV-IO abstraction. In the short term, we will
improve VIF performance in several ways:

� improve upstream VIF throughput by replacing micro-
engine programmed I/O with DMA;

� improve TCP performance via TCP segment o�oad;
and

� add support for large MTU sizes(jum bo frames).
In the longer term, we are investigating logical virtual de-

vices built using SV-NICs and VIFs. A simple example is
a VIF that provides additional services/programmabilit y,
such as packet �ltering based on header information and
application level �ltering from messagestreams. Such logi-
cal virtual devicescould also be enhancedwith certain QoS
attributes. An example QoS attribute pertinent to high
performance systems is bounded guarantees on host com-
putational resourceutilization for I/O virtualization, which
would provide a bound on the worst-caseperformancedegra-
dation a guest domain would experience. Basedon this met-
ric and the performance requirements for the guest, the sys-



tem can (1) provide performance guarantees for a domain in
a virtualized environment, and (2) if performance require-
ments can no longer be met, usemigration to move the guest
to a platform where they can be met.
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