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Recent Cases of Censorship in the Press

China Squeezes PC Makers

Belling Is Set to Reguire Web Filter That Wouwld Censor 'Harmful' Internet Sites

B LORETTA CHAO Conroy named Internet Villain

BEMING -- China plans to require that all personal computers sold in the country f h Y
shipped with software that blacks access to certain Web sites, a mave that coul 0O t € car

government censors unprecedented control over how Chinese users access the |
Adam Turner

The government, which has told global PC makers of the requirement but has yE‘JUWH' 2hod

to the public, says the effort is aimed at protecting young peaple fram "harmful” « Stephen Conroy's mandatary internet filtering plans have earned
prirmary target is pormography, says the main developer of the software, a compa him the title of Internet Villain of the Year at the 11th annual
to China's secunty ministry and military. Internet Industry Awards.

http://online.wsj.com/article/SB124440211524192081.html - . T
5 : The Internet ¥illain category recognises individuals or

Iran activists work to elude crackdown on Internet  :thave upsetthe Intemet industry and hampered

- those whorm the industry loves to hate.
By REBECCA SANTANA (APF) — 5 days ago
mmunications minister, and supporter of one of

CAIRD — The tweets still fly and the videos hit YouTube whenever protesters take to the streets | ambitious internet censorship plans, Senator
in Iran — even as the Internet battle there turns mare grueling. tough competition from the likes of the European

Authorities appear to be intensifying their campaign to block Web sites and chase down the -rench President Nicolas Sarkozy.

opposition online, and the activists search for new ways to elude them. for the UK Internet Industry Awards' Internet
r 2009 included:

http://www.smh.com.au/technology/technology-news/conroy-
named-internet-villain-of-the-year-20090713-di8q.html

oites such as Facebook, Twitter and YouTube remain blocked, as they have been since Iran's
political turmoil began following the disputed June 12 presidential election. Intemet expers
believe the government is going further — including tracking down computers from which images
and videos of Iran's protests are sent out to the rest of the world. Activists fear their every maove
online is watched.
http://www.google.com/hostednews/ap/article/ALeqM5hT-p6ly 3sSWHK8BRR58npG osLC3AD99L.01Q 00
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Goals for Censorship Resistant Publication

Deniability Should be infeasible for censor to determin
clients and content of the system

Resiliencylt should difficult for the censor to block
content published using the system

Deployability Minimal infrastructure should be needed
to deploy the system

Performance Should not be unreasonably slow
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Related Work

Tor

Synchronous and relatively fast

Provides |IRevel anonymity

Not deniable

No applicatiodayer anonymity
Publius Tangler

Deniable and resilient publication of documents
Infranet

Create covert channel in regular Web traffic

Deniable, but easy to block
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Design Overview
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Prerequisites for Publication

Censorecontent that he wishes to publish
Anidentifier for that content

A prearranged protocol for mapping the identifier to a
set oftags

A set ofcoverimages annotated withat least twoof
the tags In that set
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Publication Mechanism




