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Worldwide Internet Censorship

www.rsf.org/IMG/pdf/Internet_enemies_2009_2_.pdf
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Recent Cases of Censorship in the Press

http://online.wsj.com/article/SB124440211524192081.html

http://www.google.com/hostednews/ap/article/ALeqM5hTf-p6Iy3sWHK8BRR58npGosLC3AD99L01QO0

http://www.smh.com.au/technology/technology-news/conroy-

named-internet-villain-of-the-year-20090713-di8q.html
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Goals for Censorship Resistant Publication

ωDeniability: Should be infeasible for censor to determine 
clients and content of the system

ωResiliency: It should difficult for the censor to block 
content published using the system

ωDeployability: Minimal infrastructure should be needed 
to deploy the system

ωPerformance: Should not be unreasonably slow
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Related Work

ωTor

ςSynchronous and relatively fast

ςProvides IP-level anonymity

ςNot deniable

ςNo application-layer anonymity

ωPublius, Tangler

ςDeniable and resilient publication of documents

ωInfranet

ςCreate covert channel in regular Web traffic

ςDeniable, but easy to block
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Design Overview
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Prerequisites for Publication

ωCensored content that he wishes to publish

ωAn identifier for that content

ωA prearranged protocol for mapping the identifier to a 
set of tags

ωA set of coverimages, annotated with at least twoof 
the tags in that set
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Publication Mechanism


