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ABSTRACT
Due to recent large-scale deployments of delay and loss-
sensitive applications, there are increasingly stringentde-
mands on the monitoring of service level agreement metrics.
Although many end-to-end monitoring methods have been
proposed, they are mainly based on active probing and thus
inject measurement traffic into the network. In this paper, we
propose a new scheme for monitoring service level agree-
ment metrics, in particular, delay distribution. Our scheme
is passive and therefore will not cause perturbation to real
traffic. Using realistic delay and traffic demands, we show
that our scheme achieves high accuracy and can detect burst
events that will be missed by probing based methods.

1. INTRODUCTION
Recent large-scale deployments of delay and loss-

sensitive applications have led to stringent demand on per-
formance monitoring. Since delayed or lost packets in ap-
plications such as telecommuting, streaming media, gaming
and conference applications can result in significant perfor-
mance degradation, users nowadays demand strict guaran-
tees from their network providers on key metrics related to
delay and loss. These guarantees are typically summarized
as service level agreements (SLAs). With well-defined SLAs
and associated penalty in violating them, network providers
have strong incentive to monitor these metrics more accu-
rately and faster, so that they can provide more reasonable
agreements and detect potential problems earlier.

Many SLA monitoring algorithms have been proposed in
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the past few years (e.g., [5, 19, 20, 30]). Since the key met-
rics in SLAs are defined end-to-end, the dominant type of
monitoring approach is based on end-to-end probing. In a
probing based approach, the network provider deploys mul-
tiple monitoring nodes across the network and measures the
performance metrics of the probing packets. In particular,in
[19], Sommerset al.proposed SLAm, and conducted a sys-
tematic study on probing based approaches to address issues
including sampling intervals and bound on probing accuracy.

All existing probing based approaches share one com-
mon feature: they need to inject probing traffic into the net-
work. There are several issues with these approaches. First,
the probing traffic is overhead and thus reduces usable net-
work bandwidth. For one source node, the bandwidth cost
could be small to probe one destination. However, in or-
der to measure end-to-end performance metrics for all des-
tinations in a network ofn edge nodes, the total bandwidth
cost grows withO(n). For example, the overhead traffic
in [19] at a source is about hundreds of Kbps for probing
a singe destination, but when there are thousands of desti-
nations in a large ISP, this overhead can grow to the Gbps
level. Second, the probing traffic may cause perturbation
to real traffic, as shown in many existing works [1, 2, 17].
Higher measurement precision requires higher probing rate
and therefore causes more perturbation. The effect of the
perturbation is more serious when the network load is high,
the moment when it is important to get more accurate mea-
surements. Third, active probing estimates the performance
of the probing traffic instead of the real traffic. To minimize
probing overhead, probing packets are usually much smaller
(typically tens of bytes) compared with packets in real traf-
fic. Thus, the treatment received by probing packets may be
quite different from that received by packets in real traffic.
Finally, performance anomalies between probing intervals
will be missed. This can be serious given the fact that many
routing failure events are short-lived: less than 10 seconds
for transient BGP failures [22] and even shorter for many
other cases [12].

In this paper, we propose Packet Doppler, a new technique
for monitoring SLA performance metrics. More specifically,
it is used to measure and monitor the delay distributions of



origin-destination (OD) node pairs in an ISP network, where
a node could be an end-host, link, router, or Point of Pres-
ence (PoP). In astronomy, the Doppler effect (named after
Christian Doppler), is the change in frequency and wave-
length of a wave, known as thespectrum shift, as perceived
by an observer moving relative to the source of the wave.
Similarly, we can view the delays of the packets as the shifts
of the packets in the time series perceived by the receiver rel-
ative to the source. We call such phenomenonpacket shift.
The estimation of the delay distributions can be viewed as
the detection and recovery of the packet shift processes.

Unlike probing based approach, Packet Doppler is a pas-
sive measurement scheme. For each OD pair, it listens and
records tiny digests of real traffic at both the origin and the
destination so that the ISP can estimate the packet shift pro-
cess. These digests, 3 to 4 orders of magnitude smaller than
the real packet stream for current Internet packet size distri-
bution, conciselyencodethe time series information of the
packets passing by.

After that, Packet Doppler uses two innovative decoding
techniques, namely, efficient Sequential Hypothesis Test-
ing (SHT) with Viterbi Decoding, and Iterative Proportional
Fitting (IPF), to fully take advantage of the structural con-
straints present in SLA measurements and extract all of the
useful information out of the packet digests. These two tech-
niques provide rigorous statistical guarantees (e.g., Maxi-
mum Likelihood Estimation) and improve the decoding ac-
curacy by more than one order of magnitude over just using
a simple existing decoding procedure.

We evaluate our scheme using real delay and traffic vol-
ume traces. We show that compared with a probing based
approach SLAm [19], our delay estimation scheme achieves
better accuracy both for mean delay and delay variance. For
example, Packet Doppler can maintain the error of mean de-
lay within one millisecond, while SLAm can suffer from
several milliseconds inaccuracy. The relative error of delay
variance for SLAm can be tens of times larger than Packet
Doppler. Moreover, Packet Doppler can effectively detect
many burst events that will be missed by probing type meth-
ods. The proposed decoding techniques are the true heroes
behind this success: Our evaluation results show that SHT
improves the accuracy of the existing decoding scheme by
more than one order of magnitude and the IPF procedure fur-
ther cuts estimation errors by a significant percentage (e.g.,
50%).

Our key contributions can be summarized as follows:

• We propose a novel scheme to measure delay distribu-
tion in a passive way, as a viable alternative to current
active probing methods. It can estimate the delay with
high precision and low overhead. In addition, it can
detect the burst of delay changes.

• We propose two decoding methods to effectively im-
prove the decoding accuracy. These methods can ex-
plore more fruitful and accurate information from traf-
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Figure 1: The phenomenon of packet shift.

fic digests, compared with existing methods for both
network and database applications [23, 29].

The rest of the paper is organized as follows. Section 2
offers the overview of our scheme. Section 3 and 4 introduce
two advanced decoding algorithms respectively. In Section
5, we present our evaluation results. We survey the related
work in Section 6 and conclude the paper in Section 7.

2. OVERVIEW OF OUR APPROACH
In Figure 1, we illustrate the baseline idea of Packet

Doppler for estimating the delay distributions of origin-
destination (OD) link pairs in an ISP network1. Consider
an OD link pairi andj. At the ingress linki, the volume of
traffic (packets) that is destined to egress linkj over the time
is shown in the chart on the upper right. After some delay,
link j begins to receive the traffic stream, which is shown
in the chart on the bottom right. Comparing these two time
series, we can observe a shift and distortion of the shape of
the traffic volume as a result of the delay between the OD
pair. Our approach is to infer the delay distribution from the
shifts of the packets over time.

Specifically, bothi andj record and timestamp packet sets
going through them during each measurement interval. The
length of a measurement interval depends on the requirement
on measurement accuracy. For now on, time is measured
in the unit of measurement interval. Like other SLA mea-
surement techniques, our technique assumes that the clock
asynchronization at different routers is negligible compared
with the measurement result. For example, we can achieve
precision of a few microseconds or several hundred nanosec-
onds using off-the-shelf hardware based on LORAN-C [13],
WWVB [14] or GPS [9, 11].

To find out the delay of the set of packets arriving at source
i in time interval[s, s + 1], we need to find out the intersec-
tions between the packet set ati in [s, s + 1] and the packet
1Our techniques, however, can be extended/adapted to other levels
of granularity such as end-host, router, or PoP pairs.



node i

node j

100

30 60 10

t

pdf

0.6

0.3

0 1 2

0 1 2

3 4 5 6 7

3 4 5 6 7

Figure 2: Estimation of delay distribution from packet
shift process.

sets at destinationj in time intervals[t, t + 1], [t + 1, t + 2],
..., and so on. We illustrate this procedure in Figure 2. Sup-
pose 100 packets arrive ati in time interval [0,1] and these
packets are destined toj. By comparing the traffic digest at
i in time interval [0,1], which encodes not only these 100
packets but also other cross traffic, with the traffic digestsat
j (also with cross traffic encoded) in different time intervals,
we find that 30, 60, and 10 packets, as estimated from the
corresponding traffic digests, depart fromj during time in-
tervals [4,5] [5,6] [6,7], respectively. We can then infer the
delay distribution as shown in the bottom of Figure 2.

In the following two subsections, we describe the proce-
dure that encodes the packet sets into traffic digests and the
baseline procedure that infers the delay distributions from
these digests. The notations for presenting the procedures
are summarized in Table 1.

2.1 Encoding Procedure
Each monitored link continuously encodes the sets of

packets passing by during every monitoring interval. The
encoding procedure is simple enough to effectively process
every packet in high speed networks. It generates extremely
small digests for the packet sets. The generated digests will
be shipped to one or several servers for decoding.

We base our encoding approach on [29] for traffic matrix
estimation. It is important to note that traffic matrix esti-
mation is itself a nontrivial problem [26, 27, 29, 28]. Our
solution significantly extends the solution in [29]. To ensure
high precision of delay estimation, the typical length of a
monitoring interval is 1 ms2. We will fix 1 ms as the interval
length unless otherwise noted in the sequel.

The format of the digests is very simple: a (0-1) bitmap
B indexed by a hash functionh. Initially, all entries in the

2Note such a granularity would be an overkill for TM estimation
(for which 5 minute interval is good enough), but is necessary for
accurate delay estimation. However, there is little storage cost dif-
ference (in terms of gigabytes per hour) between different time
granularities, as will be clear later.

Table 1: The Notation Table
Notation Meanings
i source node (ingress link, router, PoP)
j destination node (egress link, router, PoP)
ni(s) number of packets that arrive ati

in time interval[s, s + 1]
mj(t) number of packets that depart fromj

in time interval[t, t + 1]
xij(s, t) number of packets that arrive ati in [s, s + 1]

and depart fromj in [t, t + 1]

bitmap are set to 0. When a packetpkt arrives at ingress
links or departs from egress links, the invariant portion ofthe
packet3, denoted byφ(pkt), is extracted and hashed usingh.
The hashing resulth(φ(pkt)) is viewed as an index inB,
and the bit at the corresponding index is set to 1. The encod-
ing procedure uses the same hash functionh with the same
bitmap sizeb at every monitored link. Since each packet
corresponds to one bit in the bitmap, the encoding module
has extremely low storage cost. Since only a single hashing
operation is involved, which is supported by the instruction
sets of many modern processors, the computational cost is
also very low.

2.2 Decoding Procedure
As we illustrate in Figure 2, we can recover the delay dis-

tribution of the packets from sourcei to destinationj in any
time interval if we know the intersections of the packet sets
at i andj, denoted as thepacket shift processbetweeni and
j.

For simplicity we uses to denote time interval[s, s + 1].
For OD pairi andj, let xij(s, t) be the number of packets
that arrive at sourcei in intervals and depart from destina-
tion j in intervalt (hence the delay of those packets ist−s).
The (empirical) delay distribution of the packets fromi to j

in intervals, ps
ij , can be derived from the packet shift process

xij(s, t)’s as follows:

ps
ij(t − s) =

xij(s, t)∑
t′∈T s

ij
xij(s, t′)

, t ∈ T s
ij , (1)

where T s
ij includes possible time intervals when packets

(which arrive ati in s) depart fromj.
∑

t′∈T s
ij

xij(s, t
′) is

the total number of packets arriving ati in s that are des-
tined toj; hence the right hand side of (1) is just the fraction
(probability) of those packets that experience delayt − s.
3As described in [18], the invariant part of a packet should uniquely
represent the packet and remain the same when the packet travels
from one link to another. At the same time, it is desirable to make
its size small to allow for fast hash processing. In our scheme,
the invariant portion of a packet consists of the packet’s IP header
(where the variant fields like TTL, ToS, and checksum are marked
as 0’s) and the first 8 bytes of the payload if there is any. As shown
in [18], these 28 bytes are sufficient to differentiate almost all non-
identical packets.



More generally, if we want to estimate the (empirical) de-
lay distribution of the packets from sourcei to destinationj
over a period of time, say from time interval 1 toT , it can be
derived from the packet shift process as follows:

pij(d) =

∑
1≤s≤T xij(s, s + d)

∑
1≤s≤T

∑
t′∈T s

ij
xij(s, t′)

, d ∈ △ij , (2)

where△ij is the set of possible delays fromi to j in that
time period,e.g., △ij = {tmin

ij , ..., tmax
ij } wheretmin

ij and
tmax
ij are the minimum and maximum delays fromi to j.

2.2.1 Estimating Intersections

Based on the proceeding analysis, it remains to estimate
the packet shift process (i.e., the intersectionsxij(s, t)’s).
We first adapt the method proposed in [29]. Let the set of
packets arriving at sourcei in s be Ai(s), and the set of
packets departing from destinationj in t beDj(t). Let the
corresponding bitmaps forAi(s) andDj(t) be BAi(s) and
BDj(t).

Let uAi(s) (resp.,uDj(t)) denote the number of 0 bits in
BAi(s) (resp.,BDj(t)). Recall that the size of the bitmap is
b. The maximum likelihood estimators (MLEs) forni(s) =
|Ai(s)| and mj(t) = |Dj(t)|, the numbers of packets in
Ai(s) andDj(t), are given in [23]:

n̂i(s) = b ln
b

uAi(s)
,

m̂j(t) = b ln
b

uDj(t)
. (3)

xi,j(s, t), the intersection betweenAi(s) andDj(t), can be
described as|Ai(s)∩Dj(t)| = |Ai(s)|+ |Dj(t)|− |Ai(s)∪
Dj(t)|. An estimator for this quantity is given in [29]:

x̂i,j(s, t) = n̂i(s) + m̂j(t) − b ln
b

uAi(s)∪Dj(t)
, (4)

where uAi(s)∪Dj(t) denotes the number of 0 bits in
BAi(s)∪Dj(t) (the result of hashing the packets inAi(s) ∪
Dj(t) to a single bitmap).BAi(s)∪Dj(t) can be computed as
the bitwise-OR ofBAi(s) andBDj(t).

Like in [23], for bitmap sizeb, we define theload factor
for a setA with cardinality|A| asλA = |A|

b
. The variance

of the estimator̂xij(s, t) in (4) is ( [29]):

var
(
x̂ij(s, t)

)
= b(2eλAi(s)∩Dj(t) + e

λAi(s)∪Dj(t) − eλAi(s)

−e
λDj(t) − λAi(s)∩Dj(t) − 1). (5)

The selection of the bitmap size will keep the load factor
small (less than 1). Hence the (relative) variances of the esti-
mators are small whenxij(s, t)’s are large. We can directly
usex̂i,j(s, t)’s in (4) to estimate the delay distribution in (2).
We call it thenaivedecoding scheme hereafter.

2.2.2 Limitation of the Naive Decoding Scheme

However, our experiments show that directly applying the
naive decoding scheme to estimate the intersections and the

delay distributions does not produce accurate results. The
main reason is that when the signal noise ratio (SNR)4 is
low, i.e., the amount of traffic betweeni andj is small rel-
ative to the cross traffic ati and/orj, the naive decoding
scheme may report incorrect delay values since the intersec-
tion estimation can be drown out by noise.

In order to address this problem and improve the delay
estimation accuracy, we propose two advanced decoding
techniques, namely, efficient Sequential Hypothesis Testing
(SHT) with Viterbi Decoding and Iterative Proportional Fit-
ting (IPF), in the following two sections.

3. PACKET SHIFT DETECTION USING
SEQUENTIAL HYPOTHESIS TESTING

Consider OD pairi andj. Suppose nodei sends a set of
packets to nodej in time intervals. RememberT s

ij is the set
of possible time intervals whenj receives those packets,e.g.,
T s

ij = {s+ tmin
ij , ..., s+ tmax

ij }, wheretmin
ij andtmax

ij are the

minimum and maximum delays fromi to j. Let T̂ s
ij ⊆ T s

ij be
the exact set of time intervals whenj receives those packets.
The value of|T̂ s

ij | (cardinality ofT̂ s
ij) is much smaller than

|T s
ij | because delay normally does not change dramatically

within a short interval like 1ms. In this section we apply
hypothesis testing to detect the set of time intervalsT̂ s

ij that
the packets are most likely falling into.

3.1 Problem Formulation
We formalize the packet shift detection problem as a hy-

pothesis testing problem. Every possible shift can be viewed
a hypothesisH. Based on the bitmap observation, we test
all the hypotheses and select the most likely hypothesis as
the detection result. The advantage of hypothesis testing lies
in its capability tocombinedifferent shift intervals into the
hypothesis space. In other words, it can utilize the implicit
relationship among different intervals.

Assume that|T s
ij | = K. We considerK hypothesesH1,

H2, . . ., HK , whereHt means that the packets fall into (up
to) |T̂ s

ij | consecutive intervals beginning at intervalt, more
formally, marked asHt : θt ∈ Θt. Applying likelihood
ratio test, we compute the likelihood ratioλt(x̂) for each
hypothesis

λt(x̂) =
supΘt

L(θt|x̂)

supΘ L(θt|x̂)
. (6)

Hereθt is the exact intersection between the OD pair and
x̂ is the observed intersection from bitmap estimation. The
likelihood function of one hypothesisHt is given by:

L(θt|x̂) = Pr[x̂|θt]. (7)

Pr[x̂|θt] represents the probability that we observex̂ from
bitmap estimation given the exact intersection between the
OD pair isθt. The detailed computation of the probability is
4Here thesignal is the real intersection, and thenoiseis caused by
the hash collision and the estimation methodology itself.



given in Appendix A. The most likely hypothesis is the one
with the maximum likelihood ratioλt:

t̂ = argmax
t∈T s

ij

λt(x̂). (8)

3.2 Maximum Count Detection
When applying hypothesis testing for each monitoring in-

terval separately (we call it HT(1)), it reduces to the simple
maximum count(MC) detection scheme: for any monitoring
intervals, the packets from sourcei to destinationj will fall
into (up to)|T̂ s

ij | consecutive intervals beginning from inter-
val t̂ atj, wherêt is chosen to maximize the sum of observed
intersections during these intervals:

t̂ = argmax
t∈T s

ij

t+|T̂ s
ij |−1∑

t′=t

x̂ij(s, t
′). (9)

If the estimated intersectionŝxi,j(s, t)’s from direct
bitmap computation (see (4)) are very accurate in millisec-
ond level, then the MC detection is good enough. However,
according to the variance equation (5), the noise of estima-
tion can dominate when the OD traffic volumexi,j(s, t) is
extremely small (say two orders of magnitude smaller than
either total ingress or egress traffic), in other words, the cross
traffic rate is very large. In this case, the MC detection may
choose wrong delay intervals because a large noise can be
mistaken for a strong signal, i.e., the estimation of an inter-
section|Ai(s)∩Dj(t)| could be large even if its actual value
is near 0. In the next section, we describe how to solve this
problem using sequential hypothesis testing (SHT).

3.3 SHT Through Viterbi Decoding
The idea of sequential hypothesis testing, in the context

of this work, is as follows. Instead of performing hypothesis
testing for each and every source interval individually using
equation (8), we bundle 2 or more consecutive source inter-
vals together and perform a joint hypothesis testing on them.
We refer a bundling of 2 intervals asHT (2), andHT (3),
HT (4), . . . are defined similarly. SHT is the full-blown case
where all intervals from logical time 0 to the current time are
bundled together. SHT can significantly enhance the estima-
tion accuracy because incorrect individual hypothesis test-
ings can be detected and corrected by “surrounding” correct
individual hypothesis testings.

However, since the hypothesis space grows exponentially
with the number of intervals bundled together, the compu-
tation complexity will become prohibitively high when this
number becomes larger. Fortunately the following reason-
able assumption allows us to significantly reduce the hypoth-
esis space. We assume that, for any times, the vast majority
(say more than 95%) of packets inAi(s) will be delivered
no later than those ofAi(s + 1) by more than one unit of
time. Note this is a very weak assumption which only re-
quires no more than a small percentage of packets aresignifi-
cantly re-ordered. This is a very reasonable assumption with

l l+10 l+2 L-1 L

measurement interval
state

Figure 3: An example of Viterbi algorithm. There are
four states (K = 4). The solid line represents the ac-
tive path, and dash line represents an example of invalid
path.

today’s Internet, where most routers employ FCFS queuing.
Although routing changes or multi-path events may happen
to cause packet re-ordering, the majority of packets in fact
do arrive in order, as reported by a fairly recent study, which
shows only 0.02% to 0.5% of packets are out of order [10].
We refer to the above assumption as “near-FCFS”, although
our assumption is indeed much weaker (and more reason-
able) than this name might suggest.

This near-FCFS assumption allows us to eliminate many
invalid hypotheses in the hypothesis space. It also makes
our SHT problem structurally similar to that of decoding the
convolutional code in the coding theory, and therefore solv-
able by the Viterbi algorithm.

The Viterbi algorithm [21], discovered by Viterbi in 1967,
reduces the complexity of maximum likelihood decoding by
systematically removing paths that cannot achieve the opti-
mal path metric from consideration. Mapped to our prob-
lem, thedecodingprocess is to find the packet shift interval
sequence. Recall thatt̂ is the estimation result of the packet
shift from nodei at time intervals. Now we consider a se-
quence of these resultŝt0 t̂1, t̂2, . . . which corresponds to
the time intervals, s + 1, s + 2, . . . at source nodei. As
mentioned above, for each monitoring interval at the source
node there areK possible choices of consecutive intervals at
the destination node. We call each choice astate. The state
can change from one monitoring interval to another, and the
sequence of changes can be described by apath. Viterbi al-
gorithm can remove theinvalid paths which do not follow
near-FCFS assumption and eventually return anactivepath
which has the maximum likelihood. Figure 3 gives an exam-
ple of Viterbi algorithm.

The general steps are described as follows, and the
pseudo-code of the algorithm is illustrated in Algorithm 1.

Initialize: Initially, all K states are labeled as 0.

Update: For each time intervall and each statek we mem-
orize (and later retrieve and reuse) theactivepathP (k, l).
An active path is a valid path (which obeys the near-FCFS
assumption) whose distance is maximal (defined next). We



Algorithm 1 : The pseudo-code of Viterbi algorithm
Initialize1

D(k, 0) := 0, k = 1, 2, . . . , K2

Update3
for l=1 toL4

for k=1 toK5
for m=1 toK6

if (m − k > −2) ) /* near-FCFS assumption */7
if (D(k, l) < L(k, l) + D(m, l − 1))8

D(k, l) = L(k, l) + D(m, l − 1);9
P (k, l) = m;10

Terminate11
t(L) = argmaxk D(k, L);12
for l=L-1 to 113

t(l) = P (t(l + 1), l);14

also label each statek at timel using the distance of its ac-
tive path,D(k, l). Here the distance of a pathD(k, l) equals
to the length of the last edgeL(k, l) plus the distance of the
last-but-one state at timel − 1, while the length of an edge
L(k, l) is defined as the log likelihoodlog L(θk|x̂), where
L(θk|x̂) is the likelihood defined in equation (7).

Terminate: The algorithm proceeds inL + 1 steps, and re-
cover the packet shift interval sequence based on the active
path. L is a pre-selected window size. And the final active
path also describes the delay sequence.

Viterbi algorithm is essentially a dynamic programming
algorithm, which memorizes, retrieves, and reuse already-
computed active pathsP (k, l). It can perform a joint hypoth-
esis testing ofL consecutive intervals and identify their joint
Maximum Likelihood Estimator (MLE) with onlyO(K2)
computational complexity5. In an ISP network environment,
the valueK can be safely limited to a couple of hundreds.
The computational cost per SHT (no more than tens of thou-
sands of instructions) is therefore very reasonable. In the
evaluation section, we will show that Viterbi algorithm sig-
nificantly improves the accuracy of our estimation.

4. NOISE REDUCTION USING IPF
During a period of time when there is no or extremely

small amount of packet losses across the ISP network, as can
be witnessed by SNMP loss counts, there will be a number of
conservation lawsconcerning ingress and egress packet sets
in the sense that all packets coming into the network have
to exit somewhere at some point of time. In this section we
discuss how to fully utilize these conservation laws to reduce
the noises of direct Bitmap estimation using an optimization
procedure:iterative proportional fitting(IPF).

Consider a time window from (interval) 1 to (interval) T.
We can construct two types of conservation equations. A
source-based conservation equation says that all the packets
arriving at an ingress link in each time interval will even-
tually leave one of the egress links in the future. Similarly,
5In Algorithm 1, we perform this procedureL times (line 4) forL
source intervals with total complexityO(LK

2).

a destination-based conservation equation says that all the
packets departing from an egress link in each time interval
came from one of the ingress links in the past. Formally,

ni(s) =
∑

j

∑

t∈Tij(s)

xij(s, t), ∀i, s = 1, 2, ..., T,

mj(t) =
∑

i

∑

s∈Sij(t)

xij(s, t), ∀j, t = 1, 2, ..., T,
(10)

whereTij(s) is the set of possible time intervals when pack-
ets (which arrive at sourcei in interval s) depart from des-
tination j, e.g., Tij(s) = {s + tmin

ij , ..., s + tmax
ij }. Simi-

larly, Sij(t) is the set of possible time intervals when pack-
ets (which depart from destinationj in interval t) arrive at
sourcei, e.g., Sij(t) = {t − tmax

ij , ..., t − tmin
ij }.

Let n̂i(s), m̂j(t), x̂ij(s, t) be the estimated packet counts
for ni(s), mj(t), xij(s, t), respectively, which are obtained
from direct Bitmap calculation (3) and (4). Letǫi(s), ǫj(t),
ǫij(s, t) be the corresponding Bitmap estimation errors,i.e.,

ni(s) = n̂i(s) + ǫi(s),

mj(t) = m̂j(t) + ǫj(t),

xij(s, t) = x̂ij(s, t) + ǫij(s, t). (11)

It was shown in [23] that the estimatorsn̂i(s), m̂j(t) are
asymptotically Guassian and unbiased. The same argument
can be established for̂xij(s, t). Therefore, the estimation
noises are asymptotically Gaussian noises.

PROPOSITION 1. ǫi(s), ǫj(t), ǫij(s, t) are asymptot-
ically zero mean Gaussian noises with variancesvi(s),
vj(t), vij(s, t), given by (suppose the bitmap size is b) [23],
[29]:

vi(s) = b(e
ni(s)

b −
ni(s)

b
− 1),

vj(t) = b(e
mj(t)

b −
mj(t)

b
− 1),

vij(s, t) = b(2e
xij(s,t)

b + e
ni(s)+mj(t)−xij(s,t)

b − e
ni(s)

b

−e
mj(t)

b −
xij(s, t)

b
− 1). (12)

Substituting (11) into the conservation equation (10) we
have:

n̂i(s) + ǫi(s) =
∑

j

∑

t∈Tij(s)

(x̂ij(s, t) + ǫij(s, t)), ∀i, s,

(13)

m̂j(t) + ǫj(t) =
∑

i

∑

s∈Sij(t)

(x̂ij(s, t) + ǫij(s, t)), ∀j, t.

(14)
Based on these conservation equations we want to calcu-

late the most likely values of the Gaussian noises, and use
them to refine the estimatorŝni(s), m̂j(t), x̂ij(s, t). How-
ever, directly computing the maximum likelihood estimators
(MLEs) for ǫi(s), ǫj(t), ǫij(s, t) is extremely difficult if we



consider all the conservation equations simultaneously, be-
cause it involves a very large matrix. We propose an itera-
tive proportional fitting (IPF) procedure which considers the
conservation equations one by one. Since the noise terms
are asymptotically Gaussian distributed, we can in fact prove
that the IPF procedure will converge to the joint MLEs!

Before we describe our IPF algorithm, we state a propo-
sition which shows that each step of the IPF algorithm tries
to “locally” maximize the overall likelihood function sub-
ject to a source-based conservation equation. Its proof is
straightforward based on minimizing the negative quadratic
exponent in the joint Gaussian likelihood function of these
uncorrelated terms.

PROPOSITION 2. For any source nodei and time inter-
val s, the maximum likelihood estimators forǫi(s), ǫij(s, t)
subject to the conservation equation (13) are:

ǫ∗i (s) =
vi(s)

vi(s) +
∑

j,t vij(s, t)

( ∑

j,t

x̂ij(s, t) − n̂i(s)
)
,

ǫ∗ij(s, t) =
vij(s, t)

vi(s) +
∑

j,t vij(s, t)

(
n̂i(s) −

∑

j,t

x̂ij(s, t)
)
.

PROOF. We know thatǫi(s) and ǫij(s, t) are asymptot-
ically zero mean Gaussian random variables with variances
vi(s) andvij(s, t), hence their joint probability density func-
tion is given by:

f(ǫi(s); ǫij(s, t) : j, t) ∝ exp
{
−

( ǫ2i (s)

2vi(s)
+

∑

j,t

ǫ2ij(s, t)

2vij(s, t)

)}
.

To find the maximum likelihood estimators (MLEs) of
ǫi(s) andǫij(s, t) that maximize the above joint probability
density function subject to the conservation equation (13).
It is equivalent to solve the following convex optimization
problem:

minimize
ǫ2i (s)

2vi(s)
+

∑

j,t

ǫ2ij(s, t)

2vij(s, t)

subject to n̂i(s) + ǫi(s) =
∑

j,t

(x̂ij(s, t) + ǫij(s, t)).

Define the Lagrangian function

L(λ) =
ǫ2i (s)

2vi(s)
+

∑

j,t

ǫ2ij(s, t)

2vij(s, t)

−λ
(
n̂i(s) + ǫi(s) −

∑

j,t

(x̂ij(s, t) + ǫij(s, t))
)
,

whereλ is the Lagrangian multiplier. The first order condi-
tions ∂L

∂ǫi(s)
= 0 and ∂L

∂ǫij(s,t) = 0 imply

ǫi(s) = λvi(s),

ǫij(s, t) = −λvij(s, t).

Using the conservation equation (13), we know that the
MLEs of ǫi(s) andǫij(s, t) are given by

ǫ∗i (s) =
vi(s)

vi(s) +
∑

j,t vij(s, t)

(∑

j,t

x̂ij(s, t) − n̂i(s)
)
,

ǫ∗ij(s, t) =
vij(s, t)

vi(s) +
∑

j,t vij(s, t)

(
n̂i(s) −

∑

j,t

x̂ij(s, t)
)
.

The MLEs for the noise terms based on the destination-
based conservation equations can be similarly derived. Now
we are ready to present the iterative proportional fitting (IPF)
algorithm.

1. Usen̂i(s)’s, m̂j(t)’s, andx̂ij(s, t)’s as the initial val-
ues ofni(s)’s, mj(t)’s, andxij(s, t)’s.

2. For source nodei and time intervals = 1, ..., T :
For all destination nodej, andt ∈ T̂ij(s), let

xij(s, t) = max(xij(s, t), 0).

For positivexij(s, t), estimate its variancevij(s, t)
(using (12) based on current estimation ofni(s),
mj(t), xij(s, t)). Compute:

A =
∑

j

∑

t∈T̂ij(s)

xij(s, t).

Then for positivexij(s, t), proportional fitting:

xij(s, t) =xij(s, t) +
vij(s, t)∑

j,t vij(s, t) − vi(s)
(ni(s) − A),

ni(s) =ni(s) +
vi(s)∑

j,t vij(s, t) − vi(s)
(A − ni(s)).

3. For destination nodej and time intervalt = 1, ..., T :
For all source nodei, ands ∈ Ŝij(t), let

xij(s, t) = max(xij(s, t), 0).

For positivexij(s, t), estimate its variancevij(s, t)
(using (12) based on current estimation ofni(s),
mj(t), xij(s, t)). Compute

B =
∑

i

∑

s∈Ŝij(s)

xij(s, t).

Then for positivexij(s, t), proportional fitting:

xij(s, t) =xij(s, t) +
vij(s, t)∑

i,s vij(s, t) − vj(t)
((mj(t) − B),

mj(t) =mj(t) +
vj(t)∑

i,s vij(s, t) − vj(t)
(B − mj(t)).

Steps 2 and 3 are repeated until a certain convergence crite-
rion is satisfied.

Since the noise terms are asymptotically Gaussian and un-
correlated ([23], [29]), their likelihood function is concave.



This means the likelihood function has a unique stationary
point which provides the maximum likelihood estimators
(MLEs) of the noise terms. Therefore, the IPF algorithm,
which converges to a stationary point of the likelihood func-
tion, will guarantee to return the MLEs.

In conservation equations (10) we assume there is no
packet loss. Our framework can be extended to handle
packet losses as well. For example, we can add additional
variable: xij(s,∞), which is the number of packets sent
from nodei (in intervals) to nodej that are lost. Then the
conservation equations become:

ni(s) =
∑

j

{ ∑

t∈Tij(s)

xij(s, t) + xij(s,∞)
}

, ∀i, s = 1, ..., T,

mj(t) =
∑

i

∑

s∈Sij(t)

xij(s, t), ∀j, t = 1, ..., T.

The iterative proportional fitting algorithm can be applied
to the above conservation equations with minor modifica-
tions.

5. EVALUATIONS
We first introduce our experimental methodology and the

data sets. We then present the evaluation results as follows.
First, we analyze the overhead of our scheme. Second, we
show the accuracy of our scheme, including the estimation
of mean delay, delay variance, and whole delay distribution.
Third, we illustrate the ability of our scheme to detect delay
bursts. Finally, we illustrate the robustness of our scheme.

5.1 Evaluation Methodology
We build an event-driven platform to simulate a high-

speed network environment. One event occurs when there is
a packet arrives at an ingress link or departs from an egress
link. A bitmap is generated on each monitored link for each
monitoring interval, the default value is 1 ms. The default
size of each bitmap is 2 KB6.

Delay: We use both measured delay and simulated delay
traces. Our measured delays are collected from one source
node to five different PlanetLab7 nodes (illustrated Table 2)
which are geographically distributed. The source node sends
a probing packet every 0.1 ms. We understand that the de-
lays measured from PlanetLab nodes may be inaccurate be-
cause these nodes are heavily used by many users, which
may negatively impact the measurement accuracy. However
we use these measurements only as constant parameters in
our experiments to evaluate the accuracy of our decoding
procedures, which is orthogonal to the inaccuracy of these
measurements per se. Moreover, the delay traces from Plan-
etlab, in some sense, reflect the case when the network has
non-negligible congestion, for which SLA monitoring be-
comes more important.

6It is enough to handle the Abilene traffic trace.
7http://www.planet-lab.org.

Notation Destination
Node0 planetlab-4.cs.princeton.edu
Node1 ricepl-2.cs.rice.edu
Node2 planetlab02.cs.washington.edu
Node3 planetlab2.cs.uiuc.edu
Node4 planet2.berkeley.intel-research.net

Table 2: The destination nodes from Planetlab.

The simulated delays are generated based on the obser-
vation of Choi et al., 99% of delay concentrate into a small
range [7]. We consider three different simulated delay sets,
in which the delays are: (1) always stationary; (2) usually
stationary but with some short interval bursts; (3) usually
stationary but can shift from one stationary state to another.

Traffic demand: We also use both real traffic demand
traces and simulated traffic demands. Our real traffic de-
mand traces were collected from Abilene on September 4th,
2004 [27]. When generating simulated traffic demands, we
consider three parameters: the total amount of traffic from
ingress links, the total amount traffic to egress links, and
their intersections. For the first two parameters, we choose
from one of the three categories of link speed: low (OC-48:
2.488 Gbps), medium (OC-192: 10 Gbps) or high (OC-768:
40 Gbps). For the third parameter, we use atraffic ratio,
which is the percentage of the traffic sent from the ingress
links. In fact, traffic ratio reflects the impact of cross traffic
on estimation we mentioned before.

Evaluated algorithms: Our scheme includes different lev-
els of implementation: the naive one (Naive) from direct
bitmap estimation, the one using maximum count (MC) de-
tection, the one using sequential hypothesis testing (SHT),
and the one using both sequential hypothesis testing and it-
erative proportional fitting (SHT+IPF). The default scheme,
Packet Doppler, is SHT+IPF. We also choose SLAm as a
typical example of end-to-end probing methods. The setting
of the parameters of SLA is consistent with the paper [19],
200 ms interval for mean delay estimation, 30 ms interval
for delay variance estimation.

Performance metrics: In our evaluations, we use the mean,
variance and distribution (PDF) of the delays as the perfor-
mance metrics. In order to “zoom in” and investigate more
details, we use another metric named “miss rate”. For each
monitoring interval, if the delay estimation is consistentwith
the actual delay, we say that this estimation “hits” the actual
delay. Otherwise, it “misses” the actual delay. The miss rate
is defined as the number of missing intervals divided by total
monitoring intervals during the whole monitoring period.

5.2 Overhead
For each packet our encoding procedure only produces a

little more than one bit in the digest, which is three orders
of magnitude reduction compared to the original traffic vol-
ume. Since our default size of bitmap is 2 KB, 2 MB of



Destination Actual SLAm Naive MC SHT SHT+IPF
Node0 16.49 0.24 0. 21 0.13 0.11 0.09
Node1 53.29 0.39 0.31 0.21 0.10 0.03
Node2 87.83 0.53 0.43 0.32 0.03 0.01
Node3 33.64 1.39 1.04 0.92 0.07 0.05
Node4 78.28 2.56 1.35 0.81 0.15 0.13

Table 3: Mean delay estimation (milliseconds), using ab-
solute error as the metric.

Destination Actual SLAm Naive MC SHT SHT+IPF
Node0 0.32 20.3% 18.2% 12.6% 7.5% 4.9%
Node1 0.44 54.3% 43.4% 39.3% 14.6% 9.2%
Node2 0.63 50.4% 50.3% 49.1% 8.3% 5.1%
Node3 0.52 36.5% 35.1% 32.0% 3.8% 1.9%
Node4 3.21 70.1% 52.2% 43.0% 5.6% 2.6%

Table 4: Delay variance accuracy, using relative error as
the metric.

digests will be generated and stored every second. Accord-
ingly, if the SLA monitoring process is performed online,
the transmission bandwidth cost is also 2 MB per second.
For SLAm, the bandwidth of one pair probing is 80Kb/s.
However, given that our scheme can usen link to estimate
n2 pairs. The bandwidth is much less than SLAm when link
numbern is large (e.g. hundreds or thousands).

In section 5.5, we also evaluate our scheme for different
link speed (based on different load factor). Typically, foran
OC-192 link, about 1∼2 MB of digests will be generated
and stored every second. For an OC-768 link, the number
is about 10 MB. Moreover, the storage and bandwidth over-
head can be further reduced using data compression.

5.3 Accuracy
In this part, we use measured delay traces from Planetlab

nodes and the real traffic demands from Abilene to perform
the evaluation.

Mean Delay: Table 3 shows the results of mean delay esti-
mation. Our algorithms (except the naive one) can achieve
precision within one millisecond of the actual mean delay.
The improvement is significant by applying SHT and IPF.
For example, SHT can improve the accuracy of the naive
scheme by more than one order magnitude. By contrast,
SLAm may suffer from larger errors,e.g., 2.56 ms. Given
that most SLA defines the mean delay on millisecond level
[7], the precision of SLAm may fail to satisfy the require-
ment in some cases.

Delay Variance: Table 4 shows the estimation results for
delay variance of different schemes. In general, the rela-
tive errors of SLAm are several or even tens of times larger
than the relative errors of our scheme. The advantage of
our scheme is more clear when the delay variance is getting
larger. The reason is that with a fixed probing rate, probing-
based methods will miss more changes when the delay pro-
cess is becoming more unstable. Moreover, a large variance
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Figure 4: Delay estimation of Node 1.

of the delays is usually caused by congestion in the network.
Under this situation probing-based methods need to increase
the probing rate (hence injecting more probing traffic) in or-
der to improve the accuracy of delay estimation, while more
probing traffic will lead to more congestion and perturbation
to the network. So eventually the increase of probing rate
will result in larger bias of delay estimation. From Table 4,
we also find that both SHT and IPF can significantly reduce
the estimation noises and improve the accuracy of estima-
tion. Typically, SHT can reduce the relative errors from tens
of percents to several percents, and IPF can further cut the
estimate errors by nearly 50%.

Distribution Estimation: Our scheme can not only estimate
mean delay and delay variance but also estimate the whole
delay distribution. Figure 4 illustrates the delay distribution
(PDF) estimation of both Packet Doppler (SHT + IPF) and
SLAm in Node1. The estimation of Packet Doppler matches
the actual delay distribution very well (the subgraph on the
left side). The cases in other nodes are very similar.

5.4 Delay Burst Detection
In a large ISP network, the delays between the OD

pairs may experience unexpectedly changes. Moreover,
many studies illustrate that these burst events are short-
lived. Wanget al.found that 90% transient BGP routing fail-
ures last less than 10 seconds. According to the study of
Markopoulouet al., there are at least 10% of link failures
last less 1 second in Sprint backbone network.

The similar condition has been found in our delay
traces. We randomly select two intervals [4000,4300] and
[8300,8600] from Node 0 trace. There are many delay bursts
in these two short intervals, as shown in Figure 5. Our
scheme can effective detect the most of burst events (just
miss the first small bust from [4000,4300] and miss 0 bust
from [8300,8600]). Its estimated value matches the real trace
so well that it is difficult to distinguish the solid and lotted
lines. As a comparison, SLAm will miss many bust events
(only capture one burst in each condition), and estimation
value is far away from the actual value when burst happens.

5.5 Robustness
In this subsection, we illustrate the robustness of our
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Figure 5: The detection of burst events. (a) The delay trace of the interval [4000,4300], from Node 0. (b) The delay trace
of the interval [8300,8600], from Node 0.
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Figure 6: The change of miss rate when varying traffic ratio.

scheme: choosing different values for the parameters and
testing different algorithms, the estimating results can match
the actual delays well in most cases. In order to control the
network settings, we use the simulated delay sets and traffic
demands, as we discussed in Section 5.1.

Load factor: The bitmap size is an important parameter for
the algorithm. Basically, when the traffic volume is large,
we need large bitmap to encode the information. We use
load factor to describe the bitmap size. Figure 6 shows the
estimation results of the MC scheme under three different
delay sets when varying the traffic ratio. In general, there
is a tradeoff between the load factor (bitmap size) and the
estimation precision. With a fixed traffic ratio, when the load
factor is smaller, the bitmap size is larger. For example, in
order to estimate the delays accurately for a traffic ratio of
3%, the load factor should be less than 0.6. In other words,
the bitmap size should be more than 1.6 times of the number
of packets arriving during a interval. From Figure 6 we also
find that with a load factor of 0.1, we can always estimate
the delays with very small miss rate.

Different algorithms: In this part, we investigate the effec-
tiveness of different algorithms to handle small flows. From
Figure 6 we found that the simpleMC algorithm is very ef-

fective to detect fine-grained delay metrics under large flow
conditions (e.g., larger than 5%),i.e., the miss rate is nearly
zero when the traffic ratio is large enough, regardless of the
load factor, but it may not produce accurate results for small
flows. Now we will show that SHT can improve the accu-
racy for small flows. Table 5 shows the improved results.
We simulate three link speed: OC-48 (2.488 Gbps), OC-192
(10 Gbps), and OC-768 (40 Gbps). The typical values of
shared traffic ratio is chosen to show the capability of our
estimation methods under different source and destination
link speed conditions. If the traffic ratio is larger than typ-
ical values we choose, our schemes can produce even more
accurate estimation (near zero miss rate).

From Table 5 we can see that the improvement of sequen-
tial hypothesis testing is obvious. Compared with MC im-
plementation and HT(5), SHT can significantly reduce the
miss rate. In this way, the capacity of bitmap estimation can
be increased to estimate delays for small flows with 1% or
less traffic.

Another observation from Table 5 is that normally a high
traffic rate can help us to predict the delays more accurately,
which implies that our scheme is adaptive to the keeping
growth of backbone link speed. People may have concern
that the bitmap size will also grow accordingly. But in fact,



Source Destination traffic ratio
miss rate

MC HT(5) SHT

OC-48 OC-48
2.0% 34.8% 14.3% 6.5%
3.0% 13.9% 7.2% 2.0%
4.0% 1.8% 1.3% 0.0%

OC-192 OC-192
1.0% 54.8% 44.4% 14.0%
2.0% 20.8% 10.0% 4.0%
3.0% 3.6% 1.2% 0.0%

OC-768 OC-768
0.3% 70.3% 56.4% 27.0%
0.5% 43.2% 20.3% 4.3%
1.0% 28.4% 10.20% 0.00%

OC-48 OC-192
1.0% 56.30% 40.6% 16.0%
2.0% 32.4% 18.4% 5.0%
3.0% 7.30% 5.2% 0.0%

OC-192 OC-768
0.5% 37.7% 26.4% 11.0%
1.0% 10.3% 8.0% 2.0%
2.0% 2.6% 1.5% 0.0%

OC-48 OC-768
1.0% 45.3% 40.4% 21.0%
2.0% 21.0% 16.3% 3.2%
3.0% 5.3% 4.1% 0.0%

Table 5: Applying hypothesis testing to handle small
flows

the relative storage/bandwidth consumption will not grow
since the bitmap size is linear to traffic rate.

6. RELATED WORK
Measuring the characteristics of Internet traffic (e.g., traf-

fic volume, average delay, delay distribution, packet loss
rate) is critical for diagnosing current performance problems
as well as for designing future distributed services. Un-
fortunately, the Internet architecture was not designed with
performance measurement as a primary goal and therefore
has few “built-in” services that support this need [8]. Con-
sequently, measurement tools must either “make do” with
the services provided by the Internet, or deploy substantial
new infrastructures geared towards measurement. Accord-
ingly, we can divide the mainstream network measurement
methodology into two categories: probing based (active) and
router based (passive).

There has been a great deal of work on active measure-
ments of end-to-end delay, delay variation, and loss(e.g., [4]
[15] [16] [24] [25]). The major problems of probing based
methods are discussed in Section 1. Another problem of
end-to-end probing is scalability. In order to get the informa-
tion of the whole network for one ISP, the end-to-end prob-
ing will be sent on every pair of end hosts or ingress/egress
links. For instance, there are currently thousands (n) of
links in AT&T network. In order to estimate the delay for
each OD pair, there will be millions (n2) probing pairs. Al-
though recent research shows that the cost can be reduced
to O(n log n) by using network tomography ideas [6], the
scalability is still an issue, given the fact that network size is
keeping growing.

Compared with probing based methods, router based
methods passively record the traffic information in the net-
work. A standard approach of passive monitoring is to use

management information base (MIB) counters available on
the routers via the Simple Network Management Protocol
(SNMP) or sampled NetFlow records. For example, Bar-
ford et al.[3] compared the probing based and router based
methods to measure packet loss and illustrated that SNMP
method is generally better. However, SNMP provides only
coarse-grain information, which cannot be used to estimate
delay accurately. Moreover, current research illustratesthat
both SNMP and NetFlow will introduce some dirty data
[28].

7. CONCLUSIONS
In this paper, we propose Packet Doppler as a scheme to

monitor service level agreement metrics, in particular, de-
lay distribution. Packet Doppler is passive and thus will not
cause perturbation to real traffic. It is also scalable with low
storage and bandwidth overhead. Our evaluations using re-
alistic delay and traffic demands show that Packet Doppler
achieves high accuracy and can detect burst events that will
be missed by probing based methods.

There are many avenues for future work. In particular, by
exploring the structural constraints present in SLA measure-
ments, Packet Doppler makes significant improvement in de-
coding accuracy. It is an interesting question to further ex-
plore structural constraints in the SLA monitoring domain.
Moreover, in this paper, we focus on the estimation of de-
lay distribution. Another important performance metric in
network monitoring is packet loss. Our packet shift frame-
work can be extended to detect packet loss events, since
loss means that the shift length of the lost packets is infi-
nite. Assume that the traffic is relatively stable within a short
time interval, then a dramatic change of traffic volume on
time series between continuous measurement intervals can
be viewed as an evidence of packet loss event.
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APPENDIX

A. COMPUTE Pr(x̂|θ)

LEMMA 1. Given two non-overlapping setsA andD, we
hash these two sets into bitmapsBA and BD with bitmap

sizeb. Letn andm be the number of bits with value 1 inBA

andBD, respectively. LetX denote the intersection between
BA andBD, i.e., the number of bits with value 1 inBA∧BD.
The probability distribution ofX is given as follows:

Pr(X = x) =

(
n
x

)(
b−n
m−x

)
(

b
m

)

=
n!m!(b − n)!(b − m)!

(n − x)!(m − x)!(b − n − m + x)!b!x!
∆
=PF (b, n,m, x), x ≤ min(n,m). (15)

PROOF. For the two bitmaps with sizeb, given that we
(randomly) setn bits in the first bitmap to 1, there exist(

b
m

)
different choices to setm bits in the second bitmap to

1. Among these choices, we can compute the number of
choices where the intersection between the two bitmaps is
exactlyx, as follows: suppose the set of bits with value 1 in
the first bitmap isI (|I| = n), we first randomly setx bits
in the setI of the second bitmap to 1, which we have

(
n
x

)

choices; and then randomly setm − x bits in the setIC of
the second bitmap to 1, which we have

(
b−n
m−x

)
choices. This

will guarantee that the intersection between the two bitmaps
is x and the second bitmap hasm bits with value 1.

PROPOSITION 3. Given two setsA andD with the cor-
responding bitmapsBA and BD which haven and m bits
with value 1, respectively, andθ common bits with value 1
betweenBA and BD are caused by the actual overlap be-
tweenA andD while others are caused by hash collisions,
then the probability of observinĝx common bits with value
1 in BA ∧ BD is given by:

Pr(x̂|θ) = PF (b − θ, n − θ,m − θ, x̂ − θ), x̂ ≥ θ.

PROOF. We can “eliminate” theθ common number of bits
with value 1 betweenBA andBD that are caused by the ac-
tual overlap ofA andD from consideration. This is equiva-
lent to considering two bitmaps with sizeb− θ that are gen-
erated by two non-overlapping sets, where the first bitmap
hasn−θ bits with value 1, the second bitmap hasm−θ bits
with value 1 , and their intersection iŝx − θ. Therefore we
can apply Lemma 1 to computePr(x̂|θ).


