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Fig. 15. Blocking for a sector implementing SRP.

Fig. 16. Channel utilization under SRP.

throughout the duration of the attack. Text messages, however,
are blocked at a rate of 83%. Channel utilization, illustrated
in Fig. 16, gives additional insight into network conditions.
Because calling behavior remains the same during the attack,
the resources allocated by the network are more than sufÞcient
to provide voice service to users. By design, SDCCH utilization
plateaus well below full capacity. While the SDCCHs used by
text messages have an average utilization of 97%, the SDCCHs
used by incoming voice calls average a utilization of 6.3%.
This under-use of resources represents a potential loss of utility
as the majority of text messages (legitimate or otherwise) go
undelivered.

The difÞculty with this solution is correct parameter setting.
While theoretical results indicate that allocating 10 SDCCHs
only increases call blocking to 1%, voice trafÞc volumes
ßuctuate throughout the day. Provisioning resources in a static
fashion must account for worst-case scenarios and therefore
leads to conservative settings. While protecting the network
from an attack, such a mechanism may actually hinder the efÞ-
ciency of normal operation. When trafÞc channels are naturally
saturated, as may be common during an emergency or elevated
trafÞc scenario discussed in Section III-C, such hard limits
actually prevent users from communicating. Furthermore, as
unsustained bursts of text messages are generally innocuous,
such a limitation may directly impact the providerÕs ability
to generate revenue as user perception of SMS as a real-time
service erodes. Determining the correct balance between insu-
lation from attacks and resource utilization becomes nontrivial.
Accordingly, we look to our other techniques for more complete
solutions.

Fig. 17. Blocking for a sector implementing DRP.

Fig. 18. Channel utilization under DRP.

2) Dynamic Resource Provisioning: Although it is possible
to reclaim any number of TCHs for use as SDCCHs under the
DRP mechanism, we limited the candidate number of channels
for this conversion to two. In these experiments, a single TCH
was repurposed into 8 SDCCHs every 10 minutes during the
attack. This separation was designed to allow the network to
return to steady state between channel allocations. While con-
verting only two channels is not enough to completely eliminate
attacks at high intensities, our goal is to understand the behavior
of this mechanism.

The blocking probabilities for SMS and voice ßows in
a sector implementing the DRP technique are illustrated in
Fig. 17. As TCHs are converted for use as SDCCHs, the
blocking probabilities for both incoming SMS and voice
requests fall from 72% to 53% and eventually 35%. This
represents a total reduction of the blocking probability by
approximately half. Call blocking due to TCH exhaustion was
not observed despite the reduced number of available TCHs.
Fig. 18 illustrates a gradual return towards pre-attack TCH uti-
lization levels as additional SDCCHs are allocated. The effects
of the reprovisioning are also obvious for SDCCH utilization.
The downward spikes represent the sudden inßux of additional,
temporarily unused channels. While SDCCH utilization quickly
returns to nearly identical levels after each reallocation, more
voice calls can be completed due to a decrease probability of
the attack holding all SDCCHs at any given time.

As was a problem for SRP, determining the correct param-
eters for DRP is a difÞcult undertaking. The selection of two
TCHs for conversion to SDCCHs illustrates the utility of this
mechanism, but is not sufÞcient for real settings. To reduce the
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Fig. 19. Blocking for a sector implementing DCA.

Fig. 20. Channel utilization under DCA.

blocking probability on SDCCHs below the values observed for
TCHs, a total of 48 SDCCHs would have to be made available.
This leaves 39 TCHs, which results in a call blocking proba-
bility of 2.1% due to TCH exhaustion. Elevations in the volume
of voice calls would likely require the release of some number
of reclaimed TCHs to be repurposed to their original use.

The decision to convert channels is also nontrivial. Whereas
the decision to reallocate channels at speciÞc times was decided
statically in our simulation, dynamically determining these pa-
rameters would prove signiÞcantly more challenging. Basing
reclamation decisions on small observation windows, while of-
fering greater responsiveness, may result in decreased resource
use due to thrashing. If the observation window becomes too
large, an attack may end before appropriate action can be taken.
As was observed for SRP, the static allocation of additional SD-
CCHs faces similar inßexibility problems. Low resource utiliza-
tion under normal operating conditions again represents a poten-
tial loss of opportunity and revenue.

3) Direct Channel Allocation: To simulate the DCA mech-
anism, incoming voice calls skip directly from the RACH to
the next available TCH. An average of 1.5 additional seconds
was added to each incoming call duration to account for the
processing formerly occurring on an SDCCH. As is shown in
Fig. 19, voice calls arriving in a sector implementing the DCA
scheme experience no additional blocking during a targeted
SMS attack. Fig. 20 conÞrms the results in the previous Þgure
by showing the constant TCH utilization throughout the dura-
tion of the attack. No additional assistance is provided for the
delivery of text messages under DCA.

While removing the bottleneck on the shared path of SMS de-
livery and voice call setup, DCA potentially introduces new vul-
nerabilities into the network. One advantage of using SDCCHs
to perform call establishment is that users are authenticated be-
fore they are assigned TCHs. Under the DCA model, however,
valuable trafÞc channels can be occupied before users are ever
authenticated. Using a single phone planted in a targeted area,
an attacker could simply respond to all paging messages and
then ignore all future communications from the network. Be-
cause there are legitimate reasons to wait tens of seconds for a
phone to reply to a page, an attacker could force the network
to open and maintain state for multiple connections that would
eventually go unused. Note that because paging for individual
phones occurs over multiple sectors, a single rogue phone could
quickly create a black-hole effect. Such an attack is very sim-
ilar to the classic SYN attack observed throughout the Internet.
While seemingly the most complete, the potential for additional
damage made possible because of the DCA approach should be
carefully considered.

4) Summary: The resource management techniques pre-
sented above offer a number of valuable countermeasures
against targeted SMS attacks. At a high level, SRP provides
functionality to the weighted fair queueing approach under
high load by ensuring that channels are always available to
voice trafÞc. SRP, however, experiences even high rates of
SMS blocking than weighted fair queueing (83% versus 72%).
DRP allows the network to accommodate spikes in trafÞc by
reapportioning unused TCHs, thereby making the network
more ßexible to a wider range of operating conditions. As
we discovered in the DCA case, however, the repurposing of
resources must be carefully executed so as to not introduce new
vulnerabilities into the system.

C. Combining Mechanisms

There is no Òsilver-bulletÓ for maintaining a high quality of
service for both text messaging and voice calls during a targeted
SMS attack. As the above techniques demonstrate, each poten-
tial solution has its own weaknesses. The combination of such
solutions, however, offers techniques robust to a wider array of
threats. We examine two examples in which the fusion of mech-
anisms provides additional protections.

While directly addressing the bandwidth issue that makes tar-
geted SMS attacks possible, the DRP technique lacks granu-
larity to separate incoming voice and SMS requests. WRED,
on the other hand, provides such trafÞc classiÞcation but is un-
able to react to attacks originating from trusted sources. To illus-
trate the beneÞts of layering these techniques, we increase the
volume of legitimate trafÞc to 2 msgs/sector/sec, with 90% of
that trafÞc being medium priority and the remaining 10% split
equally between high and low priority ßows. Such an increase
would be representative of the elevated volumes of messages
sent from crowded events such as concerts or public celebra-
tions such as New YearÕs Eve gatherings. Fig. 21 shows the re-
sult of the combination of the two techniques during an attack.
Because of the naturally increased volume of legitimate trafÞc,
subscriber-to-subscriber trafÞc experiences approximately 5%
blocking in a sector only implementing WRED. As DRP ac-
tivates and adds additional SDCCHs, only the attack trafÞc is
dropped. Such a technique may be especially valuable during
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