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Fig. 15. Blocking for a sector implementing SRP. Fig. 17. Blocking for a sector implementing DRP.
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Fig. 16. Channel utilization under SRP. Fig. 18. Channel utilization under DRP.

throughout the duration of the attack. Text messages, however?) Dynamic Resource Provisioning: Although it is possible
are blocked at a rate of 83%. Channel utilization, illustrated reclaim any number of TCHs for use as SDCCHs under the
in Fig. 16, gives additional insight into network conditionsDRP mechanism, we limited the candidate number of channels
Because calling behavior remains the same during the attaftl, this conversion to two. In these experiments, a single TCH
the resources allocated by the network are more than sufpcielat repurposed into 8 SDCCHSs every 10 minutes during the
to provide voice service to users. By design, SDCCH utilizaticsttack. This separation was designed to allow the network to
plateaus well below full capacity. While the SDCCHs used byeturn to steady state between channel allocations. While con-
text messages have an average utilization of 97%, the SDCGHsting only two channels is not enough to completely eliminate
used by incoming voice calls average a utilization of 6.3%ittacks at high intensities, our goal is to understand the behavior
This under-use of resources represents a potential loss of utitifythis mechanism.
as the majority of text messages (legitimate or otherwise) goThe blocking probabilities for SMS and voice Rows in
undelivered. a sector implementing the DRP technique are illustrated in
The difpculty with this solution is correct parameter settindzig. 17. As TCHs are converted for use as SDCCHs, the
While theoretical results indicate that allocating 10 SDCCHslocking probabilities for both incoming SMS and voice
only increases call blocking to 1%, voice trafbc volumesequests fall from 72% to 53% and eventually 35%. This
Ructuate throughout the day. Provisioning resources in a statpresents a total reduction of the blocking probability by
fashion must account for worst-case scenarios and therefapproximately half. Call blocking due to TCH exhaustion was
leads to conservative settings. While protecting the netwonlot observed despite the reduced number of available TCHs.
from an attack, such a mechanism may actually hinder the efRg. 18 illustrates a gradual return towards pre-attack TCH uti-
ciency of normal operation. When trafbc channels are naturdliyation levels as additional SDCCHs are allocated. The effects
saturated, as may be common during an emergency or elevaitthe reprovisioning are also obvious for SDCCH utilization.
trafbc scenario discussed in Section IlI-C, such hard limitthe downward spikes represent the sudden inBux of additional,
actually prevent users from communicating. Furthermore, tsmporarily unused channels. While SDCCH utilization quickly
unsustained bursts of text messages are generally innocuoesyrns to nearly identical levels after each reallocation, more
such a limitation may directly impact the providerOs abilityoice calls can be completed due to a decrease probability of
to generate revenue as user perception of SMS as a real-tiheattack holding all SDCCHs at any given time.
service erodes. Determining the correct balance between insuAs was a problem for SRP, determining the correct param-
lation from attacks and resource utilization becomes nontriviaters for DRP is a difbcult undertaking. The selection of two
Accordingly, we look to our other techniques for more complefECHs for conversion to SDCCHs illustrates the utility of this
solutions. mechanism, but is not sufbcient for real settings. To reduce the
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1 T T - ' T SDOCH M) —— While removing the bottleneck on the shared path of SMS de-
SPRCH (Votee) e livery and voice call setup, DCA potentially introduces new vul-
08 1 nerabilities into the network. One advantage of using SDCCHs
to perform call establishment is that users are authenticated be-
06} ] fore they are assigned TCHs. Under the DCA model, however,
valuable trafbbc channels can be occupied before users are ever
04l l authenticated. Using a single phone planted in a targeted area,
an attacker could simply respond to all paging messages and
02l | then ignore all future communications from the network. Be-
cause there are legitimate reasons to wait tens of seconds for a
R N phone to reply to a page, an attacker could force the network
0 500 1000 1500 2000 2500 3000 3500 4000 to open and maintain state for multiple connections that would
Time (seconds) eventually go unused. Note that because paging for individual
phones occurs over multiple sectors, a single rogue phone could
quickly create a black-hole effect. Such an attack is very sim-
1 - ‘ J - ‘ e — ilar to the classic SYN attack observed throughout the Internet.
Tet e While seemingly the most complete, the potential for additional
0.8t 1 damage made possible because of the DCA approach should be
ORI SRRSO, carefully considered.
0.6} ] 4) Summary: The resource management techniques pre-
sented above offer a number of valuable countermeasures
04l | ] against targeted SMS attacks. At a high level, SRP provides
i functionality to the weighted fair queueing approach under
7,,' | high load by ensuring that channels are always available to
voice trafbc. SRP, however, experiences even high rates of
SMS blocking than weighted fair queueing (83% versus 72%).
0 500 1000 1500 2000 2500 3000 3300 4000 DRP allows the network to accommodate spikes in trafpc by
Time (seconds) reapportioning unused TCHs, thereby making the network
more Rexible to a wider range of operating conditions. As
we discovered in the DCA case, however, the repurposing of

. . resources must be carefully executed so as to not introduce new
blocking probability on SDCCHs below the values observed f%lnerabilities into the system

TCHs, a total of 48 SDCCHSs would have to be made available.
This leaves 39 TCHSs, which results in a call blocking probaC-
bility of 2.1% due to TCH exhaustion. Elevations in the volume™
of voice calls would likely require the release of some number There is no Osilver-bulletO for maintaining a high quality of
of reclaimed TCHs to be repurposed to their original use.  service for both text messaging and voice calls during a targeted
The decision to convert channels is also nontrivial. Where&8/S attack. As the above techniques demonstrate, each poten-
the decision to reallocate channels at specibc times was decitleldsolution has its own weaknesses. The combination of such
statically in our simulation, dynamically determining these pa&olutions, however, offers techniques robust to a wider array of
rameters would prove signibcantly more challenging. Basitigreats. We examine two examples in which the fusion of mech-
reclamation decisions on small observation windows, while adnisms provides additional protections.
fering greater responsiveness, may result in decreased resourd&hile directly addressing the bandwidth issue that makes tar-
use due to thrashing. If the observation window becomes tgeted SMS attacks possible, the DRP technique lacks granu-
large, an attack may end before appropriate action can be takarity to separate incoming voice and SMS requests. WRED,
As was observed for SRP, the static allocation of additional SDn the other hand, provides such trafbc classibcation but is un-
CCHs faces similar inBexibility problems. Low resource utilizaable to react to attacks originating from trusted sources. To illus-
tion under normal operating conditions again represents a potate the benebts of layering these techniques, we increase the
tial loss of opportunity and revenue. volume of legitimate trafbc to 2 msgs/sector/sec, with 90% of
3) Direct Channel Allocation: To simulate the DCA mech- that trafbc being medium priority and the remaining 10% split
anism, incoming voice calls skip directly from the RACH taequally between high and low priority RBows. Such an increase
the next available TCH. An average of 1.5 additional second®uld be representative of the elevated volumes of messages
was added to each incoming call duration to account for tkent from crowded events such as concerts or public celebra-
processing formerly occurring on an SDCCH. As is shown itions such as New YearOs Eve gatherings. Fig. 21 shows the re-
Fig. 19, voice calls arriving in a sector implementing the DCAult of the combination of the two techniques during an attack.
scheme experience no additional blocking during a targetBdcause of the naturally increased volume of legitimate trafbc,
SMS attack. Fig. 20 conbrms the results in the previous Pguwbscriber-to-subscriber trafbc experiences approximately 5%
by showing the constant TCH utilization throughout the durdlocking in a sector only implementing WRED. As DRP ac-
tion of the attack. No additional assistance is provided for thiwates and adds additional SDCCHSs, only the attack trafbc is
delivery of text messages under DCA. dropped. Such a technique may be especially valuable during

Percent of Attempts Blocked

0

Fig. 19. Blocking for a sector implementing DCA.

Utilization

Fig. 20. Channel utilization under DCA.

Combining Mechanisms



TRAYNOR et al.: MITIGATING ATTACKS ON OPEN FUNCTIONALITY IN SMS-CAPABLE CELLULAR NETWORKS 53

[13] S. Savage, D. Wetherall, A. Karlin, and T. Anderson, OPractical net-
work support for IP traceback,OMroc. ACM SIGCOMM, Oct. 2000,
pp. 295D306. .

[14] J. loannidis and S. Bellovin, Olmplementing pushback: Router-based
defense against DDoS attacks,OPic. Network and Distributed
System Security Symp. (NDSS), San Diego, CA, Feb. 2002.

[15] A.Keromytis, V. Misra, and D. Rubenstein, OSOS: Secure overlay ser-
vices,O irProc. ACM SIGCOMM, 2002, pp. 61D72.

[16] B. Waters, A. Juels, J. Halderman, and E. Felten, ONew client puzzle
outsourcing techniques for DoS resistance @rie. ACM CCS’04,
2004, pp. 246D256. . ]

[17] National Communications System, OSMS Over SS7,0 Tech.
Rep., Technical Information Bulletin 03-2 (NCS TIB 03-2), Dec.
2003 [Online]. Available: http://www.ncs.gov/library/tech_bul-
letins/2003/tib_03-2.pdf

[18] M. Grenville, OOperators: Celebration messages overload SMS r
work,O Nov. 2003 [Online]. Available: http://www.160characters.or¢
news.php?action=view&nid=819 i

[19] Nyquetek, Inc., OWireless priority service for national security,O 20
[Online]. Available: http://wireless.fcc.gov/releases/da051650Publ
cUse.pdf R

[20] P. Traynor, W. Enck, P. McDaniel, and T. La Porta, OMitigating a
tacks on open functionality in SMS-capable cellular networksi@in
ACM MobiCom, Sep. 2006, pp. 182D193.

[21] Lucent Technologies, O5ESS(R) 2000NSwitch Mobile Switchin
Centre (MSC) for Service Providers,O Lucent Technologies,
2006 [Online]. Available: http://www.lucent.com/products/solu-
tion/0,,CTID+2019-STID+10048-SOID+824-LOCL+1,00.html

[22] Motorola Corp., OMotorola GSM Solutions,O 2006 [Online]. Available:
www.motorola.com/networkoperators/pdfs/GSM-Solutions. pdf

[23] R. Isukapalli, T. Alexiou, and K. Murakami, OGlobal roaming and
personal mobility with COPS architecture in SuperDHLB¢D Labs
Tech. J., vol. 7, no. 2, pp. 3D18, 2002.

[24] M. Whitehead, OGOCAPNOnNe standardised overload control for next
generation networksBY Technol. J., vol. 23, no. 1, pp. 147D153, Jan.
2005.

[25] The Internet Engineering Task Force, OCongestion and Pre-Conges-
tion Notibcation (PCN),0 2007 [Online]. Available: http://www.ietf.
org/html.charters/pcn-charter.html i

[26] G. Kunene, OPerimeter security ainOt what it used to be, experts say,0
DevX.com, 2004.

A7

Patrick Traynor (SO05) received the B.S. degree in
computer science from the University of Richmond,
Richmond, VA, in 2002, and the M.S. and Ph.D. de-
grees from the Pennsylvania State University, Uni-
versity Park, in 2004 and 2008, respectively.

His research efforts are focused primarily on the
security of telecommunications networks and their
interconnections with the Internet. He will join the
faculty of the Georgia Institute of Technology, At-
lanta, as an Assistant Professor in the fall of 2008.

William Enck (SO07) received the B.S. and M.S. de-
grees in computer science and engineering from the
Pennsylvania State University, University Park, in
2004 and 2006, respectively. He is now pursuing the
Ph.D. degree in computer science and engineering at
Penn State.

He is currently interested in security for telecom-
munications and other areas of network and operating
systems.

Patrick McDaniel (MO99DSMO07) received the
Ph.D. degree from the University of Michigan, Ann
Arbor, in 2001.

He is an Associate Professor in computer science
and engineering at the Pennsylvania State University,
University Park, and co-director of the Systems and
Internet Infrastructure Security Laboratory. Prior to
joining Penn State, he was a Senior Technical Staff
Member of the Secure Systems Group at AT&T
LabsbResearch and Adjunct Professor of the Stern
School of Business at New York University. Prior to

[27] P. Traynor, P. McDaniel, and T. La Porta, OOn attack causality in IRUrsuing the Ph.D. in 1996, he was a software architect and program manager
ternet-connected cellular networks inc. USENIX Security Symp.,  in the telecommunications industry.

2007, pp. 3079322,

Dr. McDaniel is the co-chair of the 2007 and 2008 IEEE Symposium on Secu-

[28] J. B. Nagle, OOn packet switches with inPnite storal#g® Trans.  rity and Privacy and served as the Program Chair of the 2005 USENIX Security

Commun., vol. COM-35, no. 4, pp. 435D438, Apr. 1987.

Symposium. He is also Editor-in-Chief of the"M Transactions on Internet

[29] A. Demers, S. Keshav, and S. Shenker, OAnalysis and simulation dfeahnologies and was a guest editor of the IEERANSACTIONS ONSOFTWARE

fair queueing algorithm,O iPvoc. ACM SIGCOMM, 1989, pp. 3D12. ENGINEERING.

[30] M. Schwartz Telecommunication Networks—Protocols, Modeling and
Analysis. Reading, MA: Addison-Wesley, 1987.

[31] S. Floyd and V. Jacobson, ORandom early detection gateways for con-
gestion avoidance JBEE/ACM Trans. Networking, vol. 1, no. 4, pp.
397D413, Aug. 1993.

[32] B. Branden, D. Clark, J. Crowcroft, B. Davie, S. Deering, D. Estrin, S
Floyd, V. Jacobson, G. Minshall, C. Partridge, L. Peterson, K. Ramal
ishnan, S. Shenker, J. Wroclawski, and L. Zhang, ORecommendati
on queue management and congestion avoidance in the Internet,O
2309, rfc2309.txt, 1998.

[33] Roam Secure, 017 Counties & Cities in Washington, DC Regi
Deploy Roam Secure Alert Network,0O Sep. 2005 [Online]. Availabl
http://www.roamsecure.net/story.php?news_id=52 3

[34] T. Neale, OVDOT Launches New 511 Email Alert Service,O Virgin{s
Dept. Transportation, Feb. 2006 [Online]. Available: http://www.vir-
giniadot.org/infoservice/news/newsrelease.asp?ID=CO-511-06

[35] C.Luders and R. Haferbeck, OThe performance of the GSM random
cess procedure,Ofmoc. IEEE Vehicular Technology Conf., Jun. 1994,
pp. 1165D1169.

[36] R. Jain, OMyths about congestion management in high speed rm
works,O Internetworking: Research and Experience, vol. 3, pp.
101113, 1992.

Thomas La Porta (MO87DSMO99DFO02) received
the B.S.E.E. and M.S.E.E. degrees from The Cooper
Union, New York, NY, and the Ph.D. degree in
electrical engineering from Columbia University,
New York, NY.

Now a Distinguished Professor, he joined the
Computer Science and Engineering Department at
the Pennsylvania State University, University Park,
in 2002. He is the Director of the Networking and
Security Research Center at Penn State. Prior to
joining Penn State, he was with Bell Laboratories

since 1986. He was the Director of the Mobile Networking Research Depart-
ffent at Bell Laboratories, Lucent Technologies where he led various projects
in wireless and mobile networking. He is a Bell Labs Fellow.

tI_Dr. La Porta was the founding Editor-in-Chief of the IEERANSACTIONS ON

OBILE CoMPUTING and served as Editor-in-Chief B EE Personal Communi-
cations Magazine. He is currently the Director of Magazines for the IEEE Com-

[37] C. M. Ellison and B. Schneier, OTen risks of PKI: What youOre f@nications Society and is a member of the Communications Society Board of

being told about public-key infrastructureg@mpur. Security J., vol. ~ Governors.
16, no. 1, pp. 1Db7, 1999.



