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Abstract
Theemergenceof connections betweentelecommunica-
tions networksand the Internet createssigniÞcantav-
enuesfor exploitation. For example, through the use
of small volumesof targeted trafÞc, researchers have
demonstrated a numberof attacks capableof denying
serviceto users in majormetropolitanareas.Whilesuch
investigationshave explored the impactof speciÞcvul-
nerabilities, they neglect to addressa larger issue- how
thearchitectureof cellular networksmakesthesesystems
susceptibleto denial of serviceattacks. As we showin
this paper, theseproblemshavelittle to do with a mis-
match of availablebandwidth. Instead,they are the re-
sult of the pairing of two networksbuilt on fundamen-
tally opposingdesignphilosophies. We support this a
claimbypresentingtwonew attacksoncellular dataser-
vices. Theseattacks are capableof preventingthe use
of high-bandwidthcellular data servicesthroughoutan
areathesizeof Manhattanwith lessthan200Kbpsof ma-
licious trafÞc.We thenexaminethecharacteristicscom-
monto theseandpreviousattacksasa meansof explain-
ing whysuch vulnerabilites are artifactsof designrigid-
ity. SpeciÞcally, we showthat the shoehorningof data
communicationsprotocolsontoa networkrigorouslyop-
timizedfor the delivery of voicecausesthat networkto
fail undermodestloads.

1 Intr oduction

Theinterconnectionof cellularnetworksandtheInternet
signiÞcantlyexpandsthe servicesavailable to telecom-
municationssubscribers.Oncelimited to basicvoiceser-
vices, thesesystemsnow offer dataconnectionsat the
lower end of broadbandspeeds. Accordingly, devices
attachedto such networks are capable of engaging in
applicationsrangingfrom traditionalvoicecommunica-
tions to streamingvideo. While initial uptake of these
serviceshasbeenslow [1,18], notableadvancesin con-
nectionspeedandanexpandedsetof supporteddevices

(e.g., laptops)are beginning to spur substantialaccep-
tanceandusage.

The transformationof thesesystemsfrom isolated
providersof telephony to Internet-attachedgeneralpur-
posecommunicationnetworks hasalreadybeenmarred
by concernsof inadequatesecurity. As connectionsbe-
tween such systemsand external data networks have
developed,a numberof researchershave notedweak-
nessesin thetelecommunicationsinfrastructure.For ex-
ample,our previouswork on targetedtext messagingat-
tacksdemonstratedthe ability to deny serviceto large
metropolitanareaswith thebandwidthavailableto asin-
glecablemodem[16,47]. While theseandahostof other
exploits [39,44] have exploredtheimpactof speciÞcat-
tacksagainstcellular networks,they haveall failedto an-
sweralargerquestion:ÒHowdoesthearchitectureof cel-
lular datanetworksinherentlymake themsusceptibleto
denialof serviceattacks?ÓUnexpectedly, theanswerto
this questionhaslittle to do with bandwidthconstraints.
Instead,thesevulnerabilitiesaretheresultof theconßict
causedby connectingtwo networks built on fundamen-
tally opposingdesignphilosophies.

In this paper, we arguethat low-bandwidthdenialof
serviceattacksin telecommunicationsnetworks arear-
tifactsof incompatibility causedby interconnectingsys-
temsbuilt with two differingsetsof designrequirements.
While themeritsof independentÒsmartÓandÒdumbÓar-
chitectureshave beenwidely debated,nonehave exam-
ined the inherentsecurityissuescausedby the connec-
tion of two maturesystemsbuilt on theseopposingde-
sign tenets. To supportour assertion,we presenttwo
new vulnerabilitiesin cellular dataservices. Theseat-
tacksspeciÞcallyexploit connectionsetupandteardown
proceduresin networksimplementingtheGeneralPacket
RadioService(GPRS).Througha combinationof anal-
ysis andsimulation,we characterizethe impactof such
attackson legitimatevoice anddataservicesin the net-
work. We then usethesenew attacks,in combination
with previously discussedvulnerabilities, asdemonstra-



ble evidencethat the translationof trafÞcbetweenthese
two network architecturesis the root of suchproblems.
Throughthis, we seekto developa largersensefor why
suchattacksarepossible,evenin thepresenceof acellu-
lar network with hypotheticallyinÞnitebandwidth.Ulti-
mately, by understandingcausality, the discovery of fu-
turevulnerabilitiesis vastly simpliÞed.

In so doing, we make the following contributions in
this work:

¥ New Vulnerability Analysis: We identify andde-
veloparealistic characterizationof two new vulner-
abilities in cellular datanetworks. Theseexploits
targetspeciÞccomponentsof theexpensiveconnec-
tion setupandteardown proceduresandcanprevent
legitimateuseof dataservices.While thepartition-
ing of voiceanddataßows in suchnetworks is de-
signedto protecteachtrafÞc type from the other,
our attack on setupmechanismsdemonstratesthat
optimizationsmade for efÞciency canresult in the
disruptionof voiceservices.

¥ Implications of Combined Design Philosophies
on Security: Weusethebodyof availablevulnera-
bilities asthebasisfor ananalysisto determinethe
underlyingcauseof suchdenialof serviceattacks.
Consequently, we show thattheseproblemsarenot
necessarilytheresultof poorprotocoldesignbut are
insteaddeeplyrootedin opposingarchitecturalas-
sumptions.

The remainderof this paperis organizedas follows:
Section2 offersabrief overview of ourpreviouswork on
targetedSMSattacksto primethereaderwith additional
datapoints;Section3 presentsandoffersaninitial anal-
ysis for our newly discovered vulnerabilities;Section4
usesmonitoringof deployedcellularnetworksandsim-
ulation to supportthe conclusionsmadein the previous
section;Section5 coalescesthepreviousattackson cel-
lular networksasdatapointsin our largerargument;Sec-
tion 6 offers a discussionof techniquesto addresssuch
problems;Section7 providesrelatedwork; Section8 of-
fersconcludingthoughts.

2 Prior Work - Text MessagingAttacks

Wepresentahigh-level overview of ourpreviousattacks
on text messaging[16,47]. With someÞve billion mes-
sagessenteachmonth in the United Statesalone[28],
this service has becomeone of the premier streams
of revenuefor cellular network operators. To encour-
agewidespreaduse,providershave openeda signiÞcant
numberof gatewaysbetweenthe Internetandtheir net-
works. Whetherthroughemail,instantmessagingappli-
cationsor evena providerÕs website,it is possibleto ex-

changeasynchronouscommunicationswith cellularsub-
scribers. The ability to communicateacrosssuchnet-
works,however, is notwithoutpotentialconsequences.

A cellular network1 mustperformmultiple tasksbe-
fore delivering a text message. The network Þrst con-
ductsa seriesof lookups to determinethe location of
the destinationdevice. The device must then be awo-
kenfrom anenergy-saving sleepstateandauthenticated.
A connectioncan then be establishedand the incom-
ing text messagedelivered. Critical to this processis
the StandaloneDedicatedControl Channel(SDCCH),
which is responsiblefor the authenticationandcontent
delivery phases of text messaging. With a bandwidth
of 762bps[6], this constrainedchannelis sharedby the
setupphasesof bothtext messagingandvoicecalls. Con-
sequently, by keepingthe SDCCH saturatedwith text
messages,incominglegitimatevoice andtext messages
cannotbedeliveredby thenetwork. Understandingthis,
an adversaryattemptingto exploit this systemcan use
web-scrapingand feedbackfrom provider websites to
createÒhit-listsÓof targeteddevices. By sendingtraf-
Þc to thesetargeteddevices at a rate of approximately
580Kbps,theadversarywouldbeableto deny serviceto
all of Manhattan.

Attack mitigation techniques,ranging from queue
managementto resourceallocationstrategieson the air
interface,werethenshown to diminishmuchof the im-
pact of suchattacks. While successful,thesecounter-
measuresdid not considerthe useof cellular dataser-
vicessuchasGPRSto alleviate targetedtext messaging
attacks.Logically, delivering datatrafÞc over separate,
higher bandwidthlinks should provide the most com-
pletesolutionto this problem. However, aswe show in
thenext section,it is possibleto disruptcellulardataser-
viceswith lessbandwidththanwasusedin the original
SMSattack.

3 NewVulnerabilities in Cellular
Data Services

We presenttwo new denial of service(DoS) vulnera-
bilities in cellular data services. Theseattacksuse a
relatively small amountof trafÞc to exploit connection
setupandteardown mechanisms.We usepublicly avail-
ablespeciÞcationsto provide an initial characterization
of these attacksand as a meansof demonstratingthe
potential for the interruptionof dataservicesin major
metropolitanareas.

3.1 Network Ar chitecture

Before a GPRS/EDGE2 network provides any services
to a mobile device user, a seriesof attachmentandau-
thenticationproceduresmust take place. On power-up,



Internet GGSN SGSN

HLR

IP Address SGSN
192.168.100.1 192.168.1.2
192.168.100.2 192.168.1.2

Figure1: A highlevel network architecturefor cellulardata
networks.
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Figure2: A statetransitiondiagramfor mobiledevices,in-
cludingtransitionfunctions.

a device (e.g., mobile phone)transmitsa GPRS-attach
messageto the network. The basestationforwardsthis
messageto the attachedServingGPRSSupportNode
(SGSN),which authenticatestheuserÕs identity with the
help of the HomeLocation Register (HLR). The HLR
supportsboth voice anddataoperationsin the network
by keepingtrackof informationincludinguserlocation,
availability andaccessibleservices.Whenthis process
completes,the mobile device hasa virtual connection
with thenetwork.

In orderto exchangepacketswith externalnetworks,
themobiledevicemustthenestablishaPacketDataPro-
tocol (PDP)context with thenetwork. ThePDPcontext
is a datastructure storedin the SGSNandthe Gateway
GPRSSupportNode(GGSN)andis responsiblefor map-
ping billing information,quality of servicerequirements
andan IP addressto a userdevice. While many phones
do not currently automatically establisha PDP context
on power-up, the trend towardsdoing so (e.g., email-
capablephonesandGPRS-equippedlaptops)is rapidly
increasing. As cellular providersmove into the broad-
bandInternetmarket, suchnumberswill continueto ex-
pandrapidly.

Having beenauthenticatedand registered,a mobile
device is capableof exchangingpackets with hostsin-
ternalandexternalto thecellularnetwork. At sometime
after attachment,a packet originating from an Internet-
basedhostanddestinedfor amobiledevicearrivesat the
GGSN.TheGGSN comparesthedestinationIP address
to thoseof establishedPDPcontexts and,uponÞnding
thecorrespondingentry, forwardsthepacket to thecor-
respondingSGSN.TheSGSNbeginstheprocessof con-
nectionestablishment and wirelessdelivery. Figure 1
highlightsthisnetwork architecture.

TheÞnal hopof packetdeliveryoccursover theair in-
terface. The detailsof this step,however, dependupon
the currentstateof the device. As power hastradition-

Packet Paging Request (PPCH)

Packet Channel Response (PRACH)

Packet Resource Assignment (PAGCH)

Packet Paging Response (PACCH)

Packet Data Transfer (PDTCH)

Figure3: WhentheÞrstpacketof asessionarrivesat thebase
station,the hostmustbe pagedand thenassignedlogical re-
sources.The messagesandchannelsusedto accomplishthis
areshown above.

ally beena concernin this setting,mobile devices are
notconstantlylisteningfor incomingpackets.To accom-
modatethis constraint, devices operatein one of three
states:IDLE, STANDBY, andREADY. Devices in the
IDLE stateareunregisteredwith thenetwork andthere-
fore unreachable.In thepower-saving STANDBY state,
in which the vastmajority of time is spent,devicespe-
riodically listen for network ÒwakeupÓmessagesknown
aspages.Upon receiving a pagefrom the network, the
device transitionsinto the READY state. In this state,
a device constantlymonitorstheair interfacefor incom-
ing packets.Whenpacketsarenot receivedfor anumber
of seconds,devicestransitionbackinto the STANDBY
stateto conserve power. Thesethreestatesandthetran-
sitionsbetweenthemareshown in Figure2.

On the arrival of the Þrst packet in a ßow, the SGSN
beginstheprocessof locatingthetargeteddevice. If the
destinationdevice is not currently in the READY state,
the basestationnearestto the device is unknown to the
network. Accordingly, the SGSNcreatespagingmes-
sagesto be sentfrom a numberof basestations.Upon
receiving a paging request,a basestation transmits a
messageto multiple sectors(i.e., serviceareas) over the
Packet Paging Channel(PPCH).Whetherdue to inter-
ferenceor sleepcycles,the pagingprocesstypically re-



quiresmultiple iterations.If thetargeteddevice is awake
andhearsits temporaryidentiÞerin apagingmessage,it
attemptsto alert thenetwork of its presenceby respond-
ing on the Packet RandomAccess Channel(PRACH).
Thebasestationreceiving this responsealertstheSGSN
that the destinationdevice hasbeenlocated. The net-
work then respondson the Packet AccessGrant Chan-
nel (PAGCH) with a messagecontaininga list of Packet
Data TrafÞcChannels(PDTCHs)that shouldbe moni-
tored for incomingdata. The device acknowledgesre-
ceiving this messageover thePacket AssociatedControl
Channel(PACCH).At theendof thissetup,asillustrated
in Figure3, thenetwork canthenroutetrafÞcdirectly to
the READY statedevice. Note that the above channels
are largely complementaryto channelsusedfor voice
signaling (the naming convention, minus the ÒPacketÓ
preÞx,is the same). Becauserunning two setsof con-
trol channelsleadsto theunderuseof limited spectrum,
thestandardsdocumentsindicatethatit isacceptable for
voiceanddatacontrolchannels to beshared[3,7].

3.2 Packet Multiplexing on the Air
Interface

Dataserviceshavebeenavailablefrom cellular networks
for a number of years. Like voice telephony, these
circuit-switchedservicesrequiredthata singleendpoint
monopolizea channelfor theentiredurationof its con-
nectionto thenetwork. Regardlessof whetherthis con-
nectionwasusedto constantlystreamcontentor inter-
mittently deliver packets, the provider charged the end
userfor the entiredurationof the connection.Accord-
ingly, demandfor suchinefÞcientserviceswasnotgreat.
GPRSovercomestheselimitationsby multiplexing mul-
tiple trafÞc ßows over individual links. Accordingly, it
is possibleto serve a large numberof userson a single
physicalchannelconcurrentlyandonly charge themfor
thepacketsthey exchange.

GPRSprovidesdataserviceby building on thetimes-
lot structure of GSM.SpeciÞcally, a contiguouspieceof
radiospectrumis subdividedinto equal timeslots.When
assigneda timeslot,a userexertstemporarycontrolover
a smallpieceof theair interface.To provide theillusion
of continuouscontrol,setsof eighttimeslotsaregrouped
into a frame so that eachcan be servicedonce every
4.615ms.Thissamplingacrosstimeslotscreatesphysical
channels,uponwhich voice,dataandcontrol trafÞccan
be delivered. When usedfor data,thesephysical chan-
nelsarereferredto asPacket Data Channels(PDCHs).
Eachsetof 52 framescreateslargerunitsknown asmul-
tiframes.Thesemultiframesaresubdividedinto12, four-
timeslotblocks,with logical channelsthenmappedonto
eachblock. Theremaining four timeslotsin amultiframe
are usedfor time synchronizationand signal strength
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Figure 4: Each timeslot in a GPRSTDMA frame is used
to createphysical channelscalledPacket DataChannels(PD-
CHs).Every52-frametimeperiodcreatesamultiframe,which
is divided into twelve burstsof four. Eachgroup, or bursts,
holdsa singlelogical channel.ThespeciÞcallocationof these
channelsis dependentonthenetwork. Theremainingtimeslots
areusedfor timesynchronizationandidle measurement.

measurementperiods. For example,in Figure4, block
B 0 mayfunctionasa PPCHandblocksB 1, B 4 andB 7
maybeusedasPDTCHs3 [7].

Whenthe Þrstpacket in a ßow arrivesat a base sta-
tion for a userin STANDBY mode,the pagingmethod
describedaboveoccurs.As partof connectionestablish-
ment,theßow receivesauniqueMAC layerlabelknown
as the Temporary Flow IdentiÞer(TFI). Every subse-
quent packet belongingto the Temporary Block Flow
(TBF) is marked with this TFI so that a targetedmo-
bile device knows which packets to decode.Whenthe
basestation hasno morepacketsto sendto thedestina-
tion mobiledevice,theTBF andits associatedTFI expire
andcanbereusedby otherßows in the immediatearea.
Upon TBF expiration, the mobile device returnsto the
STANDBY state.

3.3 Exploiting Teardown Mechanisms

Becausetheprocessof locating, pagingandestablishing
a connectionbetweenthe network andan enddevice is
expensive, theimmediateexpirationof a TBF is imprac-
tical. For example,minor variationsin packet interar-
rival timeswould force a systemasdescribedabove to
frequentlyrelocate,repageandreestablishconnectivity
with users. Accordingly, networks implementa delayed
teardown of resources.This meansthat devicesremain
in theREADY stateandretaintheirTBF for anumberof
secondsbeforethenetworkattemptsto reclaimits logical
resources.Whenapacketis deliveredto theuser, thenet-
work setsa timer4, which is resetto its default valueon
thearrival of eachadditionalpacket. Thestandardsrec-
ommendatimervalueof approximatelyÞveseconds[2].
Giventhattheconnectionestablishmentprocessrequires
roughlythesameamountof time,suchavalueis entirely
reasonable.



BecauseTFIs areimplementedasa 5-bit Þeld,anad-
versarycapableof sending32 messagesto eachsector
in a metropolitanareacanexhaustlogical resourcesand
temporarily prevent usersfrom receiving trafÞc. Tar-
geteddeviceswouldnotneedto beinfectedor controlled
by the adversary; rather, hit-list generationtechniques
similar to those discussedin our previous work [16]
could be usedto locatehosts able to receive trafÞc. If
this taskcanberepeatedbeforetheTBF timersexpire,a
denial of service attackbecomessustainable. In order
to more explicitly characterizethe bandwidthrequire-
ments, we model such an attack on Manhattanusing
well known parameters[35,48]. Given an areaof 31.1
miles2 anda sectorcoverageareaof approximately0.5
and0.75miles2, Manhattancontains55 sectors.Using
a READY timer of 5 secondsand41 byteattackpackets
(i.e., TCP/IP headersplus onebyte), the delivery of le-
gitimatedataservicesin Manhattancould be prevented
with theattackshown below:

Capaci ty ≈ 55 sectors×
32 msgs

1 sector
×

41 bytes

1 msg
×

1

5 sec
≈ 110 K bps

The exhaustionof all hypotheticalTBFs may not be
necessarygiven currentusageand deployed hardware.
As the currentdemandfor voice services far outpaces
cellular datausage,only a small percentageof physi-
cal channelsin a sectorare usedas PDCHs. Because
GPRS/EDGEarenotextremelyhighbandwidthservices,
allowing 32 individual ßows to be concurrentlymulti-
plexed acrossa single PDCH would be detrimentalto
individual throughput.Accordingly, oftenonly a subset
of the32TBFs(4, 8 or 16 [26,33]) areusable.Themax-
imum numberof concurrentTBFs in a sectoris there-
fore mi n(d ! u, 32), whered is the numberof down-
link PDCHsandu is themaximumnumberof usersper
PDCH.While thenumberof PDCHscanbedynamically
increasedin responseto rising demand for dataservices,
networkstypically holdunusedchannelsto absorbspikes
in voice calls. It is thereforeunlikely that all 32 TBFs
will beavailableatall times,if ever. A morerealisticap-
proximationof thebandwidthrequiredto deny accessto
dataservicesis givenby:

Capaci ty ≈ 55 sectors×
4→ 16 msgs

1 sector
×

41 bytes

1 msg
×

1

5 sec
≈ 14.1→ 56.4 K bps

The brute-force methodof attackinga cellular data
network in a metropolitan settingis simply to saturate
all of the physical channelswith trafÞc. Even at their
greatestlevels of provisioning, the fastestcellular data
servicesaresimplynomatchagainsttrafÞcgeneratedby

Internet-basedadversaries[39,45]. Suchattacks,obvi-
ousby the sheervolumeof trafÞc created,would likely
benoticedandmitigatedat thegatewaysto thenetwork.
However, with knowledgeof theinteractionbetweendif-
ferentnetwork elements,it is possiblefor an adversary
to launchamuchsmallerattackcapableof achieving the
sameends.A basic understandingof thepacket delivery
processprovides the requisiteinformation for realizing
thisattack.

Givena theoreticalmaximumcapacityof 171.2 Kbps
perfrequency andasmany as8 allocatedfrequenciesper
sector, anadversaryattemptingthebrute-forcesaturation
of suchasystemwould insteadneedto generatethevol-
umeof trafÞcascalculatedas:

Capaci ty ≈ 55 sectors×
171.2 Kbps

1 frequency
×

8 frequencies

1 sector
≈ 73.56M bps

By attackingthe logical channelsinsteadof the raw
theoretical bandwidth, an adversary can reduce the
amountof trafÞcneededto denyserviceto a metropoli-
tan areaby asmuch asthreeorders of magnitude. Note
that networks implementingEDGE, which canprovide
threetimesthebandwidthof a GPRSsystem,would ex-
periencethesameconsequencesgiventhesamevolume
of attacktrafÞc.

3.4 Exploiting SetupProcedures

If connectionsto anendhostmustrepeatedly bereestab-
lished, the interarrival time betweensuccessive packets
becomesexceedinglylarge. Delayingresourcereclama-
tion is thereforea necessarymechanismto ensuresome
semblanceof continuous connectivity to the network.
This latency, however, is notsimply theresultof thetime
requiredfor a userto overhearan incomingpagingre-
quest. To betterunderstandsetupcost, we examinea
network in which resourcereclamationoccursimmedi-
atelyafterthelastpacket in aßow is received.

Of particular interestto suchan analysisis the per-
formanceof the commonuplink channel,the PRACH.
Becausethis channelis sharedby all hostsattemptingto
establishconnectionswith the network, the PRACH in-
herentlyhasthepotentialto bea systembottleneck.To
minimizecontention,accessto thePRACH is mediated
throughthe slotted-ALOHA protocol. Given a channel
dividedinto timeslotsof sizet andtime synchronization
acrosshosts,enddevicesattemptingto establishconnec-
tionstransmitrequestsat thebeginningof a timeslot. In
sodoing,thenetwork reducestheamountof timeduring
which collision canoccurfrom 2t in the randomaccess
caseto t. While slotted-ALOHA offersa signiÞcantim-
provementover randomaccess,its throughputremains
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low. GivenatrafÞcintensityof G messagesperunit time,
thenormalizedthroughput! of slotted-ALOHAis:

! = Ge! G

Themaximumtheoreticalutilizationof channelimple-
mentingslotted-ALOHA is 0.368. In reality, however,
this value is signiÞcantly lower. As the numberof in-
comingconnectionestablishmentrequestsincreases,so
toodoestheneed for retransmissiondueto collision. The
throughputof suchasystemthereforetypically stabilizes
at a point far below this optimumvalue. Given a large
numberof pagingrequests,potentiallycausedby theim-
mediatereclamationof resourcesasdescribedabove,the
throughputof this alreadyconstrainedchannelwould be
severely degraded. Accordingly, the rate at which re-
sponsesto connectionestablishmentrequestswill pass
through this channelis much lower than the available
bandwidth. Becausethe behavior of the PRACH is
highly unstable and affectedby feedback(i.e., retrans-
missionsdueto collision), we leave thecharacterization
of speciÞctrafÞcvolumesnecessaryto causeblockingto
thenext section.

4 Attack Characterization

In orderto bettercharacterizethe observationsmadein
theprevioussection,weextendtheGSMsimulatorfrom
ourpreviouswork [47] to includesupportfor GPRSdata
services.The parametersof this simulatorweresetby
information from a variety of sources. The meansby
which theseparameterswerechosenarediscussedin the
Appendix.

4.1 Modeling Attacks on Teardown
Mechanisms

To demonstratetheexploitationof delayedresourcetear-
down,wesimulateaGPRSnetwork undervaryingtrafÞc
loads.Althoughthefull complementof TBFsmaynotbe
availablein all real deployments[26,33], we conserva-
tively allow for up to 32 concurrentßows. Whenin use,
eachTFI is held for exactly Þve secondsunlessa new
packet arrives.While it is possiblefor a singledevice to
obtainmultiple TFIs,we assume thatall incomingßows
for a givendestinationsharea singleTBF [4]. Because
of observationsmadeon deployednetworks,bothvoice
anddatasetup requestssharea numberof controlchan-
nels. We thereforereplacedatacontrol channelswith
their voiceequivalents(i.e.,RACH insteadof PRACH).

LegitimatevoiceanddatacallsweremodeledasPois-
sonrandomprocessesandgeneratedat ratesof 50,000
and20,000perhour, respectively, acrossManhattan.The
duration of theseßows are also generatedin a simi-
lar fashionwith meansof 120 and10 seconds,respec-
tively. Thesevalues representstandardvolumesandex-
hibit noblocking.Attackßows,eachconsistingof asin-
gle packet, arealsomodeledby a Poissonrandompro-
cesswith ratesrangingfrom 100-200Kbps.Eachrun,of
which therewere 1000 iterationsfor eachattack load,
simulatedan hour of time with attacksoccupying the
middle30minutes.

Figure5 shows theblockingratesof legitimatetrafÞc
causedby anattackonthedelayedteardown mechanism.
At a rateof 160Kbpsor greater, theability to usecellu-
lar dataserviceswithin Manhattanis virtually nonexis-
tent. The amountof trafÞc requiredto executesuchan
attackis slightly greaterthantheestimationof a perfect
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scenarioin Section3.3 due to the exponentialinterar-
rival rate usedto generatepackets. However, because
thismorerealisticallyrepresentsthenatureof packetde-
livery in a network giventhepresenceof othertrafÞc, it
offersa moreaccuratecharacterizationof theattack. In
spiteof having thepotentialto deliver largevolumesof
trafÞc onceßows areestablished,theseresultsdemon-
stratethatuseof cellulardataservicescanin factbede-
nied with lessbandwidth thanwasusedin the targeted
text messagingattacks[16,47].

Figure 6 offers additional insight into the attackby
providing theutilizationproÞlefor anumberof channels.
Most importantly, only thePDTCHsoperateat capacity
duringtheattack.This utilization representsthestateof
virtual resources,not channelbandwidth. None of the
channelsresponsiblefor delivering voice,mostcritically
the trafÞcchannels(TCHs),aremeasurablyaffectedby
the increasein datatrafÞc. Note that this is deliberate
ascellular dataservicessuchasGPRSaredesignedto
completelyseparatevoiceanddataservices.

4.2 Modeling Attacks on ConnectionSetup

To characterizethe impact of frequent connection
reestablishmenton a cellulardatanetwork, we simulate
a variety of trafÞc levels in the presenceof immediate
resourcerecovery. SpeciÞcally, when the basestation
no longerhaspackets to sendfor a particular ßow, the
targeteddevice returnsto the STANDBY state. Except
for delayedteardown procedures,all network settings
andconditionsincluding legitimate trafÞc volumesand
interarrival patterns,remain the same. Attacks in this
scenario,eachof which occursaccordingto a Poisson

randomdistribution,rangefrom 2200-4950Kbpsspread
acrossall of Manhattan.As in ourpreviousexperiments,
eachattacktrafÞclevel wasrun for 1000iterations.

Figure7 showstheblockingratesfor legitimatetrafÞc
on a numberof channels.Unlike theattackin theprevi-
oussection,in whichPDTCHblockingoccurredbecause
of TBF exhaustion,no lossof packetswasobserved on
the PDTCHs. In spiteof this, the resultsof thesesim-
ulationsconÞrma moresigniÞcant vulnerability - both
voiceanddataßows experienceblockingon theRACH.
Althoughsuchnetworksstrive to separatevoiceanddata
trafÞc,thedualuseof controlchannelsallowsmisbehav-
ior in onerealmto affect theother. Generatingjust over
3 Mbpsof trafÞcfor theentirecity of Manhattan,anad-
versaryis capableof blockingnearly65%of all trafÞc -
voiceanddata.For a network in which a blockingprob-
ability of 1% is typically viewed asunacceptable,such
anattackrepresentsaseriousoperationalcrisis.

Figure 8 provides further information about the im-
pactof the4950Kbpsattackon voiceanddataservices.
The mostnotableconsequenceof this attackis observ-
ablein thenearly80%decreasein TCH utilization. The
nearzeroutilizationof PDTCHsoffersanexplanationto
thelackof blockingobservedin thepreviousÞgure- the
majority of legitimatetrafÞc is beingÞlteredout before
it canever bedeliveredby thePDTCHs.Accordingly, a
network usingthesettingsdescribedabove is subjectto
attackscapableof denying both voiceanddataservices.
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5 The Meeting of Conßicting System
DesignPhilosophies

At Þrstglance,the differences betweeneachof the at-
tackson cellular networks appearstark. Targetedtext
messagingattacksÞll and maintain a low-bandwidth
controlchannelat capacity. Adversariesattacking cellu-
lar dataservicesexhaustvirtual resourcesor take advan-
tageof accessprotocol inefÞciencies. In reality, all of
thesevulnerabilitiesareremnantsof a conßictbetween
the designphilosophiesof telecommunicationsandtra-
ditional datanetworks. SpeciÞcally, they are the result
of contrastingdeÞnitionsof a ßow andthe role of net-
works in establishingthem. To make sucha claim more
concrete,webegin by demonstratinghow apairof seem-
ingly adequatetechniquesfor mitigating the above at-
tacksfails to doso.

Themostobviousapproachto addressingthedataat-
tacksdescribedin Section3 is to expandthe rangeof
possibleTFI values. Unfortunately, as mentioned ear-
lier, theselimitationsarenecessarygiventhebandwidth
available to GRPS/EDGEnetworks. The useof 32 (or
fewer) concurrentßows persectoris a requisiteconces-
sion for providing basiclevels of connectivity between
the network andenddevices. In orderfor an increased
pool of identiÞersto have a meaningfuleffect, theband-
width available to data serviceswould also needto be
signiÞcantlyincreased.This combinationof approaches
is actuallyimplementedin 3G cellularnetworkssuchas
UMTS [8]. However, even these networks suffer from
the high cost of connectionestablishment(i.e., deliver-
ing theÞrstpacket in aßow).

A sessionestablishmentperiodlastinga few seconds
representsonly asmallfractionof thetotal lifetime for a
connectionpersistingfor a numberof minutes. Given
the limited amount of spectrumallocated to cellular
providers, such infrequentlyused channelspredictably
occupy aslittle space aspossibleto avoid wasting band-
width. Becausethe duration of a packet ßow may not
provide sufÞcienttime over which suchan expensecan
be amortized,the minimal allocation of bandwidthto
connectionestablishmentmay in fact create a system
bottleneck. To capturethe impact of additionalband-
width on connectionsetup,we offer a simplemodelof
requestthroughputfor asector asfollows:

Thr oughput =
# Packets

Setup L atency + # P ack et s
B andw idth

If theexpenseassociatedwith connectionestablishment
was the result of inadequate resources,an increasein
bandwidthshould alleviate much of this cost. Sucha
scenariowould be equivalent to increasingthe size of
the smallestlink in a traditional data network to im-
prove end-to-endthroughput. However, the calculated
effectsof increasedbandwidthonoverall throughputare
extremely limited in this setting. Becauseconnection
establishmentexchangescontainÞxed-lengthmessages
andnot the variably sizedpacketsof datadelivery, the
presenceof additionalbandwidthdoeslittle to improve
performanceaftereachchannelcansendpagingrequests
instantaneously. As is shown in Figure 9, the limi t of
systemthroughputasbandwidthapproachesinÞnity be-
comes:
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Thr oughput =
# Packets

Setup L atency

Increasingsystemthroughputcan,for this reason,beac-
complishedin oneof two ways. In theÞrst,thenumber
of channelsover which connectionscan be sentcould
be increased.Such a changewould allow many more
connectionestablishmentrequeststo be sent in paral-
lel. While increasingthe throughputof the systemas
a whole, this approachwould prove detrimentalto in-
dividual users. As shown in Figure 10, subdividing a
Þxed bandwidthinto additionalchannelsintuitively re-
ducesthethroughputof asingleuser. Addingextrachan-
nelscouldalsopotentially createelevatedcontentionfor
the shareduplink channel(RACH). More importantly,
increasingthe throughputof thesystemdoesnot neces-
sarily reducecostwith respectto delayexperiencedby
individualusers.Therefore,

Decreasingthe cost of connectionestablish-
mentin a cellular datanetworkis nota matter
of increasingbandwidthbut rather the reduc-
tion of connectionsetuplatency.

Theconceptof connectionestablishmentis consider-
ably different in cellular and traditionaldatanetworks.
In thecaseof the former, thenetwork mustpage,wake,
andnegotiatewith atargeteddevicebeforeultimatelyde-
liveringtrafÞc. Whetherdueto misalignedsleepcycles,

missedpagingmessagesor congestion,this setof oper-
ationscanrequiremore thanÞve secondsbeforebeing
able to transmitdata. As discussedin Section3, these
concessionsaremadebecausethenetwork assumes that
enddevicesarelimited bothin termsof power andcom-
putationalability. True packet-switchednetworks pro-
vide no suchservices;rather, higher layersin the pro-
tocol stackimplementfunctionality asneeded.In gen-
eral,eachpacket is treatedasanindividual entity andis
simply forwardedto thenext logical hop. Whetherit is
wired or wirelessin nature, thereis no connectionto be
establishedfrom theperspective of thenetwork5. Nodes
responsiblefor routingpacketsdo not assumethat their
next hopneighborshave any speciÞcabilitiesotherthan
moving thepacketcloserto its intendeddestination.Ac-
cordingly, connectionsetup latency is more accurately
depictedas propagation delay from the viewpoint of
thesenetworks.Giventhatthedelayof propagationtime
andconnection establishmentdiffer by many ordersof
magnitude,the underlyingcauseof low-bandwidthat-
tacksoncellulardatanetworksbecomesmoreclear.

The vulnerablecomponentsin both the targetedtext
messagingand cellular data serviceattacksare those
mechanismsresponsiblefor translatingtrafÞc from one
network architectureto another. While a datanetwork
simply forwardsindividual packetsasthey arrive, a cel-
lular datanetwork interpretstheÞrstpacket in a ßow as
an indicatorof more trafÞc to come. Ratherthansim-
ply forward that packet to its Þnaldestination,the net-
work dedicatessigniÞcantprocessingandbandwidthre-



Figure11: A comparisonof thecostof deliveringasinglepacket in cellularandtraditionaldatanetworks. In thecellulardatacase
(left), a signiÞcantamountof delayis addedbecauseof connectionestablishmentprocedures,whereastherouterin thetraditional
setting(right) simply forwardsthepacket to theÞnalhop.

sourcesto ensurethat theenddevice is readyto receive
data. This assumptionis valid in traditional telephony
becauseof the natureof voice communication.Except
for casesof an immediatehangup,sessionsareguaran-
teedto containmultiple ÒpacketsÓof information. Data
communications,however, do not necessarilysharethis
characteristic. Any protocol or applicationgenerating
packetsseparatedby a numberof seconds(e.g., instant
messagingprograms,sessionkeep-alive messages,ap-
plicationsimplementingNagleÕsalgorithm[34]) violates
this model. Whetherit is embodiedby text messagesor
datatrafÞc,theampliÞcationof asingleincomingpacket
into aseriesof expensivedelayinducingsetupoperations
is the sourceof suchattacks. Figure11 reinforcesthis
conclusionby comparinggeneralizationsof the two ar-
chitectures.

Connectionestablishmentin cellular and traditional
networksaresodifferentbecausethephilosophiesupon
whichthesesystemsarebasedareincompatible.Theno-
tion that themiddleof a network provide only a limited
setof simple functionsis at the coreof the end-to-end
principle[42]. By makingnoassumptionsaboutthecon-
text in which a packetÕs contentswill be used,the net-
work is freeto specializein a singletask- moving data.
Servicesnot usedby all applications,including reliable
delivery, contentconÞdentialityandin-orderarrival, be-
comethe responsibility of higher layersof the protocol
stack in the end hosts. The concentrationon sending
packets allows networks built accordingto the end-to-
endprincipleto beßexible enoughto supportnew appli-
cationtypesandusagemodelsasthey emerge.Telecom-
municationsnetworks are built on the oppositemodel.
Hard servicerequirements, especiallyfor real-timein-
teraction,forcedthe network to provide the majority of
serviceguarantees.Becausethefunctionalityof thenet-
work wasoncelimited to voiceapplications,telecommu-
nicationssystemscould be tightly tailoredto a speciÞc
setof constraints.The inclination to build a network in
sucha mannerwasaddressedby theoriginal end-to-end
argument:

ÒBecausethe communicationssubsystem is
frequently speciÞedbefore the applications

thatusethesubsystemareknown,thedesigner
maybe temptedto ÒhelpÓtheusers by taking
onmore functionthannecessary.Ó[42]

Becausethesespecializednetworks implementmore
functionality than is absolutelynecessary, they exhibit
rigidity, or the inability to adaptto meetchanging re-
quirementsor usage[15]. Rigidity in designcausessuch
systemsto enforceassumptionsappropriatefor onesub-
setof trafÞcon all others.Thetreatmentof eachpacket
aspart of a larger ßow is oneembodimentof suchin-
ßexibility . This rigidity is alsoapparentwhenexamined
from the perspective of evolving end devices. For ex-
ample, many laptopsnow contain hardware supplying
accessto cellular datanetworks [21,37]. Regardlessof
theirability to implementservicesathigherlayersof the
protocolstackor theiraccessto power, theseenddevices
areforcedto transitionbetweenSTANDBY andREADY
statessimply becausesuchbehavior is mandatedby the
network. Devices connectingvia 802.11could simply
tradeoff theoverheadassociatedwith pagingat thecost
of additionalpower use. This point is mademoreobvi-
ouswhenput in thecontext of homeor ofÞceLANs sup-
portedby a cellular backhaulconnection.The network
would requiresuchsystemsto participatein theprocess
of locationdeterminationandconnectionestablishment
in spiteof their lack of mobility. By building assump-
tions andservicesinto the network itself, the systemas
a whole is madelessßexible. Whenconditionschange
andassumptionsfail to hold, therigidity of cellulardata
systemscausesthemto break.

6 Constructing Robust Cellular Data
Networks

AddressingthespeciÞcattacksdetailedin thispapermay
be realistic in the short term. Optimizedpagingtech-
niques[9,25] mayhelpto reducesearchtime and its re-
sulting delay. As wasdonewith the SMS attacks[47],
techniquesfrom queueandresourcemanagementcould
beusedto mitigateblockingon theRACH. Themove to
3GandasigniÞcantlylargerpoolof identiÞerswouldre-



ducethepracticallikelihoodof virtual resourceexhaus-
tion. While suchmethodswould indeedmitigatemany
of the examplevulnerabilitesdiscussedin this work, a
strategy for building robust cellular datasystemsbased
on constantpatchingwould ultimately fail. All of the
above solutionsmerely treat the symptomsof a larger
problem. Accordingly, as long asthereis a disconnect
betweenthe ways in which data is delivered in cellu-
lar andtraditionaldatasystems,exploitablemechanisms
will exist. Suchmechanismsneednot be limited to the
wirelessportionof thenetwork; rather, any componentof
the corenetwork involved in establishinga sessionwill
bevulnerable.

The larger issue discussed in this paper, that of
vulnerability causedby the exchangeof trafÞc across
two incompatible networks, will not be easily solved.
Genuinelyaddressingthis problemwill requirenotable
changesto theinteractionbetweencellulardatanetworks
and end devices. Once such techniquemight require
a signiÞcant increaseof locationawarenesson the side
of the network. Betweenthe generationof paginglists
andbandwidthusedin multiple sectors,signiÞcantpro-
cessingresourcesand time are spentÞnding a device
eachtime a connection establishmentoccurs.Insteadof
knowing that a device is servicedby a potentially large
setof basestations,an improved systemmight require
locationupdateinformation from a device eachtime it
moves between sectors. Used in concert with much
shortersleepcycles, suchan improvementto location
knowledgemaymaketheeliminationof pagingpossible.
Thisapproach,however, wouldhaveaseriousimpacton
resourcesin both end devices and the network. From
the userperspective, increasedmonitoring and interac-
tion with the network would negatively impact battery
life. In thecaseof thelatter, theoverheadneededto pro-
cesssuchanincreasein messagingwouldalsoaffectnet-
work performance.A moreradicalapproachwouldbeto
replacecellulardataserviceswith anew high-bandwidth
wirelessprotocol. Insteadof necessarilysharingband-
width andtimeslotting schemeswith voicecommunica-
tions, this new protocolwould beassignedto a separate
portion of the spectrum. In so doing, designersof the
new datasystemwould not beconstrainedby any of the
rigidity forced upon currentcellular datanetworks. In
additionto technicaltradeoffs, this solutionwould also
needto dealwith thecomplexities involved in spectrum
allocation- reducingits viability for the forseeablefu-
ture.

Thesesolutionsarenot an endorsementof any tech-
nology or architectureover another. Instead,they are
simply the productof an observation of the impact on
availability causedby interconnectingdiametricallyop-
posedmethodsof systemdesign. Being beholdento a
speciÞcarchitecture andfailing to understandthe prob-

lems causedby linking such networks are in fact the
causesof the rigidity seenin this system. It is highly
unlikely thatsimilar thinkingwill correcttheproblem.

7 RelatedWork

Representingperhapstheoldestfunctioningdigital sys-
tems,telecommunicationsnetworkshaveevolvedsignif-
icantly sincetheir inceptionover 100 yearsago. While
the natureof thesesystemsthemselveshas transformed
from manuallyconÞguredand static to automatedand
mobile,many consumerbehaviorshaveremainedlargely
unchanged. SpeciÞcally, the frequency and duration
of user calls have becomelargely predictablebehav-
iors. Systemdesignershave usedtheseanticipatedcon-
ditions to optimizeresourceallocationthroughouttheir
networks. Thedegreeto which telecommunicationsnet-
worksaretailoredto suchbehavior quickly becomesob-
vious in thepresenceof unexpectedchangesto network
usage. For example, the explosion in use of dial-up
modemsin the early 1990scausedwidespreadconges-
tion becauseuserswereremainingconnectedfor longer
than expectedtime periods. Temporaryßuctuationsor
surges,suchas thoseseenminutesafter the attackson
September11th 2001,often rendertelecommunications
networksunusable[35]. Suchsystemsdo not gracefully
degradeunder increasedtrafÞcvolumes;rather, they of-
ten ceaseto provide serviceto the vastnumber of sub-
scribers.

Recognizing this, our previous work focused on
the ability to recreate the consequencesof such high-
trafÞc denial of service eventsthrough the useof low-
bandwidthattacks. Using targetedloads of text mes-
sages,we wereable to demonstratethe ability to deny
voiceandSMSserviceto majormetropolitanareaswith
thebandwidthavailableto acablemodem[16]. We later
characterizedtheseattacksthroughsimulationandmea-
surementanddiscussedthetradeoffs inherentto a num-
ber of mitigation strategies [47]. Serroret al. [44] of-
feredadditionalinsight by exploringattacksoncall pag-
ing channels.Ricciato [39] provided a generaldiscus-
sion of the potentialto ßooddatachannelsin next gen-
erationnetworkswith trafÞcgeneratedby Internet-based
pathogens.Raccic[36] andMulliner [32] thenexamined
attackson MMS. While by no meansthe only methods
of causingserviceoutages,theseattacksarethe Þrst to
addressthepotentialfor denialof servicemadepossible
by theconnectionbetweencellularnetworks andtheIn-
ternet.

Denial of serviceattackshave beenstudiedin a va-
riety of other contexts. Websites ranging from DNS
roots[17], searchengines[40] andsoftwarevendors[19]
to online casinos[10] and news services[41] have all
beentemporarilydisabledby overwhelmingvolumesof



trafÞc. Real-world processesand resourcesconnected
to the Internet,including bankingnetworks, emergency
services[30] and even postal delivery [13] have also
beensubjectedto suchattacks. In response,signiÞcant
work has beenundertaken to classify [29] and allevi-
ate[22Ð24,43,46,49Ð52] suchproblems.Unfortunately,
noneof thesesolutionshavebeenwidely deployed.

The debateover which network architectureis more
resilientagainstsuchproblemshasragedfor nearly30
years.Advocatesof the ÒsmartÓnetwork, which is em-
bodiedby centralizedcontrol anddecision-making,ar-
guethat this architectureprovidesthe ability to prevent
such overloadingfrom occurring [31]. Supportersof
ÒdumbÓnetwork architectures,which are built around
the end-to-endprinciple [11, 12,38,42], contendthat
placing suchcontrol in the network itself dampensthe
ability to perform its intendedtask - routing packets.
While both approacheshave their tradeoffs, the discus-
sionof theconsequencesof connectingsystemsthatdeal
with transferringinformationin fundamentally different
wayshasnot beenaddressedfrom theperspective of se-
curity.

8 Conclusion

Efforts to addressrecentlydiscoveredvulnerabilitiesin
cellularnetworkshave focusedon treating symptoms in-
steadof the disease. Attempts to solve individual ex-
ploits have beenlargely ad-hocand, in their efforts to
mitigatespeciÞcproblems,createsigniÞcantadditional
complexity andvulnerabilitiesin thesesystems.With-
outanunderstandingof why suchattacksarehappening,
this cycle of vulnerability discovery and patchingwill
continueindeÞnitely. Theproblemspresentedin thisand
other papersare artifactsof a larger architecturalmis-
match.SpeciÞcally, in spiteof a concertedeffort to sup-
port packet-switchedtrafÞc, cellular datanetworks are
still, at their essence,circuit-switchedsystems.Because
of this inßexibility , any mechanismresponsiblefor con-
nectionestablishmentin thesenetworks is vulnerableto
a low-bandwidthdenialof serviceattack.

We arrive at this conclusionby makingthe following
contributions:

¥ Although conventional wisdom suggests that in-
creasedbandwidthprovidesrobustnessagainstsuch
attacks,we usetwo new vulnerabilitiesto demon-
stratethat low bandwidthdenialof serviceattacks
can prevent legitimate access to cellular dataser-
vices.In sodoing...

¥ ... we demonstratethat a mismatchof bandwidth
betweencellular datanetworks and the Internetis
not thecauseof suchattacks.Instead,they arethe

resultof thecontrastingwaysin which ÒsmartÓand
ÒdumbÓnetworkstreatßows. Fromthis...

¥ ...we show that in their uniform treatmentof all
ßows, regardlessof size or duration,cellular data
networksexhibit designrigidity. By building signif-
icantassumptionsaboutthebehavior of trafÞc into
thenetwork itself, suchsystemsaremadebrittle in
thefaceof changingconditions.

Addressingtheseissuescanthereforecome from one
of two approaches.In theÞrst,methodsof safelytrans-
lating trafÞc betweenpacket- and circuit-switchednet-
workscouldbedeveloped.Alternatively, suchnetworks
could be redesignedto truly support packet-switched
mechanisms.By genuinelyseparatingvoice and data,
notonly in thespectrumthey occupy but alsoin thetech-
niquesthroughwhich they aredelivered,robustcellular
datanetworks could be constructed.In the absenceof
suchchanges,cellularnetworkswill continueto remain
vulnerableto low-bandwidthexploits.
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Notes

1We usetheGSM architectureto provide speciÞcdetailsin our ex-
planation.Similar mechanismsexist in othercellularnetworks.

2EnhancedDataratesfor GSMEvolution (EDGE)is largelyequiv-
alent to GPRS.The most signiÞcantdifferenceis the useof a new
wirelessmodulationtechniqueknown as8-phaseshift keying (8PSK),
whichallows higherdatarates.

3Notethesubtledifferencein naming.PDTCHsarevirtual channels
thatarerunon topof physicalPDCHs.

4This timer is referredto in the speciÞcationsasT3169[2]. It is
actuallystartedwhenthecounterN3101,whichindicatesthenumberof
radioblocksthathave passedsincethelastexchangewith thetargeted
device occurred,reachesits maximumvalue.Our descriptionabove is
meantto simplify theexactmechanismsfor thereaderwithout lossof
precision.

5Weconsiderconnectionestablishmentin termsof individualßows.
Initial accessto almostevery network hasa cost(authentication,etc).
This startupcost,however, is amortizedin bothsettings.

6At the time of this writing, Cingular Wirelesshad not yet been
renamedAT&T.

7The voice network equivalentof the PRACH is employed dueto
theobservedpresenceof dual-usecontrolchannels.
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Appendix

Simulator Design

We extend the GSM simulator built in our previous
work [47] to provide supportfor GPRSdataservice.In
total, the project contains nearly 10,000lines of code
(an additionof approximately2,000lines) andsupport-
ing scripts. A high-level overview of the components
is shown in Figure 12, wheresolid andbroken lines in-
dicatemessageandreporting ßows, respectively. Traf-
Þcis createdaccordingto a Poissonrandomdistribution
through a MersenneTwister PseudoRandomNumber
Generator[20], saved to a Þle and then loadedat run-
time. Thepathtakenby individual requestsdependson
theßow type. We focuson thedatapathasthebehavior
of SMSandvoicemessageswereexplainedin theprevi-
ousiterationof thesimulator.

If the network hasnot currently dedicatedresources
to a ßow on the arrival of a packet, it is passedto the

Figure13: A SamsungBlackjack(SGH-i607)runningin Field
TestModeprovidesoperationaldataon theassociatedcellular
network includingchannelconÞguration(shown here)andsig-
nal strength.

RACH module. This random accesschannelis imple-
mentedin strict accordancewith 3GPPTS04.18[5] and
is tunableviamax retrans andtx integer values.
Messagescompleting processingin the RACH arethen
deliveredto theServiceQueueManagermodule,which
in turn redirectsdatapackets to the PDCH module. If
a TFI is available,the packet is assignedthe virtual re-
source,timers areset to Þve secondsand the packet is
thendeliveredaccordingto a FIFO ordering.Thearrival
of additionalpacketsin a ßow resetsthe timersto their
defaultvaluesto maintainresourcecontrol.Whentimers
expire,thenetwork reclaimsaTFI for usein thedelivery
of otherßows. Packetsarriving at the MessageGener-
ationManageraspartof anactive ßow bypassthecon-
nectionsetupphasesof thenetwork andmovedirectly to
thePDCHmodule.

The accuracy of simulation was measuredin two
ways. The components usedby voice and SMS were
previously veriÞed usinga comparisonof baselinesim-
ulationagainstcalculatedblockingandutilization rates.
With 95% conÞdence,valuesfell within ± 0.006(on a
scaleof 0.0 to 1.0) of the mean. The simplenatureof
the PDCH module allowed veriÞcationof correctness
throughbaselinesimulationsandobservation.

Parameter Setting

When possible,we usesettingsfound in currently de-
ployedcellulardatanetworks. However, suchvaluesare
largely unpublishedor unavailable to the generalpop-
ulation. To Þnd this information, we ran a Samsung
Blackjack (SGH-i607) attachedto the Cingular Wire-
lessnetwork 6 [14] in Field TestMode. This modeof
operationeffectively turnsa phonefrom a communica-
tionsdevice to a network auditingplatform. In addition
to reporting the identiÞcation andsignal strengthread-



ings of nearbybasestations,Field TestMode provides
network deployment information including channelal-
location and layout. Accordingly, useof this modeof
operationis typically restricted;however, accesscodes
anddevice Þrmwareupgradesare readily availableon-
line. As is shown in Figure13 andof particularinter-
est to properly modelingthe behavior of real networks,
theÞeldPBCCH Present FALSE indicatesthatvoice
anddatacontroltrafÞcusethesamechannels.This con-
Þguration,as previously discussed,is permittedby the
standards[7] and effectively minimizes the amountof
spectrumreservedfor controlinformation.Suchasetting
is believedto becommonacrossthemajorityof provider
networks.Fromtheseobservations,theestablishmentof
voice and dataconnectionsoccursover sharedcontrol
channelsin oursimulations.

Other parametersare set using additional literature.
For example,theRACH 7 is optimally setto reducethe
probability of requestblocking by allowing up to the
maximumof seven retransmissionsper requestby the
basestation[27].


