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Abstract

Developingand evaluatingsecue MANET (mobile ad-
hocnetworks)in real systemsés a complex procesghat in-
volvescareful designof attad testcasesand securitycoun-
termeasues,as well as meaningfulperformancemeasue-
mentsto evaluateboth the impact of attadks and the per
formanceof securitysolutions.It is desimbleto havea de-
velopmentand testingervironmentthat can automatethis
process. In this paper we proposea softwae framevork
for such an environmentand describea systenmimplemen-
tation in the secue MANET routingdomain. This environ-
mentincludesthe following threemajor featuies. Fir st, the
ervironments built upona wirelessnetworkemulationtool
to supportrepeatableaxperimentation.Secondjt addsan
attadk emulationlayer with necessanAPI for easydevel-
opmentand executionof attadk testcases. Third, the ex-
tensibleattad library includesa full setof basic attadks
at its core anda way to composeomple attadks fromthe
atomicelementsTo demonstatethe usefulnessf thistool,
we showthe developmenbf an Intrusion DetectionSystem
(IDS) asa casestudy Our successfuéxperiencecon rms
that the platform can greatly facilitate the developmenbf
securitysolutionson MANET

1. Intr oduction

The history of securityresearchandpracticehastaught
usthatsecurityis anon-goingprocessandary securesys-
tem should undego rigid test and re-testwith carefully
designedattacktest cases. SecuringMobile Ad-hoc Net-
works (MANET) shouldalsofollow this processandit is
extremely importantto evaluatesecureMANET software
in realsystemsandunderreal attacks.

Like any securitysystem,a thoroughevaluationof se-
cureMANET softwarerequiresa cycle of four steps(Fig-
ure 1). First, we must understandapplicationobjectives
becausehe ultimate testof succesdor a secureMANET
is how well the MANET applicationachiesesits designed
missiongoalin spiteof threatsandattacks.Thisapplication
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Figure 1. The Circle of Securing MANET

undestandingwill help us designexperiments,including
the choiceof testcasesandevaluationmodels.In testcase
developmentwe needto comeup with asetof carefullyde-
signedattackscenariosMuch lik e othertestingin software
engineeringlisciplines this shouldcomeafteranextensve
analysisof the potentialthreatsto MANET objectivesand
the setof testcasesshouldcover thesethreatsextensvely.
Systemati@pproachebk e attadk taxonomy[7] canbeused
herein secureMANET testcasedevelopment.

Next, secureMANET shouldbe evaluatedthroughex-
perimentation Unlike simulation,actualexperimentscan
allow boththe actualapplicationandsecuritycodesto run
in the sameconditionasin actualdeployment. Whenthe
attacktestcasesareinjectedinto the experimentto create
realintrusions,the behaior of the secureMANET system
canbe obsened andstudiedin faceof theseattacks. Fur
thermore meaningfulmeasuementand evaluationcanbe
conductedo gainqualitatve andquantitatve assessments.

Ourpastexperiencehasalsotaughtusthatthis processs
non-trivial andtime-consumingandit is desirableto have
softwaretools andervironmentsto automateandfacilitate
someof thetasks.Althoughtherearesomesuchtoolsavail-
ablefor wired networks (suchas LARIAT [11, 12)), little
work hasbeendonein thewirelessdomainsandto the best



of our knowledgeno suchsecureMANET testingsystems
existin theopenliterature.

The goal of this researchis to develop such environ-
mentasan experimentatiorplatform for evaluatingsecure
MANET. Given the potentiallylarge amountof testcases
andMANET scenariosthis platformshouldsupportrepro-
ducibleexperimentsand posseghe ability to inject attacks
(test cases)automaticallyduring an experiment. Further
this platformshouldprovide easyprogrammingsupportfor
test casedevelopment,and a way to organizeattacktest
casesn anextensiblerepository

We have developeda software systemthat meetsthe
above goal. In the restof this paper we will describethe
software architectureand explain eachmajor components
in details. Especially we will focuson the methodology
andpracticeof attackemulationin Section4 and5. As a
casestudy we have usedthis ervironmentin our research,
speci cally in the developmentof an Intrusion Detection
System(IDS) for MANET. We will reportthis experience
in Section?.

2. Ar chitecture

We have developedsucha software platform to facil-
itate the security developmentand evaluation that meets
theabove goal. Architecture-wisdt includesthe following
components:

A networkemulatorto provide a high- delity commu-
nication ervironmentfor repeatableand scalablemo-

bile ad-hocnetworkexperiments. This will allow us

to testreal securitycodein real applicationsandreal

systemsTheemulationof underlyingcommunication
ervironmentwill allow us to testsecurityin a wide

rangeof differentscenario@ndmobility patterns.

An attack emulationsystenthat is capableof inject-
ing attack testcasesduring the experimentslt installs
hooksin certainMANET componentandprovidesa
programmingabstractionan API) sothatresearchers
canwrite attacklogicsin away independentrom the
actualMANET implementations.This is particularly
useful becausethere can be a large number of test
casesandit is impracticalto modify a hugenumber
of MANET components$o implementeachtestcase.

An extensiblerepositoryfor testcases.The attackli-
brary shouldhave the structureto organizeall the test
casesand make it easily extensibleto accommodate
future attacks. Basedon the resultsof attacktaxon-
omystudy[7], all attacksn MANET canbecomposed
from a setof basicattadksor othercompoundattacks.
We shouldthereforeprovide anobject-orientedhierar
chyin therepositoryto organizethetestcasesto assist

attackcompositioninto more complex attacks,andto
male it easyto addnew atomicor compoundattacks.

A collection of instrumental,measuement,and data
analysistoolsto measurghe effectivenessandperfor
manceof thesecuritysolutionin theexperimentsThis
includestoolsto log traf ¢ andsecurity-relate@dvents,
tools to obsene the stateof the network, and nally,
toolsto assesshe effectivenesof the attacksandthe
stateof theapplications.

2.1 Rationalefor the Emulation Approach

The evaluationof secureMANET mustbe underareal-
istic MANET ervironment. Although simulationtoolslike
ns-2[1] andQualNetis widely usedfor otherMANET re-
lated experiments they are not very suitablefor this pur
pose.First, they do not have real applicationsandthusat-
tackson applicationlevel cannotbe easilyportedandeval-
uated.Secondjt is impracticalto obtainrealandmeaning-
ful measurementdatain a simulationplatform. And most
importantly the security of a real systemshouldonly be
evaluatedwith thereal systemandnot on a simulatedone.

The experimental ervironment should also be repro-
duciblebecausthis is importantin exploring designspace
andevaluatingalternatves. A full-blown testwith realwire-
lesshardware may not be repeatablédecausat is dif cult
to reproduceheextrawirelesscommunicatiorervironment
andit canbetoo costlyto try awide rangeof mobility sce-
narios[15]. Comparatiely, the emulationapproactasthe
adwantageof both. We thereforebelieve that emulationis
theright approactor experimentwith realapplicationsand
realsystemandyetbefaithful to theactualcommunication
ervironment(MANET).

2.2 S-MobiEmu

We have implementecthis platformin a software sys-
tem called S-MobiEmu,usingad-hocrouting asan exam-
ple applicationdomainandintrusiondetectiorasa security
solutioncasestudy Figure 2 illustratesthe software com-
ponentsand their relationshipwith respectto the security
solutionbeingstudied.

To supportreproducibleexperiments,we build upona
publically available wirelessnetwork emulatorcalled Mo-
biEmu[15]. We addanattackemulationlayer, calledBasic
Ad-hoc SecurityRoutines(BASR), as a commonabstrac-
tion layerfor attackinjectionandfor testcasedevelopment.
Thetestcaserepositoryis implementedisanattacklibrary,
which extendsfrom a corefoundationlibrary consistingof
afull setof basicattacks. The repositoryis extensibleas
comple attackscan be constructedusing existing attacks
asbuilding blocks. Initially, we have includedseveralsuch
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Figure 2. S-MobiEmu Software Architecture

well-known comple attackscenariosFinally, asetof mea-
surementoolsarealsoprovidedin aperformanceneasure-
menttoolkit. Sincefunctionwisethis canbe consideredas
anextenstionto MobiEmu,we call it S-MobiEmu with “S”
meaningsecurity

3. Emulating MANET

The network emulationsystemin S-MobiEmuis based
on MobiEmu [15] — a software tool for testing “li ve”
MANET systemsin a laboratorysetting. MobiEmu uses
a clusterof  linux machinesto emulatea MANET of

nodes(seeFigure 3). Although thesetestbedhostsare
physicallywell-connectedthepacletdelivery behaior has
beenmodi ed at the network device layer to generatehe
effect of real-world wirelesscommunicationgnd network
dynamics.With MobiEmu,MANET softwarecanbetested
underthe samewirelesscommunicatiorcharacteristicand
networking ervironmentas if it were running in a real
MANET deployment.

MobiEmuexperimentsaredrivenby prede nednetwork
scenariq which is expressedn a history of nodemotions
andlink characteristiceshangesThe nodemotionscande-
terminecurrentconnectvity topology andthelink charac-
teristicsinclude bandwidth,delay bit-errorrate, and loss
rate. MobiEmu software enforcesthe topology and link
characteristic®y settingproperpaclet Itering andqueu-
ing rulesatthedevice driverlayer.

The MobiEmu systemoperatesn a master/slae archi-
tecture. The mastercontrollerrunsat a dedicatechostout-
side the testbednetwork; a slave controller runs at each
testbedhost. The mastercontroller controls all slaves
and synchronizegheir actions: the masterdictateswhen
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Figure 3. Emulating MANET with MobiEmu

changeqto topology and link characteristicspre needed
accordingo the scenaricandinstructsthe slavesto enforce
suchchangesThemaster/slae communications onasep-
aratecontrol channelwhich maybe overlayon thetestbed
network if the overallloadis low.

There are mary bene ts of using MobiEmu to evalu-
atesecureMANET. First, all networking andabove is real
in MobiEmu, meetingour requirementso run experiments
with actualsecureMANET code. Secondsincethe com-
municationeffectsare emulated theseexperimentsarere-
producible. And third, since MobiEmu allows we run a
wide rangeof MANET scenariowithout the needto physi-
cally movethe nodeswe caneasilyrepeathe experiments
for a large setof testcases.Our experienceof using Mo-
biEmu in secureMANET researchhas further validated
thesepoints.

We have thereforeuse MobiEmu asthe basisof our S-
MobiEmu platform. To run experiments,secureMANET
software(i.e., thetestsubjectwill beloadedn eachtestbed
hostandrunasif it werein arealdeployment.S-MobiEmu
acceptsall MobiEmuscenariosalthoughnot all attacktest
casesvould make senseén all network scenariosMobiEmu
mastercontrollerhasbeenextendedto control andcoordi-
natewith attackemulationso thatboth network emulation
andattackemulationarein sync.

4. Attack Emulation

The attackemulationlayerin S-MobiEmuprovidesthe
meansto test the security aspectof the MANET system
runningin MobiEmu. It interactswith eachnode$ soft-
warestackto inject the effectsof a network underattacks.
For example,if a MANET attackaimsat compromisinga
nodes routing agentand falsifying its route table, the at-
tackemulationlayerwill instructtheroutingagentto make
suchalterationin its routetableasif it wereindeedcompro-
mised. Then,thewhole systemcanbe put undertestto see
how it respondgo suchroutealterationevent.



4.1 The BASR Layer

Thesoftwarelayerthatimplementshe attackemulation
layeris calledBASR (BasicAd-hoc SecurityRoutines). It
consistsof a setof “helper” modulesthatimplementa li-
brary of corvenientsecurityroutinesanda commonAPI
for attacktestcasegqseeFigure?2). Currently BASR s de-
signedfor ad-hocroutingalthoughit is extensibleto support
otherapplicationdomains.

Thepurposeof BASRIis to isolatetheimplementatiorof
attacktestcasesandsecuritysystemgrom theroutingpro-
tocolcodeasmuchaspossible In realnetwork securitysce-
narios,routing agentscanbe compromisednddriveninto
runningmaliciouscodes.Implementingattacksor counter
measureso suchattacksoftenrequiresmodi cation of the
routingagentslt is obviouslyincornvenientanderrorprone
to modify the routing agentsevery time a new possibleat-
tackis studied.Instead the BASR layerabstractshe most
commonsecurityroutinesinto a commonAPI to expedite
the designof attackcasesandsecuritysystemsthusmini-
mizing directcode-injectiorinto theroutingagents.

The implementatiorof these“helper” modulesis obvi-
ouslyrouting protocolandimplementatiordependentlt is
indeednecessaryo modify routeagentsourcecodeto im-
plementthe securityfunctions provided by the API. That
is, eachinstanceof routing protocolimplementatiorshould
be pairedwith an instanceof the helpermoduleasillus-
tratedin Figure2. Sofar, we haveimplementeca BASR in-
stancefor AODV-UIUC [9], apublicimplementatiorof the
AODV routing protocol. Furtherimplementationon other
protocolssuchasDSR,is currentlyunderdevelopment.

4.2 API Details

BASR supportsthe following three types of common
routines:

1. Capturing and interceptingincoming and outgoing
paclets— the pcap[8] library is usedto capturenet-
work paclets,including both datapacletsandrouting
messages.

2. Overhearingraf ¢ in neighboringhodes-wirelessin-
terfaceis putin thepromiscuousnodeto monitortraf-
¢ in the proximity of thisnode.

3. Accessto routing table entries— routing table en-
triesthatusuallyresideinternallyto routingagentsare
madeavailablein a sharednemoryblock.

Herearethefunctionprototypesf thesecommonAPIs:

register_callback(bool incoming, int type,
addr_t src, addr_t dst, func callback);

Thisfunctioncreatesa packet-matchingule andasso-
ciatesit with the given callbackfunction. The call-
back function will be called, when a paclet is re-
ceived (whenincoming valueis true) or sent(when
incoming value is false) at the wireless interface
matchesthe given source, destinationand protocol
type. Protocoltype can be speci ed as TCP, UDR
RREQRRER RERRetc.,or bitwise-ORsof them,such
asTCP|UDP. Sourceor destinatioraddressanbeary
IP addres®r wildcards.The callbackfunctionhasthe
following form:

int  callback(addr_t src,
void * data, int len);

addr_t  dst,

Sequentialcalls of this API (possiblyfrom different
processesWill registera chainof callbackfunctions
thatwill beinvokedin the reversedorderof registra-

tions.
register_overhear_callback(int type,
addr_t src, addr_t dst, func callback);

This function registersa callbackfunction similar to
the previous one, but it matchesonly those paclets
thatare overheardn the neighborhood.The callback
function takes an additional parametetthat speci es
the particularneighborfrom which the pacletis over-

heard.
rentry * read_route_entry(int dst);
write_route_entry(int dst, rentry * new_rentry);

They provide readandwrite accesgo the routing ta-

ble entry (rentry) correspondingo the given destina-
tion. The rentry structureincludes elds essentiato

therouting protocol,suchasdestinationnext hop (or

sourceroute),hopsandsequenceumber etc.

rentry * read_local_entry();

write_local_entry(rentry * new_rentry);

They providetheinterfaceto readandmodify informa-
tion of thehostnodeitself. Theinterfacesaresimilarto
theread_route_entry andwrite_route_entry

4.3 An Example Attack Written in the API

We now usea simple exampleto demonstratdow we
canusethe API to programattacktestcasesl et usassume
apossibleattackscenarioanattacler Malice triesto eaves-
dropin communicatiorfrom Alice to Bob. Let usassume
they resideon nodesM, A andB respectrely. Malice can
achieve the goal by severalmeans.The simplestapproach
(Approachl) is to interceptall trafc from A to B on the
local interfaceof M. It only workswhenM is in the route
pathfrom A to B. The secondapproach{Approachll) im-
provesby overhearingnearbytrafc aswell. It workswhen



thereis at leastsomeof M's neighborgesidesn theinter-
estedroutepath. The mostaggressie approach{Approach
[ll) triesto proactively adwertisea new routefrom A to B
that containsM. Thus, no matterwhereMalice resides,jt
may alwaysinterceptthe expectedcommunicationSection
5.2will describethe detailedtechniqueto adwertisea false
route,brie y, a RouteRequestessagés fabricatedandit
containdalsi ed originatorandtarget elds, namely B and
A. By manipulatingsequencaumber elds in themessage,
all nodeswvhorecevetherequestill forwardthe message
to othernodes.As a sideeffect, they will alsoupdatetheir
routeto B (the originator)via M (the previoushop). Even-
tually, A will alsoreceve the messagendupdatetheroute
pathto B accordingly which containg\.

The following pseudocodesggmentillustrateshow we
canimplementthesethree approachesvith the BASR li-
brary. We assumethat disclose_data() is a callback
function that attemptsto extract useful information from
anintercepteddatapacket, andthefunction broadcast()
broadcasts paclet. Herewe provide a simpli ed RREQ
structureonly for demonstratiompurposes.

Eavesdrop_Approach_I(addr_t A, addr_t B)

BASR::register_callback(true,
disclose_data);

TCP|UDP, A, B,

}

Eavesdrop_Approach_lI(addr_t A, addr_t B)

{

Eavesdrop_Approach_I(A,B);

BASR::register_overhear_callback(TCP|UDP, A, B,
disclose_data);

}

struct RREQ({
addr_t src; /I the originator
addr_t dst; /I the target
int  src_seq;
int dst_seq;
addr_t ip_src; /I the forwarder

%

Eavesdrop_Approach_lll(addr_t A, addr_t B)

Eavesdrop_Approach_I(A,B);

addr_t M=BASR::read_local_entry()->dst;
int aseq=BASR::read_route_entry(A)->seq;
int  bseq=BASR::read_route_entry(B)->seq;
RREQrreq(B, A, bseg+l, aseq+l, M);
broadcast(rreq);

5. Attack Library

The Attack Library in S-MobiEmuis a well-organized
andextensiblecollectionof carefully designedattacksand
testcaseslt alsoprovidesthe structureto assistresearchers
in developingnew testcasesn anew study

The attacklibrary organizesattacksandtestcasesn a
hierarchystructurebasedon their composition. The core
of theattacklibrary is a collectioncalledAttadk Foundation
Library, whichcontainsall theatomicattackshatde ne the

basicattackbehaior on a single node. Theseattackscan
be usedas building blocksto constructcompoundattacks
or complec testcasesThesemoresophisticate@ttackscan
alsospanover multiple nodes.

5.1 Methodology

The attacksincludedin attacklibrary are usedas test
casedo testthe securityaspectof a MANET system. It
is thereforevery importantthat we carefully designand
choosethe setof testcases.Here,we usea methodology
calledattacktaxonomy

Generalattack taxonomy can be usedto designtest
cases. Although eachapplicationenvironmenthasa dif-
ferentthreatmodel,it is importantto studya generahattack
taxonomythat can sene as a starting point for analyzing
application-speci cattackscenarios.For this purposewe
adopttheattacktaxnomydevelopedn [7]. It isbasednthe
goalsof the attaclers,thatis, whatthe attaclersaimto ac-
complish. Basedon the taxonomy we canenumeratgos-
siblebasicattacks By basicattackswe meanactionblocks
that cannotbe divided further, for instance the delivery of
adatapaclet or areply to routerequest.In contrast,other
attacksare compoundattacksthatarecomposedf a num-
ber of basicattacksand even someatomicnormalactions.
Therefore,evenif we cannotenumeratgor anticipate)all
possibleattacks,our claim is thatthey mustbe built based
ononeor afew basicattacks andthereforeit is possibleto
develop security countermeasure®r unknown attacksas
well.

We now explain how we build the attacktaxonomyfor
ad-hocrouting[7]. First, routingis viewedasa processn-
volving causallyrelatedoperationgrom anumberof nodes.
Any routingprocessanbe decomposethto a seriesof ba-
sic routing events. A basiceventis de ned asthe small-
estsetof causallyrelatedrouting operation®n every node.
Note that a basicevent may involve delivering or recev-
ing one or multiple network paclets. A seriesof network
operationss identi ed asa singlenormalbasiceventonly
whenthey are conductedn a transactionafashionspeci-
ed by the protocollogic. Otherwise they areconsidered
ananomaloudasicevent

Then, an anomaloudasicevent canbe classi ed from
two dimensionsijts target and operation. The routing be-
havior of MANET typically involves three elementsthat
arealsothetaigetsfor adwersariesrroutingmessagegjata
paclets,andthe routing table. The possibleattackopera-
tionsontheseargetscanbeidenti ed by examiningthefol-
lowing well-known securitygoals:con dentiality, integrity,
andavailability.

Next, we choosebasicattacksthat correspondo each
catgyory of anomaloushasic events. We take a realistic
view to implementonly thosebasicattacksthat are (cur-



rently) meaningful.

Attackson con dentiality: canbe performedon data
paclets, routing messagesnd routing table entries.
The data compromiseexpectsto disclosecon den-
tial data,which only the sourceanddestinatiomodes
shouldhave beerableto accessHowever, information
in routingmessagess, by its essencgyublicly accessi-
ble sinceevery nodemay potentiallybene t from the
informationfor further routing decisions. In the rst
glance thelack of con dentiality in routingmessages
appeargo be harmless However, [2] pointedout that
routing information can be usedto discloselocation
informationaboutothernodeswhichis crucialin, for
example,a military scenario. Similar argumentalso
appliesfor the con dentiality of routingtableentries.

Attacksonintegrity: canalsobe performedon all tar-
gets:datapaclets,routingmessagesandroutingtable
entries. In general,[7] enumeratepossiblecompro-
mise operationdn this category: fabrication,modi -

cationandremoval. Hereintegrity compromisehasa
moregenerameaning:notonly thecompromiseof the
dataintegrity, i.e., modi cation of elds in anexisting
element,but also of the integrity of normal program
logic (which includesfabricationof new elementsand
removal of old elements).Furthermoretherearetwo
meaningfulvariationsof “modi cation” whenwe im-
plementmodi cation of routingmessageson its con-
tents,andonits deliver frequeng (Therushingattack
described5] is suchanexample).Rushingattacksare
typically not meaningfulon datapacletsandthuswe
donotlist themseparately

Attacks on availability. One of the most common
andwell-known availability compromisess ooding,
whichis implementedy sendinchugeamountof traf-
¢ of datapacketsandrouting messagethatexceeds
thenormaltraf ¢ processingapacityby targetedvic-
tims. The availability compromisecan also be con-
ductedonroutingtableentriesby over owingthetable
with uselesgoutes,which may resultin a new route
beingdiscarded.

Following the above taxonomy we de ne a setof basic
attacks. Eachbasicattackcorrespondso a differentcate-
gory of anomaloudasicevents. We canfurther construct
compoundattacksthatare composedf a numberof basic
attacks Evenif we cannotenumeratéor anticipatell pos-
sible attacks,our belief is thatmostof themconsistof one
or a few basicattacks. Therefore by studyingthesebasic
attacks,it is possibleto develop securitycountermeasures
for unknawn attacksaswell.

5.2 Attack FoundationLibrary for Ad-hoc Routing

We usedthe attacktaxonomyto build anattackfounda-
tion library that includesthe basicattacks. We take a re-
alistic view to implementonly thosebasicattacksthat are
(currently)meaningful.Figure4 lists all basicattacksn the
attackfoundationlibrary.

The parametershavn hereareratherself-evident. For
example,src anddst arethe IP addressefor the source
anddestinatiorhosts.

Basicattackson network con dentiality areeasyto im-
plement becausethey only passiely listen to the rout-
ing or datatrafc — we can simply call BASR function
register_callback() to listen to local routing con-
trol messageandregister_overhear_callback() to
eavesdropin dataand routing control messagesn neigh-
boring nodes. Similarly, an attack on the con dential-
ity of routing table entries can be achieved by calling
read_route_entry()

Route_Drop_ * andData_Drop_ * attacksarealsoeasy
to implement. They register a callback function with
register_callback() for outgoingmessagewith cor-
respondingpaclet types. The callbackfunctionwill return
DROPunderacertainprobability, otherwiseACCEPTis re-
turned.ThekernelwhorecevestheoutputkeywordsDROP
and ACCEPTwill take the correspondingactions,i.e., to
dropor to deliverthe paclet.

Modify_ * attacksmodify routinginformationin outgo-
ing routing messagesThey alsoregistera callbackhook
for theinteresteackets. Thecallbackfunctionwill return
MODIFY thatwill, in turn,changeheroutingpacletswith
therequestedelds. Change_* attacks,on the otherhand,
changenformationdirectly in local routingtableentries.It
rst callsread_route_entry() to copy informationthat
doesnot needto bemodi ed from the currentroutingtable
entry, then calls write_route_entry() to changerele-
vant elds.

For basicattacksthatfabricateroutingmessagesuchas
RouteRequestRREQ)andRouteReply(RREP),parame-
terssrc anddst representhe originatorandthetargetre-
spectvely, while parametergp_src andip_dst specify
the sourceanddestinationin the IP headeri.e., the previ-
oushopandthenext hopin aroutepath.Here,it is possible
to specifya differentaddresfrom the host's own address
(known aslP spoo ng). Theseattacksareimplementedis-
ing basicnetwork soclet operations.Essentially a special
UDP paclet is createdto mimic the samepaclet formats
of RREQand RREPdeliveredby the routing protocol. In
particular RREQ paclets are deliveredto a broadcastd-
dress RREPpacletsaredeliveredto thespeci edip_dst
False_Reply attemptsto reply a RREQevenif it is the
destinationandit doesnot have an availableroute. It sim-
ply copiesthe correspondingelds from the RREQexcept
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Integrity Compromises

(a

)

Attackson RoutingMessages

Fabricationof RoutingMessages

A

False _Request(src, dst,

src _seq, dst _seq, ip _src) - Forge
a RouteRequesteven if thereis no needto
discover anew route.

Active _Reply(src, dst, dst _seq,

ip _src, ip _dst) - Forge a RouteReply
even if thereare no relatedincoming Route
Requestnessages.

False _Reply(rreq, dst _seq) - Forge
a RouteReplyfor a Route Requestmessag
evenif thenodeis not supposedo reply:.

Interruptionof RoutingMessages

A. | Route _Drop _R(percentage, type) -
Drop a percentagef routing paclets with a
certaintyperandomly

B. | Route _Drop _S(percentage, src,
type) — Drop a percentageof routing
pacletswith aspeci ¢ sourceaddress.

C. | Route _Drop _D(percentage, dst,
type) — Drop a percentageof routing
pacletswith aspeci ¢ destinatioraddress.

Modi cation of RoutingMessages

A. | Modify _Sequence _R(type, dst,
dst _.seq) - Modify the destinatiors
sequence@umber

B. | Modify _Sequence _M(type, dst) —In-
creasethe destinatiors sequencenumberto
thelargestallowed number

C. | Modify _Hop(dst, hop) - Change the

hopcountto asmallervalue.

Rushingof RoutingMessages

A

Rushing _F(dst) — Shorten the waiting
time for RouteRepliesvhenarouteis unavail-
able.

Rushing _Y(dst) — Shorten the waiting
time to senda RouteReplyafter a RouteRe-
guestis receved.

2. Integrity Compromisegcontinued)

(b)
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3. Availa
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Attac
i

kson DataPaclets

Fabricationof DataPaclkets

A.

Interruptionof DataPaclets

Data _Drop _R(percentage, type),
Data _Drop _S(percentage, Src,

type), Data _Drop _D(percentage,

dst, type) - Similar to RouteDrop
attacks put dropdatapacletsinstead.

iii. | Modi cation of DataPaclets

Attackson RoutingTableEntries

Add Route
A. | Add_Route _I(dst) —Randomlyselectand
validateaninvalid routeentry
B. | Add_Route _N (new _rentry) — Add a
route entry directly with randomdestinatio
address.
C. | Add_Route(dst, next _hop,
dst seq) - Either validate or add a
routeentry, dependingon whetherthe routing
entryhasexisted.
Remae Route
A. | Delete _Route(dst) — Invalidate a ran-
domvalid route.
ChangeRouteCost
A. | Change _Sequence _R(dst, dseq),
Change _Sequence _M(dst),
Change Hop(dst, hop) - Similar to
Modify attacks, but the changeis directly
appliedontheroutingtableentries.

bility Compromises

Attac
i

kson RoutingMessages

Rout
A.

ingMessagé-looding

Route _Flooding _R(freq, type)
— Flood with both source and destinatio
addressesandomized.

B. | Route _Flooding _S(freq, src,
type) — Floodwith the samesourceaddress
andrandomdestinatioraddresses.

C. | Route _Flooding _D(freq, dst,
type) - Flood to a single destinationwith
randomsourceaddresses.

Attackson DataPaclets
i. | DataPaclket Flooding

A. | Data _Flooding _R(freq, type),
Data _Flooding _S(freq, src,
type), Data _Flooding _D(freq,
dst, type) - Similar to RouteFlooding

attacks put with datapaclets.

Attac
i

kson RoutingTableEntries

A

RoutingTableOver ow

Overflow _Table() Add excessie
routesto over ow theroutingtable.

Figure 4. Attac k Foundation Library for Ad-hoc Routing




that the destinationsequenceumbercan be speci ed ex-
plicitly.

5.3 Extending the Attack Library

The attacklibrary is extensiblebecausecompoundat-
tackscanbe built from the basicattacksin the foundation
library or otherattacks.Herewe will presentereralrealis-
tic attacksthatwe developedandincludedin the extended
attacklibrary. They cansene asthe commontest cases
to test,evaluateandcomparedifferentsecuritysolutionsin
their responséo MANET threats. Furthermore they can
alsobeusedashbuilding blocksof morecomplicatedattacks.

We now show afew attackexamplesn pseudacodes.

Route Invasion: Injectanodein anactive route.

Route_Invasion(double duration
addr_t src, addr_t dst)
{

[*unused*/,

if Iread_route_entry(src) Il
Iread_route_entry(dst)
{

}

cur=read_local_entry()->dst;
cseg=read_local_entry()->seq;
sseq=read_route_entry(src)->seq;
dseqg=read_route_entry(dst)->seq;
False_Request(dst, src, dseq+l,
False_Request(cur, dst, cseq,

return  NO_ATTACK;

sseq+l, cur);
dseqg+1, cur);

If theroutefromsrc todst exists,theattacler rst gener
atesaFalse_Request basicattackwith alargersequence
numberfor dst . It will make all nodes,ncludingsrc , up-
datetheirroutestodst usingcur asthenext hop.Then,the
attacler generates second-alse_Request attack,which
will launcharoutediscovery procesgo establishthe route
from cur to dst . Eventually cur will beinjectedin the
routefromsrc todst .

Note that this script doesnot prevent the route to be
changedacklater We canimplementa persistentersion
of this attackby calling the basicscript repeatedly The
pseudacodelookslik e this:

Route_Invasion_P(double duration,
addr_t src, addr_t dst)
while(duration>0)

Route_Invasion(0, src,  dst);

sleep(period);
duration=duration-period,;

Similartechniquesnaybe appliedto mary otherattacksas
well.

RouteLoop: Createarouteloop.

duration
addr_t dst)

Route_Loop(double
addr_t src,
{

[*unused*/,

if Iread_route_entry(src) |
Iread_route_entry(dst)
{

return  NO_ATTACK;

cur=read_local_entry()->dst;
prev=read_route_entry(src).next_hop;
next=read_route_entry(dst).next_hop;
dseqg=read_route_entry(dst).seq;
Add_Route(dst, prev, dseq+l);

Active_Reply(src, dst, dseq+l, cur, next);

If theattacleris closeto aroutefromsrc todst suchthat
two subsequemntodesin this route,prev andnext , arein
theattacler's1-hopneighborhoodtheattaclercan rst add
aroutetodst usingprev asthenext hop. It thengenerates
anActive_Reply  basicattackto next , usingalargerse-
guencenumberfor dst in theRREPmessagelt will make
next updateits routeto dst viacur . Whenprev receves
apacletfromsrc , thepacletis forwardedaccordingo the
normal pathandit will eventuallyreachnext . However,
next now thinksthe bestrouteto dst is throughcur and
cur forwardsit backto prev . This effectively createsa
loopfromsrc todst andall pacletswill bedroppedn the
routewhentheir TTLs dropto zero.

A similar attackcan be implementedvhenthe attacler
is not closeto the targetedroute. The attacler can rst
nd a victim nodeV thatis closeto the route. Instead
of calling Add_Route locally onV (which will requirean
additionalcompromiseon V), the attacler can use either
False_Request or Active_Reply  to forceV to update

its routeto dst via V's correspondingrev . Therestis
similar.
Sinkhole: Createasinkholethatredirectsall neighboring

traf ¢ to aparticularnode.

Sinkhole(double duration  /*unused*/, addr_t  victim)
{
cur=read_local_entry()->dst;
sseq=read_route_entry(victim)->seq;

dst=random address that does not exist;
dseg=random sequence number;
False_Request(victim, dst,

Data_Drop_D(1.0, victim,

sseq+l, dseq, cur);
TCP|UDP);

The attacler generates False_Request thatappeargo
comefrom thevictim andto a non-eistentdestination.
Sincenobodyhasarouteto thatdestinationthe RREQwill
eventually ood throughoutthe whole network. As a side
effect, all nodeghatreceive the RREQwill updateits route
to thevictim via cur . Eventually cur becomes Sinkhole
for victim



Notethatthe above attackexamplesonly acton a single
host. However, it is not dif cult to developa powerful dis-
tributedattackwith two or morecompromisecostsbased
onsimilartechniques.

6. Measurementand Evaluation Tools

Performanceneasurementpols are designedo evalu-
atethe effectivenesf the securitysolutionin maintaining
applicationmissionobjectve whenunderattacks.They are
very usefulto comparealternatve securitysolutions.Since
differentsecuritysolutionshave differentrequirementand
may target different rangesof attacksor threats,thereis
no single measurementhat can be usedalone to deter
mine the bestsolution. To provide an objective basisfor
decision-makingwe shouldsupportmultiple measurement
tools basedon differentperformancenodels. How to pri-
oritize andassesshesemetricswisely andchoosethe best
securitysolution(s)is a researclproblemthat goesbeyond
our paper

In S-MobiEmu, we build a set of measurementools
basedon the cost-bene tanalysismodel[10]. They canbe
extendedo build othermeasuremerdndevaluationtools.

Every securitysolutioncomeswith a cost. We caniden-
tify the major costfactorsasresponseostandoperational
cost[10]. Responseostis the costto performresponsie
actionsbasedn theintrusionevidenceindicatedby the se-
curity solution. Operationakostis the costof applyingse-
curity functions(e.g.,encryptionor intrusionanalysis).

On the otherhand,thereis alsoa bene t by deplgying
a security solution. One bene t measuremenis damage
cost which describeghe degreeof damageto the system
thatis causedy anattackwhenthe securitysolutionis not
available. Anothermeasuremeris effectivenessvhich de-
scribeshow effective the security solution can reducethe
damagecostof a particularattack.

In our framework, we consideronly the objectivemea-
suresthatarerelevantto routing security In particular we
do notincludethe responseostanddamaye costbecause
they areapplicationandenvironmentspeci ¢, andcanthus
be subjective

Most metricsin the tree are self-evident. We describe
theoperationatostin theamountof resource&onsumption,
which canroughly be classi ed as systemresource(such
as CPU, memory disk, etc.) consumption,and network
resource(suchas incoming and outgoing network traf c)
consumption.In particular we considerthe the amountof
overhearindgraf c asanoverheadaswell. Theusefulnessf
this metric canbe shovn by the enepgy ef ciency problem.
In wirelessnetworks, enegy ef ciency is a very important
issue. It is widely agreedthat both communicationover
headand overhearingoverheadcontribute to the majority
of enegy consumptiorin a MANET ervironment. There-

1. OperationalCost

(a) | SystemResourc&Consumption
i. ‘CPUUsage ‘

ii. ‘ MemoryUsage ‘

(b) | Network ResourceConsumption
i. | CommunicatiorOverhead |

ii. | OverhearingOverhead |

2. Effectiveness

(a) | DetectionAccurag
i. | DetectionRate |

ii. | FalseAlarm Rate |

Figure 5. Performance Measurement and

Evaluation Library for Ad-hoc Routing

fore, enegy consumptiorcanbe measuredapproximately)
in termsof both communicatioroverheadand overhearing
overhead.

7. CaseStudy: Using S-MobiEmu to Evaluate
Intrusion DetectionSystemg(IDS)

7.1 Overview of IDS Reseach Objective

TheMANET ervironmentis known to bemorevulnera-
ble thantraditionalwired networks, dueto its dynamicand
distributed nature[16, 14]. Many recentresearchefforts
(suchas[3, 4]) attemptedo apply cryptographicsolutions
to secureMANET, especiallyon routing protocols. How-
ever, suchintrusion prevention methodsare usually just
the rst line of defense- this aloneis often not suf cient.
As systemsbecomeever more comple, and as security
is still oftenthe afterthought,therearealwaysexploitable
weaknessem the systemslueto designandprogramming
errors, or various “socially engineered’penetrationtech-
niques.

Intrusiondetectioncanbe usedasa secondwall to pro-
tectnetwork systemdecaus®nceanintrusionis detected,
responseanbe putinto placeto minimize damages.The
primary assumption®f intrusion detectionare: userand
programactiities are obsenable,for examplevia system
auditingmechanismsandmoreimportantly normalandin-
trusionactwities have distinctbehavior. Intrusiondetection
thereforeinvolvescapturingauditdataandreasoningabout
theevidencein the datato determinewvhetherthe systemis
underattack.



Designing an intrusion detection system (IDS) in
MANET is achallengingtask[14]. First, unlike wired net-
work, MANET doesnot have traf c concentratiorpoints
where the IDS can collect audit datafor the entire net-
work. Therefore,at ary onetime, the only available au-
dit tracewill belimited to communicatioractiities taking
placewithin theradiorange,andtheintrusiondetectional-
gorithmsmust be madeto work on this partial andlocal-
ized information. Further IDS requiresa well-de ned at-
tack taxonomy In a new ervironmentsuchas MANET,
traditional attackanalysisis not effective becausat relies
heavily on detailsof known vulnerabilitiesandattackinci-
dents. AlthoughMANET hasmary potentialapplications,
noneof themarewidely usedyet. As aresult,only limited
MANET attackshave beenstudiedin theliterature.

The objective of our IDS researchs to investigatelDS
techniquesandto develop IDS-basedsecurity systemdor
MANET. Over the pastseveral years,we have developed
several suchtechniques. In particular we have proposed
two IDS frameworksfor MANET [7, 6]. The rst isanode-
basedframewnork wherelDS agentsaredeployed on every
nodeandthey only utilize localinformation[7]. Thisframe-
work further containsa speci cation-basedpproachthat
can accuratelydetectattacksthat are direct violations of
the protocol speci cation, and a statistics-basedpproach
that can use machinelearningtools to detectattacksthat
are temporaland statisticalin nature. The secondIDS
framaworkis clusterbasedecause¢herearecertainattacks
whosepatternscanonly be detectedhroughcollaboratve
efforts amongmultiple nodes[6]. In this framework, IDS
agentscancollectandusefeaturedrom multiple nodesn a
neighborhood.

In this casestudy we areto evaluatethesetwo frame-
worksin realsystemsWe haveimplementedhetwo frame-
worksin the S-MobiEmuplatform,andhave conducteds-
MobiEmuexperimentdo evaluatetheir performance.

7.2 Experiment Setup

ThelDS implementatiorreliesheavily onBASR. In par
ticular, the IDS agentis implementechsa separatgrocess
from the routing protocol (AODV), while BASR provides
the necessarynterfaceto learnthe necessarynformation
abouttheroutingprotocolby anexternalprocess.

Thefollowing parameterareusedthroughouburexper
iments. Mobility scenariosunlessspeci ed explicitly, are
generatedising a randomwaypointmodelwith 50 nodes
moving in anareaof 1000mby 1000m.The pausdime be-
tweenmovementss 10 secondsandthe maximummove-
mentspeeds 20.0m/s. Randomizedlr CP andUDP/CBR
(ConstanBit Rate)trafc areused.We create20 connec-
tions and the averagetrafc rateis 4 packets per second.
Theseparametergle ne a typical MANET scenariowith

modestraf ¢ load andmobility, which aresimilar to those
usedin otherexperimentg13].

Five training datasets,eachof which runs10,000sec-
onds,aregeneratedor trainingstatisticaldetectiormodels.
Eachdatasetcontainsrandomlygeneratedttackinstances
with randomstarttime andrandomdurationperiods. The
numberof anomalousecordsaccountgor roughly 50% of
total records.We alsousetenattackdatasetsandtwo nor-
mal datasetsasthe testdata. Eachtestsetruns5,000sec-
onds.Normal datasetsdo not containary attacks.In each
attackdataset,differenttypesof attacksaregeneratedan-
domly with equalprobability andattackinstancesaregen-
eratedwith randomdurationperiods. Comparedwith the
training data,a largerproportion,i.e., 80% of total records
arenormalin an attacktestset. It re ects a morerealistic
settingsincenormal eventsshouldbe the majority in ary
realnetwork ervironment.

7.3. Reseach Results

In Section7.1, we outlinedtwo IDS frameworks, node-
basedand clusterbased. Intuitively, the clusterbased
framawork is more powerful but potentially lessresource
efcient. In orderto evaluatethesesolutions,we needto
evaluatedifferentperformanceneasurements-or simplic-
ity, we presentthe resultson two performancecategories,
detectioraccuracyandnetworkresouce consumption

Detection Accuracy: We areableto detecta numberof
basicand compoundattacksusing the speci cation-based
approach. They include Data_Drop_* , Route_Drop_*
Add_Route * , Delete_ Route , Overflow_Table ,
Change_Sequence_* , Change_Hop, False_Request
Active_Reply , False_Reply , Route_Invasion
Route_Loop , andSinkhole . We manuallyveri ed that
our speci cation is accuratein terms of representingall
allowablenormaloperationsThereforethe detectiorrates
for thesedirect violations of protocol speci cation are
100%andthefalsealarmratesare0%.

The statistics-basedpproacturtherdetectshe follow-
ing attacks: Data_Flooding_* , Route_Flooding_*
Modify_Sequence_M , and Rushing_* . By controlling
the false alarm rate to be lessthan 1%, theseattackscan
be detectedvith anaveragedetectiorrate of 91%.

Notethattheseattackscanonly be detectedbn thenode
it is launched. A possibleimprovementcan be achieved
with the clusterbasedramenwork. It candetectattacksnot
only on the compromisednode, but also on other nodes
through collaboratie efforts. For example, the cluster
basedDS detectsthe Sinkholeattackwith 91% detection
rateandlessthan1% falsealarmrate Althoughtheaccu-
ragy is slightly lower thanthatof the node-basedpproach,
it canpreventasinglepointof failure.



Network Resource Consumption: Although the node-
basedIDS does not deliver or receve ary extra net-

work messagest requiresthe useof promiscuousnode,
which also consumesigni cant amountof enegy dueto

overhearingoverhead. In contrast,althoughthe cluster

basedDS requiresadditionalcommunicatiorbetweenDS

agents, only a subsetof nodesare required to enable
the promiscuougnode. We comparethe overall network

overheadas a rough estimationof enegy consumption
by including both communicatioroverheadand overhear

ing overheadbetweemode-basedndclusterbasedrame-
worksin Figure6, wheremis themaximumnumberof clus-

terheadgercluster The gure shaws thata clusterbased
approachcan even be more enepgy ef cient thana node-
basedapproachundermodestmobility levels.
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Figure 6. Overall Network Overhead

7.4. Experienceof Using S-MobiEmu

We expectour IDS candetectroutinganomaliedy uti-
lizing informationon both the internal statesof the under
lying routing protocol andthe patternsof network events.
In our implementationwe found thatthe BASR approach
senesus very well for this purpose. We canfully recon-
struct the protocol speci cation indirectly through BASR
hooksand usethe speci cationto detectanomalies. The
implementationis non-trivial but it canbe donefairly ef -
ciently.

We alsoexperimentedvith a similar intrusiondetection
systemon the simulationplatform ns-2. Comparedwith
that experience,developmentusing S-MobiEmuis easiey
becausef fewer resourceconstraints.By usingthe user
modeLinux extensionto MobiEmu [15], we were ableto
experimentonanemulationplatformof asmary as100vir-
tual nodes. Since eachtest experimentcan be conducted
in real-time,it turnsoutto be muchfasterthana simulated

run. Thus,we wereableto conducta larger numberof ex-
perimentswith awider parameteselection.

We furtherstatethatourimplementatiorwith BASR has
additionalsecurityadvantageshanastraightforwardimple-
mentatiorwithoutBASR. We notethatatraditionallDS so-
lution requiresatracelog from therouting protocolprocess
asinput. Let usassumeanattacler maynot have the source
codeto the routing protocol and thereforecannottamper
with the normal protocol behavior directly. However, the
attacler may still be ableto obtainthe neededprivilegesto
modify thetracelog le rightbeforelDS canaccesdt. This
attackwill not succeedn our implementatiorbecausave
donotusethetracelog asanintermediateuditlog le. In-
stead the IDS uses(read-only)helperhooksdirectly from
therouting protocol.

8. Discussions

8.1 Code Complexity

The BASR modulefor AODV is about400 linesin C.
The attacklibrary, which includesthe implementationof
28basicattackswhich form the Attack FoundationLibrary
and about10 compoundattacks,is implementedn about
3,500linesin C++. The performancaneasuremertoolkit
containsabout800 lines of code. For our casestudy the
node-basetDS hasaboutl5,000inesof code.Thecluster
basedIDS has about 8,000 lines of code, excluding the
shareccodebasefrom thenode-basetDS.

The sourcecodeof S-MobiEmuwill beavailableat Mo-
biEmu website http://mobiemu.sourceforge.net
We alsoplanto releaseour IDS softwarein thefuture.

8.2 Limitation

We would like to point out that S-MobiEmuis not suit-
able for studyingattacksin physicallayer (suchas jam-
ming), becausethe wirelesscommunicationis emulated.
However, if we replacethe network emulator(MobiEmu)
with a real deployed MANET network, it is possibleto
usethe restof S-MobiEmu platform to run experiments,
but suchexperimentsmay not be reproduciblefor the rea-
sonswe have explainedearlier Similarly, we may have
to run real experimentsfor MA C-layer securitystudy be-
causaoday'swirelessMAC is almostalwaysimplemented
in rmw areandis inaccessibleHowever, if the MAC pro-
tocols are implementedin hostOS, like in somenew ar-
chitecturesuchas “Native WiFi", we may be ableto use
S-MobiEmuin emulationmode. We also ervision that
S-MobiEmucanbe extendedto supportMAC-layersecu-
rity studyin future software-de nedradio platformswhere
MAC protocolsareprogrammablén DSPor FPGA.



9. Related Work

To the bestof our knowledge,thereis no similar secure
MANET testingsystemreportedin the openliterature. In
wired network security the bestknown testervironmentis
perhapd ARIAT, anIDS testbedusedin the1998and1999
DARPA IntrusionDetectionevaluation[11, 12]. LARIAT
provides a con gurable test environmentwhere intrusion
detectionmodulescanbe “plugged” in the testbedto cap-
tureauditdataandinvoke responselt providesmary ways
tocon gure backgroundraf ¢ andattackgenerationHow-
ever, it doesnot provide APIs to extendits attacklibrary to
accommodatenore/nav attacks.

10. Conclusion

In this paperwe have explainedtheneedgo have anex-
perimentakrvironmentto assisthe developmentandeval-
uationof secureMANET. We have developedonesuchplat-
form called S-MobiEmu. It allows usto testactualsecure
MANET codein repeatableexperiments. It providesthe
necessarprogrammingabstractiorfor usto designandim-
plementattacktestcasesandthe e xibility for usto extend
theattacklibrary in thefuture. We have testedS-MobiEmu
in ourown secureMANET researchWe usedit to evaluate
anIntrusionDetectionSystemandgainedvery positive re-
sults.We believe thatS-MobiEmuwill beavery usefultool
for secureMANET researcltcommunity

Our future work will include a betterprogrammingab-
stractionfor attacks. We will exploit a scriptinglanguage
approachwhereattackscenarioganbeexpressedn aform
thatis easily understandablby humanand executableby
machine. Then, the core of S-MobiEmuwill be an attack
enginethatinterpretsthe scriptsandinjectsmalicioustraf-

¢, security-relatedvents,andthe effect of securitycom-
promise(suchasworm spreadjnto the emulatedhetwork.
Furtherfuture work will alsoincludea betterperformance
measurememnnodel.
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