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Abstract

Developingand evaluatingsecure MANET(mobilead-
hocnetworks)in real systemsis a complex processthat in-
volvescarefuldesignof attack testcasesandsecuritycoun-
termeasures,as well asmeaningfulperformancemeasure-
mentsto evaluateboth the impactof attacks and the per-
formanceof securitysolutions.It is desirableto havea de-
velopmentand testingenvironmentthat can automatethis
process. In this paper, we proposea software framework
for such an environmentand describea systemimplemen-
tation in thesecure MANETroutingdomain.Thisenviron-
mentincludesthefollowing threemajor features.First, the
environmentis built upona wirelessnetworkemulationtool
to supportrepeatableexperimentation.Second,it addsan
attack emulationlayer with necessaryAPI for easydevel-
opmentand executionof attack test cases. Third, the ex-
tensibleattack library includesa full set of basic attacks
at its core anda wayto composecomplex attacks fromthe
atomicelements.To demonstratetheusefulnessof this tool,
weshowthedevelopmentof an IntrusionDetectionSystem
(IDS) asa casestudy. Our successfulexperiencecon�rms
that the platform can greatly facilitate the developmentof
securitysolutionsonMANET.

1. Intr oduction

Thehistoryof securityresearchandpracticehastaught
usthatsecurityis anon-goingprocessandany securesys-
tem should undergo rigid test and re-testwith carefully
designedattacktest cases.SecuringMobile Ad-hoc Net-
works (MANET) shouldalsofollow this processandit is
extremely importantto evaluatesecureMANET software
in realsystemsandunderrealattacks.

Like any securitysystem,a thoroughevaluationof se-
cureMANET softwarerequiresa cycle of four steps(Fig-
ure 1). First, we must understandapplicationobjectives
becausethe ultimate testof successfor a secureMANET
is how well theMANET applicationachievesits designed
missiongoalin spiteof threatsandattacks.Thisapplication
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Figure 1. The Circle of Securing MANET

understandingwill help us designexperiments,including
thechoiceof testcasesandevaluationmodels.In testcase
development, weneedto comeupwith asetof carefullyde-
signedattackscenarios.Much likeothertestingin software
engineeringdisciplines,thisshouldcomeafteranextensive
analysisof thepotentialthreatsto MANET objectivesand
thesetof testcasesshouldcover thesethreatsextensively.
Systematicapproacheslikeattack taxonomy[7] canbeused
herein secureMANET testcasedevelopment.

Next, secureMANET shouldbe evaluatedthroughex-
perimentation. Unlike simulation,actualexperimentscan
allow both theactualapplicationandsecuritycodesto run
in the sameconditionas in actualdeployment. Whenthe
attacktestcasesareinjectedinto the experimentto create
real intrusions,thebehavior of thesecureMANET system
canbe observedandstudiedin faceof theseattacks.Fur-
thermore,meaningfulmeasurementand evaluationcanbe
conductedto gainqualitativeandquantitativeassessments.

Ourpastexperiencehasalsotaughtusthatthisprocessis
non-trivial andtime-consuming,andit is desirableto have
softwaretoolsandenvironmentsto automateandfacilitate
someof thetasks.Althoughtherearesomesuchtoolsavail-
ablefor wired networks (suchasLARIAT [11, 12]), little
work hasbeendonein thewirelessdomainsandto thebest



of our knowledgeno suchsecureMANET testingsystems
exist in theopenliterature.

The goal of this researchis to develop such environ-
mentasan experimentationplatformfor evaluatingsecure
MANET. Given the potentially large amountof testcases
andMANET scenarios,this platformshouldsupportrepro-
ducibleexperimentsandpossestheability to inject attacks
(test cases)automaticallyduring an experiment. Further,
thisplatformshouldprovideeasyprogrammingsupportfor
test casedevelopment,and a way to organizeattack test
casesin anextensiblerepository.

We have developeda software systemthat meetsthe
above goal. In the restof this paper, we will describethe
softwarearchitectureandexplain eachmajor components
in details. Especially, we will focus on the methodology
andpracticeof attackemulationin Section4 and5. As a
casestudy, we have usedthis environmentin our research,
speci�cally in the developmentof an Intrusion Detection
System(IDS) for MANET. We will report this experience
in Section7.

2. Ar chitecture

We have developedsucha software platform to facil-
itate the security developmentand evaluation that meets
theabovegoal. Architecture-wiseit includesthefollowing
components:

� A networkemulatorto providea high-�delity commu-
nicationenvironmentfor repeatableandscalablemo-
bile ad-hocnetworkexperiments.This will allow us
to test real securitycodein real applicationsandreal
systems.Theemulationof underlyingcommunication
environmentwill allow us to test security in a wide
rangeof differentscenariosandmobility patterns.

� An attack emulationsystemthat is capableof inject-
ing attack testcasesduring theexperiments.It installs
hooksin certainMANET componentsandprovidesa
programmingabstraction(anAPI) so that researchers
canwrite attacklogics in a way independentfrom the
actualMANET implementations.This is particularly
useful becausethere can be a large numberof test
casesand it is impracticalto modify a hugenumber
of MANET componentsto implementeachtestcase.

� An extensiblerepositoryfor testcases.The attackli-
braryshouldhave thestructureto organizeall thetest
casesand make it easily extensibleto accommodate
future attacks. Basedon the resultsof attacktaxon-
omystudy[7], all attacksin MANET canbecomposed
from a setof basicattacksor othercompoundattacks.
Weshouldthereforeprovideanobject-orientedhierar-
chyin therepositoryto organizethetestcases,to assist

attackcompositioninto morecomplex attacks,andto
make it easyto addnew atomicor compoundattacks.

� A collection of instrumental,measurement,and data
analysistoolsto measuretheeffectivenessandperfor-
manceof thesecuritysolutionin theexperiments.This
includestoolsto log traf�c andsecurity-relatedevents,
tools to observe the stateof the network, and�nally ,
tools to assesstheeffectivenessof theattacksandthe
stateof theapplications.

2.1. Rationale for the Emulation Approach

Theevaluationof secureMANET mustbeundera real-
istic MANET environment.Althoughsimulationtools like
ns-2[1] andQualNetis widely usedfor otherMANET re-
lated experiments,they are not very suitablefor this pur-
pose.First, they do not have realapplicationsandthusat-
tackson applicationlevel cannotbeeasilyportedandeval-
uated.Second,it is impracticalto obtainrealandmeaning-
ful measurementdatain a simulationplatform. And most
importantly, the securityof a real systemshouldonly be
evaluatedwith therealsystemandnotona simulatedone.

The experimentalenvironment should also be repro-
duciblebecausethis is importantin exploring designspace
andevaluatingalternatives.A full-blowntestwith realwire-
lesshardwaremay not be repeatablebecauseit is dif�cult
to reproducetheextrawirelesscommunicationenvironment
andit canbetoo costlyto try a wide rangeof mobility sce-
narios[15]. Comparatively, theemulationapproachhasthe
advantageof both. We thereforebelieve that emulationis
theright approachfor experimentwith realapplicationsand
realsystemsandyetbefaithful to theactualcommunication
environment(MANET).

2.2. S­MobiEmu

We have implementedthis platform in a software sys-
tem calledS-MobiEmu,usingad-hocrouting asan exam-
pleapplicationdomainandintrusiondetectionasasecurity
solutioncasestudy. Figure2 illustratesthe softwarecom-
ponentsand their relationshipwith respectto the security
solutionbeingstudied.

To supportreproducibleexperiments,we build upon a
publically availablewirelessnetwork emulatorcalledMo-
biEmu[15]. Weaddanattackemulationlayer, calledBasic
Ad-hocSecurityRoutines(BASR), as a commonabstrac-
tion layerfor attackinjectionandfor testcasedevelopment.
Thetestcaserepositoryis implementedasanattacklibrary,
which extendsfrom a corefoundationlibrary consistingof
a full setof basicattacks. The repositoryis extensibleas
complex attackscanbe constructedusingexisting attacks
asbuilding blocks. Initially, we have includedseveralsuch
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Figure 2. S­MobiEm u Software Architecture

well-knowncomplex attackscenarios.Finally, asetof mea-
surementtoolsarealsoprovidedin aperformancemeasure-
menttoolkit. Sincefunctionwisethis canbeconsideredas
anextenstionto MobiEmu,wecall it S-MobiEmu,with “S”
meaningsecurity.

3. Emulating MANET

The network emulationsystemin S-MobiEmuis based
on MobiEmu [15] – a software tool for testing “li ve”
MANET systemsin a laboratorysetting. MobiEmu uses
a cluster of � linux machinesto emulatea MANET of

� nodes(seeFigure3). Although thesetestbedhostsare
physicallywell-connected,thepacketdeliverybehavior has
beenmodi�ed at the network device layer to generatethe
effect of real-world wirelesscommunicationsandnetwork
dynamics.With MobiEmu,MANET softwarecanbetested
underthesamewirelesscommunicationcharacteristicsand
networking environment as if it were running in a real
MANET deployment.

MobiEmuexperimentsaredrivenby prede�nednetwork
scenario, which is expressedin a history of nodemotions
andlink characteristicschanges.Thenodemotionscande-
terminecurrentconnectivity topology, andthe link charac-
teristics include bandwidth,delay, bit-error-rate, and loss
rate. MobiEmu software enforcesthe topology and link
characteristicsby settingproperpacket �ltering andqueu-
ing rulesat thedevicedriver layer.

The MobiEmu systemoperatesin a master/slave archi-
tecture.Themastercontrollerrunsat a dedicatedhostout-
side the testbednetwork; a slave controller runs at each
testbedhost. The mastercontroller controls all slaves
and synchronizestheir actions: the masterdictateswhen
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Figure 3. Emulating MANET with MobiEm u

changes(to topology and link characteristics)are needed
accordingto thescenarioandinstructstheslavesto enforce
suchchanges.Themaster/slavecommunicationis onasep-
aratecontrolchannel,which maybeoverlayon thetestbed
network if theoverall loadis low.

There are many bene�ts of using MobiEmu to evalu-
atesecureMANET. First, all networking andabove is real
in MobiEmu,meetingour requirementsto run experiments
with actualsecureMANET code. Second,sincethe com-
municationeffectsareemulated,theseexperimentsarere-
producible. And third, sinceMobiEmu allows we run a
wide rangeof MANET scenariowithout theneedto physi-
cally movethenodes,we caneasilyrepeattheexperiments
for a large setof testcases.Our experienceof usingMo-
biEmu in secureMANET researchhas further validated
thesepoints.

We have thereforeuseMobiEmu asthe basisof our S-
MobiEmu platform. To run experiments,secureMANET
software(i.e.,thetestsubject)will beloadedin eachtestbed
hostandrunasif it werein arealdeployment.S-MobiEmu
acceptsall MobiEmuscenarios,althoughnot all attacktest
caseswouldmakesensein all networkscenarios.MobiEmu
mastercontrollerhasbeenextendedto controlandcoordi-
natewith attackemulationso thatbothnetwork emulation
andattackemulationarein sync.

4. Attack Emulation

The attackemulationlayer in S-MobiEmuprovidesthe
meansto test the security aspectof the MANET system
running in MobiEmu. It interactswith eachnode's soft-
warestackto inject theeffectsof a network underattacks.
For example,if a MANET attackaimsat compromisinga
node's routing agentand falsifying its route table, the at-
tackemulationlayerwill instructtheroutingagentto make
suchalterationin its routetableasif it wereindeedcompro-
mised.Then,thewholesystemcanbeput undertestto see
how it respondsto suchroutealterationevent.



4.1. The BASR Layer

Thesoftwarelayerthatimplementstheattackemulation
layer is calledBASR (BasicAd-hocSecurityRoutines).It
consistsof a setof “helper” modulesthat implementa li-
brary of convenientsecurityroutinesand a commonAPI
for attacktestcases(seeFigure2). Currently, BASR is de-
signedfor ad-hocroutingalthoughit is extensibleto support
otherapplicationdomains.

Thepurposeof BASRis to isolatetheimplementationof
attacktestcasesandsecuritysystemsfrom theroutingpro-
tocolcodeasmuchaspossible.In realnetworksecuritysce-
narios,routingagentscanbecompromisedanddriveninto
runningmaliciouscodes.Implementingattacksor counter-
measuresto suchattacksoftenrequiresmodi�cation of the
routingagents.It is obviously inconvenientanderror-prone
to modify the routingagentsevery time a new possibleat-
tackis studied.Instead,theBASR layerabstractsthemost
commonsecurityroutinesinto a commonAPI to expedite
thedesignof attackcasesandsecuritysystems,thusmini-
mizingdirectcode-injectioninto theroutingagents.

The implementationof these“helper” modulesis obvi-
ouslyroutingprotocolandimplementationdependent.It is
indeednecessaryto modify routeagentsourcecodeto im-
plementthe securityfunctionsprovided by the API. That
is, eachinstanceof routingprotocolimplementationshould
be pairedwith an instanceof the helpermoduleas illus-
tratedin Figure2. Sofar, wehaveimplementedaBASRin-
stancefor AODV-UIUC [9], apublic implementationof the
AODV routing protocol. Furtherimplementationon other
protocols,suchasDSR,is currentlyunderdevelopment.

4.2. API Details

BASR supportsthe following three types of common
routines:

1. Capturing and intercepting incoming and outgoing
packets– the pcap[8] library is usedto capturenet-
work packets,includingbothdatapacketsandrouting
messages.

2. Overhearingtraf�c in neighboringnodes– wirelessin-
terfaceis put in thepromiscuousmodeto monitortraf-
�c in theproximity of this node.

3. Accessto routing table entries – routing table en-
triesthatusuallyresideinternallyto routingagentsare
madeavailablein a sharedmemoryblock.

Herearethefunctionprototypesof thesecommonAPIs:
�

register_callback(bool incoming, int type,
addr_t src, addr_t dst, func callback);

This functioncreatesapacket-matchingruleandasso-
ciatesit with the given callbackfunction. The call-
back function will be called, when a packet is re-
ceived (when incoming valueis true) or sent(when
incoming value is false) at the wireless interface
matchesthe given source,destinationand protocol
type. Protocol type can be speci�ed as TCP, UDP,
RREQ, RREP, RERR, etc.,or bitwise-ORsof them,such
asTCP|UDP. Sourceor destinationaddresscanbeany
IP addressor wildcards.Thecallbackfunctionhasthe
following form:

int callback(addr_t src, addr_t dst,
void * data, int len);

Sequentialcalls of this API (possibly from different
processes)will registera chainof callbackfunctions
that will be invoked in the reversedorderof registra-
tions.

�

register_overhear_callback(int type,
addr_t src, addr_t dst, func callback);

This function registersa callbackfunction similar to
the previous one, but it matchesonly thosepackets
thatareoverheardin theneighborhood.The callback
function takes an additionalparameterthat speci�es
theparticularneighborfrom which thepacket is over-
heard.

�

rentry * read_route_entry(int dst);
write_route_entry(int dst, rentry * new_rentry);

They provide readandwrite accessto the routing ta-
ble entry (rentry) correspondingto the given destina-
tion. The rentry structureincludes�elds essentialto
theroutingprotocol,suchasdestination,next hop(or
sourceroute),hopsandsequencenumber, etc.

�

rentry * read_local_entry();
write_local_entry(rentry * new_rentry);

They providetheinterfaceto readandmodify informa-
tionof thehostnodeitself. Theinterfacesaresimilarto
theread_route_entry andwrite_route_entry .

4.3. An ExampleAttack Written in the API

We now usea simpleexampleto demonstratehow we
canusetheAPI to programattacktestcases.Let usassume
apossibleattackscenario:anattackerMalice triesto eaves-
drop in communicationfrom Alice to Bob. Let usassume
they resideon nodesM, A andB respectively. Malice can
achieve thegoalby severalmeans.Thesimplestapproach
(ApproachI) is to interceptall traf�c from A to B on the
local interfaceof M. It only works whenM is in the route
pathfrom A to B. Thesecondapproach(ApproachII) im-
provesby overhearingnearbytraf�c aswell. It workswhen



thereis at leastsomeof M' s neighborsresidesin the inter-
estedroutepath.Themostaggressiveapproach(Approach
III) tries to proactively advertisea new routefrom A to B
that containsM. Thus,no matterwhereMalice resides,it
mayalwaysintercepttheexpectedcommunication.Section
5.2will describethedetailedtechniqueto advertisea false
route,brie�y , a RouteRequestmessageis fabricatedandit
containsfalsi�ed originatorandtarget�elds, namely, B and
A. By manipulatingsequencenumber�elds in themessage,
all nodeswho receive therequestwill forwardthemessage
to othernodes.As a sideeffect, they will alsoupdatetheir
routeto B (theoriginator)via M (theprevioushop). Even-
tually, A will alsoreceive themessageandupdatetheroute
pathto B accordingly, whichcontainsM.

The following pseudocodesegmentillustrateshow we
can implementthesethreeapproacheswith the BASR li-
brary. We assumethat disclose_data() is a callback
function that attemptsto extract useful information from
anintercepteddatapacket,andthefunctionbroadcast()
broadcastsa packet. Herewe provide a simpli�ed RREQ
structureonly for demonstrationpurposes.

Eavesdrop_Approach_I(addr_t A, addr_t B)
{

BASR::register_callback(true, TCP|UDP, A, B,
disclose_data);

}

Eavesdrop_Approach_II(addr_t A, addr_t B)
{

Eavesdrop_Approach_I(A,B);
BASR::register_overhear_callback(TCP|UDP, A, B,

disclose_data);
}

struct RREQ{
addr_t src; // the originator
addr_t dst; // the target
int src_seq;
int dst_seq;
addr_t ip_src; // the forwarder

};

Eavesdrop_Approach_III(addr_t A, addr_t B)
{

Eavesdrop_Approach_I(A,B);
addr_t M=BASR::read_local_entry()->dst;
int aseq=BASR::read_route_entry(A)->seq;
int bseq=BASR::read_route_entry(B)->seq;
RREQrreq(B, A, bseq+1, aseq+1, M);
broadcast(rreq);

}

5. Attack Library

The Attack Library in S-MobiEmuis a well-organized
andextensiblecollectionof carefullydesignedattacksand
testcases.It alsoprovidesthestructureto assistresearchers
in developingnew testcasesin anew study.

The attacklibrary organizesattacksand test casesin a
hierarchystructurebasedon their composition. The core
of theattacklibrary is acollectioncalledAttack Foundation
Library, whichcontainsall theatomicattacksthatde�ne the

basicattackbehavior on a singlenode. Theseattackscan
be usedasbuilding blocksto constructcompoundattacks
or complex testcases.Thesemoresophisticatedattackscan
alsospanovermultiple nodes.

5.1. Methodology

The attacksincluded in attack library are usedas test
casesto test the securityaspectof a MANET system. It
is thereforevery important that we carefully designand
choosethe setof testcases.Here,we usea methodology
calledattacktaxonomy.

Generalattack taxonomy can be used to design test
cases. Although eachapplicationenvironmenthasa dif-
ferentthreatmodel,it is importantto studya generalattack
taxonomythat can serve as a startingpoint for analyzing
application-speci�cattackscenarios.For this purpose,we
adopttheattacktaxnomydevelopedin [7]. It is basedonthe
goalsof theattackers,that is, whattheattackersaim to ac-
complish.Basedon the taxonomy, we canenumeratepos-
siblebasicattacks.By basicattacks,wemeanactionblocks
thatcannotbedivided further, for instance,thedelivery of
a datapacket or a reply to routerequest.In contrast,other
attacksarecompoundattacksthatarecomposedof a num-
berof basicattacksandevensomeatomicnormalactions.
Therefore,even if we cannotenumerate(or anticipate)all
possibleattacks,our claim is that they mustbebuilt based
ononeor a few basicattacks,andthereforeit is possibleto
develop securitycountermeasuresfor unknown attacksas
well.

We now explain how we build the attacktaxonomyfor
ad-hocrouting[7]. First, routingis viewedasa processin-
volving causallyrelatedoperationsfrom anumberof nodes.
Any routingprocesscanbedecomposedinto aseriesof ba-
sic routing events. A basicevent is de�ned as the small-
estsetof causallyrelatedroutingoperationsoneverynode.
Note that a basicevent may involve delivering or receiv-
ing oneor multiple network packets. A seriesof network
operationsis identi�ed asa singlenormalbasiceventonly
whenthey areconductedin a transactionalfashionspeci-
�ed by the protocollogic. Otherwise,they areconsidered
ananomalousbasicevent.

Then,an anomalousbasicevent canbe classi�ed from
two dimensions,its target andoperation. The routing be-
havior of MANET typically involves threeelementsthat
arealsothe targetsfor adversaries:routingmessages,data
packets,andthe routing table. The possibleattackopera-
tionsonthesetargetscanbeidenti�ed by examiningthefol-
lowing well-knownsecuritygoals:con�dentiality, integrity,
andavailability.

Next, we choosebasicattacksthat correspondto each
category of anomalousbasicevents. We take a realistic
view to implementonly thosebasicattacksthat are (cur-



rently)meaningful.

� Attackson con�dentiality: canbe performedon data
packets, routing messagesand routing table entries.
The data compromiseexpects to disclosecon�den-
tial data,which only thesourceanddestinationnodes
shouldhavebeenableto access.However, information
in routingmessagesis,by its essence,publicly accessi-
ble sinceevery nodemaypotentiallybene�t from the
informationfor further routing decisions. In the �rst
glance,thelack of con�dentiality in routingmessages
appearsto beharmless.However, [2] pointedout that
routing information can be usedto discloselocation
informationaboutothernodes,which is crucial in, for
example,a military scenario. Similar argumentalso
appliesfor thecon�dentiality of routingtableentries.

� Attackson integrity: canalsobeperformedon all tar-
gets:datapackets,routingmessages,androutingtable
entries. In general,[7] enumeratespossiblecompro-
miseoperationsin this category: fabrication,modi�-
cationandremoval. Hereintegrity compromisehasa
moregeneralmeaning:notonly thecompromiseof the
dataintegrity, i.e.,modi�cation of �elds in anexisting
element,but also of the integrity of normalprogram
logic (which includesfabricationof new elementsand
removal of old elements).Furthermore,therearetwo
meaningfulvariationsof “modi�cation” whenwe im-
plementmodi�cation of routingmessages:on its con-
tents,andon its deliver frequency (Therushingattack
described[5] is suchanexample).Rushingattacksare
typically not meaningfulon datapacketsandthuswe
donot list themseparately.

� Attacks on availability. One of the most common
andwell-known availability compromisesis �ooding,
whichis implementedby sendinghugeamountof traf-
�c of datapacketsandrouting messagesthatexceeds
thenormaltraf�c processingcapacityby targetedvic-
tims. The availability compromisecan also be con-
ductedonroutingtableentriesby over�owingthetable
with uselessroutes,which may result in a new route
beingdiscarded.

Following theabove taxonomy, we de�ne a setof basic
attacks.Eachbasicattackcorrespondsto a differentcate-
gory of anomalousbasicevents. We canfurther construct
compoundattacksthatarecomposedof a numberof basic
attacks.Evenif wecannotenumerate(or anticipate)all pos-
sibleattacks,our belief is thatmostof themconsistof one
or a few basicattacks.Therefore,by studyingthesebasic
attacks,it is possibleto develop securitycountermeasures
for unknown attacksaswell.

5.2. Attack FoundationLibrary for Ad­hocRouting

We usedtheattacktaxonomyto build anattackfounda-
tion library that includesthe basicattacks. We take a re-
alistic view to implementonly thosebasicattacksthat are
(currently)meaningful.Figure4 listsall basicattacksin the
attackfoundationlibrary.

The parametersshown hereareratherself-evident. For
example,src anddst arethe IP addressesfor the source
anddestinationhosts.

Basicattackson network con�dentiality areeasyto im-
plement becausethey only passively listen to the rout-
ing or data traf�c – we can simply call BASR function
register_callback() to listen to local routing con-
trol messagesandregister_overhear_callback() to
eavesdropin dataandrouting control messageson neigh-
boring nodes. Similarly, an attack on the con�dential-
ity of routing table entries can be achieved by calling
read_route_entry() .

Route_Drop_ * andData_Drop_ * attacksarealsoeasy
to implement. They register a callback function with
register_callback() for outgoingmessageswith cor-
respondingpacket types.Thecallbackfunctionwill return
DROPunderacertainprobability, otherwiseACCEPTis re-
turned.ThekernelwhoreceivestheoutputkeywordsDROP
andACCEPTwill take the correspondingactions,i.e., to
dropor to deliver thepacket.

Modify_ * attacksmodify routinginformationin outgo-
ing routing messages.They also registera callbackhook
for theinterestedpackets.Thecallbackfunctionwill return
MODIFY thatwill, in turn,changetheroutingpacketswith
therequested�elds. Change_ * attacks,on theotherhand,
changeinformationdirectly in local routingtableentries.It
�rst calls read_route_entry() to copy informationthat
doesnotneedto bemodi�ed from thecurrentroutingtable
entry, then calls write_route_entry() to changerele-
vant�elds.

For basicattacksthatfabricateroutingmessagessuchas
RouteRequest(RREQ)andRouteReply(RREP),parame-
terssrc anddst representtheoriginatorandthetargetre-
spectively, while parametersip_src and ip_dst specify
the sourceanddestinationin the IP header, i.e., the previ-
oushopandthenext hopin aroutepath.Here,it is possible
to specifya differentaddressfrom the host's own address
(known asIP spoo�ng). Theseattacksareimplementedus-
ing basicnetwork socket operations.Essentially, a special
UDP packet is createdto mimic the samepacket formats
of RREQandRREPdeliveredby the routing protocol. In
particular, RREQpacketsaredeliveredto a broadcastad-
dress.RREPpacketsaredeliveredto thespeci�ed ip_dst .
False_Reply attemptsto reply a RREQeven if it is the
destinationandit doesnot have anavailableroute. It sim-
ply copiesthecorresponding�elds from theRREQexcept



1. Con�dentiality Compromises

(a) AttacksonRoutingMessages

i. LocationDisclosure

(b) AttacksonDataPackets
i. DataDisclosure

(c) AttacksonRoutingTableEntries

2. Integrity Compromises

(a) AttacksonRoutingMessages

i. Fabricationof RoutingMessages
A. False Request(src, dst,

src seq, dst seq, ip src) – Forge
a RouteRequesteven if there is no needto
discover anew route.

B. Active Reply(src, dst, dst seq,
ip src, ip dst) – Forge a RouteReply
even if thereare no relatedincoming Route
Requestmessages.

C. False Reply(rreq, dst seq) – Forge
a RouteReply for a RouteRequestmessage
evenif thenodeis not supposedto reply.

ii. Interruptionof RoutingMessages
A. Route Drop R(percentage, type) –

Drop a percentageof routing packets with a
certaintyperandomly.

B. Route Drop S(percentage, src,
type) – Drop a percentageof routing
packetswith aspeci�c sourceaddress.

C. Route Drop D(percentage, dst,
type) – Drop a percentageof routing
packetswith aspeci�c destinationaddress.

iii. Modi�cation of RoutingMessages
A. Modify Sequence R(type, dst,

dst seq) – Modify the destination's
sequencenumber.

B. Modify Sequence M(type, dst) – In-
creasethe destination's sequencenumber to
thelargestallowednumber.

C. Modify Hop(dst, hop) – Change the
hopcountto asmallervalue.

iv. Rushingof RoutingMessages

A. Rushing F(dst) – Shorten the waiting
timefor RouteReplieswhenarouteis unavail-
able.

B. Rushing Y(dst) – Shorten the waiting
time to senda RouteReplyafter a RouteRe-
questis received.

2. Integrity Compromises(continued)

(b) AttacksonDataPackets
i. Fabricationof DataPackets

ii. Interruptionof DataPackets
A. Data Drop R(percentage, type),

Data Drop S(percentage, src,
type), Data Drop D(percentage,
dst, type) – Similar to RouteDrop
attacks,but dropdatapacketsinstead.

iii. Modi�cation of DataPackets

(c) AttacksonRoutingTableEntries

i. Add Route
A. Add Route I(dst) – Randomlyselectand

validateaninvalid routeentry.

B. Add Route N (new rentry) – Add a
route entry directly with randomdestination
address.

C. Add Route(dst, next hop,
dst seq) – Either validate or add a
routeentry, dependingon whethertherouting
entryhasexisted.

ii. Remove Route
A. Delete Route(dst) – Invalidate a ran-

domvalid route.

iii. ChangeRouteCost
A. Change Sequence R(dst, dseq),

Change Sequence M(dst),
Change Hop(dst, hop) – Similar to
Modify attacks, but the changeis directly
appliedon theroutingtableentries.

3. Availability Compromises

(a) AttacksonRoutingMessages

i. RoutingMessageFlooding
A. Route Flooding R(freq, type)

– Flood with both source and destination
addressesrandomized.

B. Route Flooding S(freq, src,
type) – Floodwith thesamesourceaddress
andrandomdestinationaddresses.

C. Route Flooding D(freq, dst,
type) – Flood to a single destinationwith
randomsourceaddresses.

(b) AttacksonDataPackets
i. DataPacket Flooding

A. Data Flooding R(freq, type),
Data Flooding S(freq, src,
type), Data Flooding D(freq,
dst, type) – Similar to RouteFlooding
attacks,but with datapackets.

(c) AttacksonRoutingTableEntries

i. RoutingTableOver�ow

A. Overflow Table() – Add excessive
routesto over�ow theroutingtable.

Figure 4. Attac k Foundation Librar y for Ad­hoc Routing



that the destinationsequencenumbercanbe speci�ed ex-
plicitly.

5.3. Extending the Attack Library

The attack library is extensiblebecausecompoundat-
tackscanbe built from the basicattacksin the foundation
library or otherattacks.Herewe will presentseveralrealis-
tic attacksthatwe developedandincludedin theextended
attack library. They can serve as the commontest cases
to test,evaluateandcomparedifferentsecuritysolutionsin
their responseto MANET threats. Furthermore,they can
alsobeusedasbuilding blocksof morecomplicatedattacks.

We now show a few attackexamplesin pseudocodes.

Route Invasion: Injecta nodein anactiveroute.

Route_Invasion(double duration /*unused*/,
addr_t src, addr_t dst)

{
if !read_route_entry(src) ||

!read_route_entry(dst)
{

return NO_ATTACK;
}
cur=read_local_entry()->dst;
cseq=read_local_entry()->seq;
sseq=read_route_entry(src)->seq;
dseq=read_route_entry(dst)->seq;
False_Request(dst, src, dseq+1, sseq+1, cur);
False_Request(cur, dst, cseq, dseq+1, cur);

}

If theroutefrom src to dst exists,theattacker �rst gener-
atesa False_Request basicattackwith a largersequence
numberfor dst . It will make all nodes,includingsrc , up-
datetheirroutesto dst usingcur asthenext hop.Then,the
attackergeneratesasecondFalse_Request attack,which
will launcha routediscovery processto establishtheroute
from cur to dst . Eventually, cur will be injectedin the
routefrom src to dst .

Note that this script doesnot prevent the route to be
changedbacklater. We canimplementa persistentversion
of this attackby calling the basicscript repeatedly. The
pseudocodelookslike this:

Route_Invasion_P(double duration,
addr_t src, addr_t dst)

{
while(duration>0)
{

Route_Invasion(0, src, dst);
sleep(period);
duration=duration-period;

}
}

Similar techniquesmaybeappliedto many otherattacksas
well.

RouteLoop: Createa routeloop.

Route_Loop(double duration /*unused*/,
addr_t src, addr_t dst)

{
if !read_route_entry(src) ||

!read_route_entry(dst)
{

return NO_ATTACK;
}
cur=read_local_entry()->dst;
prev=read_route_entry(src).next_hop;
next=read_route_entry(dst).next_hop;
dseq=read_route_entry(dst).seq;
Add_Route(dst, prev, dseq+1);
Active_Reply(src, dst, dseq+1, cur, next);

}

If theattacker is closeto a routefrom src to dst suchthat
two subsequentnodesin this route,prev andnext , arein
theattacker's1-hopneighborhood,theattackercan�rst add
arouteto dst usingprev asthenext hop. It thengenerates
anActive_Reply basicattackto next , usinga largerse-
quencenumberfor dst in theRREPmessage.It will make
next updateits routeto dst via cur . Whenprev receives
apacket from src , thepacket is forwardedaccordingto the
normalpathand it will eventually reachnext . However,
next now thinks thebestrouteto dst is throughcur and
cur forwardsit back to prev . This effectively createsa
loopfrom src to dst andall packetswill bedroppedin the
routewhentheirTTLs dropto zero.

A similar attackcanbe implementedwhenthe attacker
is not close to the targetedroute. The attacker can �rst
�nd a victim nodeV that is close to the route. Instead
of calling Add_Route locally on V (which will requirean
additionalcompromiseon V), the attacker can useeither
False_Request or Active_Reply to force V to update
its route to dst via V' s correspondingprev . The rest is
similar.

Sinkhole: Createasinkholethatredirectsall neighboring
traf�c to a particularnode.

Sinkhole(double duration /*unused*/, addr_t victim)
{

cur=read_local_entry()->dst;
sseq=read_route_entry(victim)->seq;
dst=random address that does not exist;
dseq=random sequence number;
False_Request(victim, dst, sseq+1, dseq, cur);
Data_Drop_D(1.0, victim, TCP|UDP);

}

The attacker generatesa False_Request that appearsto
comefrom the victim and to a non-existentdestination.
Sincenobodyhasarouteto thatdestination,theRREQwill
eventually�ood throughoutthe whole network. As a side
effect,all nodesthatreceive theRREQwill updateits route
to thevictim via cur . Eventually, cur becomesa Sinkhole
for victim .



Notethattheabove attackexamplesonly acton a single
host. However, it is not dif�cult to developa powerful dis-
tributedattackwith two or morecompromisedhostsbased
onsimilar techniques.

6. Measurementand Evaluation Tools

Performancemeasurementtools aredesignedto evalu-
atetheeffectivenessof thesecuritysolutionin maintaining
applicationmissionobjectivewhenunderattacks.They are
veryusefulto comparealternativesecuritysolutions.Since
differentsecuritysolutionshavedifferentrequirementsand
may target different rangesof attacksor threats,there is
no single measurementthat can be usedalone to deter-
mine the bestsolution. To provide an objective basisfor
decision-making,we shouldsupportmultiple measurement
toolsbasedon differentperformancemodels. How to pri-
oritize andassessthesemetricswisely andchoosethebest
securitysolution(s)is a researchproblemthatgoesbeyond
ourpaper.

In S-MobiEmu, we build a set of measurementtools
basedon thecost-bene�tanalysismodel[10]. They canbe
extendedto build othermeasurementandevaluationtools.

Everysecuritysolutioncomeswith a cost.We caniden-
tify themajorcostfactorsasresponsecostandoperational
cost[10]. Responsecostis the costto performresponsive
actionsbasedon theintrusionevidenceindicatedby these-
curity solution.Operationalcostis thecostof applyingse-
curity functions(e.g.,encryptionor intrusionanalysis).

On the otherhand,thereis alsoa bene�t by deploying
a securitysolution. One bene�t measurementis damage
cost, which describesthe degreeof damageto the system
thatis causedby anattackwhenthesecuritysolutionis not
available.Anothermeasurementis effectiveness, whichde-
scribeshow effective the securitysolution can reducethe
damagecostof a particularattack.

In our framework, we consideronly the objectivemea-
suresthatarerelevantto routingsecurity. In particular, we
do not includethe responsecostanddamage costbecause
they areapplicationandenvironmentspeci�c, andcanthus
besubjective.

Most metricsin the treeare self-evident. We describe
theoperationalcostin theamountof resourceconsumption,
which can roughly be classi�ed as systemresource(such
as CPU, memory, disk, etc.) consumption,and network
resource(suchas incomingand outgoingnetwork traf�c)
consumption.In particular, we considerthe theamountof
overhearingtraf�c asanoverheadaswell. Theusefulnessof
this metriccanbeshown by theenergy ef�ciency problem.
In wirelessnetworks,energy ef�ciency is a very important
issue. It is widely agreedthat both communicationover-
headandoverhearingoverheadcontribute to the majority
of energy consumptionin a MANET environment. There-

1. OperationalCost

(a) SystemResourceConsumption
i. CPUUsage

ii. MemoryUsage

(b) Network ResourceConsumption
i. CommunicationOverhead

ii. OverhearingOverhead

2. Effectiveness

(a) DetectionAccuracy
i. DetectionRate

ii. FalseAlarm Rate

Figure 5. Performance Measurement and
Evaluation Librar y for Ad­hoc Routing

fore,energy consumptioncanbemeasured(approximately)
in termsof bothcommunicationoverheadandoverhearing
overhead.

7. CaseStudy: Using S-MobiEmu to Evaluate
Intrusion DetectionSystems(IDS)

7.1. Overview of IDS Research Objective

TheMANET environmentis known to bemorevulnera-
ble thantraditionalwired networks,dueto its dynamicand
distributed nature[16, 14]. Many recentresearchefforts
(suchas[3, 4]) attemptedto applycryptographicsolutions
to secureMANET, especiallyon routing protocols. How-
ever, such intrusion prevention methodsare usually just
the �rst line of defense– this aloneis oftennot suf�cient.
As systemsbecomeever more complex, and as security
is still often theafter-thought,therearealwaysexploitable
weaknessesin thesystemsdueto designandprogramming
errors, or various“socially engineered”penetrationtech-
niques.

Intrusiondetectioncanbeusedasa secondwall to pro-
tectnetwork systemsbecauseonceanintrusionis detected,
responsecanbe put into placeto minimize damages.The
primary assumptionsof intrusion detectionare: userand
programactivities areobservable,for examplevia system
auditingmechanisms;andmoreimportantly, normalandin-
trusionactivities havedistinctbehavior. Intrusiondetection
thereforeinvolvescapturingauditdataandreasoningabout
theevidencein thedatato determinewhetherthesystemis
underattack.



Designing an intrusion detection system (IDS) in
MANET is a challengingtask[14]. First,unlikewired net-
work, MANET doesnot have traf�c concentrationpoints
where the IDS can collect audit data for the entire net-
work. Therefore,at any one time, the only available au-
dit tracewill be limited to communicationactivities taking
placewithin theradiorange,andtheintrusiondetectional-
gorithmsmustbe madeto work on this partial and local-
ized information. Further, IDS requiresa well-de�ned at-
tack taxonomy. In a new environmentsuchas MANET,
traditionalattackanalysisis not effective becauseit relies
heavily on detailsof known vulnerabilitiesandattackinci-
dents.AlthoughMANET hasmany potentialapplications,
noneof themarewidely usedyet. As a result,only limited
MANET attackshavebeenstudiedin theliterature.

The objective of our IDS researchis to investigateIDS
techniquesandto develop IDS-basedsecuritysystemsfor
MANET. Over the pastseveral years,we have developed
several suchtechniques. In particular, we have proposed
two IDS frameworksfor MANET [7, 6]. The�rst is anode-
basedframework whereIDS agentsaredeployedon every
nodeandthey onlyutilize localinformation[7]. Thisframe-
work further containsa speci�cation-basedapproachthat
can accuratelydetectattacksthat are direct violations of
the protocol speci�cation, anda statistics-basedapproach
that can usemachinelearningtools to detectattacksthat
are temporaland statistical in nature. The secondIDS
framework is cluster-basedbecausetherearecertainattacks
whosepatternscanonly be detectedthroughcollaborative
efforts amongmultiple nodes[6]. In this framework, IDS
agentscancollectandusefeaturesfrom multiplenodesin a
neighborhood.

In this casestudy, we are to evaluatethesetwo frame-
worksin realsystems.Wehaveimplementedthetwo frame-
works in theS-MobiEmuplatform,andhave conductedS-
MobiEmuexperimentsto evaluatetheir performance.

7.2. Experiment Setup

TheIDS implementationreliesheavily onBASR.In par-
ticular, theIDS agentis implementedasa separateprocess
from the routing protocol (AODV), while BASR provides
the necessaryinterfaceto learn the necessaryinformation
abouttheroutingprotocolby anexternalprocess.

Thefollowingparametersareusedthroughoutourexper-
iments. Mobility scenarios,unlessspeci�ed explicitly, are
generatedusinga randomwaypointmodelwith 50 nodes
moving in anareaof 1000mby 1000m.Thepausetimebe-
tweenmovementsis 10 secondsandthe maximummove-
mentspeedis 20.0m/s. RandomizedTCP andUDP/CBR
(ConstantBit Rate)traf�c areused.We create20 connec-
tions and the averagetraf�c rate is 4 packetsper second.
Theseparametersde�ne a typical MANET scenariowith

modesttraf�c loadandmobility, which aresimilar to those
usedin otherexperiments[13].

Five training datasets,eachof which runs10,000sec-
onds,aregeneratedfor trainingstatisticaldetectionmodels.
Eachdatasetcontainsrandomlygeneratedattackinstances
with randomstart time andrandomdurationperiods. The
numberof anomalousrecordsaccountsfor roughly50%of
total records.We alsousetenattackdatasetsandtwo nor-
mal datasetsasthe testdata.Eachtestsetruns5,000sec-
onds.Normaldatasetsdo not containany attacks.In each
attackdataset,differenttypesof attacksaregeneratedran-
domly with equalprobabilityandattackinstancesaregen-
eratedwith randomdurationperiods. Comparedwith the
trainingdata,a largerproportion,i.e., 80%of total records
arenormalin an attacktestset. It re�ects a morerealistic
settingsincenormaleventsshouldbe the majority in any
realnetwork environment.

7.3. Research Results

In Section7.1,we outlinedtwo IDS frameworks,node-
basedand cluster-based. Intuitively, the cluster-based
framework is more powerful but potentially lessresource
ef�cient. In order to evaluatethesesolutions,we needto
evaluatedifferentperformancemeasurements.For simplic-
ity, we presentthe resultson two performancecategories,
detectionaccuracyandnetworkresourceconsumption.

Detection Accuracy: We areableto detecta numberof
basicandcompoundattacksusing the speci�cation-based
approach. They include Data_Drop_* , Route_Drop_* ,
Add_Route_* , Delete_Route , Overflow_Table ,
Change_Sequence_* , Change_Hop , False_Request ,
Active_Reply , False_Reply , Route_Invasion ,
Route_Loop , and Sinkhole . We manuallyveri�ed that
our speci�cation is accuratein terms of representingall
allowablenormaloperations.Therefore,thedetectionrates
for these direct violations of protocol speci�cation are
100%andthefalsealarmratesare0%.

Thestatistics-basedapproachfurtherdetectsthefollow-
ing attacks: Data_Flooding_* , Route_Flooding_* ,
Modify_Sequence_M , and Rushing_* . By controlling
the falsealarm rate to be lessthan1%, theseattackscan
bedetectedwith anaveragedetectionrateof 91%.

Notethattheseattackscanonly bedetectedon thenode
it is launched. A possibleimprovementcan be achieved
with thecluster-basedframework. It candetectattacksnot
only on the compromisednode, but also on other nodes
through collaborative efforts. For example, the cluster-
basedIDS detectsthe Sinkholeattackwith 91% detection
rateandlessthan1% falsealarm rate. Althoughtheaccu-
racy is slightly lower thanthatof thenode-basedapproach,
it canpreventa singlepointof failure.



Network Resource Consumption: Although the node-
based IDS does not deliver or receive any extra net-
work messages,it requiresthe useof promiscuousmode,
which alsoconsumessigni�cant amountof energy due to
overhearingoverhead. In contrast,althoughthe cluster-
basedIDS requiresadditionalcommunicationbetweenIDS
agents, only a subsetof nodes are required to enable
the promiscuousmode. We comparethe overall network
overheadas a rough estimationof energy consumption
by including both communicationoverheadandoverhear-
ing overheadbetweennode-basedandcluster-basedframe-
worksin Figure6,wheremis themaximumnumberof clus-
terheadsper cluster. The �gure shows thata cluster-based
approachcan even be more energy ef�cient than a node-
basedapproachundermodestmobility levels.
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7.4. Experienceof Using S­MobiEmu

We expectour IDS candetectroutinganomaliesby uti-
lizing informationon both the internalstatesof theunder-
lying routing protocolandthe patternsof network events.
In our implementation,we found that the BASR approach
servesus very well for this purpose.We canfully recon-
struct the protocol speci�cation indirectly throughBASR
hooksandusethe speci�cation to detectanomalies.The
implementationis non-trivial but it canbedonefairly ef�-
ciently.

We alsoexperimentedwith a similar intrusiondetection
systemon the simulationplatform ns-2. Comparedwith
that experience,developmentusingS-MobiEmuis easier,
becauseof fewer resourceconstraints.By usingthe user-
modeLinux extensionto MobiEmu [15], we wereable to
experimentonanemulationplatformof asmany as100vir-
tual nodes. Sinceeachtest experimentcan be conducted
in real-time,it turnsout to bemuchfasterthana simulated

run. Thus,we wereableto conducta largernumberof ex-
perimentswith a widerparameterselection.

Wefurtherstatethatour implementationwith BASRhas
additionalsecurityadvantagesthanastraightforwardimple-
mentationwithoutBASR.WenotethatatraditionalIDS so-
lution requiresatracelog from theroutingprotocolprocess
asinput. Let usassumeanattackermaynothavethesource
codeto the routing protocol and thereforecannottamper
with the normalprotocolbehavior directly. However, the
attacker maystill beableto obtaintheneededprivilegesto
modify thetracelog �le right beforeIDS canaccessit. This
attackwill not succeedin our implementationbecausewe
donotusethetracelog asanintermediateauditlog �le. In-
stead,the IDS uses(read-only)helperhooksdirectly from
theroutingprotocol.

8. Discussions

8.1. CodeComplexity

The BASR modulefor AODV is about400 lines in C.
The attack library, which includesthe implementationof
28basicattacks,whichform theAttack FoundationLibrary
andabout10 compoundattacks,is implementedin about
3,500lines in C++. Theperformancemeasurementtoolkit
containsabout800 lines of code. For our casestudy, the
node-basedIDShasabout15,000linesof code.Thecluster-
basedIDS has about 8,000 lines of code, excluding the
sharedcodebasefrom thenode-basedIDS.

Thesourcecodeof S-MobiEmuwill beavailableatMo-
biEmu website http://mobiemu.sourceforge.net .
We alsoplanto releaseour IDS softwarein thefuture.

8.2. Limitation

We would like to point out thatS-MobiEmuis not suit-
able for studyingattacksin physical layer (suchas jam-
ming), becausethe wirelesscommunicationis emulated.
However, if we replacethe network emulator(MobiEmu)
with a real deployed MANET network, it is possibleto
usethe rest of S-MobiEmuplatform to run experiments,
but suchexperimentsmay not be reproduciblefor the rea-
sonswe have explainedearlier. Similarly, we may have
to run real experimentsfor MAC-layersecuritystudy, be-
causetoday'swirelessMAC is almostalwaysimplemented
in �rmw areandis inaccessible.However, if theMAC pro-
tocols are implementedin host OS, like in somenew ar-
chitecturesuchas “Native WiFi”, we may be able to use
S-MobiEmu in emulationmode. We also envision that
S-MobiEmucanbe extendedto supportMAC-layersecu-
rity studyin futuresoftware-de�nedradioplatformswhere
MAC protocolsareprogrammablein DSPor FPGA.



9. RelatedWork

To thebestof our knowledge,thereis no similar secure
MANET testingsystemreportedin the openliterature. In
wired network security, thebestknown testenvironmentis
perhapsLARIAT, anIDS testbedusedin the1998and1999
DARPA IntrusionDetectionevaluation[11, 12]. LARIAT
provides a con�gurable test environmentwhere intrusion
detectionmodulescanbe “plugged” in the testbedto cap-
tureauditdataandinvokeresponse.It providesmany ways
to con�gurebackgroundtraf�c andattackgeneration.How-
ever, it doesnot provideAPIs to extendits attacklibrary to
accommodatemore/new attacks.

10. Conclusion

In thispaper, wehaveexplainedtheneedsto haveanex-
perimentalenvironmentto assistthedevelopmentandeval-
uationof secureMANET. Wehavedevelopedonesuchplat-
form calledS-MobiEmu. It allows us to testactualsecure
MANET codein repeatableexperiments. It provides the
necessaryprogrammingabstractionfor usto designandim-
plementattacktestcasesandthe�e xibility for usto extend
theattacklibrary in thefuture.We have testedS-MobiEmu
in ourown secureMANET research.Weusedit to evaluate
anIntrusionDetectionSystemandgainedvery positive re-
sults.WebelievethatS-MobiEmuwill beaveryusefultool
for secureMANET researchcommunity.

Our future work will includea betterprogrammingab-
stractionfor attacks. We will exploit a scripting language
approach,whereattackscenarioscanbeexpressedin aform
that is easilyunderstandableby humanandexecutableby
machine.Then,the coreof S-MobiEmuwill be an attack
enginethat interpretsthescriptsandinjectsmalicioustraf-
�c, security-relatedevents,andtheeffect of securitycom-
promise(suchasworm spread)into theemulatednetwork.
Furtherfuturework will alsoincludea betterperformance
measurementmodel.
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