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Abstract

1

Modern online services come with stringent quality requirements in terms of response time tail latency. Because of their
decomposition into fine-grained communicating software
layers, a single user request fans out into a plethora of short,
µs-scale RPCs, aggravating the need for faster inter-server
communication. In reaction to that need, we are witnessing a technological transition characterized by the emergence of hardware-terminated user-level protocols (e.g., InfiniBand/RDMA) and new architectures with fully integrated
Network Interfaces (NIs). Such architectures offer a unique
opportunity for a new NI-driven approach to balancing RPCs
among the cores of manycore server CPUs, yielding major
tail latency improvements for µs-scale RPCs.
We introduce RPCValet, an NI-driven RPC load-balancing
design for architectures with hardware-terminated protocols
and integrated NIs, that delivers near-optimal tail latency.
RPCValet’s RPC dispatch decisions emulate the theoretically
optimal single-queue system, without incurring synchronization overheads currently associated with single-queue
implementations. Our design improves throughput under
tight tail latency goals by up to 1.4×, and reduces tail latency
before saturation by up to 4× for RPCs with µs-scale service
times, as compared to current systems with hardware support for RPC load distribution. RPCValet performs within
15% of the theoretically optimal single-queue system.

Modern datacenters deliver a breadth of online services to
millions of daily users. In addition to their huge scale, online
services come with stringent Service Level Objectives (SLOs)
to guarantee responsiveness. Often expressed in terms of tail
latency, SLOs target the latency of the slowest requests, and
thus bound the slowest interaction a user may have with the
service. Tail-tolerant computing is one of the major ongoing
challenges in the datacenter space, as long-tail events are rare
and rooted in convoluted hardware-software interactions.
A key contributor to the well-known "Tail at Scale" challenge [15] is the deployment of online services’ software
stacks in numerous communicating tiers, where the interactions between a service’s tiers take the form of Remote
Procedure Calls (RPCs). Large-scale software is often built
in this fashion to ensure modularity, portability, and development velocity [26]. Not only does each incoming request
result in a wide fan-out of inter-tier RPCs [10, 23], each one
lies directly on the critical path between the user and the
online service [6, 16, 29, 50]. The amalgam of the tail latency
problem with the trend towards ephemeral and fungible software tiers has created a challenge to preserve the benefits of
multi-tiered software while making it tail tolerant.
To lower communication overheads and tighten tail latency, there has been an intensive evolution effort in datacenter-scale networking hardware and software, away from
traditional POSIX sockets and TCP/IP and towards lean userlevel protocols such as InfiniBand/RDMA [21] or dataplanes
such as IX and ZygOS [7, 47]. Coupling protocol innovations with state-of-the-art hardware architectures such as
Firebox [4], Scale-Out NUMA [43] or Mellanox’s BlueField
Smart-NIC [37], which offer tight coupling of the network
interface (NI) with compute logic, promises even lower communication latency. The net result of rapid advancements
in the networking world is that inter-tier communication
latency will approach the fundamental lower bound of speedof-light propagation in the foreseeable future [20, 50]. The
focus of optimization hence will completely shift to efficiently handling RPCs at the endpoints as soon as they are
delivered from the network.
The growing number of cores on server-grade CPUs [36,
38] exacerbates the challenge of distributing incoming RPCs
to handler cores. Any delay or load imbalance caused by
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Introduction
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